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Wireless Network) ol A Z|= XHS 10S(alOS) APE A5t AL 5HE WS Hoqd FLICH 0]
0f|0{ A Microsoft 215 7|t (Windows 2003)2 WGB2| QIS ME UZ 1 SAF I Eoid7| &He
&3l o|2{et QB M= WGBO =852 2 = FELICH ACSE RADIUS M d&h2 gfLICt. 802.1X
7| #E2IE AE3FE WPA1/TKIP & & 371 AL EILICEH
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. Cisco Autonomous &5 M 2! Cisco 10S 7|8t M| A ZRIEof CHEF X[ 4
.- LWAPP(Light Weight Access Point Protocol) X| A

AMNEEIE FH 24

o

Mol HE = O AZEQJo{ & stER o HHE 7[gte 2 gfLch

HO

. Cisco 10S® AZ E Qo] 2IZ|A 12.4(10b)JA2E Al3st= WGBLIS I 22 0|RE Cisco 10S
Software & 2|A 12.4(10b)JA2 O| & Ar&3HoF & LICt.Cisco {1 ID CSCsI85710(SEE! 1
748k 52 —802.11a WGBE DFS M2 HIE A3l 6t 7L '2HIY AE|o|M'S EAI51E ¢
24 & LIC}.Cisco {1 ID CSCsI85798(S S & 1242k 8id) —DFS O|HIE & WGBE CHA| Y
&t x| et & LICH.Cisco 1 ID CSCsm37686(SS & 1Bt 51iE) —TKIP HE22 T E
WGBE (WPA+TKIP)+(WPA2+AES)0l 2188 4= gi&LICH Cisco H1 ID CSCsk85945(& 5
E 1748k sE) —WPA1 WGBE WPA1+WPA2 WLANO @448 4= gi&LCt.Cisco 1 ID
CSCsk52437(S S & 128k alid) - AP7H 2 ZAH'd HEHZ O|SstH WGB TS| AnerL
Ct.Cisco 21 ID CSCsb85791(S 5! 1Bk 5i{E) —11300] M O|D0|X| x| & S&&Cisco
H1 ID CSCsk63882(SSEl 1 Z4BH 3liE) —12.4 7|8 802.11 AP7} &*%or FHoi =&
ID 2F 7t Yl LICH Cisco B2 ID CSCsI36227(S S € 1Pt sliE) —WGB2| FX: %SM-
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4-BADEVENT: O|IE 'eapResp'7t &R EI24& LIt Cisco H{1 ID CSCsl46209(S S &l m 24t
3i2) —WGB 1242 11g BtCI2 7} K8 =0 S0l SEELICHCisco L D
CSCslI58071(S S E! 1248t i) - WGB7t EAP-TLSOI M RIS 5= o ZHE X o 2 AZho|
Q) Ao,

- 8171 4.2.99.08 A#sHE WLCO[2{E! O 2 4.1.185.0 0|4 S A& 8HOF BFLICt Cisco B2 ID
CSCsk41360(SSE 1 2et 8iE) —EAPOLE =4I8t F0i= ZHEED{7} EAPOL 212X
2|8 Aot

A3 0| HRAE S 2 SSE TZolo{of ELCH
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2 T =lof CHEH AFMIBH LIS S Cisco 712 Bl REIS HASHAIR.
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. Microsoft CAS E-IQI—lEH*_é' gt 32).

.ACSO| MH{ PIE X ‘| x|

. ACSO{ CA 215 M MX|

MH IBME ME o|'_|_ ACS MH

. WGB7} EAP TLSHM CIESHESE ACS 7+
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.WGBQO| PIEM 2 HEIQ0 [t2t SAE O|F, =HIQ! O|F & AlZF M- AE X[HE F 4T L
Ct.CA 1B ME MAX|ELICHAP Q1B A ovg; MAMBHLICHCAO| AP QIB M 23S EH
LIEME wUZELICAP QIS ME Mx|ELIC.
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Windows 2003 Advanced ServerE A} 235104 Microsoft CAE Ut CIS BHAIE 225 A AL,

1.

2.

MHXISE MXIFLICH HMo{E > T2 FIHA|7 > Windows T8 24 > o FE[F|0|M A
HE M= ELCH

JH S CAE Mx|ELICH AMoE > 22 3% &7} > Windows 7t 24 > QIS M MH|A
£ MEjgiL|ch e Z2to|= R E CAE ME{EFLICH.CAO] O|§ 2 XIHst 7|83l SLIC.

ACSO| A QIS A MR

ACSOl| A Q1B M E dRIstedH Chs EHAE 2t =& LICH

1.

3.

ACS MHOM A= E2t KoM CAZ O|SELICH
http://ip.of.CA.server/certsrvRequest a Certificate(21& A %) > Advanced Request(11 =

%) > Create and Submit a request to this CA(O| CAM| 2% 44 & X|&).Name (CN) Z=0f
LI & =dgtLIct. 7|53l S Al7| HFRILICH Type of Certificate Needed(Z 2 8t QIZE M R &)
E ECH2 M0l A Server Authentication Certificate(MH QI& QIS AM)E MEFLICLF2 S
Mol 22 MEHFHLICE.CSP — Microsoft Base Cryptographic Provider v1.07| 27| —
10247|& UEH = U Z2E BEAIE MEIELICH2F HFE US M HE LM IS M
E M¥EELCCE ZE €52 7I2a2E /XI5t Submit(ME)S S={gFLICt o] +=2lg|
QACHE certificate Pending 2B 2 M EA|Z|o{ok BfLICH EXI7F E B MS KB 323172
IEE Active XE YollE & = VIEH 52 HEHAAR.

. O|A| CAOllA CA B E| REIZIE|Z 0|S75t0] Start(AlZf) > Administrative Tools(& 2| &) >

Certification Authority(2!& 7|&)& Mg L|Ct 21 0i M CA OlO|2 & & &3St Pending
Requests(2F 52 LH)E HELICILEZRO|ACSHAM QLEE 0IRA QLEZ HECER 8
25t All Tasks(Z2 £ 2 ) > Issue(BZ M) B MEAEILICH O|X| 20| Issued Certificates( 2
= QB A) oteHoll EAIELICH

ACS MHZ E0}7tM CHA| http://ip.of.CA.server/certsrv 2 O|SELICHERF S QUSM 2
Ho| 4eff 27|18 & =|gLCt Server Authentication Certificate® & =|gLICt.0| QIS M M x|
& =gt

ACSO| CA QI& M M%|

CHS

CHHE 22t A2,

ACS MHOIM A& = E2t X0l CAZ O|SELICt. http://ip.of.CA.server/certsrv

b WON -

N O

8.

. Download a CA certificate, certificate chain £= CRL2 & =/&fLIC}.

Iz e MEY: 7|E 64,

. Download CA certificate(CA /& A CIREE)E MEFELICT.

..cer I} S QT Install Certificate(21 S A AX)E S2IgLICH.

. Certificate Import Wizard(218 M 7t X 27| Ot2dAH) o A Next(CHF)E 228t Ct 3 O ME

20 ZE PQISME 21 Browse(3tot27()E E&|&LICH

. Show physical stores & A& MEHEIL|C
. Trusted root certification authorities(2Z[& = U= FE ¢01F 7|#hHE =& 351 Local

Computer(24 H#FE)E MEHE OIS Ok(E2)E 2 28t
Next(CH), FINISH(OIE)E &2/8t1 OK(&E Q) E Z=lsto{ MIsaLch

MH ISME A5 ACS A




CHS

0o ~NOoO Ok~ WODN -

CHHE 2tEStAAIR.

. ACS MH{0{l A System Configuration(A|AE] ZHI|28y|0|M) MEIEFL|C}
. ACS Certificate Setup& ME={grLICH.

. Install ACS certificate(ACS 2I1& M AX)&E MEEFLICE.

. Use certificate from storage® ME{gHLIC}H

. O| EtAl0 M AF8 8 Jat S Ut O|§2 CN O|Fofl =dghLct.

. Submit(X| &) &=/grLic}.

.ACS MHOM A|AE] S S 2IFLCH

. ACS Certificate Setup& ME{grLICH.

9.

Edit Certificate Trust List(2IE M 42| 58 )& ME{grLICH

10. CAQ| EQIEHE2 MEHgFLCY,
11. Submit(M &) =gUcCt

WGB7Z} EAP-TLSO|AM QIS E|=5 ACS 74

ACSOIM WGBE Q&35S ACSE T dsttiH CtE HHE 2 =& LICH

1.

WLCE NAS(AAA 2210|ME)Z Z 718 LICHACS GUIOIA 212 2| Network Configuration(L|
EQ|3 #Hu|agolMd)S 2 =IFLICHAAA Clients(AAA E2+0|AHE)0 M Add Entry(85 57}
Y& Z2!&LICH AAA Client Hostname(AAA E2I0|1E S AE 0|8)0] 0|2 Y=AFLICt
AAA Client IP Address ofz{ofl wLC2| 22| RQIE{H|O|A IP FAE =IEFLICt Shared Secret
otzfolA RADIUS 7|& 2335t 7|55l =LICt Authenticate Using(CHS 2 AF& 5104 Q15)
E &Ct2 Mol M RADIUS(Cisco Airespace)& 1= & LICt.Submit +Apply& & =/ gFLICH.

. ACSO|A EAP-TLSE & M3} &FL|Ct System Configuration > Global Authentication Setup&

MEYBIL|C EAP-TLSOI A, 02 S04 PEAP O}2H2| EAP-TLS7} otL|2} EAP-FAST O|%
EAP-TLSO{| A EAP-TLS & & MEHEILICE M 7HX| Q1B M &el SME 25 MEHFLICH
.Submit +Restart® ME{grL|C}.

.WGBE ACSZE F7I&LICHAFS At A0 M [AFSAH Tl wGB2| 0|2 35t [FI}
Oold

!
[EEE Z2ELUC ol o ME "WGB"E A8 LICHLES 27tSE HIPHE & AL
Ct. EAP-TLSOIM = ALSEIX| 8fX[2F O] 2fd2 Ha- LT Submit(M &)S =&

ACSH 21552 WLCS| WLAN 74

CHS

1.
2.

CHHE 225t AAIR.

WLCS| GUIE & &LICt.

RADIUS Mt S50 ACSE F7I& LICt.Security(2.2H) > AAA > RADIUS >
Authentication(2/&)& M5t T New(MZ BHEZ[)E 2 2!gLICt Server IP Address(AH IP
ZFA) HHo| ACS IP FAE Q=2d8tL|CH Ol EHH2l RADIUS 2% &3 & l248tLct
ApplyE =gt

. EAP-TLS 220/ E0f| CHEF WLANS F 7 LICHWLANS(WLAN)H A New(ME BHET)E

Z2FLct.Z20Y 0/§ L WLAN SSIDE SSIDE 238 LICt.General(EH 2ol M
Enabled(& A3}E) & 212t &l Broadcast SSID(st= B<)E MEHEILICH Security(F2 2F) &
oM Ct2 2 & LICtLayer 2(2110]01 2) BH0{| A Layer 2 Security(210/01 2 E29H) EELCI2
|4+ 0l A WPA+WPA2E AMEASI T TKIP &3S AFR35H= WPA Policy with TKIP
Encryption(WPA E2)& MENSI T AES &t 3317 & E WPA2 HAME ME| FAECHS
Auth Key Mgmtoil 802.1X8 MENEFLICHACS7H H 7|2 RADIUS A{E{7} obcl 4 AAA



Servers O}2H{0 A ACSE F7IEfLICHApplyE &=|&LICt.

WGB2| QIS £

CHE BAE 225t MAIR

ool ge SA Y S0V SHS AL LICH TFTP & SCEP '#of Cigh xtM|et LIg2
Cisco 3200 Series Wireless MIC Software Configuration Guide2| Configuring Certificates Using
the crypto pki CLIE & Z=3sHAAIL.

b

1. Zeof 2l WGBL| SAE O|§, M2l 0|§ Y AlZtE MHEHELICILSAE O|E2 O EF
et Zo| ACSoi| 248t AL X} ol x| oF & LICH.

ap#configure terminal

ap(confi g) #hostname WGB

WEB( confi g) #

QIF0| 2t S5t2{™ AlZho| M&3Hof & LICH(clock set exec CLI £ sntp A{H{ F49).
2. CAOf CHEr AE| X[He F--dFLct.

WEB#config term

WEB( confi g) #crypto pki trustpoint CUT-PASTE

WEB( confi g) #enrollment terminal
WEB( conf i g) #subject-name CN=WGB

BFT: subject-name cNe<d i ent Name>O0| E 2 BFLIC}. Microsoft CA7} QIS ME ASSHK| 25tH

. 0x80094001 25 M|A|X|.
WEB( conf i g) #revocation-check none

&1 Cisco HH1 ID CSCsl073490 MHEE EXM|E & X|5+24™ revocation-check none E& 0|
Lo LIS SE 1Y 3T WGBE 55 HA/MAZS siFstnl CHAl @izt o ©
2 Alzho| Z&IL|Ct.

WEB( confi g) #rsakeypair manual-keys 1024

3. WGBO{| CA 215 AME MX|ELICI.CA RQIE M AR 7HX{27[:CAR O|S &Lt
http://ip. of CA.server/certsrvDownload a CA certificate, certificate chain £= CRLE & =|&fL]
ChQIA T gy MEY: 7|2 64.Download CA certificate(CA IS M CIRZE)E 2| &fLCt
.cer ItAE MEELICHCA QS ME MRIFLICE.
WEB( confi g) #crypto pki authenticate CUT-PASTE
Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself

O|A| O|™ CHAHM CtHR 2 E3H cer IOl EIAEOf B0 &LICt
----- BEG N CERTI FI CATE- - - - -

[ ... ]

----- END CERTI FI CATE- - - - -

qui t

Certificate has the followi ng attributes:

Fi ngerprint: 45EC6866 A66B4D8F 2E05960F BC5CLB76

% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully inported


//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html
//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html
https://tools.cisco.com/bugsearch/bug/CSCsl07349
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4. WGBO{| 22I0|ME 2EM 23 U MR[WGBUM QIEM 2ES HMFLIct
WEB( confi g) #crypto pki enroll CUT-PASTE
% Start certificate enroll nent

% The subject nane in the certificate will include: CN=WGEB

% | ncl ude the router serial nunmber in the subject name? [yes/no]: no
% I nclude an | P address in the subject name? [no]: no

Display Certificate Request to term nal ? [yes/no]: yes

Certificate Request foll ows:

M | Bj zCB+Q BADAY MQmvCg YDVQQDEWNXROI x Hz AdBgk ghki GOWOBCQI WEFAHQ 5]

Y21 | d21 masS5j b20wgZ8wDQYJKoZ! hvc NAQEBBQADg YOAM GJAoGBAMuy Z0Y/ x| 30
6Pwch3gA/ JoBobYcvKH c0BOgvqPgCnizgNb8ns FDVBZFQKb3y Sdl x| qOG r n/ Yoh
2LHz RKi +AWQHFGAB2v k FDOSJI D8A6+YDY GEdXGoo/ e0eqd 7LgFqOwpUQYI PxsPn
QUcK9ZDWA8EZNYdx U j Bt LGOM_X4gt a9AgMBAAGYI TAf Bgkghki GOWOBCQ4XE] AQ
MA4GAL Ud DWEB/ WQEAW FoDANBgk ghki GOWOBAQQUFAACBYQASCI t CKRt u16Jnmr z
¢ DROOL QdmNYDuwk s WHRg SHDM W B gA2bKeNs Tj +svuX5S/ @RcGhzCBOLN f t Q7
f wtRcKKnmB+SpaEnU3eYGs 3HhY7WAL4AMY4Jk Y8l 89ah15/ V82Sol ACF CJDy5BvBP6
hk7GAPbMYkVOwJIaNr uVEvKk YoL Q==

---End - This line not part of the certificate request---

Redi spl ay enroll ment request? [yes/no]: no
WEB( config) #

O|Tlof =Zgt £E242 AE5L0{ CA0l| 2EI0IUE/AER LB ME EELICEH CAO A&
g = U= PCE A5t CHE WS ALE5tod ALEA QIS ME QHEELICL.CAZ O|SE L
Ct. http://ip.of.CA.server/certsrv"' 2B M LE" SME MEIEILICt "advanced certificate
request(Z2 2B M L)' SMHS MEIFLICE " "Submit a certificate request by using a base-
64-encoded CMC or PKCS #10 files or submit a base-64-encoded PKCS #7 file(base-64=
RQIAEEI CMC EE= PKCS TS ALE36t04 QIB M RLE ME) S MEHELICH O|Fof| At
& &l "crypto pki enroll" BHE| A 10S7} MdFt QIEM Q™ Eo{dn @2 MEgLICHot
X|2o 2 Q1B AE "Base 64 encoded"E CHREESHM AR .21 A= 0| WGB(WGBO| M3
gt ALEXl 0|&)E CN2E ALE350{ WGBO| CHaH 215 M7 AXZE M= K| 2 2I5HoF &f
LICHWGBOI| AHE A} Q15 ME A x|EFLICt
WEB( confi g) #crypto pki import CUT-PASTE certificate

Enter the base 64 encoded certificate.

End with a blank line or the word "quit" on a line by itself
O[A| O] HHO|M CHREESH cer TS| BIAE O 2042 &LICH

----- BEG N CERTI Fl CATE- - - - -

[ ... ]
----- END CERTI FI CATE- - - - -

% Router Certificate successfully inported

5. WGB CLIOIM 215 & IEhLCt.
WEB#show crypto pki certificates
Certificate

Status: Avail able
Certificate Serial Nunmber: 1379B07200000000000C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=AARONLAB
Subj ect :
Nane: WGEB
ch=W\&B
CRL Distribution Points:
http://wecsw n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009



Associ at ed Trust points: COPY- PASTE

CA Certificate
Status: Avail abl e
Certificate Serial Nunmber: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
| ssuer:
cn=AARONLAB
Subj ect :
cn=AARONLAB
CRL Distribution Points:
http://weswi n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associ at ed Trustpoints: COPY- PASTE

o M2 WGBSSID, A &2 H E 8l gic|e #+4

CHS BAHE 225t HAI.

1. SSIDE F&ELICt ol= o|™ EAHIM wiLCol 7+E SsSIDeH Y x|l ok & L|Ct.
dot 11 ssid EAPTLS
aut henti cati on networ k-eap eap_net hods
aut henti cati on key-managenent wpa version 1
dot 1x credential s EAPTLS
dot 1x eap profile EAPTLS
infrastructure-ssid
2. EAP-TLS &IER & T EELICH A EXt O|F 2 4IE| X[l CN X ACS2| AHEXL O|& E=
ot Ux|sHok gfLCt.
eap profile EAPTLS
method tls
|
dot 1x credential s EAPTLS
user nanme WGB
pki -t rust poi nt CUT- PASTE

3. Zoof mat 2te|2 QIE{H0|A S TAIEFLICE 0] ool A= 2.4GHz 2tC|2(Dot11Radio0) 7+
‘A}$25E“—JEP
interface Dot 11Radi 00

encrypti on node ci phers aes-ccmtkip

ssid EAPTLS
!

packet retries 128 drop- packet
station-rol e workgroup-bridge

#1: 0| 128 ar op- packet & MA|=E B2 WGBE= FE AP0 7Is8t 8t ¢dZ2E|0{ Qe o2
D HtY WGBO A EF Au|aso|MLIct E2Mez 2YE[E WGBL| E<, 0|28 Zixl
acflolMdE ALEE = U&LICH ol MY M 34Me 2 2Pl = MAULICH

packet retries 128

o e

packet retries 128

nobil e station period 5 threshold 82

(tune the nobile station command as needed for a specialized application)

T& SctO|HE Cift 5 FH(EL8 F2)

& S0 ™ IPFATH U1 %il %= IPHOIHE XIEHoz MEsX| otE 74 CIHHO|ATE
StLt ool "I A|E Z2to|AE"7F WGB FIoll /e B9 WGB2H CUWNO| aliE 2Et0[HUEE &
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T E Edst EHAIE sESlok gLict. o] oflolAM = E2to|E Q| IP FA 71 10.0.47.660|10
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1. 2E+0|HEof CHal WGBOIIA 1Y EE(X| =S F g Lot
B(confi g) #bridge 1 address 0040.96b4.7e8f
forward fastethernet0

2. WLCOI A 1% MAC-IP 4 DHZE FAELICHMAC ZE{Z, AAA X{& 2| 2 DHCP7F e
StX| 2t =5 WLANE F&&Lct.

(Cisco Controller) >show wlan summary

!--- Make a note of the WLAN ID for the SSID used for EAP-TLS. (Cisco Controller) >config
wlan disable 6
(Cisco Controller) >config wlan mac-filtering enable 6
(Cisco Controller) >config wlan aaa-override enable 6
(Cisco Controller) >config wlan dhcp_server 6 0.0.0.0
!-—- Do not have DHCP required checked.
z+ Zeto|Eof CcHs MAC ZE{(MAC-IP THE)E FItetLCt
(Cisco Controller) >config macfilter add
0040.96b4.7e8f 6 management "clientl"™ 10.0.47.66

802.11a(5GHz)7t ArEEl 22 5§ &1 ALE

802.11a= 802.11b/g(2.4GHz)ECt Bf2 AL X[HSGEE A IS8t &2
WGB7F MW o A2 £ &Lt ek M 5GHz0lM 2 Ystes SO FE=
M7 eE & SEHO| E = S0 XIS E = J&LCt 3 DFS AMES M8

AME EWH e 43 &= U2 DFS 20| B x| O|HE 7L e M5t & T A| SEHELICE

[t2tA] 802.11aE A8t G2 FCC =M@l Z 0| DFS AM'EES AFEStX| 8t UNII-1 &

U
HHE BOH AL 5t= Zd0| Z2&LICH WGB2| Dot11Radio1 QIE{H|O|A L FHHE|X| B0 M AHE S
et AMS =S T8t of gfLIC o & & O Z&Lch

WEB(config-if)#mobile station scan
36 40 44 48 149 153 157

T4

CI= 2 Cisco 10S Software Release 12.4(10b)JA2, WPA1-TKIP, 2.4GHz2+ & 71 EAP-TLS C1& 2
At83tE AP12429| WGB Z1IZ| 1204 9| of Lt

A3 B7H MO QI8 0] FAIO| U HO| T WA B2 OIS EIA LI

version 12.4

no service pad

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

|

host nane WGB
|

| oggi ng buffered 200000 debuggi ng




enabl e secret 5 $1$xPt X$hj xzdWR9qadykoxLYba91l
|
no aaa new node
clock timezone MST -7
|
|
!
dot 11 ssid EAPTLS
aut henti cati on network-eap eap_net hods
aut henti cati on key-managenent wpa version 1
dot 1x credential s EAPTLS
dot 1x eap profile EAPTLS
i nfrastructure-ssid
|
power inline negotiation prestandard source
eap profile EAPTLS
net hod tls
|
!
crypto pki trustpoint COPY- PASTE
enrol | nent term nal
subj ect - namre CN=WGB
revocati on-check none
rsakeypair manual - keys 1024
|
1
crypto pki certificate chain COPY- PASTE
certificate 1379B07200000000000C
[...]
qui t
certificate ca 612683248DBA539B44B039BD51CD1D48
[...]
qui t
dot 1x credential s EAPTLS
user nane WGB
pki -t rust poi nt COPY- PASTE
|

usernane Cisco password O Cisco
!

bridge irb

!

!

i nterface Dot 11Radi 00

no i p address

no i p route-cache

!

encryption node ciphers tkip

!

ssid EAPTLS

!

packet retries 128 drop- packet
station-rol e workgroup-bridge
no dotll gos node

bridge-group 1

bri dge-group 1 spanni ng-di sabl ed

nterface Dot 11Radi ol
no i p address
no i p route-cache

shut down
!

station-role root
bridge-group 1
bri dge-group 1 subscriber-1oop-contro




bri dge-group 1 bl ock- unknown-source
no bridge-group 1 source-Ilearning
no bridge-group 1 unicast-flooding
bri dge-group 1 spanni ng-di sabl ed

nterface FastEthernetO

no i p address

no i p route-cache

dupl ex auto

speed auto

bridge-group 1

bri dge-group 1 spanni ng-di sabl ed

|

interface BVI1

i p address dhcp client-id FastEthernetO

no i p route-cache
|

ip http server
no ip http secure-server
ip http hel p-path

bridge 1 route ip
!
!
!
line con O
line vty 0 4
I ogin | oca
!
sntp server 10.0.47.1
end

Cisco 10S A& ZIS| A|HIE S7|3t5tD AlZHS NVRAM01| X~M& g LCHCisco I0S
Software Release 12.4(21a)JY7} Q&= A|AEIQ| ZH

ME2l 4 EJHESIZ AZ0l CiEt 215 A 7|8 2158 +st =5 74 &l Cisco 10S EXl, O
F M EClHEZT &2, oltHE HAHE s™stx| i & HESRIZ0| ¢4 & + &Lt

F UEIZo AZEZ| ™ol M E2| H ET7F & A|ZHAlZhHE & = UEF AH QB M
E 7:.*0%* = JUAESE M E2| 7 EE NTP Mol Alzhg &F&s5tn AlZHE N
grLICt. Ol& Cisco 10S Software Release 12.4(21a)JYE 4 %3PE ZE AAH|

CHE BHE 225t HAIR.

1. M E2| H EJ HEQT HMA HEL2 7tK|1 Qe XAk &
=7|5t5t 0 AlZHS NVRAMO| HESIEE M Z2| 2
AlAEI0|M HES0] E2i0| Qi B2):

Supp(confi g) #sntp server 10.0.47.1
Supp(confi g) #clock save interval 8
Supp(confi g) #end

Supp#write memory

ofl 1.2. (NTP7I = AlAEL StEH0] E=Z0| U AlAH 0l A):
Supp(confi g) #ntp server 10.0.47.1 iburst
Supp(confi g) #ntp update-calendar
Supp(confi g) #end
Supp#write memory



Client Usernane

AP MAC Address
Client State

Client MAC Address

Workgroup Bridge

21 gfLICholl 2.1:

2. M EC2| A EJF NTP MHO| HIEQ|Z A4S ot AlZhE S7I3R=X] &0
Supp#show sntp
SNTP server Stratum Version Last Receive
10.0.47.1 3 1 00: 00: 09 Synced
od 2.2:
Supp#show ntp status
Cl ock is synchronized, stratum 4, reference is 10.95.42.129
[ ]
3 MEEIHEI U= B2 M EE| H EQ| stER 0 E20] 2HIE AlZHo| MHEE[U}=X], O
=HX| of2 ZA2 NVRAMOY| KE E[AIEK| é E LICH.ofl 3.1. StES0{ 20| S AlAE o
M:A|ZEO| NVRAMO| MEE|E 5 M 2| 74 EE CHA| EEFLICH CHA| EEE! F NTP AH
E MEE = gz G0z Alzto| CHEF ’SZFEFXI EolgtLCt.
Supp#show clock detail
*08: 24: 30. 103 - 0700 Thu Apr 15 2010
No tinme source
0 3.2. StE0] E20| /U= AABRIO|AM:St=S 0] L&ol| B4R HEdt AlZtE 7| & LCt
Supp#clock update-calendar
=290| SHtEX| ElgfLCt.
Supp#show calendar
o O
Cl== & QlgrLCt.
o MMZ A& 3stod Zdm|aaio|Mo| MCHE 2 Sst=X| & lgLIct
Output Interpreter T (S S E D240 ) (OIT)= EX show BHE X|HELICH OITE ALE3FI
0 show B E£=240| EMg FELIC}
WGB 442 = QlgtLct
WLCOH|MH W | FM MAC Ta= ZAE 2ct0|HER EAIZ|o{oF B LICIH o E ET™ Cl31t
&LCt.
(Cisco Controller) >show client summary
Nunmber of Cients......... ... .. .. .. . ... 5
MAC Addr ess AP Nane St at us WLAN Aut h Protocol Port Wred
Quest - Lan
00: 00: 39: dd: 4d: 24 AP0019. e802. 3034 Associ ated 6 Yes NA 4 No
00: Oe: 9b: cb: d3: 9c AP0019. e802. 3034 Associ at ed 1 No 802. 11b 4 No
00: 16: 6f: 50: el: 25 AP0019. e802. 3034 Probi ng N A No 802. 11b 4 No
00:19:56:b0:7e:b6 AP0019.e802.3034 Associated 6 Yes 802.11b 4 No
00: 40: 96: b4: 7e: 8f AP0019. e802. 3034 Associ at ed 6 Yes NA 4 No
Use "show client detail <MAC>" to see nore information on the WEB
(Cisco Controller) >show client detail 00:19:56:b0:7e:b6
............................... 00: 19: 56: b0: 7e: b6
................................. WGB
................................... 00: 19: a9:42:e4: 10
Associ at ed
2 client(s)

7t
=


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

BSSI D. . .. 00: 19: a9: 42: e4: 15
Channel . ... .. . . 1
I[P AdAress. . ... e 10.0.47. 23

WGBO0{| A show dot11 associations 2! show dot11 associations all-clients 23S Al 235104 AP}
o| edZdof| CHEH RIMIEH LIRS &2 4 U&LICH WGB! 7|£ 7|0|E L) 0| pingsdtEd™ ping w.x.y.z
m2dS AL EFLICH

WGB2| 22t0|HE HAZAS #elFfLict

WGBO{| M FastEthernet0 QIE{HO|AE &3l st&E FAE 21 show bridge 1 fastethernet0 &

T2 MEE = U&LICHL

WGEB. Ci sco. COMtshow bridge 1 fastethernet0

Total of 300 station bl ocks, 292 free
Codes: P - permanent, S - self

Bri dge G oup 1:

Addr ess Acti on Interface Age RX count TX count
0000.39dd.4d24 forward FastEthernet0 1 328 71
0040. 96b4. 7e8f forward Fast Et hernet O P 0 352

On the W.C, the WaB's wired clients will show up as associated clients with
protocol "N A":
(Cisco Controller) >show client summary

Nunmber of Cients........ ... .. .. ... 5

MAC Address AP Nane St at us WLAN/ Auth Protocol Port Wred
Cuest - Lan

00:00:39:dd:44:24 AP0019.e802.3034 Associated Yes N/A 4 No

00: Oe: 9b: cbh: d3: 9¢c AP0019. e802. 3034 Associ at ed 1 No 802.11b 4 No

00: 16: 6f: 50: el: 25 AP0019. e802. 3034 Probi ng N A No 802.11b 4 No

00: 19: 56: b0: 7e: b6 AP0019. e802. 3034 Associ at ed 6 Yes 802.11b 4 No

00: 40: 96: b4: 7e: 8f AP0019. e802. 3034 Associ at ed 6 Yes N A 4 No

(Cisco Controller) >show client detail 00:00: 39: dd: 4d: 24

Client MAC AdAress. . ... 00: 00: 39: dd: 4d: 24

Cient Username ..........c.iiiiinn. N A

AP MAC Address. .. ... e e 00:19:a9:42:e4: 10

Cient State........... .. Associ at ed

Workgroup Bridge Client....ccccceeeecccccccccccns WGB: 00:19:56:b0:7e:b6

Wreless LAN Id......... ... ... . . . 6

BSSI D. .. . 00: 19: a9:42: e4: 15

Channel . ... . . . . e 1

= -

£ sS4

ol Mol HAm|adolM BAIE s ZstE ol A Y & s HEES MBeLICH

=X sid EH

F

Oh

Output Interpreter -_rL( El 10 SHE)(OIT)E & show BHEES X|ELICH OITE AL

=
[«)
01 show HZ £240| EM

IIIIO JIﬂJ


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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#1: debug BHS AH&5t7| Mof ClHT B0 st 52

C|HZ of

. WGBZ of
. WLC E 0f

WGB% of

WGBO| A O] 0oJ0ll M= 2.4GHzE 7HLEELICH 5GHzE AF& 3= A< Dot11Radio0 CH A

Dot 11Radi 012 .

WEB#no debug dotll dotllradioO print printf

!-—— This runs the radio debugs through !--- the standard Cisco IOS logger. \WB#debug dotll
dotllradio0 trace print mgmt uplink

!--- radio driver debugs: 802.11 management frames !--- and uplink events WEB#debug dotll supp-
sm-dotlx

!--- interface to the 802.1X supplicant

CHE2 ol Azl o|MolM MBSkl el dZ ol of

WGB= of

Mar 4 23:22:39.427: 108DDOBF-0 Uplink: Enabling active
scan
Mar 4 23:22:39.427: 108DDODO-0 Uplink: Not busy, scan
all channel s
Mar 4 23:22:39.427: 108DDODE-0 Uplink: Scanning
Mar 4 23:22:39.430: 108DDF83-0 Uplink: Rcvd response
from 0019. a942. e415

channel 1 3237

!-—-- WGB scans the 2.4 GHz channels, !--- found an AP on
channel 1. Mar 4 23:22:39.470: 108E7B31-0 Upli nk

dot 11_uplink_scan_done: ssnie_accept returns 0x0
key_nmgnt Ox50F201 encrypt _type 0x20 Mar 4 23:22:39.470
108E7B67-0 Uplink: ssid EAPTLS auth | eap Mar 4
23:22:39.471: 108E7B77-0 Uplink: try 0019.a942. e415, enc
20 key 1, priv 1, eap 11 Mar 4 23:22:39.471: 108E7B93-0
Uplink: Authenticating Mar 4 23:22:39.479: 108E9C71 t 1
0 - BOOO 13A 42E415 BO7EB6 42E415 DOEO auth | 6

al gorithm 128 sequence 1 status 0 Mar 4 23:22:39.480
108EA160 r 1 73/ 26- BO0OO 13A BO7EB6 42E415 42E415 5E70
auth | 37 algorithm 128 sequence 2 status 0 221 - 0 40
96 C1 A22 79 95 1A7C18 1 00 CA40000 74 52 EA
31 F4 9E 89 5A /--- WGB completes 802.11 authentication.
Mar 4 23:22:39.480: 108EALEB-0 Uplink: Associating Mar 4
23:22:39.481: 108EA951 t 1 O - 0000 13A 42E415 BO7EB6
42E415 DOFO assreq | 119 cap 431 infra privacy shorthdr
listen interval 200 ssid EAPTLS rates 82 84 8B C 12 96
18 24 extrates 30 48 60 6C aironet W3B. C sco. COM | oad 0
clients 0 hops O device 7C-2700 refresh 15 CWO0-0 fl ags
0 distance O ccxver 5 221 - 0 40 96 14 0 1P 10.0.47.23 1
wpal ntst tkip ucst tkip keynmgnt wpa cap 2800 221 - 0 40
96 6 2 Mar 4 23:22:39.484: 108EB2C6 r 1 80/77 19- 1000
13A BO7EB6 42E415 42E415 5E80 assrsp | 101 cap 31 infra
privacy shorthdr status O aid C003 rates 82 4 B 16

ai ronet AP0019.e802.303 load O clients 0 hops 0 device
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8F-2700 refresh 15 CW31-1023 flags 40 distance O IP
10.0.47.6 0 ccxver 5221 - 0 40 96 14 0 221 - 0 40 96 C
1 A227E95 1A7C181 00CB40000FB4CF3 7DD
29 71 E2 !'--- WGB completes 802.11 association. Nar 4
23:22:39.486: Uplink address set to 0019.a942.e415 Mar 4
23:22:39.486: Initialising common |I0S structures for

dot 1x Mar 4 23:22:39.486: Done. Mar 4 23:22:39. 486:
DOT1X_SHI M Start supplicant on Dot11Radi o0 (credentials
EAPTLS) Mar 4 23:22:39.486: DOT1X SHIM Starting

dot 1x_nmgr _auth (auth type 128) Mar 4 23:22:39. 486
DOT1X_SHIM Initialising WPA [or WPA-PSK or CCKM key
managenent nodul e !--- Starting the EAP-TLS supplicant
Mar 4 23:22:39.488: DOT1X_SH M Dot 1x pkt sent (uplink)
with dest 0019.a942.e415 Mar 4 23:22:39.489: DOT1X_SH M
No AAA client found for 0019.a942. e415 (on Dot 11Radi 00)
Mar 4 23:22:39.489: DOT1X _SH M Dot 1x pkt sent (uplink)
with dest 0019.a942.e415 Mar 4 23:22:39.490: DOT1X_SH M
No AAA client found for 0019.a942. e415 (on Dot 11Radi 00)
!--—- The "No AAA client found" message appears !--- to
be a bogon and can be ignored. Mar 4 23:22:39.491:
DOT1X SHIM Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.491: 108EB9B4-0 Upli nk:
EAP aut henticating Mar 4 23:22:39.491: 108EBD22 r 11 73/
4 - 0802 13A BO7EB6 42E415 42E415 5E90 | 64 0100 0034
0101 0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53
2C6E 6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C
706F 7274 6964 3D34 0000 Mar 4 23:22:39.492: 108EC770 t
11 0 - 0801 13A 42E415 BO7EB6 42E415 DAOO | 68 EAPOL2
EAPOL start Mar 4 23:22:39.492: 108ECAAD r 11 74/ 18-
0802 13A BO7EB6 42E415 42E415 5EAO0 |1 64 0100 0034 0102
0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53 2C6E
6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C 706F
7274 6964 3D34 0000 Mar 4 23:22:39.492: 108ECDE2 t 11 O
- 0801 13A 42E415 BO7EB6 42E415 DA10 | 68 EAPOL2 EAP id 1
resp ident "WGEB" Mar 4 23:22:39.493: 108EDOOO t 11 O -
0801 13A 42E415 BO7EB6 42E415 DA20 | 68 EAPOL2 EAP id 2
resp ident "WGEB" Mar 4 23:22:39.524: 108F50C4 r 11 74/
18- 080A 13A BO7EB6 42E415 42E415 5ECO |31 0100 0013
01AF 0013 1101 0008 E23F 829E AE45 57EB 5747 4200 0000
0000 0000 00 !--- The WGB sends an EAPOL START, !--- the
WLC authenticator sends an EAP ID Request, !--- and the
WGB responds with an EAP ID response. Mar 4
23:22:39.525: DOTIX_SH M No AAA client found for

0019. a942. e415 (on Dot 11Radi 00) Mar 4 23:22: 39. 525:
DOT1X SHIM Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.526: 108F57D0 t 11 O -
0801 13A 42E415 BO7EB6 42E415 DA30 | 68 EAPOL2 EAP id 175
resp nak OD Mar 4 23:22:39.547: 108FA89C r 11 86/77 19-
080A 13A BO7EB6 42E415 42E415 5EDO |18 0100 0006 01BO
0006 0D20 0000 0000 0000 0000 Mar 4 23:22:39.547:
DOT1X_SHI M No AAA client found for 0019.a942.e415 (on
Dot 11Radi 00) Mar 4 23:22:39.561: DOT1X_SHI M Dot 1x pkt
sent (uplink) with dest 0019.a942.e415 Mar 4
23:22:39.561: 108FE059 t 11 O - 0801 13A 42E415 BO7EB6
42EA15 DA40 186 EAPOL2 EAP id 176 resp tls 8000 0000
3216 0301 002D 0100 0029 0301 47CD D9BF CE1B 71Bl1 A815
CB99 8CB80 8876 39F2 57A3 OF02 F382 147E 9DOC 657E 3AA7
Mar 4 23:22:39.572: DOT1X_SH M No AAA client found for
0019. a942. e415 (on Dot 11Radi 00) Mar 4 23:22:39.573:
DOT1X SHIM Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.573: 10900868 r 11 86/ 77
20- 0802 13A BO7EB6 42E415 42E415 5EFO | 1024 0100 03F4
01B1 03F4 ODCO 0000 079D 1603 0100 4A02 0000 4603 0147
CDD9 B413 0683 9734 4D26 136F EC8F ECD3 5D3B 77C7 4D20




7DA1l 9B17 D7D3 E4A6 1720 Mar 4 23:22:39.574: 109012E6 t
11 1 - 0809 13A 42E415 BO7EB6 42E415 DA50 | 68 EAPOL2 EAP
id 177 resp tls 00 Mar 4 23:22:39.582: DOT1X_SHI' M No
AAA client found for 0019.a942.e415 (on Dot 11Radi 00) Mar
4 23:22:39.734: DOT1X SH M Dot1x pkt sent (uplink) wth
dest 0019. a942. e415 Mar 4 23:22:39.735: 1090317E r 11
/78 19- 0802 13A BO7EB6 42E415 42E415 5F00 | 965 0100
03B9 01B2 03B9 0DO0 C687 1DB6 065B 2467 2609 EES5F 9C64
F3A9 C199 493E 2B79 F157 1765 6C2F C409 4D54 7DA4 6791
4859 ECAA 685B OF66 CS5E9 22A6 Mar 4 23:22:39.736
10928A31 t 11 O - 0801 13A 42E415 BO7EB6 42E415 DA60

| 1239 EAPOL2 EAP id 178 resp tls 8000 0004 B316 0301
036D 0BOO 0369 0003 6600 0363 3082 035F 3082 0247 A003
0201 0202 0A13 79B0 7200 0000 0000 0C30 0D06 MNar 4
23:22:39.755: 1092D464 r 11 /78 18- 0802 13A BO7EB6
42E415 42EA15 5F40 |1 65 0100 0035 01B3 0035 0D80 0000
002B 1403 0100 0101 1603 0100 20B8 EBFA 2DDB 2E1A BF84
37A8 892C 84C5 50B2 B1A5 6F3E B2B5 981A 2899 1DE2 B470
6800 Mar 4 23:22:39.755: DOT1X_SH M No AAA client found
for 0019.a942.e415 (on Dot 11Radi 00) Mar 4 23:22:39. 760:
DOT1X SHIM Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.760: 1092E92Ct 11 O -
0801 13A 42E415 BO7EB6 42E415 DA70 |68 EAPOL2 EAP id 179
resp tls 00 Mar 4 23:22:39.770: 10930F50 r 11 75/80 19-
0802 13A BO7EB6 42E415 42E415 5F60 |16 0100 0004 03B3
0004 0000 0000 0000 0000 Mar 4 23:22:39.770: DOT1X SH M
No AAA client found for 0019.a942. e415 (on Dot 11Radi 00)
Mar 4 23:22:39.774: DOT1X_SH M Received Dot 1x success -
Aut henticated with EAP-TLS !--- EAP-TLS authentication
is successful, !--- now come the keys. Mar 4
23:22:39.774: DOT1IX_SH M treat key material as wpa-vl
v2 pnk Mar 4 23:22:39.774: DOTIX_SH M WA PMWK key size
truncated from64 to 32 Mar 4 23:22:39.777: DOT1X_SH M
CGot Eapol key packet from dotlx manager Mar 4
23:22:39.777: DOT1X_SH M Passing key packet to KM
nodul e Mar 4 23:22:39.777: supp_km processKey:

descriptor type = 254 Mar 4 23:22:39.777:

supp_km processKey: key length = 137 Mar 4 23:22:39.778:
109319B7 r 11 /77 16- 080A 13A BO7EB6 42E415 42E415 5F70
| 107 0103 005F FEOO 8900 2000 0000 0000 0000 OO6E 64DO0
G659 1C91 11D2 6040 C251 0592 E6B6 3799 OEDE B1BD B3A6
87B7 8C9B OD5E DFOO 0000 0000 0000 0000 Mar 4
23:22:39.779: 109332C2 t 11 1 - 0809 13A 42E415 BO7EB6
42EA415 DA80 | 133 EAPOL key desc FE info 109 len 20
repl ay 0000000000000000 nonce
11AADA303F5F9B2357A932B3093483905E69F8408D019FB2EF56F7AD
706F0759 iv 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 i c
DBDO6C383B83E3478F802844095E9444 dat al en 1A key DD18
0050 F201 0100 0050 F202 0100 0050 F202 0100 0050 F201
2800 Mar 4 23:22:39.780: 109336Cl1 r 11 83/78 18- 0802
13A BO7EB6 42E415 42E415 5F80 | 133 0103 0079 FEO1 C900
2000 0000 0000 0000 016E 64D0 C659 1C91 11D2 6040 C251
0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B OD5E DF6E 64D0
G659 1C91 11D2 Mar 4 23:22:39.781: DOT1X _SHIM Got Eapo
key packet from dotlx manager Mar 4 23:22:39.781

DOT1X SHIM Passing key packet to KM nodul e Mar 4
23:22:39.781: supp_km processKey: descriptor type = 254
Mar 4 23:22:39.781: supp_km processKey: key length = 457
Mar 4 23:22:39.781: dot 1x_paki o_plunmb_keys: trying to
plunb PTK key Mar 4 23:22:39.782: 10933E11 t 11 0 - 0801
13A 42E415 BO7EB6 42E415 DA90 | 107 EAPOL key desc FE
info 109 len 20 replay 0000000000000001 nonce
00000000000000000000000000000000000000000000000000000000




00000000 i v 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 i c
3A59680D1130EC24B00F7246F9D0738F datal en 0 key Mar 4
23:22:39.785: 10934749 r 11 88/77 17- 0842 13A BO7EB6
42E415 42E415 5F90 | 155 |V 0103007F- FE039100 2000 0000
0000 0000 026E 64D0 C659 1C91 11D2 6040 C251 0592 E6B6
3799 OEDE B1BD B3A6 87B7 8C9B ODSE D76E 64D0 C659 1C91
11D2 Mar 4 23:22:39.785: DOT1X SH M Got Eapol key
packet from dot1x manager Mar 4 23:22:39. 785:

DOT1X SHIM Passing key packet to KM nodul e Mar 4
23:22:39.785: supp_km processKey: descriptor type = 254
Mar 4 23:22:39.785: supp_km processKey: key |length = 913
Mar 4 23:22:39.786: dot1x_paki o_pl unb_keys: trying to
plunb vlan key - length: 32 Mar 4 23:22:39.787: %OOT11-
4- UPLI NK_ESTABLI SHED: Interface Dot11Radi 00, Associ ated
To AP AP0019. e802. 303 0019. a942. e415 [ EAP- TLS WPA] Mar 4
23:22:39.787: 9%.1 NK-3- UPDOWN: | nterface Dot 11Radi 00,
changed state to up Mar 4 23:22:39.789: 10934D63-0
Uplink: Done Mar 4 23:22:39.789: 10934D94-0 Interface up
Mar 4 23:22:39.790: 10934ED7 t 11 0 - 0841 13A 42E415
BO7EB6 42E415 DAAO | 115 EAPCL key desc FE info 311 len O
repl ay 0000000000000002 nonce
00000000000000000000000000000000000000000000000000000000
00000000 i v 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 i c
DAG60CCDAE27E7362B9B720B52715E081 datalen 0 key !--- The
keys are all distributed, !--- and the DotllRadioO0
interface is fully up.

WLC & C|HZ

WLC & of

(Cisco Controller) >debug mac addr
00:19:56:b0:7e:b6

!-—— Filter debugs on the radio !--- MAC address of the
wGB. (Cisco Controller) >debug dotll state enable

(Cisco Controller) >debug dotlx events enable
(Cisco Controller) >debug dotlx states enable
(Cisco Controller) >debug pem events enable
(Cisco Controller) >debug pem state enable
(Cisco Controller) >debug aaa packet enable
(Cisco Controller) >debuug aaa events enable
(Cisco Controller) >debug aaa events enable
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 Processi ng
WPA | E type 221,
Il ength 24 for nobile
00: 19: 56: b0: 7e: b6
Tue Mar 4 16:45:56 2008: 00:19: 56: b0: 7e: b6 10. 0. 47. 23
RUN ( 20)

Change state to START (0) | ast
state RUN (20)




Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0. 47. 23
START (0)
Initializing policy
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0. 47. 23
START (0)
Change state to AUTHCHECK (2)
| ast state RUN (20)
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0. 47. 23
AUTHCHECK (2)
Change state to 8021X REQD (3)
| ast state RUN (20)
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0. 47. 23
8021X_REQD (3)
Pl unbed nobil e LWAPP rul e on
AP 00: 19: a9:42:e4: 10
Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6
apf PemAddUser 2 (apf _policy. c: 209)
Changi ng state for nobile
00: 19: 56: b0: 7e: b6 on
AP 00:19: a9:42: e4: 10 from Associ ated to Associ at ed
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6
apf ProcessAssocReq (apf_80211. c: 4149)
Changing state for nobile
00: 19: 56: b0: 7e: b6 on
AP 00:19:a9:42:e4: 10 from Associ ated to Associ at ed

!--- WGB is associated in 802.11. !--- Note in this case
that the WGB associated !--- when it was already
associated. Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6
dot 1x - noving nobile 00:19:56: b0: 7e: b6 into Connecting
state Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 Sendi ng
EAP- Request/ Il dentity to nobile 00:19:56: b0: 7e: b6 (EAP Id
1) Tue Mar 4 16:45:56 2008: 00:19:56: b0: 7e: b6 10.0. 47. 23
Rermoved NPU entry. Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAPOL START from nobil e

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 dot1x - noving nobile

00: 19: 56: b0: 7e: b6 into Connecting state Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Sendi ng EAP-
Request/Ildentity to nobile 00:19:56: b0: 7e: b6 (EAP Id 2)
Tue Mar 4 16:45:59 2008: 00: 19:56: b0: 7e: b6 Recei ved
EAPOL EAPPKT from nobil e 00:19: 56: b0: 7e: b6 Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Recei ved EAP Response
packet with mismatching id (currentid=2, eapid=1) from
nmobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAPOL EAPPKT from nobil e

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Received ldentity Response (count=2)

from nobil e 00: 19: 56: b0: 7e: b6 !--- WGB sends EAPOL START
while !--- WLC sends its EAP ID-request, !--- which
confuses the state machines for a moment, !--- but
eventually we get on track, and the WLC !--- gets its

ID-response from the WGB supplicant. Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 EAP State update from Connecting
to Authenticating for nobile 00:19:56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 dot 1x - novi ng nobile
00: 19: 56: b0: 7e: b6 into Authenticating state Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16:45: 59 2008: 00: 19: 56: b0: 7e: b6 Successful transm ssion
of Authentication Packet (id 17) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6- 00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 11 00 9c 85 82 35 15 62 0Of 50 bd 32
60 Oc €6 ...... 5.b.P.2°.. Tue Mar 4 16:45:59 2008




00000010: de 94 b2 40 01 05 57 47 42 1f 13 30 30 2d 31
39 ...@.WGB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 1le 1la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19- A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4

16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢ 63 32 30 /...tucson-wW c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 1a Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7cC........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 .......... = .... Tue Mar 4 16:45:59 2008: 00000080

4f Oa 02 02 00 08 01 57 47 42 50 12 c5 f3 f5 9c

O..... VGBP. . . .. Tue Mar 4 16:45:59 2008: 00000090: cO
81 Oe 3e 23 c0 a7 1b 03 f7 af 5b ...>#...... [ Tue Mar 4
16: 45: 59 2008: 00000000: Ob 11 00 47 54 d3 b6 45 75 eb
83 b7 97 7¢ 80 1b ...GI..Eu....|.. Tue Mar 4 16:45:59
2008: 00000010: 13 03 71 1d 4f 15 01 bO 00 13 11 01 00
08 3d 17 ..q. O ........ =. Tue Mar 4 16:45:59 2008
00000020: 4a 94 eb c7 3b 3e 57 47 42 18 0Oc 53 56 43 3d
30 J...;>WEB..SVC=0 Tue Mar 4 16:45:59 2008: 00000030

2e 36 34 37 3b 50 12 67 50 d3 ad 88 7d 16 8b 5b
.647;P.gP...}..[ Tue Mar 4 16:45:59 2008: 00000040: di1
25 57 56 b2 ec 76.%W..v Tue Mar 4 16:45:59 2008:
****Ent er processl ncom ngMessages: response code=11 Tue
Mar 4 16:45:59 2008: ****Enter processRadi usResponse
response code=11 Tue Mar 4 16:45:59 2008

00: 19: 56: b0: 7e: b6 Access- Chal | enge recei ved from RADI US
server 10.0.47.42 for nobile 00:19:56: b0: 7e: b6 receiveld
= 7 Tue Mar 4 16:45:59 2008: 00: 19: 56: b0: 7e: b6
Processi ng Access-Chal | enge for nobile 00:19: 56: b0: 7e: b6

!--- The WLC forwards the ID-request info, !--- that it
had received !--- 1in 802.1X from the WGB supplicant, to
the RADIUS server, !--- 1in a RADIUS Access-Request
packet. !--- The RADIUS server responds with an Access-
Challenge. !--- If there is a configuration problem with
RADIUS, then either !--- the RADIUS server does not
respond, or it responds !--- with a RADIUS Access-
Reject. !--- If EAP-TLS goes well, there is much back
and forth !--- between the EAP exchange on the wireless

!--- 1ink, and the RADIUS exchange between the WLC and
ACS. Tue Mar 4 16:45:59 2008: 00:19:56: b0: 7e: b6 Entering
Backend Auth Req state (id=176) for nobile

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 WARNI NG updated EAP-Identifer 2 ===>
176 for STA 00:19:56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Sendi ng EAP Request from AAA to nobile
00:19: 56: b0: 7e: b6 (EAP Id 176) Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Recei ved EAPOL EAPPKT from nobil e

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAP Response from nobil e

00: 19: 56: b0: 7e: b6 (EAP Id 176, EAP Type 3) Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Successful transmi ssion
of Authentication Packet (id 18) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6-00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 12 00 a6 d5 64 56 8a e8 27 fa de ca
69 c4 2a ..... dv..'...i.* Tue Mar 4 16:45:59 2008
00000010: cd 06 26 Oc 01 05 57 47 42 1f 13 30 30 2d 31
39 ..& ..WEB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 1le 1la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d




41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4

16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢ 63 32 30 /...tucson-w c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 1a Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7cC........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 .......... = ... Tue Mar 4 16:45:59 2008: 00000080

4f 08 02 b0 00 06 03 0d 18 Oc 53 56 43 3d 30 2e
O........ SVC=0. Tue Mar 4 16:45:59 2008: 00000090: 36
34 37 3b 50 12 43 6e 32 b6 €9 11 a3 47 8e 96
647;P.Cn2....G . Tue Mar 4 16:45:59 2008: 000000a0: dc
fO 37 a8 37 9e..7.7. Tue Mar 4 16:45:59 2008: 00000000:
Ob 12 00 4b 71 7a 36 1d d9 24 16 8d c0 2f 45 52
...Kgz6..$%.../ER Tue Mar 4 16:45:59 2008: 00000010: 82
3d 58 cf 4f 08 01 bl 00 06 0d 20 18 1d 45 41
X0 EA Tue Mar 4 16:45:59 2008: 00000020: 50
3d 30 2e 32 30 32 2e 32 37 65 61 2e 31 3b 53

P=0. 202. 27ea. 1; S Tue Mar 4 16:45:59 2008: 00000030: 56
43 3d 30 2e 36 34 37 3b 50 12 71 bf 1f 5c¢c c7
VC=0.647;P.q..\. Tue Mar 4 16:45:59 2008: 00000040: 69
7e e8 cc 9d 71 18 de b7 e5 b7 i~ ..q..... Tue Mar 4

16: 45: 59 2008: ****Enter processlncom ngMessages:
response code=11 Tue Mar 4 16:45:59 2008: ****Enter

pr ocessRadi usResponse: response code=11 Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Access- Chal | enge

recei ved from RADI US server 10.0.47.42 for nobile

00: 19: 56: b0: 7e : b6 receiveld = 7 Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 Processi ng Access-Chal | enge for
nmobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Entering Backend Auth Req state
(id=177) for nobile 00:19:56:b0: 7e: b6 Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 Sendi ng EAP Request from AAA to
nobi | e 00: 19: 56: b0: 7e: b6 (EAP Id 177) Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 Recei ved EAPCL EAPPKT from
nmobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAP Response from nobil e

00: 19: 56: b0: 7e: b6 (EAP Id 177, EAP Type 13) Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Successful transni ssion
of Authentication Packet (id 19) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6-00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 13 00 ed 30 a2 b8 d3 6¢c 6a €9 08 04
fo b9 32 ....0...1j..... 2 Tue Mar 4 16:45:59 2008
00000010: 98 fe 36 62 01 05 57 47 42 1f 13 30 30 2d 31
39 ..6b..WEB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 1le 1la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4

16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢ 63 32 30 /...tucson-w c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 1a Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7c........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 .......... = ... Tue Mar 4 16:45:59 2008: 00000080

4f 3e 02 bl 00 3c 0d 80 00 00 00 32 16 03 01 00

... .<..... 2.... Tue Mar 4 16:45:59 2008: 00000090: 2d
01 00 00 29 03 01 47 cd df 36 c4 bc 40 48 75 -
...)..G.6..@u Tue Mar 4 16:45:59 2008: 000000a0: f4 09
ea 60 Oc 40 fc 99 a0 e7 11 15 00 7e ca 90
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