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Potential Scripting Violation
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[ Close: ]
14. Ch2 BollM CH22 Z2IgfLICH Certificate Export Wizard(21F M LI LHZ| ObAb) ZHodl A
MEASLICH Next(CHR)E 2218

Yes(0dl), export the private key(7H2! 7| LHEL}7|) S M2

L|C}

Certiflicatle Export Wirzard
Yiou can choose to export the private key with the certificate

Export Private Key
Private kays are password probected, IF you want to export the private ey with the

certificate, you MmUust bype a passwornd on a later page
Dn YOI U SEOOrE t?m‘pﬂvatn]gav wiith the certificabe?
:

— (:_'} Y5, export the private Iu-';.r
('_:I hh:l do not expork l.h: prlvata =y
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Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of File Formaks.,

Select the Format you want bo use:

(*) Personal Information Exchange - PKCS #12 (.PFX)
[ lindude all certificates in the certification path iIf possible

Enable strong protection (requires IE 5.0, NT 4.0 SP4 or above)

[ ] Delete the private key if the export is successful

I < Back = MNext > ]\J Cancel I

16. Password(H| 21 %) &of HIZHE E U=24FLICE O] oflof A E ciscoE Hl':'a":'d_._i AEE

Lk

Certificate Export Wizard

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Confirm password:

[ < Back H Mext = ][ Cancel ]

17. 0|=<A-| I (.PFX Tt )2 StE C|AF ol AHEELICH Next(CHg)E 22I5t01 HEUW7| =2
MAE H3Xo= t2 ot



Certificate Export Wizard o

File to Export
Specify the name of the File yow want bo export

File: rsrmees:

CHOpenSSLA binciscowlc 1 23, pfx i Browse. .. |

| = Back l[ Mext = |[ Cancel |

EJ!

Completing the Certificate Export
wWizard

Yo havee succassfully cormplated the Certificate Expork
Wiz ard.

Wi b speecified the: Followsing settings:

File Marme i e
Export Keys Weo
Irnchade all cartificates im the certification pathh MNo

File Formalt Parson
L >

Certificate Exporl Wizard E

The export was siccessful. oy —

[ < Back l][ Finish ] [ Cancel ]
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WLCO|| C|HIO|A IEAM CIRELE

Ol WLG Yx| QUBME PFX IILUZ MABE = Q02 O3 HHE HEESH M LHUS CI2=2
E5t= JYULICt Cisco WLCE .PEM & 419| 1B MEF =2 gHL|Ct. 2k A TX{ openSSL Z2 1
HME ALE o|'0=| PFX E= PKCS12 34| 118 PEM T2 tHaksfof SHLIct

OpenSSL 2122 AL510] PEXO| QIEAE PEM HAlO 2 gt

PEM @Alo 2 B35t 7| 2|50 openSSLO| MX|El 2 E PCOi| QIBEME SAE £
openSSL Z 2139 bin ZH0{| U= Openssl.exe I+U0i| CFS BHHES Q24T L

A&LICH
Ct.

#1: OpenSSL 2 AtO|E 0 M openSSLE CIREZEE = Q&L

openssl>pkesl2 -in ciscowlcl23.pfx -out ciscowlcl23.pem

l--- ciscowlcl23 is the name used in this example for the exported file. !--- You can specify
any name to your certificate file. Enter Import Password : cisco

!-—— This is the same password that is mentioned in step 16 of the previous section. MAC


http://www.openssl.org/

verified Ok Enter PEM Pass phrase : cisco
!-—-- Specify any passphrase here. This example uses the PEM passphrase as cisco. Verifying - PEM
pass phrase : cisco

CIE M meo| PEM Aoz wHEtE|LIC CFS EHAIE PEM &4l ClHIO|A QIZME WLCO CH2
2Ll ALt

2t10: I Mol PEM TtY 2 CHREES PCO| TFTP M 2Z EQ0{7} Qlofof EfL|C}. O] PCE

WLCO{| 24Z4E|o{ Qlo{ok & LICt TFTP ME{oll= PEM o] HEE 2 x|of X|HE 48 2! 7|2
CIHE2|7F Qlo{oF gFL|Ct

HEHE PEM &4 C[HIO|A OIS ME WLCOHI CIREE

O| oloil M= WLCS| CLIE S8 CH22E Z= M40 Cisl Y ELICH

1. ZHEED] cLIo| 2 QlgFLct.

2. transfer download datatype eapdevcert &g /248tL|C}.

3. transfer download serverip 10.77.244.196 F& S /=48 L|Ct10.77.244.1962 TFTP A 2]
IP &ALt

4. transfer download filename ciscowlc.pem F&/& 238 L|Ct 0| 0|0l M AFE E|= T O|&
ciscowlc123.pem &l L|C}.

5. transfer download certpassword B2 235101 QlE Aol H|ZLHE E M ELICt.

6. YCIO|EE M2 2 24™ transfer download start WS 2dgfL|ct O OHS #HxH A
B0l I CIREC ZZMAE AESlgle TEZEJ| EAITH -%%”§I+H°@MW

= download B £3& £04 EFLIC}.
(Cisco Controller) >transfer download start

T

o
rlo

o T TFTP

[0 = > B 5 Y = PRI Vendor Dev Cert
TFTP Server IP. . ...ttt ittt ittt 10.77.244.196
TFTP Packet Timeout.......... i iiiiiiinnnnn. 6

TFTP MaxXx ReCriesS. ...ttt iiiiiiieeeennnnnn 10

TETP Path. ... e e e e e e e e e e e e

TFTP Filename. . .o v vttt ittt ettt et ettt eeeeeeeeennn ciscowlc.pem

This may take some time.
Are you sure you want to start? (y/N) vy
TFTP EAP CA cert transfer starting.
Certificate installed.
Reboot the switch to use the new certificate.
Enter the reset system command to reboot the controller.
The controller is now loaded with the device certificate.

7. HEEHE NMEES2{™ reset system BHES U2FLICH O|X| ZHEE {7t C|HIO|A RIS M
ol &7 2= ELch

PKIS| £E 2ISME WLCAH MXIELICH

O|A| C|HFO|A

| M7t wLCo| DX[E[i2E =2 ChHE EHAlE CA AHEHollA WLCO PKIS| R E QI
ErE dxist

oI5

= ALt ChS BHAIE s 8uct.
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Drizable asscocoumc
ek Password. ..
Flosres. ..

D=y Hommes Fage
Serndc r~iail

Fired. . .
Ll T === [
R LTt -

Fle= s Wedimcdowss Frorm e res

L W]
L= | =l =
Rernannes
Fefresh
Expork Liskt...

J+>

o EOMEQte = O|E°"L|L'_

- = |
Published Certificates | Member OF | [riakin |  Object ](' Security |
E rmvwrirorirmeesnit I Sessions I Feamote control I T srmunial Services F'rui'l-'..]_ EEIM:!-—‘]'/
G erveral l Addiezs | Accowt | Piofile | Telephones | Organization |
€F  obes

First ry=snme: Im Nruatiesls: I

Last nanme: |

Dizplay rianme: | abed

D= soriptiorm: I

OFfice: |

E -mail: |

e page: | Cithver. .. I

. A ol M AddE S=ELICH
. MEYE THR OlF 212 & Xiol ANONYMOUS LOGONS 225t 1 i3t &4 XHE &lE LIt



select Users, Computers, or Groups d |

Select this object type:
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1. Windows 2003 MHH(S Y8t LDAP MM Z)0l M AlZl > Aldlg S 2
LDP EHE2}X{0f| HMAEFLICEH
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Conrection  Browse  Yiew hidies Help

.., Cirktt

e Orkk
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Sava gs

Prink...

Frinkt Preyiew

Pt Sebup.

Exk

L

Connact o spechied server ‘wl i i

3. LDAP MO AL F M|+l M ViewS MEHSI T TreeS 22| EHLICEH

Map: { temeb-Lagit Wireless.com T C=Wireless D0 =com =181 x|

1.2.840.113556.7,4.473; 1.2.840,113556.1.4.528; 1.2.840,113556.7.4.4172 |
L2 G401 13556, 7. 4.679; 1.2.840.113556,1.4.041; 1.2.040.11 3556.1.4.529;
1.2.840.113556.1.4.805; 1.2.840.113556.1.4.521; 1.2.840.113556.1.4.970;
L i 1.2.840.113556.1.4.1338; 1.2.840.113556.1.4.474; 1.2.840.113556.1.4.1339;
SEwk. 1. 2.840.113556.7,4.1340; 1.2.640.113556.1.4.141 3 2.16.640.1.113730,3.4.5;
2.16.040.1.113730.3.4.10; 1.2.840,113556.1.4.1504; 1.2.040,113556.1.4.1052;
1.2 .840.113556.1.4.802; 1.2.840.113556.1.4.1907; 1.2 840.113556.1.4.1948;
2y supparted LDAPYersion: 3; 2;
123 supportedLMPPolicies: MaxPoolThreads: MaxDatagramBecs:
M axAeceiveBufier; InitFecyTimeout: MaxConnections; MaxConnldleTime;
=PageSize; MaxQueryDuration: MaxTempTableSize: MaxResultSerSize:
alilicationPerConn; MaxYalRange;
1% highestCommittedUSH: 16926,
4> supportedSASL Mechanisma: GEEAPT GES-SPNEGD; EXTERMAL;
DIGEST-MD5;
1 dnsHostHame: tsweb-lapl\Wireless.com;
1¥ IdapServiceMame: Wireless.comAsweb-lapts @WIRELESS . COM;
1> serverName:
CH=TSWEB-LAPT, CN=Senvers, CH=DelaultFirst-Site-Mame, CN=Sites, CN=Canfiguration
LDC=%ireless.DC=com;
3» supportedCapabilities: 1.2.840.113556.1.4.800; 1.2.840.113556.1.4.1670;
1.2 840.113556.1.4.1791;
1% isSynchronized: THUE;
1 isGlobalCatalogReady: TRUE:
1> domainFunciionality: 0 = [ D5_BEHAVIOR_\WIN2000 |:
1 forestFuncionality: 0 = | DS_BEHAVIOR "MH?MII.
1 domainControllerFunclionality: 2 = [ 05_BEHAYIOE_WIN200T )

T 4

4. 20t E2| 27| oM ALEXt2| BaseDN2 =IgHLICH. O] 040{| M user2&= Wireless.com T
HI2! ot2f2] OU "Idapuser" of2iol| A& LICH. 2t A user22| BaseDN2 OU=Idapuser,
dc=wireless, dc=com®|L|C}. OK(&2HE Z =gt ct



Idap Lsweb-|aph Wire bess, comy D ="Wireless, D =com =101 %]

Heade
Lol

Comnection  Browse View Opbors  LRiibes

x| 3556.1.4.473 1.2.640.113556.1.4.520; 1.2.640.113556.1.4.417; B
3566.1.4.61%9; 1.2 B40.113556.1.4.841; 1.2 840.113556.1.4.529;
3556.1.4.806; 1.2.640.1135566.1.4,521; 1.2.840.113556.1.4.970;

LR -bscuse dmvcks: ocord | | 3556.1.4.1330: 1.2.040.113556.1.4.474; 1.2.040,113556.1.4,1339:
3556.1.4.1340: 1.2 840.113556.1.4.1413: 2.16.840.1.113730.2.4.5;
Canesl I| A13730.3.4.00; 1.2.840.113556.1.4.1504; 1.2.840.113556.1.4.1852;

3556.1,4.802; 1.2.640.113556.7.4,1507; 1,2.040,113556.1.4.1948;

2 supported LDAFYersion: 3 2;

12 supponed DAPPalicles: MasdPoolThreads; MasDatagramPes.:
axReceiveBuller: nilRecvTimeout MaxCannections: MaxConnbdleTime:
mxPagesize: MaxUueryDuration; MaxTempTableSize: MaxResultbetSize:
axMuotificationPerConn; MacValRange;

1% highesiCommitbed S 16976;
4 supported SASLMechanisms: GESAP; GIS-SPNEGD; EXTERMAL

IMGEST-MD5;

1» dnsHostName: tsweb-lapt'Wireless.com;
1 IdapBerdceName: Wireless com:lsweb-laptS@WIRELESS.COM;
1 serverName:

ICH=TEWEB-LAPT, CH=5ervers, CN=Default-First-Site-Name, CN=5ites, CH=Configuration

LOC=Wireless, DC=cam;

I¥ supportedCapabilities: 1.2 840011 3556.1.4.000; 1.2.840.11 3556.1.4.1670;
1.2.040.113556.1.4.1791;

1> lzSymchronlzed: TAUE:

1% isGlobalCatalogReady. TRUE:

13 domainFuncionality: 0 = | D5_BEHAVIOR WINZ0D0 |;

1> forestFunctionality: 0 = [ D5 _BEHAVIOR_WINZ000 );

1% domainControllesFunctionality: 2 = | D5_BEHAVIOR_WIN2003 |-

Ready I I

5. LDP EEt2 X 9| &= X|HEl BaseDN(OU=Idapuser, dc=wireless, dc=com) O}z 01| L}E}
L= ™A E2|I7F ZAIELICEH AF& Xl user2E & of{™ ECIE HHELICH Ol AISXIE A
Ato| O|§ 2 LIEHHE= CN gt 2 Al E = Ql&LICEH O] ool AH{= CN=abcd & L|C}.
CN=abcdE 5 H 2=2/ELICt LDP EEtRX Q| LEZ H oA LDPE user22t ¢iEE DE §
A EAIELICE S ool MHE o EHAHE MEELICH




Idap: /| temeb-lapt.Wireless.oom ‘DL =Wireless, D0 =com - 0] x|

= Obkiapisser, demwirslesss, doscom 13 whenCreated: 1/27/2008 21:56:30 India Standard Time India Standard =]
B b, bt apistar D mtieirabess, I =ooi M,
hia chidren 1> whenChanged: 17272008 £2:2:15 India Standard Time India Standard
im;

1> displayMame. abod;
1> uSNCreated: 16917;
1> uSNChanged: 16923;
13 name: abed;
12 objectGUID: db0adT55-2e36-4934-9325-34292a9076:26;
1> userhccountCantral: 010200 = | UF_NORMAL_ACCOUNT |
IF_DONT_EXPIRE_PASEWD |:
13 badPwi Count: 0;
1> codePage: 0;
1% countryCode: 0;
1> badPasswardTime: 0;
13 lasiLogedi, 0;
1% lasiLogen: 0;
1% pwdlLasiBet {Idp emor <0x?: cannot format time field:
1% primaryGrouplD: 513;
13 objectSid: 5-1-5-21-3543678607-2509429210-3156366500-1116;
1% accountExpires: {Idp emar <0y cannot format time field;
1> logonCownt:0:
T sAMAccountName: user;
13- sAMAccauntType: B5306350;
1 userPrincipalName: user?@ireless. com:
F R objectCategony
CM=Person,CN=Schema,CN=Conflguration, D C=Wireless,DC=com;

M

Raady
Ol ofolME QEZo| EC{MQl Z=E BH2HsLICEH

6. 0| =A< Configure WLC with Details of LDAP Server(LDAP MH MEAESE WLC T+4)
Mol M B E CHE User Attribute(At @ AL |4) TEof ALEX O|F 0| Z&E ALEXHEIZ
Co| E4 0|E2 =2dgtLICt. 0] LDP £240{ A sAMAccountNameO| AL X} O|& "user2"&

ZE5lE siLtel EMAUS & = UELICE M2 WLCL| User Attribute Z =01 sHE 6=

sAMAccountName S&2 /=43 LICt

7. 81IZEE MN8XZ2 Al'E3t= LDAP objectType £439| 22 User Object Type ZE= 0 1248t
L|Ct. MQ-XP Bl 2 =0 = objectType 4301 CHEF 021 Zt0| /= AR 7t H&LICH O5 L&
= MEXto|H I RstD LR = CHE ZX 1 SFELICHLDP £230{| A CN=Person2 &
A E MEXZ AMHSFHE SHLEO| ZEILICH H2kA WLCOI A User Object Type 82 2
Person2 X|&gfL|Ct.

2 @etolple T

ObX|2 EHE 22H0IYME U M QIBE ME A8 5t0o{ EAP-FAST Q152 9|8t 24 Zato|MEE
T4t ZielLich Ol Io C8 EHIE e stilAle.

1. Cisco Aironet Desktop Utility(ADU)E A|Z&LICH Af M4 22I0[HE T2 0t
7 ADU 7|E2 #0l M Profile Management(Z 21} & #2|) > New(MZ HETNE



[¥ Cisco Aironet Desktop Litility - Current Profile: sdreteretet
Action Options Help —

- s
" =

Cunent Status.| Frofile Management | Diagnostics

T slreteiatet q Newr... ]
| Moy |
Details
M etwork Type: InFrastoschure I Irnpeoit__ I
Security Mode: Dizabled
Metwork Mame 1 [SSID1F bt | E spoat ]
M etwrork Mame 2 [SSID2) < Ernpl s I Scan I
M etyeork Marme 3 (SSID3) £ Ernpty
| Order Profiles .. |

ol o|E2 X|MstD o] =210t of SSID O|E € &etstL|C}. 0] SSID 0|2 & WLCH|
El 741} s UaHok gL|Ct. o] ofloll A SSID 0|& 2 IdapJLicH

Profile Managerment r"_P |FJ

| General Secimity | Advanced

Profile Settings
Prolls Manme: | kdapisser

Client Mams:; |CLIEMT1

Metweork B anmes e .
ssI0, | Idap J
S50
SSID3:

| DE | | cancel |

3. Security(22.2) B2 2 =5t 1 802.1x/EAPE Layer 2 Security(210/0{ 2 £0H 2 MEHFIL|CY,
EAP o 2 EAP-FASTE MEHSL T ConfigureE @2 8fLICH

4. EAP-FAST 7144 T| 0| X| 2] EAP-FAST QI 4t S 2rt2 Arxtof M TLS Eato|ME B M
E MEistD 42 gt



Configure FAP FAST 2 |

EAP-FAST Awuthentication bdethod -~ .

MSCHAP2Z Uzser Mame and Passweord - I\[ Corilfigume. Irl

GTC Token/Passwoind S =
A SIEHSP » 2- e Mame-arnd- P assvord S
TLS Chert Cerlificabe

[ ] Uz Avre PAC Balonging to the S.arme Grousn

[+=]1 Allows Awatomatic PAC Prosvisionng

[+] Mo Metwoik. Connection Unless User |z Logged In

| fal ] [ cancer |

5. TLS Client certificate configuration(TLS 22+0|¢E QIE A x| 2{|0|M) & ol MValidate
Server Identity(AH ID A&) &QIEHS %g?’i%}ﬂ Zto|Eof| MX[E CA B M0l M
o| Zcto|MEoo| CHet RE CA QIBM Hd MME HZX)E LEEY = U= RE 2T 7|40§
MEdStL|CEH 20| Eo| dx|El ClHFO|A Q1B M(0| 2AMel E2to|dEod CHEr ClHE oA 9l
SM A MMM dH)E ZE0[HE QIS MHE MENELICHOK(ERNE S =& L ct g 01|

oMz ol EAIE dBEfLICH

Configure TLS Client Certiflicate

Waldate Server |dentity

T nustaed R oot Cerbification Avthornites

wireles s

Select a Certificate
1234 [Issued by wirsless 1 /262008] b

S erversDomain MName
Al inelerss oo

Logir Marme
[FE-7 - pd

=M 2at0|E T2 1relo] AT o
CIS2 &elghuct.
I|ag|o|Mo| MCHZ X SsleX| #Qlsiedm OIS BHHE &G AAIR
1. ADUOIM Idap SSIDE & M&&hL|Ct.
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= QU040k grL|ct.

= =
HYOo| SHZAH A SsteEX] #lete{H o] MME EE5HAAI2. WLC CLI ZEE AFEFLICH

3ol

.

- WLC7t LDAP Mt S&IE = JU=X| &lstT AEXHE # 28 WLC CLIMAM debug aaa
Idap enable BB & X|HEfLICt CFE ofoiMd= H3%2 S4I LDAP T2 AM|A0f CHa HEHE
LICH2tD: o] MMo| £34 & AR E Z7H2 T124stod F #Hm o2 0|5 U & LICEH (Cisco

Z1E £14) >debug aaa Idap enable
Sun Jan 27 09:23:46 2008: AuthenticationRequest: 0xba96514

Sun Jan 27 09:23:46 2008: CallbacKk. . oot e e 0x8
344900

Sun Jan 27 09:23:46 2008: PrOLOCO L Y. v i it et e e e e e et e e e e e e e e e 0x0
0100002

Sun Jan 27 09:23:46 2008: ProXyState. « ot e e e e e e e 00:
40:96:AC:E6:57-00:00

Sun Jan 27 09:23:46 2008: Packet contains 2 AVPs (not shown)

Sun Jan 27 09:23:46 2008: ldapTask [1l] received msg 'REQUEST' (2) in state 'IDLE' (1)

Sun Jan 27 09:23:46 2008: LDAP server 1 changed state to INIT

Sun Jan 27 09:23:46 2008: ldapInitAndBind [1] called lcapi_init (rc = 0 - Success)

Sun Jan 27 09:23:46 2008: ldapInitAndBind [1] called lcapi_bind (rc = 0 - Success)

Sun Jan 27 09:23:46 2008: LDAP server 1 changed state to CONNECTED

Sun Jan 27 09:23:46 2008: LDAP server 1 now active

Sun Jan 27 09:23:46 2008: LDAP_CLIENT: UID Search (base=0U=ldapuser,DC=wireless,

DC=com, pattern=(&(objectclass=Person) (sAMAccountName=user2)))

Sun Jan 27 09:23:46 2008: LDAP_CLIENT: Returned msg type 0x64

Sun Jan 27 09:23:46 2008: ldapAuthRequest [1] called lcapi_qguery base="OU=ldapus

er,DC=wireless,DC=com" type="Person" attr="sAMAccountName" user="user2" (rc = 0

- Success)

Sun Jan 27 09:23:46 2008: LDAP ATTR> dn = CN=abcd,OU=ldapuser,DC=Wireless,DC=com
(size 38)

Sun Jan 27 09:23:46 2008: Handling LDAP response Success

P

o

Ol CIHO &30 2= EAIE BEE EH WLCH M WLCO| X|HE A8 82 M8
0{ LDAP MHE #2I5t 1 LDAP Z2NATI MBS S & = A&Lch

. 2Z EAP Q50| HEXQIX| &Ql5t248 WLC CLIo|AM debug aaa local-auth eap method
events enable BHE X|HELICH o & ET CtZ 3 Z&LICH(Cisco ZAIE &) >debug aaa

local-auth eap method events enable
Sun Jan 27 09:38:28 2008: eap_fast.c-EVENT: New context
(EAP handle = 0x1B000009)

Sun Jan 27 09:38:28 2008: eap_fast.c-EVENT: Allocated new EAP-FAST context
(handle = 0x22000009)

Sun Jan 27 09:38:28 2008: eap_fast_auth.c-AUTH-EVENT: Process Response
(EAP handle = 0x1B000009)

Sun Jan 27 09:38:28 2008: eap_ fast_auth.c-AUTH-EVENT: Received Identity

Sun Jan 27 09:38:28 2008: eap_fast_tlv.c-AUTH-EVENT: Adding PAC A-ID TLV
(436973636£0000000000000000000000)

Sun Jan 27 09:38:28 2008: eap_fast_auth.c-AUTH-EVENT: Sending Start
Sun Jan 27 09:38:29 2008: eap_fast.c-AUTH-EVENT: Process Response, type: 0x2b

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT: Process Response
(EAP handle = 0x1B000009)

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT:
Received TLS record type: Handshake in state: Start



Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT: Local certificate found

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT: Reading Client Hello handshake

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT:
TLS_DHE_RSA_AES_128_CBC_SHA proposed...

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: Proposed ciphersuite(s):

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS_DHE_RSA_WITH_AES_128_CBC_SHA
Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS_RSA_WITH_AES_128_CBC_SHA
Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS_RSA_WITH_RC4_128_SHA

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: Selected ciphersuite:

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS_DHE_RSA_WITH_AES_128_CBC_SHA

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT: Building Provisioning Server Hello

Sun Jan 27 09:38:29 2008: eap_fast_crypto.c-EVENT:
Starting Diffie Hellman phase 1 ...

Sun Jan 27 09:38:30 2008: eap_fast_crypto.c-EVENT:
Diffie Hellman phase 1 complete

Sun Jan 27 09:38:30 2008: eap_fast_auth.c-AUTH-EVENT: DH signature length = 128

Sun Jan 27 09:38:30 2008: eap_fast_auth.c-AUTH-EVENT: Sending Provisioning Serving Hello

Sun Jan 27 09:38:30 2008: eap_fast.c-EVENT: Tx packet fragmentation required

Sun Jan 27 09:38:30 2008: eap_fast.c-AUTH-EVENT: eap_fast_rx packet () :
EAP Fast NoData (0x2b)

Sun Jan 27 09:38:30 2008: eap_fast.c-AUTH-EVENT: eap_fast_rx packet () :
EAP Fast NoData (0x2b)

Sun Jan 27 09:38:30 2008: eap_fast.c-AUTH-EVENT: eap_fast_rx packet():
EAP Fast NoData (0x2b)

Sun Jan 27 09:38:32 2008: eap_fast.c-AUTH-EVENT: Process Response, type: 0x2b

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Reassembling TLS record

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Sending EAP-FAST Ack

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Received TLS record type: Handshake in state: Sent provisioning Server Hello

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Reading Client Certificate handshake

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Added certificate 1 to chain

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Added certificate 2 to chain



Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Successfully validated received certificate

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT: Rx'd I-ID:
"EAP-FAST I-ID" from Peer Cert

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Reading Client Key Exchange handshake

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Starting Diffie Hellman phase 2 ...

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Diffie Hellman phase 2 complete.

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Reading Client Certificate Verify handshake

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Sign certificate verify succeeded (compare)

debug aaa local-auth db enable BHE T 01 FE&LICt. 0 & E™ CtZ1+ Z&LICt.(Cisco

E E£124) >debug aaa local-auth db enable
Sun Jan 27 09:35:32 2008: LOCAL_AUTH: EAP: Received an auth request

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Creating new context
Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Local auth profile name for context 'ldapuser'
Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Created new context eap session handle fb000007

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: (EAP:8) Sending the Rxd EAP packet
(id 2) to EAP subsys

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: (EAP) Sending user credential
request username 'user2' to LDAP

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Found context matching MAC address - 8

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) Sending the Rxd EAP packet
(id 12) to EAP subsys

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: Found matching context for id - 8



Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) ---> [KEY AVAIL] send_len 64, recv_len 0
Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) received keys waiting for success

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) Received success event

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) Processing keys success

. 24 0B 0f Al2E WLCOH Mx|E 215 AHE E 248 WLC CLIoI A show local-auth certificates

BHS AMELICH 0o & EM CHS 1 Z&LICH(Cisco Controller) >show local-auth certificates
Certificates available for Local EAP authentication:

Certificate issuer .......... ... vendor
CA certificate:
Subject: DC=com, DC=Wireless, CN=wireless
Issuer: DC=com, DC=Wireless, CN=wireless
Valid: 2008 Jan 23rd, 15:50:27 GMT to 2013 Jan 23rd, 15:50:27 GMT
Device certificate:
Subject: O=cisco, CN=ciscowlcl23
Issuer: DC=com, DC=Wireless, CN=wireless

Valid: 2008 Jan 24th, 12:18:31 GMT to 2010 Jan 23rd, 12:18:31 GMT

Certificate issuer .......... ... cisco
CA certificate:
Subject: 0=Cisco Systems, CN=Cisco Manufacturing CA
Issuer: 0O=Cisco Systems, CN=Cisco Root CA 2048
Valid: 2005 Jun 10th, 22:16:01 GMT to 2029 May 1l4th, 20:25:42 GMT
Device certificate:

Not installed.
. CLIZE0M WLCS| 2Z Q1T Au|ado|ME £ 24T show local-auth config HE& A&
LICH ol & £ Ch2 3 Z&LICH(Cisco Controller) >show local-auth config

User credentials database search order:

o

Primary vttt e e e e e e e LDAP

Timer:

Active timeout ....... ... e e 300



Configured EAP profiles:

Peer verification options:

Check against CA certificates ........... Enabled
Verify certificate CN identity .......... Disabled
Check certificate date validity ......... Disabled

EAP-FAST configuration:

Local certificate required .............. Yes
Client certificate required ............. Yes
Enabled methods ........... ... ... ... .. .. .. fast

Configured on WLANS .. iie e eeeennnnnnns 2

EAP Method configuration:

EAP-FAST:

--More-- or (g)uit

SETVEeY KOV v ittt ittt e e e e e e <hidden>
TTL for the PAC . ...ttt ittt 10
Anonymous provision allowed ............... No
Authority Information ..................... Cisco A-ID

CE HWHEE ALEstod Au|aeo|Me| EXME side & U&LIC
- debug aaa local-auth eap method events enable

- debug aaa all enable
- debug dot1x packet enable

2 HE

EMLAN HEED & 2|5 RADIUS MHH ZHE|ad|o|MdE S8t EAP-FAST 25 of
. Microsoft IAS(Internet Authentication Service)B Al 3= Unified Wireless Networksol| A
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