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#3: o] Mol M= APL| BVI(Bridge Virtual Interface) 104 IP 471 192.168.10.2 /240|1
DHCP Z0| IP 4 192.168.10.10~192.168.10.254(IP &2~ 192.168.10.1~192.168.10.102
Mel)el Apof LR Moz Holk|o{ Ict 7HEgfLICh
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1. M| SSID(Service Set Identifier)& F7t5t 1 GuestZ O|§2 x|
LCt.

to ¢ 2152 2ls 98
ap(confi g)#dotll ssid Guest

ap(confi g- ssi d) #authentication open

ap(confi g- ssi d) #web-auth

ap(confi g- ssi d) #guest-mode

ap(confi g- ssi d) #exit

2. 215 HEIg MAMSILICEH 07| ZEA| Q1Z T2 EEE X|H5tT 0|E 8 web_authZ X|H
SHok &FL|ct.

ap(confi g)#ip admission name web_auth proxy http

3. SSID(Guest) & 215 7 Z|(web_auth)2 741 QIE{H|O|A0f| 2 EFLICE O] ool M=
802.11b/g EICIQ & A& LT},



ap(confi g) #interface dotllradio 0
ap(config-if)#ssid Guest
ap(config-if)#ip admission web_auth
ap(confi-if)#no shut
ap(config-if)#exit
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ap(confi g) #ip admission name web_auth method-list authentication web_list

. AP & 2Z RADIUS AMB{0| X AAA(Authentication, Authorization, and Accounting)& 35t
1 APS| 2Z RADIUS Mot 44 stEdHd Chg BHAIE 2t gfuct.
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ap(confi g) #aaa new-model

ZZ RADIUS ME{E T ErLCt.

ap(confi g) #radius-server local
ap(config-radsrv)#nas 192.168.10.2 key cisco
ap(confi g-radsrv) #exit

HAE o7t 2 E8 AT ST £T(R)S AILELICH ASX 018 L HILHE T} user! @l
ASR AHS B JHZ BHED £ 28 60202 MHFLICH

ap(confi g) #dotl1ll guest
ap(confi g- guest - nnde) #username userl lifetime 60 password userl
ap(confi g- guest - node) #exit

ap(config)#
SUSt ZZMAE AF25I0{ CHE AFSAIE MMHE &= &L
27 HAE HZHEE MAM524H radius-server local2 £ 433}5l oF & LCt.

APE RADIUS MHHZ X o|&fL|Ct.

ap(confi g) #radius-server host 192.168.10.2 auth-port 1812
acct-port 1813 key cisco
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ap(confi g) #aaa authentication login web_list group radius
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1. Windows Al Z2| 71 E R EIZ|E|0| M SSID GuestE At835t0d FM U EIE 7 A5t24H
Network and Internet(L|E 23 X 2IE{L!) > Manage Wireless Networks(FM HIER|3 &2

)2 0|85t Add(F7hHE Z =!8 Lt

2. RHLEQ T =822 ¢Z4S M5t OHS o|0[X|et 2ol E

@ ! Manually connect to a wireless network
Enter information for the wireless network you want to add

Metwork name: Guest

Security type: Mo authentication (Open) -

Encryption type: Mona

Hide characters

Security Key:

[] Start thiz connection automatically

[l Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,

Mext | | Cancel

3. Next(Ct=)E & =|gfLct.
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%OO0T11- 6- ASSOCC. Interface Dot 11Radi 00, Station ap 0027. 10el. 9880
Associ at ed KEY_MGMT[ NONE]

ap#show dotll ass

802.11 Cient Stations on Dot 11Radi 00:

SSI D [ Guest]
MAC Addr ess | P address | PV6 address Device Nane Parent State
0027.10e1.9880 0.0.0.0 e ccx-client ap sel f Assoc

22to[¢ES S IP F4T7t192.168.10.11LICH 2L} S2t0[HES| IP F
™ Z2toIE 7} 25| QB EIX| ehob AlmjerLic

ap#PING 192.168.10.11
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 192.168.10.11, tinmeout is 2 seconds:

Success rate is 0 percent (0/5)

A& pingsted ot

SelOo|HET} HEIRXE YT http://1.2.3.40] 252D A|=5HH 22t0|HET LI 2191 1|

O|x|Z 2lC|ZMELICt.
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Authentication Froxy Login Page

Usernames:

Password:
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@ Success Page - Moazilla Firefox | = || [=] ||-"':3-|
http:x‘I:_L.E.B.d_f

Username: e

Password: .....

oK ] Authentication
Successful !

| DONE |
QB0 ¥335tH 22t0|E IP HEE 2 & Y& LCh
ap#show dotll ass
802.11 dient Stations on Dot 11Radi 00:
SSI D [ Guest]
MAC Addr ess | P addr ess | PV6 address Device Nane Parent State
0027. 10e1.9880 192.168.10.11 :: ccx-client ap sel f Assoc
P15 0| 83Mo R EEl F 20| E0 pingdtes U2 SHIEH &S0k &FL(Ct.

ap#ping 192.168.10.11
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 192.168.10.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/3/6 ns

24| st
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