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DHCP At AHME HZ3HAAIL.
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1. ZAEE2 GUIMIM Af WLANS 244512424 WLANs(WLAN) > New(A2 2t
Ck.New WLANs(A WLANSs) & 0| E A|EL|CH.

2. WLAN ID & WLAN SSID HE & =23&fL|CHWLAN SSIDE O|§ 2 238 &= &LCt. O
0d|ofl A= VLAN102 WLAN SSIDZ A EHLCh

WLAMNS WLANS = New < Hack Aaply
* WLANS
WLANS Trpe WLAN x
P Profibe Mame [uLanio
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5] 3 -

3. WLAN SSID102| Edit(H &) 22 2 o|S5t24H Apply(XH2)E Z2IgLct
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ol I I'n rI L] A TN aban Bing | Logout ! Eefre
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' Cisco Aironet Desktop Utility - Current Profile: Default
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Ement Statys | Profile Management Dﬂgﬂl:l&tll::&|

Default
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Enter Wireless Network Password | Hitrale
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HB i
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[ Scan..
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1. ZAEE 2 GUIMIAM Wireless(F 1) > AP(AP)E ME{EFL|C}.

2. AP(Access Points) & 2| 21% 2 M2Z|0i| LIEtLE= Clients(2EHO|ME)E Z2IELICEHZE0|

E SH7F EAIELICH

CISCO
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Swrmmary Cuprent Filter tans [changs fiker] [Show a1
¥ Reccess Palnts
F Statistics
Client MAL Addr  &F Hame WLAN Prafile Protecal Statas Auth Port WGE
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Configuration |© Birg © CCagaut Eefres

SANAGEMENT — COMMANDS

ianiter Clients > Detail Ztark | apnly | ik Test | #emove

S LT N ATy
¥ Access Polnks Cliant Propartias AP Proparties
b Statistics M dddress 00: 215060 3 1 4F Address 00:15:07 1aba56:50
b COP IF Address 17.18.1.35 A amie AP1130
b Rogues Chant Typs Ragrdar HE Type BiE11g
Clisnts User Wame — WLAN Frofile WLANLO
e Pt Wumber 2 Ehwtugr s socinied
[remrface viani0 | As sociation [D i
! VLaN ID ino ) B02.11 Authsrdcation Cpan Syskam
T e Colys Remson Code n
EDE Varsion EZEvl Status Code 1}
Mobdity Rale Local CF Palabla Hot Implamantad
Mability Peer [P Addeass k& CF Poll Request Kot Implamenked
Folicy Hanager State RN Shet Preamble Irnipl erenbed
Mirrar Mode [Disatie =] PROC het Imnglamsnted
;12:3::;#"': Frams [ Channel &glity Kot Implamentsd
. ; Timnsout iaon
Security ffiwrmetinn WEP Stata WEP Dinable
Security Pobey Corrplebed TEs
Folicy Type 201
Emcryphon Cipher WEP {104 biti])
E4P Twp LE&F
MAL Thabe Aorass

0| &0l M RADIUS MH{0ol| £+ E RADIUS S0 2t o] 22t0|HAE 7t VLAN100] &
}A=X| =olg = A&Lct#n: S VLAN &2 0| Cisco Airespace VSA 4 XS 7|40t
O= 3t= 42, QIEHO|A O|/2 Z2I0|21E MEALE HO|X[of Of oiet ZHo| EIXIZ &
AlEuUct.

O| MME AHE3t0o{ Z4T|aBfo|MOo| MCHE 2 Sst=X| = I gLC.

- debug aaa events enable - O| HHE Al&3sto{ ZIEEDE S5H RADIUS §4E ZEI0[ME
EH3HoE MEE = A&LCH ClH{d £30| 0| RE2 RADIUS 80| 38X MES
HEELCH
Fri Jan 20 02:25:08 2006: 00: 40: 96: ac: €6: 57 processing avps[0]:
attribute 64, vendorld 0, val uelLen 4
Fri Jan 20 02:25:08 2006: 00: 40: 96: ac: €6: 57 processing avps[1]:
attribute 65, vendorld 0, val uelLen 4
Fri Jan 20 02:25:08 2006: 00: 40: 96: ac: e6: 57 processi ng avps[2]:
attribute 81, vendorld 0, valueLen 3
Fri Jan 20 02:25:08 2006: 00: 40: 96: ac: e6: 57 processing avps[3]:
attribute 79, vendorld 0, valueLen 32
Fri Jan 20 02:25:08 2006: 00:40:96: ac: e6: 57 Received EAP Attribute
(code=2, length=32,id=0) for nobile 00:40: 96: ac: e6: 57
Fri Jan 20 02:25:08 2006: 00000000: 02 00 00 20 11 01 00 18
4a 27 65 69 6d e4 05 f5
........ J'eim..00000010: dO 98 Oc cb l1la Oc 8a 3c
........ 44 a9 da 6¢c 36 94 Oa f3 <D..Il6..

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[4]:
attribute 1, vendorId 9, valuelLen 16

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[5]:
attribute 25, vendorId 0, valueLen 28

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[6]:
attribute 80, vendorId 0, valueLen 16

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 Tunnel-Type 16777229
should be 13 for STA 00:40:96:ac:e6:57



Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 Tunnel-Medium-Type 16777222
should be 6 for STA 00:40:96:ac:e6:57

Fri Jan 20 02:30: 00 2006: 00:40:96: ac: e6:57 Station 00:40: 96: ac: e6: 57
setting dotlx reauth tineout = 1800

. OIS HHE K88 £ A&LICHEC|H dot1x aaa EA3IC|H{ 1 aaa IHZ! & A3}

=X -

24/l o] | goldol A8 E + UE B X id HE 7 ei&Lict

L

A7 SX VLAN 22 WLCe| €l 2150 AF2E £ giaLCt

#Ed e

- RADIUS AMHHE& A28 EAP QI&

. Cisco LEAP

. Cisco Wireless LAN Controller Z1I|2|0|M 7}0|E, BI2|A 4.0
. 7|& x| 3 £ M - Cisco Systems
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