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--- System Configuration Dialog ---

Enable secret warning

In order to access the device manager, an enable secret is required

If you enter the initial configuration dialog, you will be prompted for the
enable secret

If you choose not to enter the intial configuration dialog, or if you exit setup
without setting the enable secret,

please set an enable secret using the following CLI in configuration mode-
enable secret 0 <cleartext password>

Would you like to enter the initial configuration dialog? [yes/nol: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:
Enter host name [Controller]: w-5760-1
The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.
Enter enable secret: cisco
The enable password is used when you do not specify an
enable secret password, with some older software versions, and
some boot images.
Enter enable password: cisco
The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: cisco
Configure a NTP server now? [yes]:
Enter ntp server address : 192.168.1.200
Enter a polling interval between 16 and 131072 secs which is power of 2:16
Do you want to configure wireless network? [no]: no
Setup account for accessing HTTP server? [yes]: yes
Username [admin]: admin
Password [cisco]: cisco
Password is UNENCRYPTED.
Configure SNMP Network Management? [no]: no
Current interface summary

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol



Vlanl unassigned
GigabitEthernet0/0 unassigned
Tel/0/1 unassigned
Tel/0/2 unassigned
Tel/0/3 unassigned
Tel/0/4 unassigned
Tel/0/5 unassigned
Tel/0/6 unassigned

Enter interface name used to connect to the

NO

YES
YES
YES
YES
YES
YES
YES

unset
unset
unset
unset
unset
unset
unset
unset

up
up
up
down
down
down
down
down

management network from the above interface summary: vlanl

Configuring interface Vlanl:

Configure

IP on this interface? [yes]:

IP address for this interface:

Subnet mask for this interface
Class C network is 192.168.1.0,

Wireless management interface needs to be configured at startup
(default)

yves
192.168.1.20
[255.255.255.0]
24 subnet bits;

It needs to be mapped to an SVI that's not Vlan 1

Enter VLAN No for wireless management interface:
Enter IP address :192.168.120.94

Enter IP address mask:
CtZ Zdo|aclolMd BH A ZET M

w-5760-1

enable secret 4 tnhtc92DXBhelxjYk8LWJIrPV36S2i4ntXrpb4dRFmfgY"Q

enable password cisco
line vty 0 15
password cisco

ntp server 192.168.1.200 maxpoll 4 minpoll 4
username admin privilege

no snmp-server

no ip routing

interface

Vlanl

no shutdown

ip address 192.168.1.20 255.255.255.0

1
interface
shutdown

GigabitEthernet0/0

no ip address

1
interface
!
interface
!
interface
!
interface
!
interface
!
interface
vlian 120
interface
ip addr
exit

TenGigabitEthernetl/0/1

TenGigabitEthernetl/0/2

TenGigabitEthernetl/0/3

TenGigabitEthernetl/0/4

TenGigabitEthernetl/0/5

TenGigabitEthernetl/0/6

vlian 120

192.168.120.94 255.255.255.0

255.255.255.0

15 password cisco

o4 A
ARHE

LICH

255.255.255.0
mask is /24

up
up
up
down
down
down
down
down



wireless management interface Vl1anl20

end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...
Compressed configuration from 2729 bytes to 1613 bytes[OK]
Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!

HMA ZRIEE 7IQlAI7|E o 2 714

3.

e - =2
01|A‘| =& Fl E2 w-5760-1(config)#boot system flash:packages.conf boot @23 0|

. HEQ3 o448 FA43HLICHCAPWAP ER|E!I0| QIHIRE/0tRHREE 0|55t

2|30{ A E TenGig IE{HO|AE F A& LICH O] 0d|0l| M AFEEl QIE{H| 0| A=
TenGigabitEthernet1/0/1LIC}. VLAN 1 2! VLAN 1200] 318 EL|Ct.

interface TenGigabitEthernetl/0/1
switchport trunk allowed vlan 1,120
switchport mode trunk

ip dhcp relay information trusted

ip dhcp snooping trust

7|12 42 of2H2E F4:

ip route 0.0.0.0 0.0.0.0 192.168.1.1

Y HMAE FHELICHGUIE https://<ipaddress>/wirelessE Sall UM AE = @

a2 X4 50| 7| 74 st & &tof o|0] Ho|x|o] U&LICH.
username admin privilege 15 password cisco
S e QAEHo|AT 2HIEA R HEE[RA= K] EIFLICEH
wireless management interface V1anl20
w-5760-1#sh run int vlan 120
Building configuration...

Current configuration : 62 bytes

!

interface Vlanl20

ip address 192.168.120.94 255.255.255.0
end

w-5760-1#sh ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.20 YES manual up up
Vlianl20 192.168.120.94 YES manual up up
GigabitEthernet0/0 unassigned YES unset down down
Tel/0/1 unassigned YES unset up up
Tel/0/2 unassigned YES unset down down
Tel/0/3 unassigned YES unset down down
Tel/0/4 unassigned YES unset down down

Tel/0/5 unassigned YES unset down down

M An|ae oo £2{x|ofl SHHE boot B O| U= X| FQlghL|ct.

&LICHE



Tel/0/6 unassigned YES unset down down
Capwap?2 unassigned YES unset up up
w-5760-14#

953 BIO|MA T} KXIE AP A2 A L= K| &I}

==

LICkH % 1:1) 576001 =

ctolMlA 2ol g2, olO|x|&= 0|0] ipservices & LICtH.2) MC(Mobility Controlle

ot= 57602 £[CH 1,0007H2] APE X2 E + U&LICH

w-5760-1#license right-to-use activate apcount <count> slot 1 acceptEULA

5.AP7} 1S E 270 7 T HQIE £43504 WLCH| 2HIE

QIghLIcH,

w-5760-1#show wireless country configured

=7t ZE7 FEE0f A

Configured Country...........eeeeeeeeeeneee..: US - United States

Configured Country Codes

US - United States : 802.l1la Indoor,Outdoor/ 802.11b / 802.1l1lg

=7t ICE SHsEH Ohs RS YL

w-5760-1 (config) #ap dotll 24ghz shutdown

w-5760-1 (config) #ap dotll 5ghz shutdown

w-5760-1 (config) #ap country BE

Changing country code could reset channel and RRM grouping configuration.
If running in RRM One-Time mode, reassign channels after this command.
Check customized APs for valid channel values after this command.

Are you sure you want to continue? (y/n)l[yl: vy
w-5760-1(config) #no ap dotll 24ghz shut
w-5760-1(config) #no ap dotll 5ghz shut

w-5760-1 (config) #end

w-5760-1#wr

Building configuration...

Compressed configuration from 3564 bytes to 2064 bytes[OK]

w-5760-1#show wireless country configured

Configured Country..........cvuvvveeeeeeeeae..: BE - Belgium

Configured Country Codes

BE - Belgium : 802.1la Indoor,Outdoor/ 802.11b / 802.1l1lg

S35 WLCQ| IP F=2(0] oflof M= 192.168.120.94)2 & %

Ct&= &elgfuch

AP7t &=

w-576

Numbe

Globa
Globa

0-l#show ap summary

r of APs: 1

1 AP User Name: Not configured
1 AP Dotlx User Name: Not configured

AP Name AP Model Ethernet MAC Radio MAC

APa4dd

3.4cf3.232a 1042N a493.4cf3.232a 10bd.186d.9%a40

,\,\LX| s_FO|oI-L||:|.

QE|RE= K| & Q1524M show ap summary HH S l23&FL|C}

Registered

er)

045t

!
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I_

P43t
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=2
=
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. AP7} DHCP & 43, DNS(Domain Name Services) &= CAPWAPZ2| 7|Et AM HAHLIES
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AP 7t2l 288 SHZsHe Ol K88 ClZ:

w-5760-1#debug capwap ap events
capwap/ap/events debugging is on

w-5760-1#debug capwap ap error
capwap/ap/error debugging is on

w-5760-1#debug dtls ap event
dtls/ap/event debugging is on

w-5760-1#debug capwap ios event
CAPWAP Event debugging is on

5760-1#debug capwap ios error
CAPWAP Error debugging is on

3850 A%l 7| +4

ol MMol&= 38500l F4 MHIAE ZAESHE O 2§t AHu|aso|Mo| =

74

--- System Configuration Dialog ---

Enable secret warning

In order to access the device manager, an enable secret is required

If you enter the initial configuration dialog, you will be prompted

for the enable secret

If you choose not to enter the intial configuration dialog, or if you

exit setup without setting the enable secret,

please set an enable secret using the following CLI in configuration mode-
enable secret 0 <cleartext password>

Would you like to enter the initial configuration dialog? [yes/nol: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:

Enter host name [Switch]: sw-3850-1

st
=]

T|od

o]

A

A

Fa
=

L|cH.



The enable secret is a password used to protect access to

privileged EXEC and configuration modes.

entered, becomes encrypted in the configuration.

Enter enable secret:

Ciscol23

This password, after

The enable password is used when you do not specify an

enable secret password, with some older software versions,

some boot images.

Enter enable password: Ciscol23

The virtual terminal password is used to protect

access to the router over a network interface.

Enter virtual terminal password: Ciscol23

Do you want to configure country code?

Enter the country code[US]:US

Note :
the AP(s).

[no]l: yes

If your country code is not recognized,

with the regulatory domain of your own country

Setup account for accessing HTTP server? [yes]: yes
Username [admin]: admin
Password [cisco]: cisco
Password is UNENCRYPTED.

Configure SNMP Network Management? [no]: no

Current interface summary

Any interface listed with OK? value

"NO" does not have a valid configuration

and

Enter the country code in which you are installing this 3850 Switch and
enter one that is compliant

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned NO unset up down
GigabitEthernet0/0 unassigned YES unset up up
GigabitEthernet2/0/1 unassigned YES unset down down
GigabitEthernet2/0/2 unassigned YES unset down down
GigabitEthernet2/0/3 unassigned YES unset down down
GigabitEthernet2/0/46 wunassigned YES unset down down
GigabitEthernet2/0/47 wunassigned YES unset down down
GigabitEthernet2/0/48 wunassigned YES unset up up
GigabitEthernet2/1/1 unassigned YES unset down down
GigabitEthernet2/1/2 unassigned YES unset down down
GigabitEthernet2/1/3 unassigned YES unset down down
GigabitEthernet2/1/4 unassigned YES unset down down
Te2/1/1 unassigned YES unset down down
Te2/1/2 unassigned YES unset down down
Te2/1/3 unassigned YES unset down down
Te2/1/4 unassigned YES unset down down
Enter interface name used to connect to the
management network from the above interface summary: vlanl
Configuring interface Vlanl:
Configure IP on this interface? [yes]: yes

IP address for this interface: 192.168.1.2

Subnet mask for this interface [255.255.255.0] 255.255.255.0

Class C network is 192.168.1.0, 24 subnet bits; mask is /24



ol HL|aBoIM W ATREES BEASLICH

hostname sw-3850-1

enable secret 4 vwcGVAcUZcRMCyxaH2U9Y/PTujsnQWPSbt.LFG81hTw
enable password Ciscol23

line vty 0 15

password Ciscol23

ap dotll 24ghz shutdown

ap dotll 5ghz shutdown

ap country US

no ap dotll 24ghz shutdown

no ap dotll 5ghz shutdown

username admin privilege 15 password 0 cisco
no snmp-server
|

no ip routing

|

interface Vlanl

no shutdown

ip address 192.168.1.2 255.255.255.0
|

interface GigabitEthernet0/0
shutdown

no ip address
|

interface GigabitEthernet2/0/1
|

interface GigabitEthernet2/0/2
|

interface GigabitEthernet2/0/3

igéerface GigabitEthernet2/0/46

!

interface GigabitEthernet2/0/47

!

interface GigabitEthernet2/0/48

!

interface GigabitEthernet2/1/1

!

interface GigabitEthernet2/1/2

!

interface GigabitEthernet2/1/3

!

interface GigabitEthernet2/1/4

!

interface TenGigabitEthernet2/1/1
!

interface TenGigabitEthernet2/1/2
!

interface TenGigabitEthernet2/1/3
!

interface TenGigabitEthernet2/1/4
!

end



[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

The enable password you have chosen is the same as your enable secret.
This is not recommended. Re-enter the enable password.

Changing country code could reset channel and RRM grouping configuration.
If running in RRM One-Time mode, reassign channels after this command.
Check customized APs for valid channel values after this command.

Are you sure you want to continue? (y/n)l[yl: ¥y

% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

Building configuration...
Compressed configuration from 4414 bytes to 2038 bytes[OK]
Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!

HMA ZRIEE 7IQlAI7|E o 2 714

Hn.52 - 22YH 7|8 0|Mo| M SHFHE boot BHEO| MU= X| & IELICEH Z ] Alo]]
M FZ £l 22 boot system switch all flash:packages.conf BZE 0| 2 & L|Ct

1. FM A F AHEE FEELCHFM HEHIAE # A 35H6H2{™ 385001 M ipservices E&
ipbase EFOIM A B AlSHsoF ELCt.

2. A x| M -.—t% gl etLch 2T S S VLANS| HMA BE AQRK| ZEO| APE A
Sfiof ELICHFM #EALE

sw-3850-1(config) #wireless management interface vlan <1-4095>

MC HOo|AP7| ZQISIE & 5t242 MCE Ho|diok & L|Ct.0| 38500 MCY AL 4 mEZ

El ‘?;lEE'E'I |:|=IE=|c> OIE=IoF|__|E|.
sw-3850-1(config)#wireless mobility controller
XF%%

3ol Au|agolMe HEs2{H AR 28t of & LICHO] 38500] MA(Mobility Agent) = &}

St= 8% O ™2 AM835t0{ MC IP =48 7t2[ZLct
sw-3850-1(config)#wireless mobility controller ip a.b.c.d
MCOIM Ct& BE S U=dgLct

3850MC (config) #wireless mobility controller peer-group

3850MC (config) #wireless mobility controller peer-group

3. 2to|MA 718 dE EEELICLMCOIM &4 AP EHO[MAE A" = JUE=ERX
(MAE MCOH|A &3 El 2to|MAE AFSEFLICH. & 1:1) 385001 M £ 44 A{H
2424 385001 M ipservices EE = ipbase 2HO|MAE Al&SoF &FLIC}H 2) AP

-I>
ju!]
o
rx
>
N



MCOll M &1 MANIM XIS 2 Z2H|MEET AI>MELICH 3) MCE &S 6t 38502 %
CH 507H2| APE X|E == J&LICt

sw-3850-1#show license right-to-use summary

License Name Type Count Period left
ipservices permanent N/A Lifetime
apcount base 1 Lifetime
apcount adder 49 Lifetime

License Level In Use: ipservices
License Level on Reboot: ipservices
Evaluation AP-Count: Disabled
Total AP Count Licenses: 50

AP Count Licenses In-use: 1

AP Count Licenses Remaining: 49

385001 A AP 7li%= 2tO|MIAE & d3tete{™ MCol| 2Bt AP =2 874 o] BHEES =g L
CH.

sw-3850-1#license right-to-use activate apcount

AP AM Z 2 MAE FMELICHAPIE ZHEE | =QISIE{H A% ZE ZHI|ado|ME
FM 22| VLANOIAMH HMA ZEZ HESHoF BFLcH M 22| QIE{H| 0| A0 vian 1000] At

| -
L= 8%

sw-3850-1(config) #interface gigabitl/0/10
sw-3850-1(config-if) #switchport mode access
sw-3850-1(config-if) #switchport access vlan 100

CH HMAE FMHEILICHGUIE https://<ipaddress>/wirelessE Sl HMAE 4= U&LICHLE
J2 A4 3Ho| =7| 744 that of xtoil o|O] Holx[o{ &Lt

username admin privilege 15 password 0 cisco ( username for Web access)

APTL RS E 27h0| 7Y EHQIS F45t0d AQIXI0] 2HHE 37+ 27 RAE|0] UK
golgct.

sw-3850-1#show wireless country configured

Configured Country...........eeeeeeeeeeeeeea..: US - United States
Configured Country Codes
US - United States : 802.l1la Indoor,Outdoor/ 802.11b / 802.1l1lg

= AX{= o o =
7t ZEE £Ystt{H Cfg HES L=FLICH
sw-3850-1(config) #ap dotll 24ghz shutdown

sw-3850-1(config) #ap dotll 5ghz shutdown

sw-3850-1(config) #ap country BE

Changing country code could reset channel and RRM grouping configuration.
If running in RRM One-Time mode, reassign channels after this command.
Check customized APs for valid channel values after this command.

Are you sure you want to continue? (y/n)l[yl: vy

sw-3850-1(config) #no ap dotll 24ghz shut

sw-3850-1(config) #no ap dotll 5ghz shut

sw-3850-1 (config) #end

sw-3850-1#wr

Building configuration...

Compressed configuration from 3564 bytes to 2064 bytes[OK]

sw-3850-1#show wireless country configured



Configured Country.........evvveeeeeeeeeeeeeeo..: BE - Belgium
Configured Country Codes
BE - Belgium : 802.1la Indoor,Outdoor/ 802.11b / 802.1l1lg

AP7} ZOIZ|R= K| & Ql5t24T show ap summary B2 I248rL|Ct

sw-3850-1#show ap summary
Number of APs: 1

Global AP User Name: Not configured
Global AP Dotlx User Name: Not configured

AP Name AP Model Ethernet MAC Radio MAC State

APad93.4cf3.232a 1042N a493.4cf3.231a 10bd.186e.9a40 Registered
= -
&2 si&

AP 7t XM & slidste ol &8 CIHZ:

sw-3850-1#debug capwap ap events
capwap/ap/events debugging is on

sw-3850-1#debug capwap ap error
capwap/ap/error debugging is on

sw-3850-1#debug dtls ap event
dtls/ap/event debugging is on

sw-3850-1#debug capwap ios event
CAPWAP Event debugging is on

sw-3850-1#debug capwap ios error
CAPWAP Error debugging is on
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