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cat6506# show vlan id 49

VLAN Name Status Ports
49 VLANO0049 active Gi2/1, Gi2/2, Gi2/4, Gi2/35
Gi2/39, Fad/24

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2

49 enet 100049 1500 - - - - - 0 0

Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

cat6506#
interface FastEthernet4/24
description Wired Guest Access
switchport
switchport access vlan 49
no ip address
end
cat6506#
interface GigabitEthernet2/4
description Trunk port to the WLC
switchport
switchport trunk native vlan 80
switchport trunk allowed vlan 49,80,110
switchport mode trunk
no ip address
end
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Controller Interfaces > Edit
General
e General Information
Interfaces Iriterface Namsa wirad-vlan-49
Multicast MAC Address 00 18: b9 maza7i23
Metwork Routes
Internal DHCP Server Interface Address

¥ Mobility Management WLAN Identifier I-l?_

Parts IP Address |1u.1n.49.2

MTR Hetrnask |255.1 55.255.0
b

AL Gateway 1010491

F Advanced
Physical Information

Fort Mumber
Backup Port

fctive Port

Enabla Dynamic AP
Managarment

Configuration

Cuarartine

Guest Lan

DHCP Information

Primary DHCP Server

‘|‘| 3w | —|HT|7|

Sacandary DHCP Servar

Access Control List

ACL Mams niona ,L'

Hode: Changing the Inderface parameters causes the WLANS fo be
femporary dsabfad and Hhus map result i loss of conmeciivily for
some cliends,
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Inventory
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Internal DHCP Server
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F Advanced

Interfaces = Edit

General Information

Inkerface Mame 114

MAC Addrass D0:18:b9:ea:a7i23

Interface Address

WLAMN [denkifier 110

IF Address 10.10.110.2
MNetmask 255.255.255.0 |
Gateway 10.10.110.1

Physical Information

Part Nurmber 1
Backup Fort i
Active Port 1
Enable Oyrismic &P r
Management
Configuration

Cuaranting r
Guest Lan r

DHCP Information

Primary DHCP Server 10.10.110.1
Secondary DHCP Server ]

ACCRss Control List

ACL Narme [ nare

=l

Fipda: Clanging the Interfacs pararelers causes the WLANY fo ba
ternporardy Grabied and thus nray reEt in lors of conneativity for

some olenty,
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General Interface Hame YLAN Identifier 1P Address

Inventory 110 110 10.10.110.2

Interfaces -rmangger uritagged 10.10.80.4

Multicast manaqement untagged 10.10.80.3

Netwaork Routes rvics- NAE 0.0.0.0

Intermal DHCP Seryer  withaal HAA 1.1.1.1
mired- - a9 10.10.4%.2

F Maohility Management
Parts
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Disabled a8
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Contraller Mebility Group Members = Edit All

Thiz page allows you to edit all mability group mambsars at once.
General tobility group members are listed below, one per line. Each
Inventory miobility group member is represented as a MALC address, IP

address and group namealoptional) separated by one or mora
Interfaces 5

paces
Multicast

00 ; LIz 70 ¥4:b2: 60 10.10.75.2 ;1
Metwork Routes 00:LE:bS:eaza7:I0 10.10.80.3 mobile-10

Internal DHCP Server

= Mobility Management
Mability Groups
Fobility Anchor Config

Ports
NTP
F CDP

F Advanced
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CISCO MONITOR
Controller Mobility Group Members > Edit All

This page allowes you to edit all mobility group members at ance.
General Mobibty group members are Bsted below, one per linge. Each
Inventory rmobiliy group member is reprezented 33 & MAC addrezs, [P

addrass and group namaloptional) separated by ona or mons
Interfaces 2

paCcas.

Multicast

00:18:bS:earatiI0 10.10.90.3 =]
Metwork Routes 00: 18:73:34:B2:60  10,10.75.2 mebils-9

Internal DHCP Server

+ Mability Management
Mohility Groups
Hiphility Anchar Condsg

Ports
NTP

k CDP

F Advanced
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WLAMS WLANS > Edit < Back apply |
- WLANS General | Security | QoS | Mdvanced
WLAKE
¥ Advanced Profie Name wired-guest-1
Tvne Zuest LEN
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Savurity Palices Web-Aulh
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N cenoral | Securlty | QoS | Advanced |
WLANS

Y, w— Frofils Name wirad-guest-1
Type Guemst L&Y
=510 wrad-guest-1
SEntus W Enabled
Securky Poicias wakb-Agth

[Modifications done under securty tab wil sppesr sfter apphyng the changes.)
Ingress [mberfsos Iche- 'l
Egress [rkerfaos [pumst |
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IF Address U000 AP Wame LA
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Client Ty REgular AP Ty Unkeraosaam
F Hogues
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Huicast Fart Mumis=r L Simlus Azseaabed
Inberface (811 Aggociation (D 0
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DX Version Mot Supported Reason Code ]
E2E Version Mot Supported Statue Code ]
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b Accost Points
MaC Address D0 Dy &0 Sy cardz BF Address Unknosm
b Statistics
1P Address 10.10.77.11 A Mame 1010805
F COE | ;
Chant Typa Regular AP Typa Mabie
¥ ROQURS
L User Hame guest WLAN Praofils wirad-guast-1
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debug client

Cisco Controller) >show debug
MAC addresSsS . v v ittt ittt ittt e 00:0d:60:5e:ca:62
Debug Flags Enabled:

dhcp packet enabled.

dotll mobile enabled.

dotll state enabled

dotlx events enabled.

dotlx states enabled.

pem events enabled.

pem state enabled.

(Cisco Controller) >Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62
Adding mobile on Wired Guest 00:00:00:00:00:00(0)
Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62
apfHandleWiredGuestMobileStation
(apf_wired_guest.c:121) Changing state for mobile
00:0d4:60:5e:ca:62 on AP 00:00:00:
00:00:00 from Idle to Associated
Tue Sep 11 13:27:42 2007: 00:0d4:60:5e:ca:62 0.0.0.0 START (0)
Initializing policy
Tue Sep 11 13:27:42 2007: 00:0d4:60:5e:ca:62 0.0.0.0 START (0)
Change state to AUTHCHECK (2) last state AUTHCHECK (2)
Tue Sep 11 13:27:42 2007: 00:0d4:60:5e:ca:62 0.0.0.0 AUTHCHECK (2)
Change state to L2AUTHCOMPLETE (4) last state L2AUTHCOMPLETE (4)
Tue Sep 11 13:27:42 2007: 00:0d4:60:5e:ca:62 0.0.0.0 L2AUTHCOMPLETE (4)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)
Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62
apfPemAddUser2 (apf_policy.c:209) Changing state for mobile
00:0d:60:5e:ca:62 on AP 00:00:00:00:00:00 from Associated to Associated
Tue Sep 11 13:27:42 2007: 00:0d4:60:5e:ca:62 Session Timeout is 0 -
not starting session timer for the mobile
Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62
Stopping deletion of Mobile Station: (callerId: 48)
Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62
Wired Guest packet from 10.10.80.252 on mobile
Tue Sep 11 13:27:43 2007: 00:0d:60:5e:ca:62
Wired Guest packet from 10.10.80.252 on mobile
Tue Sep 11 13:27:43 2007: 00:0d:60:5e:ca:62
Orphan Packet from 10.10.80.252
Tue Sep 11 13:27:43 2007: 00:0d:60:5e:ca:62
Wired Guest packet from 169.254.20.157 on mobile
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62
Wired Guest packet from 169.254.20.157 on mobile
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62 0.0.0.0
DHCP_REQD (7) State Update from Mobility-Incomplete
to Mobility-Complete, mobility role=Local
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62 0.0.0.0
DHCP_REQD (7) pemAdvanceState2 3934, Adding TMP rule
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62 0.0.0.0
DHCP_REQD (7) Adding Fast Path rule
type = Airespace AP - Learn IP address on AP 00:00:00:00:00:00,



slot 0, interface = 1, QO0S = 0 ACL Id = 255,
Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 5006
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62 0.0.0.0 DHCP_REQD
(7) Successfully plumbed mobile rule (ACL ID 255)
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62
Installing Orphan Pkt IP address 169.254.20.157 for station
Tue Sep 11 13:27:44 2007: 00:0d4:60:5e:ca:62
Unsuccessfully installed IP address 169.254.20.157 for station
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62
0.0.0.0 Added NPU entry of type 9
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62
Sent an XID frame
Tue Sep 11 13:27:45 2007: 00:0d4:60:5e:ca:62
Wired Guest packet from 169.254.20.157 on mobile
Tue Sep 11 13:27:48 2007: 00:0d4:60:5e:ca:62
DHCP received op BOOTREQUEST (1) (len 310, port 1, encap Oxec00)
Tue Sep 11 13:27:48 2007: 00:0d4:60:5e:ca:62
DHCP selecting relay 1 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN: 0
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP selected relay 1 - 10.10.110.1(local address 10.10.110.2,
gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP transmitting DHCP DISCOVER (1)
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP xid: 0x87214d01 (2267106561),secs: 0, flags: 8000
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP chaddr: 00:0d4:60:5e:ca:62
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP ciaddr: 0.0.0.0, wvyiaddr: 0.0.0.0
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP requested 1ip:10.10.80.252
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP ARPing for 10.10.110.1 (SPA 10.10.110.2, wvlanId 110)
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP selecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2
VLAN: 110
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP selected relay 2 - NONE
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62
DHCP received op BOOTREQUEST (1) (len 310, port 1, encap Oxec00)

Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62
DHCP selecting relay 1 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62
DHCP selected relay 1 - 10.10.110.1(local address 10.10.110.2,
gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62
DHCP transmitting DHCP DISCOVER (1)
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62
DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62
DHCP xid: 0x87214d01 (2267106561),secs: 36957, flags: 8000
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62
DHCP chaddr: 00:0d4:60:5e:ca:62



Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62

DHCP ciaddr: 0.0.0.0, wvyiaddr: 0.0.0.0
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62

DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62

DHCP requested ip: 10.10.80.252
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62

DHCP sending REQUEST to 10.10.110.1 (len 350, port 1, vlan 110)
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62

DHCP selecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62

DHCP selected relay 2 - NONE
Tue Sep 11 13:27:54 2007: 00:0d4:60:5e:ca:62

DHCP received op BOOTREPLY (2) (len 308, port 1, encap 0Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d4:60:5e:ca:62

DHCP setting server from OFFER

(server 10.10.110.1, yiaddr 10.10.110.3)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP sending REPLY to Wired Client (len 350, port 1)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP transmitting DHCP OFFER (2)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP xid: 0x87214d01 (2267106561), secs: 0, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP chaddr: 00:0d4:60:5e:ca:62
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP ciaddr: 0.0.0.0, vyiaddr: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP server id: 1.1.1.1 rcvd server id: 10.10.110.1
Tue Sep 11 13:27:54 2007: 00:0d4:60:5e:ca:62

DHCP received op BOOTREQUEST (1) (len 334, port 1, encap Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP selecting relay 1 - control block settings:
dhcpServer: 10.10.110.1, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP selected relay 1 - 10.10.110.1(local address 10.10.110.2,

gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP transmitting DHCP REQUEST (3)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP xid: 0x87214d01 (2267106561),secs: 36957, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP chaddr: 00:0d4:60:5e:ca:62
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP ciaddr: 0.0.0.0, wvyiaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP requested ip: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP server id: 10.10.110.1 rcvd server id: 1.1.1.1
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP sending REQUEST to 10.10.110.1(len 374, port 1, vlan 110)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP selecting relay 2 - control block settings:



dhcpServer: 10.10.110.1, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

DHCP selected relay 2 -NONE

Tue Sep 11 13:27:54 2007:
DHCP received op BOOTRE
Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

PLY (2) (len 308, port 1, encap 0xec00)

00:0d4:60:5e:ca:62

10.10.110.3 DHCP_REQD (7) Change state to WEBAUTH_REQD
(8) last state WEBAUTH_REQD (8)

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

10.10.110.3 WEBAUTH_REQD (8) pemAdvanceState?2

4598, Adding TMP rule
Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

10.10.110.3 WEBAUTH_REQD (8) Replacing Fast Path rule
type = Airespace AP Client - ACL passthru

on AP 00:00:00:00:00:00,

ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID

Tue Sep 11 13:27:54 2007:

slot 0, interface = 1, QO0S = 0

00:04:60:5e:ca:62

10.10.110.3 WEBAUTH_REQD (8) Successfully
plumbed mobile rule (ACL ID 255)

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

Plumbing web-auth redirect rule due to user logout

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

Adding Web RuleID 31 for mobile 00:0d4:60:5e:ca:62

Tue Sep 11 13:27:54 2007:
Assigning Address 10.10
Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62
.110.3 to mobile
00:0d4:60:5e:ca:62

DHCP sending REPLY to Wired Client (len 350, port 1)

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

DHCP transmitting DHCP ACK (5)

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0

Tue Sep 11 13:27:54 2007:
DHCP xid: 0x87214d01

Tue Sep 11 13:27:54 2007:
DHCP chaddr: 00:0d4:60

Tue Sep 11 13:27:54 2007:
DHCP ciaddr: 0.0.0.0,
Tue Sep 11 13:27:54 2007:
DHCP siaddr: 0.0.0.0,
Tue Sep 11 13:27:54 2007:
DHCP server id: 1.1.1
Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

(2267106561) ,secs: 0, flags: 8000
00:0d4:60:5e:ca:62

:5e:ca:62

00:0d4:60:5e:ca:62

yiaddr: 10.10.110.3
00:0d4:60:5e:ca:62

giaddr: 0.0.0.0
00:0d4:60:5e:ca:62
.1 rcvd server id: 10.10.110.1
00:0d4:60:5e:ca:62

10.10.110.3 Added NPU entry of type 2

Tue Sep 11 13:27:54 2007:
Tue Sep 11 13:28:12 2007:
Username entry (guestl)
Tue Sep 11 13:28:12 2007:
Setting guest session t
00:0d4:60:5e:ca:62 to 79
Tue Sep 11 13:28:12 2007:

Session Timeout is 79953 - starting session timer for the mobile

Tue Sep 11 13:28:12 2007:

00:0d:60:5e:ca:62 Sent an XID frame
00:0d4:60:5e:ca:62

created for mobile
00:0d4:60:5e:ca:62

imeout for mobile

953 seconds

00:0d4:60:5e:ca:62

00:0d4:60:5e:ca:62

10.10.110.3 WEBAUTH_REQD (8) Change state to
WEBAUTH_NOL3SEC (14) last state WEBAUTH_NOL3SEC (14)

Tue Sep 11 13:28:12 2007:
10.10.110.3 WEBAUTH_NOL
(20) last state RUN (20

Tue Sep 11 13:28:12 2007:

00:0d4:60:5e:ca:62

3SEC (14) Change state to RUN

)

00:0d:60:5e:ca:62 10.10.110.3 RUN

(20) Reached PLUMBFA STPATH: from line 4518

Tue Sep 11 13:28:12 2007:

00:0d:60:5e:ca:62 10.10.110.3 RUN

(20) Replacing FastPath rule

type = Airespace AP Client

5006



on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0
ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID =
Tue Sep 11 13:28:12 2007: 00:0d4:60:5e:ca:62 10.10.110.3 RUN
(20) Successfully plumbed mobile rule (ACL ID 255)
Tue Sep 11 13:28:12 2007: 00:0d:60:5e:ca:62 10.10.110.3
Added NPU entry of type 1
Tue Sep 11 13:28:12 2007: 00:0d:60:5e:ca:62 Sending a gratuitous
ARP for 10.10.110.3, VLAN Id 110
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