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"2 Internet Authentication Service

| acton wew ||« = | @@ |2 || 0@

Tree I

=11 clients
FH_] Remate Access Logging
=] :g_? Remobe Acocsss Polices

ret Buthentication Service (Local) '\f‘) Welcome to Internet Authentication Service

Internet Authentication Service (1450 |'-=!rﬁ'|r ms centralized authentication,
authorization, and accounting of users who connect to 2 network using virtusl
private retwark (PR and diakup technology, IAS implaments the IETF

standard Remote ALthentication Dlal-n User seryice (RADIUS) promool,

To enzble the 145 server fo read the remote access properties of ussr
accounts in the Active Directory, on the Action menu, click Begister Service in

active Directary.

For mare infor maton sbout seting up 145, see "Checklist: Configuring [4S for
dialup and YPH access" and “Checdklist; Configuring 145 to outsource dial-up
access” noonline Help.

For mare mnfor mation on 1AS daployimant scenarios, see opics "Diakup

corporate access", "Buiranet access for business partners”, "lInternat Access®,
"Cutsowrced corporate access through service providers” in online Help.

For troubleshooting nfor mation, see topic Troubleshooting in online Help.
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2. M RADIUS £2I0|1EE F7135l2{™ Clients ZC{E Ot
ClientE& ME{gLIC}H
3. Add Client(Z2t0[|A1E F7}) FoiM Z2I0[HE Q| 0|F 2 &i=i5t T RADIUSE Protocol(Z =
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Add Client Ed

Mame and Protocal
Azzign a hame and prokacal far the clhent.

Type a friendly name and protocal for the client.

Friendly name: WLCA

Frotocak RADIUS ~|

< Biack Mesut > I Cancel

4. Add RADIUS Client(RADIUS Z2}0|21E F7}) &0l M Client IP address(ZEI0|HE IP F4&
), Client-Vendor(& 20| 1 E-HI]) & Shared secret(2% &2 )E UeLICt. 2clo/oiE
HE =48t & Finish(Ot&)E = LCE Ol Hlo = IP FATF 172.16.1.3021 WLC-10|E}
= Z2I0|¢IEE H0o{ F1, Client-VendorE CiscoZ2 M E|1 Shared H|&E cisco1232/L/
ct



Add RADIUS Client Eq |

Client Information
Specify information regarding the client.

Client address (IP or DHS):
[17216.1.30 Vi |

Clent-\endar:
I Cizco j

[T Client must always send the signature attibute in the request

HEXENNNE

Shared zecret;

HEENEEEEE

Confirm shared secret:

< Back Finizh I Cancel

o] HE & AI&35t0{ WLC-10[2t= WLCT} IAS MHEH2| AAA EEIO|HMEE FIHELIC
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1. Remote Access Policies(¥Z HYAM|A HHM)E O RA 2LEZ HESE Z 2|5t New Remote
Access(M &2 M| A)MSs Policy(MSs &2)& = EfLICt.Policy Name & O LIEFEfLICEH

2. BAO| O|ES 245t T Next(CHS)S S2/3tLIct



Add Remote Access Policy

Policy Mame
Specify a fnendly name for the policy.

A Remote Access Policy 1z a et af actiong which can be applied to a group of uzers
meeting certain conditions.

Analogous ba iiles pou can apply to incoming mail in an e-mail application, you can
zspecify a =&t of conditionz that must be matched for the Remote Access Policy bo apply.
“'ou can then specify actions to be taken when the conditions are met.

Policy friendly name:
Airezpace WS4

< Back Mewut » I Cancel
=) 2|74 o XM 235 2 AMEHE o MEHS £ 325
3. CH2 oM 24 HMA HME MY TS MEELICLEHE MESIE{H AJIE 22
L|Ct
Add Remaote Access Policy st Attribute HE|
Cardiliars Selact the bype of attnbute ba add, and then chck, the Acd bution
Detemmine tie condhions ko malch
Lilnbubs lypes:
Pl ame | Deacription
Specly tha condlions 1o match Lall=d-Stafon-d Fhiare numbser disl=d by us=
N _ Caling-Stzhondd Fhare number fram shich cal oignated
Corddliors: Chent-Friendly-Hame Fresvdbe name oo the BADIUS cherd 145 onlp)
Clent IPAdcess IF addrezz of BADIUS cheri 145 only)
ClentYendor Marufzcourer of RADIUS progy or KAS. 145 onl
Day-Ard T Restnc.. Time peeods and days of weak during swhich ws
FramadProtoz ol Tha pialosal to ba Lized
WS ddsrtili= Sihnreg cdarhlwrg be HAS onoimsling the isgques!
N SF-Addess IF addrezs of the HAZ onginsbing 1he 1eques! ||
HAEFort-Type Type al phpsical port used by the HAS cnginahn
Service-Type Type af service Lmer hag requeshsd
Tunned Type Tunneding protocols bo be wsed
Windioes Gioups “Windioes groups that ussr bbongs o
Add... I I | i | | ﬂ
< Back | Bleset 3 | Concel | ] e |

4. 58 #d HwolM Ot S £4& =T LICH Client-IP-Address(& 2t O| I E-IP-F 4) - AAA 2
EtO|FE Q| IP FAE 2UFLICL 0| dilo M= wLCe| miZlol HAo| MEETS WLCIP F
o



Client-IP-Address EEq |

Type aword or a wild card [for example, abe.):

|1?2.1E.1.3EI

Ok,

Cancel

IWindows

Groups(Windows 1 &) - H32 M &% Windows 2 & (A A 28)2 MEELICLAEE E

S Z&Lch

» Groups

The following groups are currently in thiz condition.

Groups:

M ame

CAT-TD-2kMT est-Clients

Hemove

OF.

Cancel

o

—



Add Remote Access Policy |

Conditions
Determine the conditions ta match.

Specify the conditions to match.

LConditions:

. F2 16,7300 AND
Windows-Groups matches "CAT-TD-2EMT est-Clients"

Add... Hemove Edit...

< Back Heut » Cancel

Ol ol M= F 7HR| ZHBH EAIRLICHEHO| H U= B2 Y ZTHE F7t5t T Next(CHE
)& SEELICHAS HFH FO| LIEH LT,

5. Permissions(T8t) & 0i| A ¥ YMA FHEt £ o{E MEHEILICE Ol SMS MEHSHH ALS KLt
XHEE ZHREA) I LR[St ALS KA HM[A FHEHO| Fo{ELCH



Add Remote Access Policy

Permizzionz

Dreterming whether to grant or deny remote access permizsion.

Y'ou can uze a Remate Access Policy either to grant certain access privileges to a
group of uzers, or to act ag a fiker and deny access privileges to a group of uzers.

[f a uger matches the specified conditions:

{7 Deny remate access pemmission

£ Back Mest =

Cancel

6. Next(CHZ)& S=grLCt

7.ClE BtAH = } A Z2Eg MAStE Zdeuct Ao w2t AF2 A7 HE | 7L OHMIA S|
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2Lg P%%*# U&LICH



Add Remote Access Policy Ed I

Izer Profile
Specify the user profile.

Y'ou can how specify the profile for uzers wha matched the conditions vou have
zpecified.

Mote: Even though you may have specified that ugers should be denied accesz, the
profile can ztill be used if this policy's conditions are overridden on a per-uzer basis.

Edit Profile...

£ Back Cancel

fjo

MEX Z2EE F45t2{M™ User Profile(AtE At Z 2 E) &0l M Edit Profile(Z2E +7H)
HE FO0| LIEHE LI



Edit Dial-in Profile

Athentication | E ncryption I Advanced

Dial-in Conztraints | P I b uiltilirk, I
™ Digconnect i idle for: 1 = nin
[T RBestict maximum sezzion to; 1 _I; rmin |

i E3

—

1 Restict access to the following days and times:

Edi.. |
[ Restrict Dial-in to this number only: I
— Restrict Dialin media:
O Foo il
[ Token Ring

[1'wireless - IEEE 80211
[ 'wireless - Other
L] Cable

5]

k. I Cancel |

RIE) B2 Z =28 S WLANOIM ALE |
()

rr

QIF W Myl

& (PAP,SPAP)Z AtE&rLICH

I
Apply

Authentication(
LICt. O] ool M & 531K



Edit Dial-in Profile HE ||
Dialin Constraints | IP | Multilin
Authentication | Encryption I Advanced I

Check the authentication methods which are allowed far thiz connection.

Extenszible Authentication Protocol |

Select the EAP type which iz acceptable far thiz policy.

| Protectsd EAP (PEAP) || Configure..

[ Microzoft Encrypted Authentication version 2 [M5-CHaP +2)
[ Microzoft Encrypted Authentication [M5-CHAP)

[T Encrypted Authentication [CHAP)

Urhauthenticated Access

r &l rermote PPP clients to connect without negatiating
any authentication method.

ak. I Cancel Apply

_ Advanced Ei&
Z2FLICt2E 7|2 oi7iH+E M 745D AddE = ErLICH



Edit Dial-in Profile I

Dial-in Constraints | P | Mulilik; |
Authentication I Encryption Advanced

Specify additional connection attributes to be returned to the Bemate
Aooess Server.

Pararmeters:

Mame Yendar Walue

Hemowve I Edit... |

(] % Cancel Apply

M MH|A g8 MEIEH O CHS ZolM 2321 2k HEEhLct

Add Attributes |

To add an alinbuba to the Prafle, selact tha strbute and cdick Aod

RADIUS attrinutes: Enumerable Attribube Information
Mare: | endor | Cezoiiption -] _
Feplessage BADIUS Standard Mezsage fobe deplayed ba user when authertca Alliinubs name;
Servics-Tips RADIUS Standsrd  Type of s=ivice user haz iequested ISH“WTP
Turmeldssgament-D RADIUS Standsrd  Tunned to which & seszon i@ o be assigred
Turnel-Dienbbuth-10 RADIUS Standsrd  Name used by the lunne! inbabor cunng the sulhen Afibuls number
TurmnelCi=nt-Endpt RADIUS Standsrd  |F sddr=ss cf be mbaber erd of e unnel
Tumel-sedum-T yoe RADIUS Standsrd  Transpoit medium o uss when ciesting a unnel io IE
lumekHassvword RADIUS Standard  Paseeord lor autherhcshing ba & remale servan
[ urmekPielersnce BADIUS Standad  Helalms prelemsnice aszgned bo each lunned wahen Aitirio ke fomat
TurriekPyl-GiougD RADIUS Standsd  Gioug ID lor s patculs turnsksd sseon IEmﬂlw
TurmekSermedub D BADIUS Standad  Mame used by the unes! bemnabar duerg e 2k
TurriekS eie-Endpt BADIUS Standard P addiess o e serve end o e busred

TureelTyps RaDIUS Standaed  Turmebrg piobocols b beousad Ak v due.
endo-Spacic RADIUS Standard  Ulsad bo supooit piopestany NaS feehras m

Claco-fiv-Pair Cigeo Cigoo AW Pai VEA

lgroie U serDiain-Propaiias  Miciosof lgnoie the users diakin propemie:
LSR-ACCH-Tuoe U5 Robotics, | Desciiotion not avalable
UER-AT-Cal Input-File U5 Fobotics, | Dresciption nox avalable I
USRATCalOutpu-Filter . ULE. Robaotics, | Drezciiption not avalablz L Lo |
LSRAT Inpu-Fiter L5, Robotica. | Drescrintion rot avalabls
USRAT DupukFiter U5, Robotics. | Drescription rot avalabls -
1| | 3
Add | Cloza |

33 CHE RADIUS §4 S = 0{ A Vendor-Specific S 432 ME45HoF & L|Ct



Add Attributes

K3 E3 ||l ivalued Arteibute Informatinn HE
To add an atrbaks i the Piolle, seleci the athibuie 2nd chick Add alinbue nem=.
FADILIS atfribubes: [erdor-Gpeciic
Mame | Yerdo | Dascrption = | . 5
Reply-Meszsge FADIUS Slardsid  Meszsge bo be displapsd lo user when sulberic.sh Attribue nuner
SErwice-ype FaDILS Slardaid  Tups ol seimce wsen bas iegquedsd —I |23
Tureahaszignmen -0 FADILS Stardard Turessd booekich a session i o be ssigned
TureehClerkSu D FADILIS Standwd Mame: usnd by thie hpael irisator duriag the authes Attribuba format:
Turi=H erdEndpt FADIUE Standwd  |F addiess of the pliston end of e tore Oelets
TumsH s dur-T yos FaDIlE Slardsd  Transport mediom touse wehen or=eling & bunnel fo | g
TureakPazsaoid FADIUS Slapdaid  Passwmid o sidbenlicaliong 1o & iemola servai
TureakPrefananca FADIUS Standard  Ralaive pralerence assigned o each tunnal when Altribute vabzz
Turne Pt G- D FADIIE Standwd Geowp D for a paticudan heeeled session [T Wake Mow= L |
Turn=tS ervar-AuthdD FADIUE Slardsd Mame used by the hnnel biminstor during e sullk
[ urnskServer-E ndpt FaDIUS Slardad  IF addiess of the ssiver end of the umsl Werer Dioem
TurnzkTwoe FADIUS Stardard Turesing protocol: 1o be wad =
“eridar 5 pecitic: FADILIS Standard  Used o support propristay H&S featies
Ciscord ¥ -Fair Ciscn Cisco &% Fait W54
Ignare-LUser-Dialin-Pioperbes Microsclt |grare the user's disl-n pioperbes
L5H-AL0M-Tyae LS Haobebze, | Deaamphon ol avalde
LSRAT-Cal-lrpul-Fiter LS. Robotice. | Dragciplion rok avalable
5RAT-CallDulpkFikbsr - LIS Aabotizs | Dimzcriptinn o available
LI SA-AT gt -Filker .5 Aabchcs, | Dzsenphian ret available
LS5A-AT -Dulpuks de= U5, Aobohics, | D=sorphon ot svwalshle - 1 ﬂ
1] | [}
Add | Closa I G | Caresl |
o % R = = S i = E 42 A
CtS ZolM Add(F7HE 22I5t0 M VSAE MEHELICH N A S &4 HE 0| LIE
LFL|CH Specify network access server vendor(WE 3 HMA M S22 LA XI=)0i M
= . = - =
Enter Vendor Code(HIC] ZE 2)E MEHEFL|C} Airespace VSAO] CHEH 2ZUA Z=EE &
S H H ru = [ = o =
248fL|Ct.Cisco Airespace VSAL| 22U T == 14179QlLICt 0] §42 vSAo] CHEt
o = S
RADIUS RFC At E 22 2 of|E MEighL|ch gLct

¥Yendor-Specific Attribute Information K l

Attribute name:

IVEndDr-S pecific

Specify network, acceszs zerver vendar.
RaDIUS Standard

El

" Select from list

14173

O Enter Wendor Code:

Specifip whether the attribute confarms ta the RADILS RFC specification far
vendor zpecific attnbutes.

™ Mo. It does not conform.

Configure Attribute. .

] Canicel

. Configure
Attribute® & 28 LIC} Configure VSA (RFC compliant)(VSA(VSA &) 714 HollM Al &
VSAO et EElX|e Hr] 8 EM #H35 | Attribute A 2! Attribute(5 ) Z2tS l=248tLICH

1O -, o 1=
A2 XHEZ WLAN-IDE A% 52 HAttribute Name(5 A O| &) - Airespace-WLAN-Id O Y]




o H—
Configure ¥SA {RFC compliant) ]

Yendaor-aszigned attnbute number:
1

Attribute format;
Decimal j

Attribute walue:
2

Ok Cancel |

ANSKHEE QoS =X
Zug MAsieiHE 4 O|B—Airespace-QoS BlIHEONYA 7} et 54 HE 24
AL M4/ MEILZE—0 - AlBf1. 22 - Z2HE[H3 - Bronzedd 2

Configure ¥SA (RFC compliant) |

Wehdor-aszigned attribute number:
2

Attribute format:
Decimal j

Attribute value:

3

ak. Cancel

AHS Xt 2 DSCP 2
£ 28 5tedTAttribute Name(|-S O|&) - Airespace-DSCPEINYX7t HYE BE HE
—3&d 84| - Y/ TI2k - DSCP gtodl 3




Configure ¥SA (RFC compliant) K |

WYendor-azzigned attnbute number:
3

Attnbute format:
Drecimal j

Attribute value:
46

ak. I Cancel |

. S ~— Al X Z 802.1p-
TagE MM 5t= 3 <Attribute Name(& A O|&) - Airespace-802.1p-TagEtOH M7} &S & &
HHE 458 84 - Y/ AMTI+2—802.1p-Ei10d 4

Configure ¥SA (RFC compliant)

“Yendor-azzigned attribute number:

4

Attribute format:
Decimal j

Attribute walue:
a]

Q. I Cancel

MEXEZ QI
O|A(VLAN)E M 3t= ZF<Attribute Name(5 4 O|F) - Airespace-Interface-Name O &
7t gEE B HE 55 H4 - EXEe - 2/EH0|A 0|05



Configure ¥S& (RFC compliant) K |

Wendaor-azzigned attribute Aunmber:

]
Attribute format:
String j
Attribute walue:
vlanid
aF. Cancel |
MN-EXEE ACLE
M= Z<Attribute Name(E A 0|&) - Airespace-ACL-Name® O A7} &2t B4 H

26454 3“—I E XLt - ACL-0|E0 6
Configure ¥S& (RFC compliant) |
“endaor-aszigned attribute number:

=

Attribute forrmat;
=

String

Attribute walue:
ACLY|

] Cancel
8. VSAE 7%t & AISAt Z2E Fo| EAIE W7HX| OKE =l LICt
9. 2 Ct2 Finish(OI&)E £ 2!5t04 Z41|a2||o|M2 &2 & LICHRemote Access Policies(#Z3
HM|A ZHAH) ool M A HAE2 & = UELICH
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o 4 T » r' B
@ N Jq I:] fo O Yr 80 53 S Ackdress | @8] Petpssif172. 16,1 30jscreerssfra % | g G0 : on Antttrus I = I
Save Corfiglration Ping  Losout Refresh

MONITOS WiLAaNs CONTRODLLER WIRELESS SECURITY MARNSSEMENT COMMANDS HELP
WILANS > Edlit < Back | Apply =
WL AMS |
WILANS WLAN 1D
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(Cisco Controller) > debug aaa all enable

Wed Apr 18 18:14:24 2007: User adm n authenticated

Wed Apr 18 18:14:24 2007: 28:1f:00: 00: 00: 00 Returning AAA Error 'Success' (0) for
nmobi | e 28: 1f: 00: 00: 00: 00

Wed Apr 18 18:14:24 2007: AuthorizationResponse: Oxbadff97c

Wed Apr 18 18: 14:24 2007: structureSize. ... 70
Wed Apr 18 18: 14:24 2007: resultCode. . ... 0
Wed Apr 18 18: 14:24 2007: protocol Used. . ...... ... .. . 0x00000008
Wed Apr 18 18: 14:24 2007: proxyState. ... ... ... ...
28: 1F: 00: 00: 00: 00- 00: 00
Wed Apr 18 18: 14:24 2007: Packet contains 2 AVPs:
Wed Apr 18 18: 14:24 2007: AVP[ 01] Service-Type. ... ... ...
0x00000006 (6) (4 bytes)
Wed Apr 18 18: 14:24 2007: AVP[ 02] Airespace / WLAN-Identifier..............

0x00000000 (0) (4 bytes)
Wed Apr 18 18:14:24 2007: User adm n authenticated
Wed Apr 18 18:14:24 2007: 29: 1f:00: 00: 00: 00 Returning AAA Error 'Success' (0) for
nmobi | e 29: 1f : 00: 00: 00: 00
Wed Apr 18 18:14:24 2007: AuthorizationResponse: Oxbadff97c

Wed Apr 18 18: 14:24 2007: structureSize. ... 70
Wed Apr 18 18: 14:24 2007: resultCode. . ... ... 0
Wed Apr 18 18: 14:24 2007: protocol Used. . ...... .. .. 0x00000008
Wed Apr 18 18: 14:24 2007: proxyState. . ....... ...
29: 1F: 00: 00: 00: 00- 00: 00
Wed Apr 18 18: 14:24 2007: Packet contains 2 AVPs:
Wed Apr 18 18: 14:24 2007: AVP[ 01] Service-Type. ... ... ...
0x00000006 (6) (4 bytes)
Wed Apr 18 18: 14:24 2007: AVP[ 02] Airespace / WLAN-Identifier..............

0x00000000 (0) (4 bytes)
Wed Apr 18 18:15:08 2007: Unable to find requested user entry for User-VLANLO
Wed Apr 18 18:15:08 2007: Authenticati onRequest: 0xa64c8bc

Wed Apr 18 18:15:08 2007: Callback. ....... .. 0x8250c40
Wed Apr 18 18:15:08 2007: protocol Type. . . ... 0x00000001
Wed Apr 18 18:15:08 2007: proxyState. .. ... ...

00: 40: 96: AC: E6: 57-00: 00
Wed Apr 18 18:15:08 2007: Packet contains 8 AVPs (not shown)

Wed Apr 18 18:15:08 2007: 00: 40: 96: ac: e6: 57 Successful transm ssion of Authentication Packet
(id 26) to 172.16.1.1:1812, proxy state 00:40: 96: ac: e6: 57- 96: ac
Wed Apr 18 18:15: 08 2007: 00000000: 01 l1a OO 68 00 OO OO OO 0O OO OO OO OO OO OO OO



Ved Apr 18 18:15:08 2007: 00000010: 00 00 00 00 01 Od 55 73 65 72 2d 56 4c 41 4e 31
...... User - VLANL

Ved Apr 18 18:15:08 2007: 00000020: 30 02 12 fa 32 57 ba 2a ba 57 38 11 bc 9a 5d 59
0...2W*.W8...]Y

Ved Apr 18 18:15:08 2007: 00000030: ed ca 23 06 06 00 00 00 01 04 06 ac 10 01 le 20

H
Wed Apr 18 18:15:08 2007: 00000040: 06 57 4c 43 32 1a Oc 00 00 37 63 01 06 00 00 00
W.C2. 7c.....

Wed Apr 18 18:15: 08 2007: 00000050: 01 1f Oa 32 30 2e 30 2e 30 2e 31 1le 0d 31 37 32
...20.0.0.1..172

Wed Apr 18 18:15: 08 2007: 00000060: 2e 31 36 2e 31 2e 33 30 .16.1.30

Wed Apr 18 18:15:08 2007: 00000000: 02 la 00 46 3f cf 1b cc e4 ea 41 3e 28 7e cc bc
R A>(~. .

Wed Apr 18 18:15: 08 2007: 00000010: 0O el 61 ae 1la Oc 00 00 37 63 02 06 00 00O OO 03

Wed Apr 18 18:15:08 2007: 00000020: 06 06 00 00 00 01 19 20 37 dO 03 e6 00 00 01 37
Wed Apr 18 18:15:08 2007: 00000030: 00 01 ac 10 01 01 01 c¢7 7a 8b 35 20 31 80 00 00

Wed Apr 18 18:15:08 2007: 00000040: 00 00 00 OO OO 1b  ......

Wed Apr 18 18:15:08 2007: ****Enter processlnconm ngMessages: response code=2

Wed Apr 18 18:15:08 2007: ****Enter processRadi usResponse: response code=2

Wed Apr 18 18:15:08 2007: 00: 40: 96: ac: e6: 57 Access-Accept received from RADI US server
172.16.1.1 for nobile 00:40:96: ac: e6: 57 receiveld = 0

Wed Apr 18 18:15:08 2007: AuthorizationResponse: 0x9802520

Wed Apr 18 18:15:08 2007: structureSize. . ... 114

Wed Apr 18 18:15:08 2007: resultCode. ... ... .. 0

Wed Apr 18 18:15:08 2007: protocol Used. . ...... ... ... ... 0x00000001

Wed Apr 18 18:15:08 2007: proxyState. ... ...

00: 40: 96: AC: E6: 57- 00: 00

Wed Apr 18 18:15:08 2007: Packet contains 3 AVPs:

Wed Apr 18 18:15:08 2007: AVP[ 01] Airespace / QOS-Level ....................
0x00000003 (3) (4 bytes)

Wed Apr 18 18:15:08 2007: AVP[ 02] Service-Type. .. ... ...
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:08 2007: AVP[ 03] C aSS. . ottt

DATA (30 bytes)
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Applying new AAA override for station
00:40:96:ac:e6:57
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Override values for station 00:40:96:ac:e6:57
source: 48, valid bits: 0x3
gosLevel: 3, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlianIfName: '', aclName: '

Wed Apr 18 18:15:12 2007: AccountingMessage Accounting Start: Oxa64c8bc

Wed Apr 18 18:15:12 2007: Packet contains 13 AVPs:

Wed Apr 18 18:15:12 2007: AVP[01] User-Name............. ...
User - VLAN1O (11 bytes)

Wed Apr 18 18:15:12 2007: AVP[02] Nas-PoOrt........ ...
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 03] Nas-lp-Address. ............iiiiiinaon..
Oxac1001le (-1408237282) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[04] NAS-ldentifier.......... ... .. .. ... .......
0x574c4332 (1464615730) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 05] Airespace / WLAN-Identifier..............
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 06] Acct-Session-Id..........................
4626602c/ 00: 40: 96: ac: e6: 57/ 16 (29 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 07] Acct-Authentic.......... ... ... ... .......
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 08] Tunnel -Type. . ... ... ...
0x0000000d (13) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 09] Tunnel -Medium Type. .. ...... ... .. ....

0x00000006 (6) (4 bytes)



Wed Apr 18 18:15:12 2007: AVP[10] Tunnel -Goup-Id................. .. .......
0x3230 (12848) (2 bytes)

Wed Apr 18 18:15:12 2007: AVP[11] Acct-Status-Type. ..........c.ciiiiin. ..
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[12] Calling-Station-1d.......................
20.0.0.1 (8 bytes)

Wed Apr 18 18:15:12 2007: AVP[13] Called-Station-1d........................

172.16.1.30 (11 bytes)
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