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Cisco 2800 Router

10.00.2/8 B
172.16.1. 6016 / 192, 168.1.1°24

Layer 2 Swilch Layer 2 Switch

182.168.1.5/24

Cisco 4400 WLE Cisco 1030 Lightweight AP

WLC Parameters 182 168.1.24/24 v 192.188.1.25/24
Management Inleface IP address: 172.16.1.50016
AP Manager Interface IP address: 172.16.1.5116
Default Gateway: 172.16.1.60/16
¥ ) Wireless Client1
Wireless Chent?

2 A= QCHE|IME 0185107 XAt Q1A EICH QCH 3|2 ZH Boi Rl= 2800 AIEI= 2HRE{0] A
FZELICE 0| ool M= OSPF(Open Shortest Path Flrst) TE2EZS AE5I0i PPP Z=3E AP

&35tof WAN &3 9| C|0|E{& 2t 2 &fLICt4400 WLCE Ar | 2/ 1030 LAPE $17 AFR

ofl 7+ £|o{ok BHLIC}1030 LAPE 27H2] WLANS K| &30k BFLICHWLANOI CH3H Dh7jH 4= cr
Sot Z&Lch

- WLAN 1SSID - SSID12!5 - 7| 5 5} - TKIP(Temporal Key Integrity Protocol)(WPA-
PSK[Pre-Shared Key])

.- WLAN 2SSID - SSID292!5 - EAP(Extensible Authentication Protocol) & = 3} - TKIPE 1
WLAN 29| Z<2 0| 22| 4|28 0| Mofl A= WPA(802.1x 215 ! 5 5lof TKIP)E r )

LICH.
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712 5 8 WLC 74 & WLAN 4

718 2dg 25 WLCE F448t2474 CLI(Command Line Interface)0llA A|ZH Z4m| 22y 0| O}

AE AEE == UELICLEE GUIE AHE36t0i WLCE FEE =& JU&LICEHO| EM0iA= CLIof
M AlE A zgof DFH*AF Ar&stod wLee| x| eijofAMoi chal - erLCt.
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WLC7} M5 LM A2 u|Te oM otHALZ 2™ %NQLIEL?*" OHEALE A8 stod 7[&
MdEE FEELICEHCLI EEE GUIOIM OFHALE AE + JU&LICHOHE S AR 7 ohEAte] o

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Name [Cisco_33:84:a0]: WLC_MainOffice

Enter Admi nistrative User Nane (24 characters nax): adnin
Enter Admi nistrative Password (24 characters max): *****
Management Interface IP Address: 172.16.1.50

Managenent |nterface Netnmask: 255.255.0.0

Managenent Interface Default Router: 172.16.1.60
Management Interface VLAN Identifier (0 = untagged):
Management Interface Port Num [l to 4]: 1

Managenment Interface DHCP Server |P Address: 172.16.1.1
AP Manager Interface IP Address: 172.16.1.51

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (172.16.1.1):

Virtual Gateway | P Address: 1.1.1.1

Mobility/RF Group Name: Main

Network Name (SSID): SSID1

Allow Static | P Addresses [YES][no]: Yes

Configure a RADIUS Server now? [ YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enabl e 802. 11b Network [YES][no]: Yes

Enabl e 802. 11a Network [YES][no]: Yes

Enabl e 802. 11g Network [YES][no]: Yes

Enabl e Auto-RF [YES][no]: Yes

Configuration saved!
Resetting systemw th new configuration...
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. DYZE| 28 0|8

. SSID

7|Et 042 7K

OIEM DH7H_¢: 7|2 22 fls WLCE M st= o Ar&ELCt. o] Mol WLC £340] EA
E AXH wLCE &2 QIEHO[A IP FAE 172.16.1.502, AP-manager QIE{HO|A IP AR
172.16.1.512 P%&H—IELHIE%EOH CHaH 27H2] WLANE F45tE{ WLCHIAM CHE EHAE &
R AAIL.
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AF Hame Ij.‘i 51 Sa:ed 5 MWerson 3.2.70.0
E Fthaernet MAC Address 0006 0% %1550 Beoed Wereaan Z.1.M.0
Bridging
Bate Agdio MAC D000 0% 55540
Fengues InvEntory Information
LS Regilgtory Domagin BOZELbge -A BDZLLS: -&
&P M 1 ap
&P P dddress 1726180 ode 1030
AP Stake P P AP Sanal Number WCNISZITLRT
Cllents AP Btalis IPLesaan 1.8 &P Cerfiate Typs Harnd achers Instaled
Glabal R Retmask e 344 34 0 REAP Made fupiterted Tes
oy atews?  [1ad e8.1.1
AF 1D §
Coantry
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Timers e ——
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A3: ol oA oM APL| IP FTA O™ P FAR HAL D 1™ IP FA 192.168.1.50| EE E|
RSS2 & = UESLICHO| T2 A AR MM AL E MEH0|7| E ol B Mg L|Ct. H r
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EA

Mai nOF f i ce#show run
Bui | di ng configuration..

Current configuration : 728 bytes
!

version 12.2

service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
!

host nane Mai nOffice

!

!

i p subnet-zero




interface EthernetO

i p address 172.16. 1. 60 255.255.0.0

!--- This is the interface which acts as the default
gateway to the WLC. ! interface Virtual -Tenplatel no ip
address ! interface Serial0 no ip address ! interface
Seriall !--- This is the interface for the WAN link. ip
address 10.0.0.1 255.0.0.0 encapsul ation ppp !--- This
example uses PPP. Use the appropriate !--- encapsulation
for the WAN connection. ! router ospf 50 /--- Use OSPF
to route data between the different networks. | 0g-
adj acency-changes network 10.0.0.0 0.255.255.255 area 0

network 172.16.0.0 0.0.255.255 area 0! ! ip classless
ip http server ! I I line con O line aux O line vty 0 4
! end

X|A}

BranchOf f i ce#show run
Bui | di ng configuration..

Current configuration : 596 bytes

!

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane BranchOf fice

!

!

p subnet-zero

interface EthernetO

ip address 192.168.1.1 255.255.255.0

!--- This is the interface which acts as the default
gateway to the LAP. ! interface Serial 0 no ip address !
interface Seriall !/--- This is the interface for the WAN
link. ip address 10.0.0.2 255.0.0.0 encapsul ation ppp
cl ockrate 56000 ! router ospf 50 !--- Use OSPF to route
data between the different networks. | o0g-adjacency-
changes network 10.0.0.0 0.255.255.255 area 0 network
192.168.1.0 0.0.0.255 area O ! ip classless ip http
server I I'1 1 line con O line aux O line vty O 4 login
aut ocommand access enable-tinmeout 2 ! end
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Wi s Al APy
Acress Palnds search by Ethernel MAL | wearch I
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Aridging LT AP Ik Ethernet MAL Admeh sl :.::':.:':hﬂn*l For
Hogues I ap;SlSaien ] QUCObRSSNSeced  Enabis EEG 1 Belal
Cliemis
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Coumiry
Timers

SSID SSID12 7tX|11 /11 WPA-PSK7t &d5tEl 22+0|1E = WLAN 12| APO{| 42 L|C}.
SSID SSID27} 111 802.1x 215 0| EMstEl Z2I0|HE= WLAN 22| APO| AR LICH CS2
5 7He| ECto|HEE Eo{F = o@lLCct Z2t0[1E StLt7F WLAN 10 @4ZAE| 1 CHE Z20|ME
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=PI A3FI Hrd

N Save Configurstice  Ping  Lopowt  Rel[fFT)
MONITOR  WLANS CONTROLLER WIRELESS SECURITE MAMAGEMENT COMMANDS HELP
Bebor o Clends Ftems L fo & of T
Simitary Search by MAL address | Gearch |
Statistics
1 L g lient FAL Addr AP ManeE AF FHAL Aidde LA Type Lhabiie Aiith Part
Wireless D0-40: 9 ae:0d-05  Sed:51:Sa:ed 00:0b:FS:51-54:e0 SLNON Y ANE  Adishated el 1
OO=40: 0 a7  speSl:Saed 00k Sl -5e:wl SEIGS | ale Anrmplied THN

Clhanity

CtS& &QlIRrL|Ct.

Ol MM E ALE3t0{ REAP 70| MCHE 2 Sét=X| 2 I gLCt.

11 debug BHBE Ar85t7| 2ol ClH BEHol| CiEt 2 HEE HESAARL.

WAN 238 Z%%EH_IE} N 2/37} Ct2E|H AP7F WLC2He| 40| Zo{ElLIch.aH ClS
WLCE SE0|M APE -’Flii. LICt.o| €& EM CHS 0t 24 &L Ct

(Cisco Controller) >debug lwapp events enable

Wed May 17 15:04:22 2006: Did not receive heartbeat reply from AP 00:0B:85:51:5A:E0

Wed May 17 15:04:22 2006: Max retransm ssions reached on AP 00: 0B: 85: 51: 5A: EO

( CONFI GURE_COMVAND, 1)

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Down LWAPP event for
AP 00: Ob: 85:51: 5a:e0 slot 0

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Deregister LWAPP event
for AP 00:0b:85:51:5a:e0 slot O

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Down LWAPP event for
AP 00: Ob: 85:51: 5a:e0 slot 1

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Deregi ster LWAPP event
for AP 00: Ob: 85:51:5a:e0 slot 1

Wed May 17 15:04:22 2006: spanDel etelLCB: stats timer not initialized for AP

00: Ob: 85: 51: 5a: e0

Wed May 17 15:04:22 2006: Received LWAPP Down event for AP 00:0b: 85:51:5a:e0 slot 0!

Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 0

Wed May 17 15:04:22 2006: Received LWAPP Down event for AP 00:0b:85:51:5a:e0 slot 1!
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Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 1

debug Iwapp events enable & £240{A WLC7I APOIM SIEHIE SEHE x| 27| o]
WLC7t APE S5 F[Aste RE &Y + UELICHSIEHIE SH2 keepalive HA|X|2F FAHE
LICLHEEE 1X 2t H2 2 53| 9% ot EH|EE AT LICEWLCY} 3[AE & X| Z5HH
WLCE APE S5 F|AFLICH

AP7} S8 2o /o™ AP M LED7} Zetlu|ch A Hmf WLAN(WLAN 1)0f (4Z2E E2f0|
IE = A eHry WLAN°| Z2l0|HE 7} WPA-PSK & 5 3104 2F T2 A4 £| 0 OAQEE 0{735| APO]| ¢4
Zx|0 &'.’;LIELLAP: E2E oM g535 fxﬂa *E|gfL|CchCl2 2 SSID1 & WPA-PSKE
AFE30{ WLAN 10f @1ZAE 2to|HE o Ef(WAN I 7L CHR2E F< )E Ho{F &= of| LCt.

&1 TKIPE WPA-PSKS} &7 Al &l &3 QlLC}.

[ |Cisco Aironet Desktop Utility - Current Profile: SSID1 : 7| x|

fckion  Options  Help

Current Status | Profile Management | Diagnostics

Cisco Svstems

Frofile Hame: 55101

Link Statuz: Authenticated

Wirelezs Mode: 5 GHz 54 Mbpz IP Addrezs: 192.168.1.24
Metwaork, Twpe: |nfrastructure Current Channel: 64
Server Bazed Authentication: Mone D ata Encryption: TEIP
Signal Strength: | Eucellent
Advanced

WLAN 2= EAP 2/52 AtE3stE 2 WLAN 20] AZEEl 2Et0[AE Q| 40| 2 01"'L—|EF Ol & &#
7|2 EAP 215 & MEst= 2C0|UET WLCRH S &lstok ot 7| [ E LICHCHS 2 WAN 237t
CH2EIAE M EAP 2150| AmiE S 2o = oA F Lt




Bl AP Authentication X

Profile N
' Card Mame:  Cisco Aironet 802, 11afbjg Wireless Adapter
Steps |

Profile Mame: 3S3IDZ2

-» 1. Starting
2 Checking Message: Unable to LEAP authenticate the wireless
1R : user in the specified amounk of time,
- MIEnEWINg Metwork infrastructure might be down, You
4. Detecting may also want to increase the LEAP timeout
5 Finding D value For this profile,

Cancel

WAN 2137} 2 &5tH AP7} W4 REAP ZEZ CHA| MEtE| 1 ZHE E8{o| SSFLICLEAP Q15
S A85t= ECH0[UET LIEHRLICLOE SH Cha 2 Z &L

Etiscu Airune!‘.f ﬂill

ficktion  Qpkions  Help
LEAP Authentication Status il I ] [

Card Hame: Cizco Aironet 802,11 a/b/g Wireleszs Adapter
Profile Mame: 55102

Steps Status
1. Starting LEAP Authentication Success
2. Checking Link Status Success
3. Benewing IF address Success
4. Detecting [P Frame T ype Success
B. Finding Diamain Contraller Success
[T Show minimized nest tine Cancel

I || Auto selech Erofiles urd‘EI"EI'EI’ﬂErl_'I

=oil= CtS 27t Z AIELICH

T
rr

ZAE £240i M debug Iwapp events enable B2 0| ME

(Cisco Controller) >debug lwapp events enable

Wed May 17 15:06:40 2006: Successful transmission of LWAPP Discovery-Response

to AP 00:0b:85:51:5a:e0 on Port 1

Wed May 17 15:06:52 2006: Received LWAPP JOIN REQUEST from AP 00:0b:85:51:5a:e0to
00:0b:85:33:84:a0 on port '1'

Wed May 17 15:06:52 2006: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 51: 5a: e0i s 1500,
renote debug node is 0O

Wed May 17 15:06:52 2006: Successfully added NPU Entry for AP 00: Ob: 85: 51: 5a: eO(i ndex 51)



Switch I'P: 172.16.1.51, Switch Port: 12223, intlfNum 1, vlianld OAP |IP: 192.168.1.5, AP
Port: 5550, next hop MAC. 00: dO: 58: ad: ae: cb

Wed May 17 15:06:52 2006: Successfully transmission of LWAPP Join-Reply to AP

00: Ob: 85: 51: 5a: e0

Wed May 17 15:06:52 2006: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 0

Wed May 17 15:06:52 2006: Register LWAPP event for AP 00: Ob: 85:51:5a:e0 slot 1

Wed May 17 15:06:54 2006: Received LWAPP CONFI GURE REQUEST from AP 00: Ob: 85:51: 5a:e0 to
00: Ob: 85: 33: 84: a0

Wed May 17 15:06:54 2006: Updating IP info for AP 00:0Ob:85:51:5a:e0 -- static 1,

192. 168. 1. 5/ 255. 255. 255. 0, gtw 192.168.1.1

24 &

ol Mol M= ZimlazlolMd EXIE HEE % Lo

=X 34 HH

Ol2{2t debug S AHE 34 ZI|aB0IMS ERIEATIEY & ALt

&1 debug BHEE AHE5H7| Tof ClH HHo CHet S HWEHE HZXSHAAIR.

. debug Iwapp events enable - LAP2} WLC ZHo Ef 5= 0
- debug Iwapp errors enable - LWAPP SAl0|AM e MetE @ FE EAIELICE

. debug Iwapp packet enable - LWAPP TiZ! &=x0| C|H{O & E A& LICt.
- debug mac addr - X|’d8t Z2}0|Eof CisH MAC CIHZ 2 &3t gL Ct.

2 He
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