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ap#show running-config
Building configuration...

aaa new-model !--- This command reinitializes the
authentication, !--- authorization and accounting
functions. ! ! aaa group server radius rad_eap

server 10.0.0.1 auth-port 1812 acct-port 1813

!--- A server group for RADIUS is created called

"rad _eap" !--- that uses the server at 10.0.0.1 on ports
1812 and 1813. . . . aaa authentication login
eap_methods group rad_eap

I -—- Authentication [user validation] 1is to be done for
!--- users in a group called "eap methods" who use
server group "rad eap". . . . ! bridge irb !

DotllRadio0 no ip address no ip route-cache !

interface




encryption vlan 1 key 1 size 128bit
12345678901234567890123456 transmit-key
!---This step 1is optional !--- This value seeds the
initial key for use with !--- broadcast
[255.255.255.255] traffic. If more than one VLAN is !---
used, then keys must be set for each VLAN. encryption
vlan 1 mode wep mandatory
!--- This defines the policy for the use of Wired
Equivalent Privacy (WEP). !--- If more than one VLAN is
used, !--- the policy must be set to mandatory for each
VLAN. broadcast-key vlan 1 change 300
!--- You can also enable Broadcast Key Rotation for

each vlan and Specify the time after which Brodacst key
is changed. If it is disabled Broadcast Key is still
used but not changed. ssid cisco vlan 1

!--- Create a SSID Assign a vlan to this SSID
authentication open eap eap_methods

authentication network-eap eap_methods

!--- Expect that users who attach to SSID "cisco" !---
request authentication with the type 128 Open EAP and

Network EAP authentication !--- bit set in the headers
of those requests, and group those users into !--- a
group called "eap_methods." ! speed basic-1.0 basic-2.0

basic-5.5 basic-11.0 rts threshold 2312 channel 2437
station-role root bridge-group 1 bridge-group 1
subscriber-loop-control bridge-group 1 block-unknown-
source no bridge-group 1 source-learning no bridge-group
1 unicast-flooding bridge-group 1 spanning-disabled
interface FastEthernet0 no ip address no ip route-
cache duplex auto speed auto bridge-group 1 no bridge-
group 1 source-learning bridge-group 1 spanning-disabled
! interface BVI1l ip address 10.0.0.1 255.255.255.0 /---

The address of this unit. no ip route-cache ! ip
default-gateway 10.77.244.194 ip http server ip http
help-path

http://www.cisco.com/warp/public/779/smbiz/prodconfig/he
lp/eag/ivory/1100 ip radius source-interface BVI1 snmp-
server community cable RO snmp-server enable traps tty
radius-server local
! --- Engages the Local RADIUS Server feature. nas
10.0.0.1 key shared secret
!--- Identifies itself as a RADIUS server, reiterates !-
-- "localness" and defines the key between the server
(itself) and the access point(itself). ! group testuser
!--- Groups are optional. ! user userl nthash passwordl
group testuser
!--- Individual user user user2 nthash password2 group
testuser
!-—- Individual user !--- These individual users
comprise the Local Database ! radius-server host
10.0.0.1 auth-port 1812 acct-port

1813 key shared_secret
!--- Defines where the RADIUS server 1is and the key
between !--- the access point (itself) and the server.
radius-server retransmit 3 radius-server attribute 32
include-in-access-req format %h radius-server
authorization permit missing Service-Type radius-server
vsa send accounting bridge 1 route ip ! ! line con 0

line vty 5 15 ! end
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™ WPAMPAZ Passphrase
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" Pre-Shated Key [Static WEP)
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Configure... I Locked Prafile
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LEAP Settings

IV Always Resume the Secure Session

— Uzemame and Password Settings
— % Uge Temparary zer Mame and Pazsword

T u I
% automatically Prompt for Uszer Mame and Pazswor
" Manually Prompt Tor Oser Mame and Password

—{" Usze Saved Uzer Mame and Password

Usger N ame:;

Fassword:

Eatitirm Pagswarnd:

Lrarmair:

I Include Windows Logon Domai with User Name

v Mo Metwork Connection Unless User |z Logged In

E{ol A o] Z2ut S & d3tsttdH Activate

5. OK(&ehgE 228l
6. 22}0|¢1E o{HY

Authentication Timeout Value [in zeconds) 30 _I
QK Cancel
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Action Options  Help
Current Status  Profile Management | Diagnastics |

D efault Hew...
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u WPA Modify...
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Metwark. Type: Infrastructure Import...
Security Mode: LEAF
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Profile Hams:  ‘wWPAZ

Steps

1. Starting LEAP Authertication Success
2. Checking Link Status Success
3. Renewing IP address Success
4. Detecting IFX Frame Type Success
5. Finding Domain Controller Success
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