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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS  HELF  FEEDBACK

WLANS WLAMNs > Edit FlexOEAP_TEST
U'H:'ll.l:::- | Gemeral | Security | QoS | Policy-Mapping | Advanced
b Advancid oo il KTS based CAC Pelicy Enabled
O Chanmel Scanning Deler Radius Client Prafilng
Semn Dwler Pricsty o1 ZFAE6T7 DHCP Profiling
| HTTP Profikng
Scan Deler Tome{msecs) 100 Latal Chient Pradiling
FlewComnect DHCP Profilang
FlenConmect Loce! HTTF Prafikng
SRR Eneiied
Swrtchag PHIF
FleaConnect Local Auth Enaiied PHIP Hobskty Trpe
Learn Charst BF Address 3 Enabied PMIP NAT Trpe e ——r—
vian besed Central
E— ] Enslted PMIP Profile tisne w
Cestral BHEP Processng Enabled PHIF Resdm
Orvermede DHS Enakied Ibniversal AF Admin Suppsri
HAT-PAT Enebded Uniriersyl AP Admin
Central Assor Enakied 11w BSS Transilisn Sugport

E+74| AP 1S MMELICH WLANS(WLANSs) {0l A WLAN SSIDE MEHSH CtS Add(F7HE

2501 WLANS F7IgLICH APs(APs) RIS 2 0|5 3t04 FlexConnect OEAP &7t

sl
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELF FEEDBACK
WLANSs Ap Groups > Edit 'FlexOEAP_Group’
S | General | WLANs | RFProfile | APs | 802.1lu | Location | Ports/Module | Intelligent Capture
w Advanced
AP Groups
Add Mew
WLAN SS5ID | [FlexOEAP_TEST(17) ~] I
Interface
fnterface [ management |1
Group{G)

SNMP NAC State M

WLAN ID  WLAN ss10(#1(8) Interface/Interface Group(G) SNMP NAC State

FONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS HELF FEEDBACK

WLANs Ap Groups > Edit 'FlexOEAP_Group
i | General | WLANs | RFProfile  APs | 802.11u | Location  Ports/Module | Intelligent Capture
HLANS
= Advanced
4P Groups APs currently in the Group Remave APS Add APs to the Group
L] AP Mame Ethernet MAL || AP Mame Group Mame
H| API120_4C.ETTC cd:f7:dS 4 eT Te
[0 apzado_Ei.3EBS Flidb: SRl Je:ba

AP Z4I|18| 0|4
AP7} FlexConnect ZE0|M ZHAEE {0l Q12 E|TH O|E OEAPE T AHE &= U&LICE

1EHA|. AP7F WLCO| 7Hl5HH AP 2 E £ FlexConnectZ #4851 Apply(X &) 2Ighch.
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c I s I: D HMOMNITOR WLANS £ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBRACK
Wireless All APs > Details for AP3B00_E1.3EBB
T “‘fﬁ;’“'“‘s General | Credentials | Interfaces | Migh Availability | Inventory | Advanced | Intelligent Capture
Direct APs
i g;iia’r:auax General s
g:j: ’;:’LFZR:: = 4F Name [aramoo_g1. 3608 | Primary Softeare Version #,10.130.0
Dual-86 Radios Letatisn | defsule lacstsen | Batkup Software Varsion 8.10.120.0
Glotal Configuration AP MAC Address  70:dB:iS8:el:3e:ba Predowrivad Status Hone
b Advanced Base Radio MAC 002271 e3:35:58:60 Predownioaded Version Mone
Mesh Admin Status Enable | Predownload Mext Retry Time  MA
b AP Group NTP AP Mode Predowrioad Retry Count M
¥ ATF AP Gub Mode Beot Version 1.1.2.4
RF Profiles Optratesnal Status mnonetor 105 Versinn B2.10.130.0
FacConnoct Groups Paort Number E},dl;; Mini 10§ Viersion 0.0.0.0
b FlexConnect ACLs e ;IE!E.?::‘: X b If Config
FlexConnect VLAN Viaua Trpe toeoht CAMVAP Preferred Mode Ipwd [Global Config)
Templates Add Weaw Vanun DHCF Iped Address 192.168.100.12
Network Lists R Static IF (Ipva/Iove) O
i i o Network SEECUUM 30178 1A0FFFCEBIFITAAEFSOSFBIDRE e

2CHA|. High Availability( L7+ 4d) §40f| |4 1%t WLC7F FAIE|0] QI=X| & QIELICH

MONITOR - WlANs CONTROLLER WIREBLESS SECURITY MANAGEMENT COMMANDS & HELF FEEDBACK

Wireless All APs > Details for APB120_4C ETTC

2 ““:}'ﬁ:""‘“’ | General | Credentials = Interfaces | High availability | Inventory | FlexConnect | Advanced | Inbelligent Copture
Derect APs

= Radigs
T A elas s Mame Hanagement [P Addressi [pwd/Ipvi)

L0 LI o/ ner Primary Conkroller [ c3504-B1 [192.188.1.14
Dual-Band Radios —_— 5 — =
Duial-5G Radeos TR —

Giohy! Conhigurabion Terbary Contradler |
¥ Advanced

Mesh AP Fallower Priohty | Lom ¥
B AP Group NTP

¥ ATF
HF Profiles
FlexConnect Groups
b FlexConnect ACLS

FlexConnect VLAN
Templates

Rlaburark §iaia

3EH7|. FlexConnect B{2 2 0|5 5104 OfficeExtend AP AF2 &0I8tS MENSH |C}
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Wireless

¥ Media Stream FficnE xtend AP
L :ESI:-C.::LLﬁfKImIW Enable CHiceExtend AF
Lyne Server Enable Least Latency Conkroler Join .
Country | Reet Personal 5510 |
Timers Tunmel Gateway List
b Matflow
F OoS Tatal
APO]| CH3H OfficeExtend ZEE & A3l 51H DTLS OB 45357} Als o2 &AM
Lt £7% APoi| CHall DTLS Ci|O|E| 2 23t E &/ d&t st 7L HIg H&t e = J&LICh
[MEIEE APIO CHEF [N A8 > [12] Eol [RE AP] > [HIOJE] 288 2OIEHS
£ ME FA(H[EE3)HIEEEH LI

Wireless

* Access Points

-

Accass Points

all KPs
Direct iFs

= Radiuss
802114/ n/ ol
BOZ. 11 b ml e
Dual-Bard Radios
Dual-5G Radas
Global Coed

Advanced

g uration

Mash

AP Growup NTF

ATF

RF Profiles
FlexConnect Groups
FlexConnact ACLS

FlexConnect VILAN
Templates

Metwork Lists
802 11afmfacax
#2.1ib/ g n S ax

MONITOR

All APz
Direct APs

~ Radios
802.11a/n/ac/ax
802.11b/a/ nf
Dual- Eard Red::»s
Dual-5G Radios
Global Configuration

Advanced

Mesh
b AP Group NTP

- w

ATF

RF Profiles
FlexConnect Groups
FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
802.11a/n/acfax
802.11b/g/nfax
Media Stream

Application Visibility
And Control

Lync Server

2t 3: APO]| CH5H OfficeExtend 2 E
ElLch Lt EH AP CHal &5
Ch. O|ZA| dt24H [M

HONITOR  WLANE  CONTROLLER

All APs = Details for AF3800_E1.3EBS

|mllmhjm|mlmmllm

VAN Suppait

Irhgitbice Lol
Vel Group-Spedfic
FlexConnect

[ UL B P
Group Name

T

SOLESE BV

Hapgerng
VL&N Template Name
YLAN Neme [d MEppings

g

Prefuthenticalion Access Contral Lists

Exsaeral Wabauthantcamon AC)
ookl Sedi ACLE

pavgl DHID O ey
bcecd 8533

WIRELESS

WLANs  CONTROLLER

All APs > Details for AP9120_4C.E77C

| General | Credentials | Interfaces | High Availability | Inventory | ﬂmmmnm_ | Intelligent Capture |

Regulstary Damaing
Country Code
Cisce Discovery Protocol

AP Group Name

SECURITY

WIRELESS  SECURITY

MAMAGEMENT

COMMANDS

HELF FEEDBACK

_!Iakg 'L'..:.F\.'I: AR T;_p'_:_lr’?

802.11bg:-A BDZ.

MANAGEMENT

COMMANDS

118:-B

NSI Ports State
TCP Adjust MSS (IPvd: 536 - 1363, IPvG: 1220 - 1331)

LED State
LED Brightlevel
LED Flazh State

USE Module 1D
Override

USE Module Status

L [ T

=t AP] > [

Statistics Timer ’30—|
I _Data Encrypticn ]
Rogue Detection ||
2 Tainet ’M:
2 ssH [2P Specific_w] ]

[Global Canfg ¥ ]
1250
TCP MSS is Global
O enable v

=] [(1-8)

ly Enabled

Ole (1-3600)zeconds

Cindefinite
®pisable

USE Module
[

Bhe Me(grAIsh) st L M= #A(HIE AEh B LICH

| FlexConnect |

HELP

L

FEEDBACK

Power Over Ethernet Settings

PaE Status Full Power
Pre-standard §02.3af switches [
Power Injector State £]
AP Core Dump
AP Core Dump ] Enablad

AP Retransmit Config Parameters
AP Retransmit Count 5
AP Retransmit Interval 3 J
VLAN Tagging

WVLAN Tagging L Enabled

NTP Server Status

Status  Disabled

TrustSec

TrustSec Config
CMX Services

Services Sub-Services CMX Server Ip
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#1: APO] CH3H OfficeExtend ZE & &35t5t™M 23 BOIEHA|I7t RIS 22 #MHsHE L Ct

J2{Lt £ AP CHSH 3 dlO|EA|E &/835tst7{Lt HIZdst e = U&LICt. o= H| 5ted
™ All APs(E'= AP) > Details for [selected P](*._'"E—'.*% AP] > Advanced(12) §0{ A Enable
Link Latency(2 3 SO A| & AM3}) 2fQletE MEN (B M3t B MEY FAHIE-EsHELICH

SEHA. ME S MEBLICE Apply(XE)E MEISHH AP7} CHA| 2= F L

ACHA| AP7F WLCO| CHA| 44| AP= OEAP 220 &LICH

AT QIS E APCHWLCO] Eod8 4= QIZ = AP 7HQ] EoH(UHA{ o 2 AP Policiesodl &0/ F
5= Zd0| Z&LICE LSC(Locally Significant Certificate) AP Z 2 H|X{'d S AtS %EF 2=

5CHA|. FlexConnect ACL(Access Control List)2 435t01 ZL0IM(7HE) & ZHE(F{E)E Mt
g Eoi=lg "olgfLct,

07|10 RE ERfEI2 AHEY 192.168.1.0/242 2 EZE AQ|Esl= 242 S X2 gfLCt

BIONITOR  WiAM: CONTROLLER WIRELESS SECURITY | MAMCMGEMENT CDMPMANDE  HELP EEEDBACK

Wireless FlexConnect ACLS > IPvd ACL > Edit

w  Agoiid Polnki

Lerwiral
Arcramn Lot Mlara Pl _CRAP_ADL
TP Huples
Sy LIS IO Source 1P Mauk Doutesatsie |/ Haik Frotocnl Sowcr Fast et Post [, 8 g
¥ Ay ad L Forme 0d.00 dgod Lhak AL EEERIREA Aty Cla iy aty H
Mirih i Doy G0 LR LR 00,0 Gy By Ay e B
kAP Crowp NTP
* ATF
o URL Rules
Flant onnact Grospe
Eey BB et inatinn LA

Fliss st WLAK
Templsies

67l FlexConnect 215 & M5l ACL O1E 2 Z 0|58t C}=2 WLAN-ACL DHE 2 2 o|SELICt
. "Local Split ACL Mapping(2Z4 AZ %! ACL O1E)"0lA{ WLAN IDE /245t FlexConnect ACLS
MESSHLICH O™ CHS AddE —:E'LE'°|'|—|E|'.

atfian]is

MOMITOR  WLANs CONTROLLER  WIRFLESS  SECURITTY MANAGEMENT COMMANDS HELP  FEEDBACK
Wireless FlexConnect Groups > Edit “FlexConnect_OEAP_Group’

= Access Points
e Eseersi it oesl asttestiou eI iisaday) AL Mepping KON DNERIG NN MEAR S e EWE AT SVE s paia

! AAA VLAN-ACL ﬂl.ﬁl [ WLAN-ACL mapping : !

Wb Auth ACL Mapping rmml split ACL Mapping h

* WLAN Id [ WLAN Id 0

Hesh Webauth 19%4 ACL | none - Local S8t ACL [Flex_OEAP_ACL v
F AP Group NTP WebAuth PG ACL | nane v
» ATF

RF Prafiles @“ i “ e

HiooConbaet roaps :-\.dll.,an r;;:l Prodile \lvc;-Lbn.ulh 154 rcFLM"Ih IPE
F FlexConnect ACLS “ o’

FlexConnect VLAN
Templales

Hetwork Lists
k BD2.116 R 6c ax



7EHA. FlexConnect 1E 0| APE F7}&hL|C}.

b Advanced
Hesh
¥ AP Geoup NIF

55 SECURITY  MAMAGEMENT COMMANDS  HELP  FEEDRACK

HONITOR, WAk

SICURITY  MANAGEMINT COMRANDS  HWELF  FIEDEACK

COMTROLUER  WIRILESS

, Appikation Visibisty -
And Cantrol =] e

oy an add AR

..... C Address AP Mama ol [

Commiry

7 Hash
Flawlannect VLAN b AR Group NTP [Add] [Cancai
Templates b ATF

Febwork Lints F——

FlerConnect Croups

* FlesConnect ACLS

FlarCoandss WEAN
Trmplatrs

Cte& & elRrLic

1. FlexConnect ACL & E{ 2! ZHOo|E &olghLC}.

c3504- 01) >show flexconnect acl summary

ACL Nane St atus

Fl ex_OEAP_ACL Applied

(c3504-01) >show flexconnect acl detailed Flex OEAP_ACL

Source Destination Source Port Dest Port
I ndex | P Address/ Netmask | P Address/ Net mask Prot Range Range DSCP Acti on

1 0.0.0.0/0.0.0.0 192. 168. 1. 0/ 255. 255. 255. 0 Any 0- 65535 0- 65535 Any Permit
2 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 Any Deny
2. FlexConnect 2Z A2|&0| H|EE3t = K| = QI LICt.

(c3504-01) >show wlan 17

WLAN Identifier...... ... .. i 17

Profile Name........ ... . .. . i, Fl exOEAP_TEST
Network Name (SSID)..........o .. FI ex OEAP_TEST
Stat US. . ot e Enabl ed
Interface. ... managenent
FlexConnect Local Switching....ccceeeeeccccces Disabled

Fl exConnect Central Association............... Di sabl ed

fl exconnect Central Dhcp Flag................. Di sabl ed

fl exconnect nat-pat Flag...................... Di sabl ed

fl exconnect Dns Override Flag................. Di sabl ed

fl exconnect PPPoE pass-through................ Di sabl ed



fl exconnect |ocal-switching |P-source-guar.... Disabled

Fl exConnect M an based Central Switching ..... Di sabl ed

Fl exConnect Local Authentication.............. Di sabl ed

Fl exConnect Learn IP Address.................. Enabl ed

Fl exconnect Post-Auth IPv4 ACL................ Unconfi gured
Fl exconnect Post-Auth IPv6 ACL................ Unconfi gured

Split Tunnel Configuration

Split Tunnel .. ... ... ... . . . . . . Di sabl ed
Call Snooping......... .. Di sabl ed
Roaned Call Re-Anchor Policy..................... Di sabl ed

(c3504-01) >show flexconnect group summary

Fl exConnect Group Summary: Count: 2
G oup Nane # Aps

Fl exConnect _OEAP_Group 2
defaul t-flex-group 0

(c3504-01) >show flexconnect group detail FlexConnect_OEAP_Group
Number of AP's in Goup: 2

AP Et hernet MAC Nane Status Mdde Type Conflict with PnP

70:db:98:el:3e:b8 AP3800_E1l.3EB8 Joined Flexconnect Manual No
c4:£7:d5:4c:e7:7c AP9120_4C.E77C Joined Flexconnect Manual No

Efficient AP Inage Upgrade ..... Di sabl ed
Efficient AP Inmge Join ........ Di sabl ed
Aut o ApType Conversion........ Di sabl ed

Mast er - AP- Mac Mast er - AP- Nane Mbdel Manual

G oup Radius Servers Settings:

Type Server Address Port

Primary Unconfigured Unconfigured
Secondary Unconfigured Unconfi gured

Group Radius/Local Auth Parameters :
Radi us Retransmit Count......................... 3 (default)
Active Radius Tinmeout........... ... ... ... 5 (default)

G oup Radius AP Settings:

AP RADI US server............ Di sabl ed
EAP- FAST Auth............... Di sabl ed
LEAP Auth................... Di sabl ed
EAP-TLS Auth................ Di sabl ed
EAP- TLS CERT Downl oad....... Di sabl ed
PEAP Auth................... Di sabl ed
Server Key Auto Cenerated... No

Server Key.................. <hi dden>

Authority ID................ 436973636f 0000000000000000000000



Authority Info.............. Cisco AID

PAC Tinmeout................. 0
HTTP-Proxy |p Address.......
HTTP-Proxy Port............. 0

Mul ti cast on Overridden interface config: Disabled
DHCP Broadcast Overridden interface config: Disabled
Nurmber of User's in Goup: O

Fl exConnect M an-name to |Id Tenpl ate nane: none
Group-Specific FlexConnect Local-Split ACLs :

W.AN I D SSI D ACL

17 FlexOEAP_TEST Flex OEAP_ACL
Group- Specific WVl an Confi g:

Vlan Mode. ................... Enabl ed
Native Mlan.................. 100
Override AP Config........... Di sabl ed

G oup- Speci fic Fl exConnect Wan-VlI an Mappi ng:

W.AN ID VIan ID

W.LAN | D SSI D Central - Dhcp Dns-Override Nat - Pat

AP CIE{H|O|A 0| M EB=EZ Z1A{5I0{ ECHE 0| AP

ol THZ! ZH&| od|ofl M WLCE MEE|= ACL "deny" 2
%

2 MEtE ACL "permit" 21} L x|5HE O|O|E EEH=

i Ethernet_yellowable
Fe Edit Weew Go  Capture Amshee  Sestistes  Telephosy ‘Wireless Took  Help

B ER=R] golE &= A&LICH
=3 ClolE Eaf

2|5 DTLS &5 352 H|& 4455t CAPWAP LHOf| A ZY

Ux|5t= CIO|E{ EcfEH 1 APOIM 24

HoiELICt.

(Bae DREQe«=EFi5SAaqal
LIC
R, Deita Source Doty b Lergih Info Ext T lumsber
@859 #.819533 192.168.1.99,192.168.1.139 192.168.1.14,8.8.8.8 158 Echo (ping) request 1d-8wB8dl, seq=213/545-
+ 2RBER 2919956 152.168.1.14,5.8.8.8 192.168.1.99,192.168.1.139 142 Echa (ping) reply idelodinl, seqs2lifSas.
Pl R @.984274 192, 168.1,99,192.168.1.139 192,168.1.14,8.8.8.8 150 Echo (ping) request Id=OwbB@l, seq=214/547-
2513 B.81BE06 152.168.1.14,5.6.8.8 192.168.1.959,152.168.1.139 142 Echa (ping) reply 1deBodBdl, seq=214/547.
FL 1) 8. 986005 192.168.1.99,192.168.1.139 192,168.1.14,8.8.8.8 158 Echo (ping) request idelwdddl, seqe215/550.
28962 8.818343 192.168.1.14,8.8.8.8 192.168.1.99,192.168.1.13% 142 Echa (ping) reply  id-BwB8@l, seq=215/556.
ea7 B.9B4FTT 192, 168.1.99,192.168.1.1%8 192.168.1.14,8.8.8.8 158 Echo (ping) request ideBudOdl, seqedlff551.
21008 P.0LE389 192.168.1,14,8.8.8.8 192.168.1.99,192.168.1, 139 142 Echa (ping) reply id=8wp0al, seq=2l6/552_
21467 S.477613 152.168.1.53 192.168.1.254 74 Echo (ping) request 1d=Bwd0al, seqs217/S55.
11468 B 000638 192, 168.1,254 192,168.1.99 74 Echa (ping) reply ideiudidl, $eq=217/555-
21511 1.883331 152.1658.1.53 192.168.1.254 74 Echo (ping) request 1deBucBB@l, seqe21Bf552-
1512 8080192 192, 168.1. 154 192,168.1.99 Td Echo (ping) reply ideidddl, seqe2lB 5548
21572 1.8@3272 192.158.1.93 192.168.1.254 74 Echo (ping) reguest 1d-BwB8@l, seq=219,566_
21578 O, 000080 192, 168.1, 3% 192.168.1.99 74 Echa (ping) reply idelodidl, seqs2l9/S6a.
21621 L.9@2280 192, 168.1.99 192.168.1.254 74 Echo (ping) request id=-BwBRl, seq-228/563-
26232 B.88a374 152, 168.1.354 192.168.1.99 74 Echo (ping) reply 1deBodBdl, seq=Xie 563
* Frame 28859: 158 bytes on wire (1208 bits), 158 bytes captured (1288 bits) on interface &
Ethernet II, Src: Cisco_el:Be:b8 (P0:db:98:el:3e:b8), Dst: Cisco 14:84:b8 (cc:Tdied:l4:84:ba)
» Internet Protocel Version 4, Sec: 192.168.1.99, Dst: 192.168.1.12
User Datagram Frotocol, Src Portr 5364, Dst Port: 5247
» Coatral And Provisioning of Wireleds Accedi Podats - Date
» IEEE 862.11 Data, FLOgS: ..cc..s T
* Logical-Link Control
» Internet Protocol Versiom 4, Src: 192.168.1.139, Dst: B.8.5.8
Internet Control Message Protocol




i “Ethesnet_yellowCable

File Edit View Go Capture Analyze Statatics  Telephony Wineless Teols  Help

m o E = (SR

[ A [

ha. Dielta Source Destnation Legth I Ext Tag Humb
3359 9.819533 192.168.1.99,192.168.1.139 192.168.1.124,8.8.8.8 158 Echo (pimg) request 1de8wB@Bl, seqe213/545_
ogse 0019556 192.168.1.14,8.8.8.8 192.168.1.599,192.168.1.133 142 Echo {ping) reply idebocoBl, seq=213/545.
a1 0084274 102.168.1.99,192. 168, 1. 139 192.168.1.14,5.8.8.8 150 Eche (ping) request idedudOdl, seqedld/S47.
1913 ®.%18616 197.168.1.14,8.8.8.8 192,168, 1.99,192., 168.1.139 142 Eche {ping) reply id=BuBdRl, seq=114/547-
28951 B.95605 192.168.1.99,192.168.1.139 192.168.1.124,8.58.8.8 158 Echo {ping) request 1deBwB@Bl, seqe=215/558_
Tkl B.O1BN4Y 192.168.1.14,8.8.8.8 192.168.1.99,192. 168.1.133 142 Echo (ping) reply idwbocdil, seqellS/ 558
Pty B 084TTT 192, 168,199,192, 168, 1. 139 192,168, 1.04,5.8.8.8 159 Eche (ping) request ide@udodl, seqellff53i
T10a8 2.01830% 192.168.1.14,8.8.8.8 192.168.1.99,192.168.1.139 142 Echa {pimg) reply 1d=-0uB00L, seq-216/552-
21457 9.477613 192.168.1.99 192.168.1.254 74 Eche {ping) request 1d=wB98l, seqe217/555-
21468 B.008438 192.168.1.254 192, 188.1.99 74 Echo (ping) reply idefnB0dl, seqedl¥ 855
1511 1893331 192.168.1.99 192.168.1. 254 T4 Echo {ping) request idwincdddl, seqellf/558-
11512 B.098192 197.168.1.254 192,168, 1,99 74 Eche {ping) reply ld=BxBORl, seq-118/558-
21572 1899272 192.168.1.99 192.168.1.254 74 Echo {ping) request 1d=0wB00l, seqs219/568_
1573 0. 000808 192, 166.1.2% 152.168.1.593 74 Echo (ping) reply idebucdtdl, sequedlffSed.
il 1.002FE0 102.168.1.99 192,168, 1. 254 T4 Eche {ping) request id=inclddl, seqellif563.
11622 8.098374 191.168.1.254 192.168.1.99 74 Eche {pimg) reply 1d=BuBOBl, Seqel20/563

Frame 21457: T4 bytes on wire (552 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: Cisco_el:3e:bR (M:db:9B:el:3e:bB), Dst: ThomsonT _TH:cS:1d [0z 26:48:73:c5:1d)
» Internet Protecol Version 4, Sec: 192.168.1.99, Dst: 192.168.1.154

Internet Control Message Protocol

AT YYHEIQl AILFEIQ0IM APE SEH0IHE MELIO0| ALR A WEXS 0| 4513, & 21
Ao 27 CluolAE B2OlotE MU0l EZote Wie Bay| i2o 212 A9EE
Ealzio| LIEST FAE HWESLICL APE 22 & 2IA MY Hol8 P A4S A
stod 2atololE EahTlg wWatetLic

AP7F NATE ™M =X| =l5t7| 2|5 AP E{O|'2oi| 23235t 11 "show ip nat translations" &S A
e = Aauct o

AP3800_E1. 3EB8#show ip nat translations

TCP NAT upstreamtransl ations:

(192.168.1.139, 1223, 192.168.1.2, 5000) => (192.168.1.99, 1223, 192.168.1.2, 5000) [*O
gw_h/nat/from.inet_tcp:0] i0 exp42949165

(192.168.1.139, 1095, 192.168.1.2, 5000) => (192.168.1.99, 1095, 192.168.1.2, 5000) [*O
gw_h/nat/from.inet_tcp:0] i0 exp85699

TCP NAT downstream transl ations:

(192.168.1.2, 5000, 192.168.1.99, 1223) => (192.168.1.2, 5000, 192.168.1.139, 1223)
[gw_h/nat/to_inet_tcp:0 *0] i0 exp42949165

(192.168.1.2, 5000, 192.168.1.99, 1207) => (192.168.1.2, 5000, 192.168.1.139, 1207)
[gw_h/nat/to_inet_tcp:0 *0] i0 exp85654

2 EE3E MAHSIH WLCH M 2E EeiZo| YoM HMeHEL|ct CH ool A= capwap
LHE 2] 192.168.1.2 CHArOI| CHEH ICMP(Internet Control Message Protocol)E £04 & LIC}

>
e Ml



a Capturing from Ethernet_yellowCable

File Edit View Go Capture Amalyze Statistics Telephony Wireless Tools Help

amge  pRBRes=F s Eaqaan

EIET

[ Delta Destination ExtTag Mumber  Payload Type ct

- 15 o.000000 52,192.166.1.139  192.166.1.14,192.168.1.2 request id-oxecel, seu129/3%. MW

- 189 6.060046 192.168.1.14,1592.168.1.2 192.168.1.82,192.168.1.139 reply id=0x8801, seq=129/338.
127 1.608716 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 1508 Echo (ping) request id=0wBeel, seq=130/332.
128 ©.000266 192.165.1.14,192.168.1.2 192.166.1.52,192.168.1.139 142 Echo (ping) reply id=axee8l, seq=130/332.
142 1.805703 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 158 Echo (ping) request id=0w8001, seq=131/335.
143 ©.08008130 192.168.1.14,192.168.1.2 192.166.1.82,192.168.1.139 142 Echo (ping) reply id=@xBeel, seq=131/335.
165 1.908894 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 158 Echo (ping) request id=0x80@1, seq=132/337.
166 ©9.800133 192.165.1.14,192.165.1.2 192.166.1.82,192.168.1.139 142 Echo (ping) reply id=0x8001, seq=132/337.

> Frame 108: 150 bytes on wire (1288 bits), 158 bytes captured (1200 bits) on interface @

» Ethernet II, Src: Cisco_dc:e?:7c {ca:f7:d5:4c:e7:7c), Dst: Cisco_14:84:b@ (cc:78:ed:14:84:b8)

> Internet Protocol Version 4, Src: 192.168.1.82, Dst: 192.168.1.14

> User Datagram Protocol, Src Port: 5251, Dst Port: 5247

> Control And Provizioning of wWirelesz Accesz:z Point: - Data

> IEEE 802.11 Data, Flags: .......T

* Legical-Link Contrel

» Internet Protocol Version 4, Src: 192.168.1.139, Dst: 192.168.1.2

> Internet Control Message Protocol
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