E 37| ddollMd 5 & IS (CWA) Ol
--xil ) L

&t

)I'_ =

10

24

AT 2T ALE

T A

MEEE=TEH 24

72 58

SO SE0|ME A AT E 2
Zolo|lE edZdo| B M = °* Webauth 3 &
ISEM|A EEI0|21E A UA| BE

HAE A7 MHAM SY oI5 B &
AlLIE[2 1. ECIO0|YIE 7 START #EHZE SHE{IP FAE 7IMHLX| oS
AlLIZ|2 2. 2EI0|2METLIP FAE 7IME £ Ql&LICH

AlLIE|2 3. 2E10|1E 7 ¥ HO|X|Z BlC|HME|X| oF S

eyl

ol EMoiM= 5 & 215
EtLtE E 7hX] LEHHel 2X

MEF A E
QF A

Cisco= WLC(Wireless LAN Controller)0ilM 5 & 215
TEELICH

|AE W7 YoM 2 Este WA L Z2HM LHEQF 0l Lt
e 5

ffo

Tdsts Yol s ¢ U= X

jo

Ol EMUIMHE S & ¢IE 7ol ciE & HE M3 &L Ct
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html

ABElE T 24

Ol EMe| HEE= OIS AZERof X t=ESo] HHEE V|B2 2 gfLCt

= WLC 5508

= ISE(Identity Services Engine)

o| -v-kl-l %E 84 ﬂ gtZo| ClHto|AE ECH = FHEIR&LICH Ol EMol| AHSEl ZE C|HE
olAaE =7|8HE(7|&2) HuladlolMe 2 AR ERIGLIC HESITI} &8 52 4%, 2E BY
9| QXH’QN FE= olsflsH ok ErLCh.


https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/115732-central-web-auth-00.html

718 &

Ol M Mof A= olnlxlofl EAIE CHE HAE B MBoIM B # Q15 712 YaE2E &
o4ZLICt.

ISE 5erver

Foreign WLC Anchor WLC

‘-’ Access Point
\I‘PPJM

H’ wireless client

1Bt 2Cto[UEE ¢4 ¥ e B M AZS AIRfELICH
2B A WLCE #EE ISE MHZ 215 23S E [l MAC 215 Z2 MAE AlFEfLICH

3CHA|. ISEO]| A E! HEF o4 HAof 2, Access-Accept HIAIX|7} 2|C|EMH URLE AHE 504
WLCZ CtA| & £ ACL(Access Control List) & 52 2|C|2MEtL|ct.

ATHA. 2/F WLCIt 2Eto|HEN 4 SEHES E-LICH

5Ct7H|. O] ME = 9|82 WLCYF ZEIEIE| IE @ M A|X|Q] ¥7{ WLCO| MEHEHL|CH A7 2l 9|8
WLC 250{AM 2IC|2M ACLO| A E|=X| &HelsHol gfLct.

6=t Al O] EtAHolA= 2EH0|AET} 2|F WLCOH|AM Run(Ad) &EIZ Oo|SELICH

72| 2ct0|METF EEFRXHOIM URLE ¢ Q152 AIZSIH e cIC||ME T2 HMAE AIE
grLict.

8EtH|. 2EI0|UETL S Moz QIS EH ZEt0[UE = U7 WLCO|A RUN &EfZ O|SELICH

H3HQ FCI0|HE HA M E /S SY H US55



OlM CIHE HE M oM HHE 7|2 582 AMs| EME = A&LIC ol2E ClHa=E &
Mol E20] &= 5 W7t 2|F WLCHM 25 =& =& LIct

debug client 00:17: 7c: 2f: b8: 6e

debug aaa detail enable

debug nobility handoff enable

debug web-auth redirect enable nac 00: 17: 7c: 2f : b8: 6e

Olzd3t M B2 = of7|oilAM AHSEILICH

W.AN nanme: CWA

WAN ID: 5

| P address of anchor W.C. 10.105.132. 141
| P address of foreign W.C: 10.105. 132. 160
Redi rect ACL used: REDI RECT

Cient MAC address: 00:17:7c: 2f: b8: 6e
New mobility architecture disabled

1EH7|. ECl0|HEE 2 2HE ELH I 918 T2 MAE AIRELICE Ol 2IF HEED0AM &
= A&LIch

*apf MsConnTask_6: May 08 12:10:35.897: 00:17: 7c: 2f: b8: 6e Association received fromnnobile on
BSSI D dc: ab: f4:ec: df: 34

2EHAH|. WLCE MAC 2152 sl &M LAN(WLAN)OI OHEE|o] /US
AAA ER AEIZ O|SELICH E8HISEO 218 e B [ 215

o nLo= -2

*apf MsConnTask_6: May 08 12:10: 35.898: 00:17: 7c: 2f: b8: 6e apf ProcessAssocReq (apf_80211. c: 8221)
Changi ng state for nmobile 00:17:7c: 2f: b8: 6e on AP dc:ab:f4:ec:df:30 fromlIdle to AAA Pendi ng
*aaaQueueReader: May 08 12:10: 35.898: Aut henticati onRequest: 0x2b6bf574

*aaaQueueReader: May 08 12:10:35.898: Callback......... ... .. ... . . . . . . . . . . . . . ... ... 0x10166e78
*aaaQueueReader: May 08 12:10:35.898: protocol Type. . ... ... 0x40000001
*aaaQueueReader: May 08 12: 10: 35. 898:

proxyState. . ........ .. 00: 17: 7C: 2F: B8: 6E- 00: 00

3EHA. ISE0|MH MAC °._|§ 3[7¢ -_rM"EI MAC & # zZ[C|=M URL & ACLZ HtetgfLct ™

2 20| SHOIM T

k
rﬂ
EB

H7H |_TE # QAgL—lEI'

*radi usTransport Thread: May 08 12:10: 35.920: Aut hori zati onResponse: 0x14c47c58

*radi usTransport Thread: May 08 12:10:35.920: structureSize. . ...... ... 320
*radi usTransport Thread: May 08 12:10:35.920: resultCode. ......... it 0
*radi usTransport Thread: May 08 12:10: 35. 920:

protocol Used. .......... i 0x00000001

*radi usTransport Thread: May 08 12:10: 35. 920:

proxyState. ... ... .. 00: 17: 7C: 2F: B8: 6E- 00: 00

*radi usTransport Thread: May 08 12:10: 35.920: Packet contains 5 AVPs:

*radi usTransport Thread: May 08 12:10: 35.920: AVP[01] User-

NAME. . oottt e e 00-17- 7C- 2F- B8- 6E (17 byt es)

*radi usTransport Thread: May 08 12:10: 35. 920: AVP[02]

State. ... Reaut hSessi on: 0a6984a00000004c536bac7b (38 bytes)

*radi usTransport Thread: May 08 12:10: 35. 920: AVP[ 03]

O aSS. .ot CACS: 0a6984a00000004c536bac7h: si d-i se- 1- 2/ 188796966/ 38
(54 bytes)

*radi usTransport Thread: May 08 12:10: 35.920: AVP[04] Cisco / Url-Redirect-

Acl ... ... ... ... ... REDI RECT (8 byt es)

*radi usTransport Thread: May 08 12:10: 35.920: AVP[05] Cisco / Url-



Redirect..................... DATA (91 bytes)

ISE 21 of2iolM ST HEE = & U&LIC} Operations(2 Q) >Authentications(2/1&)E 0|S
St o|O|x|ol EAIEI CHE Cllent session details(2c}0|21E Al MEALE)E 2 =IFLICtH

User-Name 00-17-TC-2F-B2-5E

State ReauthSession:0a6954a0000000045371b7c4

Class CACS:0a698430000000045371b7cd sid-ise-1-2/188796966/7 14
cisco-av-pair url-redirect-acl=REDIRECT

url-redirect=https ./10.106.73.92. 844 3/guestportaligateway?

cisco-av-pair sessionld=0a6984a000000004537 1b7c4&action=cwa

4ATHA|. 2|F WLC7} &EHE L2 215 25 oEiZ2 HEst 1 12 SHE ZEI0|UEN E-LICEH

#: MAC Q150| #YstEl B2 24 8EH2 0| Mol 2=

Ut

77 R| S| K| er& Lt

*apf Recei veTask: May 08 12:10:35.921: 00:17:7c: 2f: b8:6e 0.0.0.0 AUTHCHECK (2) Change state to
L2AUTHCOMPLETE ( 4)

*apf Recei veTask: May 08 12:10:35.922: 00:17: 7c: 2f: b8: 6e Sendi ng Assoc Response to station on
BSSI D dc: a5:f4:ec:df:34 (status 0) ApVapld 5 Slot 0

5EtA: 2% CHS foreign2 7ol CHEt ™E Z2MAE AIFELICH CHS2 ClHa ZU2|E|
ox; =249||C}.
-4 = 1

e
n

*apf Recei veTask: May 08 12:10:38.799: 00: 17: 7c: 2f: b8: 6e Attenpting anchor export for mnobile

00: 17: 7c: 2f : b8: 6e

*apf Recei veTask: May 08 12:10:38.799: 00: 17: 7c: 2f: b8: 6e Anchor Export:

Cient IP: 0.0.0.0, Anchor |P: 10.105.132.141

*apf Recei veTask: May 08 12:10:38.799: 00: 17: 7c: 2f: b8: 6e mmAnchor Export Send: Bui |l di ng

Ur | Redi r ect Payl oad

*apf Recei veTask: May 08 12:10:38.799: 00: 17: 7c: 2f: b8: 6e Anchor Export: Sending url redirect acl
REDI RECT

6t 2EtO|AMET /F WLCO|M RUN B2 ™MEtL|= Zds &ole
AEO| SHIE SEI= 0”7401IH'3F = 5 laUch ohee o2l oM s~ EE
=<E=|ol|_||:_|.(4_|-El_ MEoH _u.MEI)

LICt. O|A| E2t0]
show client detail

Client MAC AAress. . ... .t 00: 17: 7c: 2f : b8: 6e
Cient Username ............. .. 00-17-7C- 2F- B8- 6E
AP MAC AdAress. .. ... e dc: ab: f4:ec:df: 30
BSSI D. ... dc: ab:f4:ec:df: 34
I[P Address. ... e e Unknown

Gateway Address. ... ... ... Unknown

Net masK. . ... e Unknown

Mobility State....... ... . . . Export Foreign
Mobility Anchor IP Address....................... 10. 105. 132. 141
Policy Manager State.............. ... ... .. .. RUN

Policy Manager Rule Created...................... Yes

AAA Override ACL Name.............c.ciiinnnnnnnn REDI RECT



AAA URL
redirect. . ... .. . .. https://10.106. 73. 98: 8443/ guest port al / gat ewaysessi onl d=
0a6984a00000004c536bac7b&act i on=cwa

7EHA. F HEERE A HELZ S AIRELICE O|M HE2Z HIA|X|7} of2Hol EA|
=] L|E|-
= .

*mrli sten: May 08 05:52:50.587: 00:17: 7c: 2f: b8: 6e Recei ved Anchor Export request: from Switch
I P. 10. 105.132. 160

*mLi sten: May 08 05:52:50.587: 00:17:7c: 2f: b8: 6e Adding nobile on Renpte AP

00: 00: 00: 00: 00: 00( 0)

*mrli sten: May 08 05:52:50.587: 00:17: 7c: 2f: b8: 6e mmAnchor Export Rcv:, Mbility role is Unassoc
*mrli sten: May 08 05:52:50.587: 00:17: 7c: 2f: b8: 6e mmAnchor Export Rcv Ssi d=cwa Security

Pol i cy=0x42000

*mrli sten: May 08 05:52:50.587: 00:17: 7c: 2f: b8: 6e mmAnchor Export Rcv vapl d= 5, Ssid=cwa

Anchor Local =0x0

*mLi sten: May 08 05:52:50.588: 00:17:7c: 2f: b8: 6e mmAnchor Export Rcv: Url redirect

https://10. 106. 73. 98: 8443/ guest port al / gat eway?sessi onl d=0a6984a00000004c536bac7b&act i on=cwa
*mrli sten: May 08 05:52:50.588: 00:17:7c:2f: b8:6e Url redirect ACL REDI RECT

A handof f acknow edgenent nessage is also sent to the foreign and can be seen in the debugs on
foreign:

*mli sten: May 08 12:10:38.802: 00:17:7c: 2f: b8: 6e Received Anchor Export Ack for client from
Switch I P: 10.105.132. 141

*mli sten: May 08 12:10:38.802: 00:17:7c: 2f: b8: 6e Anchor Mac: dO:c2:82:e2:91:60, Ad Foreign
Mac: 30:e4: db: 1b: e0: a0 New Forei gn Mac: 30: e4: db: 1b: e0: a0

8Er7l. O™ Cf& A7 HEEL{7I 2Et0[AEE DHC

O H
FAE VMM HEED = HG6HA ECI0|0EE XElstn 5 & 215 Z4 AEIZ O|SE L
Ct. Y7ol =& =l show client detail E2I0|ME S8t =29

13
15}
i
0%
a
u
S

n
Q'I_l
r
ful
> MU
o
o
e
|m
N
T

Cient MAC AdAress. . ...t 00: 17: 7c: 2f : b8: 6e
AP MAC Address. .. ... e e 00: 00: 00: 00: 00: 00
Aient State........ ... i Associ at ed
Wreless LAN Id............ .. .. 5

IP Address. ...... .. 10. 105. 132. 254
Mobi ity State....... ... .. Export Anchor
Mobility Foreign IP Address...................... 10. 105. 132. 160
Policy Manager State............. ... ... ..., CENTRAL_WEB_AUTH
AAA Override ACL Name. . ... ... REDI RECT

AAA URL redirect. ... ... ...
https://10. 106. 73. 98: 8443/ guest port al / gat eway?sessi onl d=0a6984a00000004c536bac7b&act i on=cwa

9EH7A|. 21F WLCE 2CI0[UEE A&l HEZ T™EtetH SAlol 27 Z2ZMAE AZFELICEH
ISEO]| 047t 2T AlEf HIAIXIE H&E LI

*aaaQueueReader: May 08 12:10: 38. 803: Accounti ngMessage Accounting Start: 0x2b6c0a78
*aaaQueueReader: May 08 12:10: 38. 803: Packet contains 16 AVPs:

*aaaQueueReader: May 08 12:10:38.803: AVP[01] User-Nanme....... ... . 00-17-7C
2F-B8- 6E (17 bytes)

23 o7 REI2 Q|5 WLCO|ABF 2 A5l oF & L|C}.

10EH7Al. AL8Xt= et X0l URLE =istod E Q15 EIC|=Md 22 MAE AIRFELICH 47 A
EECoM 2 CIHOE E = U&LICH



*webaut hRedi rect :
*webaut hRedi rect :
in HTTP GET, client
*webaut hRedi rect :

*webaut hRedi rect :
redirect URL

May 08 05:53:05.927:
May 08 05:53:05.928:
mac=0: 17: 7c: 2f : b8:
May 08 05:53:05.928:
configured Web-Auth type

May 08 05:53:05.928:

0:17: 7c: 2f: b8: 6e- received connection

captive-bypass detection disabl ed, Not
6e

0:17: 7c: 2f : b8: 6e-

checking for wi spr

Preparing redirect URL according to

0:17:7c: 2f: b8:6e: Cient configured with AAA overri dden

https://10.106. 73. 98: 8443/ guest port al / gat eway?sessi onl d=0a6984a00000004c536bac7b&act i on=cwa

1MEA. & 15 Z2 ML Q1E FE0| A7 2IX[7t ofL|2t 2/F WLCO|M ME|ECHs AT &2l
g = A&GLICH sHRle| CIH AAA ER0IME SLE 52 = &= U&LICH
*aaaQueueReader: May 08 12:11:11.537: Authenticati onRequest: 0x2b6c0a78

*aaaQueueReader: May 08 12:11:11.537: Callback......... ... .. . . . . . . . . . . . . .. 0x10166e78
*aaaQueueReader: May 08 12:11:11.537: protocol Type. ... ... ... ... 0x40000001
*aaaQueueReader: May 08 12:11:11.537:

proxyState. ... ... 00: 17: 7C: 2F: B8: 6E- 00: 00

*aaaQueueReader: May 08 12:11:11.537: Packet contains 12 AVPs (not shown)

Aut hori zation response from | SE:

*radi usTransport Thread: May 08 12:11:11.552: Authorizati onResponse: 0x14c47c58

*radi usTransport Thread: May 08 12:11:11.552: structureSize. . ... ... ... i . 252
*radi usTransport Thread: May 08 12:11:11.552: resultCode. ... ... .. .. . 0
*radi usTransport Thread: May 08 12:11:11.552:

protocol Used. . ...... ... .. ... 0x00000001

*radi usTransport Thread: May 08 12:11:11.552:

proxyState. .. ... 00: 17: 7C: 2F: B8: 6E- 00: 00

*radi usTransport Thread: May 08 12:11:11.552: Packet contains 6 AVPs:

*radi usTransport Thread: May 08 12:11:11.552: AVP[01] User-

Name. . ... .. i san0001 (8 bytes) ----- > (Usernane used for web

aut henti cati on)

*radi usTransport Thread: May 08 12:11:11.552: AVP[02]

State. ... Reaut hSessi on: 0a6984a00000004c536bac7b (38 byt es)
*radi usTransport Thread: May 08 12:11:11.552: AVP[03]

Ol aSS. .ot CACS: 0a6984a00000004c536bac7b: si d-i se-1-2/ 188796966/ 40
(54 bytes)

*radi usTransport Thread: May 08 12:11:11.552: AVP[04] Session-
Timeout........... .. ... .. ... 0x00006e28 (28200) (4 bytes)

*radi usTransport Thread: May 08 12:11:11.552: AVP[05] Term nation-

*radi usTransport Thr ead:
Aut hent i cat or

i
ar

ISEOIAM o|O|X|od| E A

Event
Username
Endpoint Id
Endpoint Profile

Authorization Profile

[l

A

at

AuthorizationPolicyMatchedRule

ISEPolicySetName

0x00000000 (0) (4 bytes)
08 12:11:11.552: AVP[06]

Message-
DATA (16 bytes)

|k &

[

5236 Authorize-Cnly succeeded
isan00o01
0017 7C.2F.B36E

Fermitdccess
Guestaccess

Default



1260, O] 2= 74 WLCO| MEHELICH O] M= M 0|3 = ClHI0l B2 6t EAIEIX| oo
CHEIH 20| MT § HAS HBHe Y7HE S8 HUY £ sl

*mrli sten: May 08 05:53:23.337: 00:17: 7c: 2f: b8: 6e Recei ved Anchor Export policy update, valid
mask 0x900:

Qos Level: 0, DSCP: 0, dotlp: O Interface Name: , |Pv4 ACL Nane:

*mrli sten: May 08 05:53:23.337: 00:17: 7c: 2f: b8: 6e Applying post-handoff policy for station

00: 17: 7c: 2f : b8: 6e - valid nask 0x900

*mrli sten: May 08 05:53:23.337: 00:17:7c:2f: b8: 6e QOS Level: -1, DSCP. -1, dotlp: -1,

Data Avg: -1, realtime Avg: -1, Data Burst -1, Realtine Burst -1

*mrli sten: May 08 05:53:23.337: 00:17:7c: 2f: b8: 6e Session: 0, User session: 28200, User el apsed
1

Interface: NNA |Pv4d ACL: NA |Pv6 ACL: NA

1E Z 2404 A
E A|E|o{oF

CISO| 2REIFEXR| EQISHE 71E E2 WHES ISEMM MEE 228 &olstn
show client detail2| 2232 +%&l5l= JLIC}. O] Z=42 Z2+0|21E 7} RUN A EH
st|C}H
= .

HU

Client MAC AAress. . ... 00: 17: 7c: 2f : b8: 6e
Cient State.. ... ... ... i Associ at ed

Client NACOOB State.........ouiiiiiiiineny Access

Wreless LAN Id...... ... . .. 5

IP Address. ... 10. 105. 132. 254
Mobility State....... ... .. Export Anchor
Mobility Foreign IP Address...................... 10. 105. 132. 160
Policy Manager State............... ... ... ... RUN

EECHE 5% &2l A2 AFH7I 8320l @15 & F4 ARP(Address Resolution Protocol)E
SEChE AFALICE.

*penRecei veTask: May 08 05:53:23.343: 00: 17: 7c: 2f: b8: 6e Sendi ng a gratuitous ARP for
10. 105. 132. 254, VLAN Id 20480

017|M 2EtO|UE = AFH HEEZ M ML stE ZE | ECfEE B = U&LIch
Zct0|HE 70| BZ M 5 Webauth 25

MM/s& AMZEAMBISZ QI8 == WLCHIM E2I0|HEE 522 MHE m CtS AT =8
=[=[=3

QIF WLCE ZEto|HEN 21T &4 HAIXKIE TSt K Y™HE H&Lch

*apf Recei veTask: May 08 12:19:21.199: 00: 17: 7c: 2f: b8: 6e apf MsExpi reMobi | eStation (apf_ns. c: 6634)
Changi ng state for nmobile 00:17: 7c: 2f: b8: 6e on AP dc:a5:f4:ec:df:30 from Associ ated to

Di sassoci at ed

*apf Recei veTask: May 08 12:19:21.199: 00: 17: 7c: 2f: b8: 6e Sent Deauthenticate to nmobile on BSSID
dc: ab:f4:ec:df: 30 slot O(caller apf_ns.c:6728

7 CHS ISE MEHol| 2210[AE 215 M/Mo| =2 EIA
AIXIE EELch

or2|7| 2|5l radius SX| A 22| o

Ojo
mjo

*aaaQueueReader: May 08 12:19:21.199: AccountingMessage Accounting Stop: 0x2b6d5684
*aaaQueueReader: May 08 12:19:21.199: Packet contains 24 AVPs:
*aaaQueueReader: May 08 12:19:21.199: AVP[01] User-Name......... ... e . 00-17-7C



2F-B8-6E (17 bytes)

ot RZ|E| HER X HA|X|E A7 WLCO| ELH Z2I0|HUE MME ZSEStEF L EILICE Ol
A7 wLCe| ZLUE|E| CIH oM & elg = Ql&Lct

*mrli sten: May 08 06:01:32.907: 00:17: 7c: 2f: b8: 6e Recei ved Handoff End request for client from
Switch I P: 10.105. 132. 160

*apf Recei veTask: May 08 06: 01: 32. 907: 00: 17: 7c: 2f : b8: 6e apf MrProcessResponse: Handoff end rcvd
for nobile 00:17: 7c: 2f: b8: 6e, delete npbile. reason code = 0

*apf Recei veTask: May 08 06: 01: 32.908: 00: 17: 7c: 2f: b8: 6e 10. 105. 132. 254 RUN (20) nobility role
updat e request from Export Anchor to Handoff

Peer = 10.105.132.160, dd Anchor = 10.105.132. 141, New Anchor = 0.0.0.0

*apf Recei veTask: May 08 06: 01: 32. 908: 00: 17: 7c: 2f : b8: 6e apf MrProcessC oseResponse (apf_nm c: 647)
Expiring Mobil e!

*apf Recei veTask: May 08 06: 01: 32.908: 00: 17: 7c: 2f: b8: 6e Mobility Response: |P 0.0.0.0 code
Anchor C ose (5), reason Normal disconnect (0), PEM State DHCP_REQD, Rol e Handof f ( 6)

*apf Recei veTask: May 08 06: 01: 32.908: 00: 17: 7c: 2f: b8: 6e Del eting nobile on AP

00: 00: 00: 00: 00: 00(0)

ISEOIAM ZEI0|HE HIE LA SE

ISEES WLCTH 2EH0I91E NS BRSESE YEls HAE S ANS YA BHE £ s
S solsr L |

Q
=
Ct o] 7|52 Zelo|HUET7 HEE WLCE &g EeUt ele BeElXtolA &5t 7HEFS| Ml
< | e dst=x] &

2 Z2eLIch Ol ISEMM HAE AFSE A0l YA BE/RIRE I ofE Yo
(o)

o
lgh = &Lt

ISE M= 220|HE 422 N30k & 2 LIEILI= Change of Authorization HIA|X| & 2|8 74
EEZE EYLICt ClHO £=0iM &elE = &L Ct

*radi usCoASupport Transport Thread: May 13 02: 01: 53. 446: 00:17: 7c: 2f: b8 : 6e apf MsDel et eByMsch
Schedul i ng nobile for deletion with del eteReason 6, reason Code 252

*r adi usCoASupport Transport Thread: May 13 02: 01: 53.446: 00: 17: 7c: 2f: b8: 6e Schedul ing del etion of
Mobile Station: (callerld: 30) in 1 seconds

Q|8 WLC7} 2Ct0|E 2IE F A HAIXKIE ELHLICE.

*apf Recei veTask: May 13 02: 01: 54.303: 00: 17: 7c: 2f: b8: 6e Sent Deauthenticate to nobile on BSSI D
dc:ab:f4:ec:df: 30 slot O(caller apf_ms.c:5921)

Eet 072 X HAIXIE 047t2E Mol T1&5tod 220|ME 15 MdE S=&Lich

*aaaQueueReader: My 13 02:01: 54. 303: Accounti ngMessage Accounting Stop: 0x2b6d2 c7c
*aaaQueueReader: May 13 02: 01: 54. 303: Packet contains 23 AVPs:

*aaaQueueReader: May 13 02:01:54.303: AVP[01] User-Nane...................

............. 00177c2f b86e (12 bytes)

HIA|X|= EEBH 2ELOIME Mg S=6t7] fsi 47 wLCcol| & ELICH 47 WLCO|AM =f
ol&L|Ch

AAEH .

R4l
0
[ |

r
[
1

*mrli sten: May 12 19:42:52.871: 00:17: 7c: 2f: b8: 6e Recei ved Handoff End request for client from
Switch I P: 10.105.132. 160

*apf Recei veTask: May 12 19:42:52.872: 00: 17: 7c: 2f: b8: 6e apf MhrProcessResponse: Handoff end rcvd
for nobile 00:17: 7c: 2f: b8: 6e, delete nobile. reason code = 0
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