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0{tH EAP(Extensible Authentication Protocol) &% AP%%E* = UELIT?
EAP-FAST, PEAP-GTC 2! EAP-TLS M. Android, iOS 2! MacOS 7|& AXEXt=
LIC}.

PEAP(Protected Extensible Authentication Protocol)0llAM S 8fL|C

Windows?2| Z< ol0|x|ofl EAIE CHZ X|R=l= 44 0{=~E{0{ A Anyconnect NAM(Network
Access Manager) =& 7|2 Windows & ’S'XP(Clsco PEAP Z&)E AtE3HoF gLct.

Local-EAP Wireless Metwork Propertiss ||

; Connection | Security

Security type: | wiPA2 Enterprise -

Encryption type: | AES -

Choose a network authentication method:

lﬂam:P'EﬂF 'H Settings
_ does not

Hau:;nHJ;FPmtEftEd EAP (PEAP) worlk!

e p— works!
Cisco: EAP-FAST
Intel: EAP-SIM
Intel: EAR-TTLS
Intel: EAP-AKA

&1 Windows& Cisco EAP Z2{1210i= Cisco {1 ID CSCva096702| J& 2 dt=
OpenSSL 0.9.8k(Open Secure Socket Layer) H{710| Z & £|0{ Q& LICE Ciscos
Windows& EAP Z2{1¢2I9| ZIZ|AE [ o|4 WZ5X| 2t 2 A= o|HH, ZZ0| CHA!
AnyConnect Secure Mobility ClientE A% Zdg HEEL|CH

L

- WLCOIM AFERIE A E + Qi olfR= FUYULMN?

OE LHO| A8 %t QIEE += gi&LIct olO|x|of EA|E CHE 7|2 ZE|O[L{(CN) =
OU(Organizational Unit) Loi| Q!o{oF & L|C}.
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MName ype Description

SofialabGroup will not work

SofialabOU Organizaticnal Unit
Users Default container for upgr...

ER-
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802.1xE Sl AHSXIE 2I55l7| /8 LDAP MHHE AH2 3= WLAN A4
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O| AlLt2| 204 A WLAN LDAP-dot1x= LDAP MB{E AI2735104 802.1xE AI235t04 A2 XIE 215
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LDAP Server

WLC

Client

1EHA. SofiaLabOU 2! SofiaLabGroup2| LDAP At HEHO|A AFZ K} User12 A4 8hL|CH.
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WELCOME TO SERVER MANAGER

B Local Server

& A Servers - - .
= e Configure this local server
i§i aDDS
2 Add roles and features
& ADLDS
: Hch 3 Add other servers to m
Di5
= WHATS NEW P .
W§ File and Storage Services b - 4 4 Create a server gr
o s
. rar

Create User: SofiaLab User1 Test User

Account Account
Organization
o First names Sofialab Userl Bcoount expines: W Never
Member Of Mideile initials: O tndel
Pasoword Settings | Last name: Test User .
Full name: % Sofialab Userl Test User Pazsword options:
Prafie Usee PN [ @ ]1 | -!:' Wt must change passwand at next log on
Poli () Other passward options
o (W revvoreprremn AR Y o 1
silo
Passwerd:
Canfirmn password: e
nerypl ons:
Create in: D =Labm DX =cisco DCscor] Crange<]
Cther options:
Fend i y hid gl
TN | &8 Domen Controllers b |~
B8 Employess >
[« B ForeignSecuityPrincipa ¥ |
Ml Guesss (3
N W LostindFound L -
I Maraged Senvice Acxor ¥
I NTDS Creotas 4
W Program Data »
. Syztem (™
This object will be added to the default Active Direc!
Create User: SofiaLab User1 Test User
Account Account
Grganization
L First name= Safialab Userl Account expires: # Never
Mamber Of Midele intisls: 0 Endof
Pasoword Settings | Last mame: Test User
Full name: ¢ Sofialab Usert Test User Bt opties
Profile Uses UPH logan: ® |_ | ) User must change password at next log on
Boli ) Other password options
2 User Samiccounthisme |o... laben Wk Ugert L e e
Silo
Fassword:
Contien paidwaid:

Encryption aptions:
Create in: QU=So5LabOU,DC=Isbm DC=cisea DC=com Change

Other aptisns=
[ Protect fromn acciderial deletion
Log an hows._ Logenta.
QOrganization

Select this shiect e

Filter o Groups or Bultin securty prncicals
- From thes lecagion:

Nasne fo Primary H

Iu:nmm
F«wﬁw»m fameie):
This object will be added to the default Active Directory grof
Advonced...

Directly Associated Password Settings

T ==

Name - Precadence

2EHA|. 5= EAP YWHE(PEAP AF)2 2 WLCOIA EAP =21} M8t

At Directary Damaing sad Trusts

Active Directony Lightweight Derectony Sendces Setup Wizard
Ative Directory Module for Wiedows PowerShell
Active Directory Sites and Senices

Active Directory Users and Computers

ADS Edit

Certification Authanty

Component Services

Computer Maragement

Dedragment and Optimize Drives

DHcP

DS

Event Viewer

Group Pobcy Mansgement

TASKE  w | | SECTIONS ¥

TR

Remove;

TASKS ¥ SECTIONS w

¥




Saye Configuration  Pin Logout Refred
lllllllll = fig =< Sl L

Password Policies

cISCO MONITOR ~WLANs CONTROLLER SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK
Security ~ Local EAP Profiles New... Apply
v AAA
Szl Profile Name LEAP EAP-FAST EAP-TLS PEAP
= RADIUS
Authentication | Locsl-Eap-pERR (] [ L] -] I
Accounting N _
Fallback Local-EAP-LEAP O O O [+]
DNS
» TACACS+
LDAP
Local Net Users
MAC Filtring LEAP | Server Nothing | €Client Username & Password
Disabled Clients .
User Login Policies EAP-FAST | Server PAK | €lient Username & Password
AP Pelizies EAP-TLS | Server Certificate | Client Certificate

PEAP Server Certificate | Client Username & Password

* Local EAP
Genaral

EAP-FAST Parameters
Authentication Priority

3EtH|. WLCE LDAP AME{2t HEQIE B L|Ct.

&l: bind Username(H Q1= AFS X} OIE)OI User Base DNO{| gi= @< o|O|Xx|of| EA[E! ZdH
H Admin AL XA A Z2E 248fioF LICh 2 X 882 AdministratorE 21235+ H
ﬁl—lf-l'.

Saye Configuration  Ping  Logout R

MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security LDAP Servers > New <Back Apply |
+ AAA -
i Eerver Index (Priority) -
v RADIUS Server IP Address 10.88.173.121
Authentication
Accounting Port Number
;’r:':“" Simple Bind | suthentiested ]
» TACACS+ Bind Username N =Administrator,CN=Users,DC=labm, DC= Admin privilege S l‘equil"Ed
pAp
tm.n Net Users Bind Password SSSdEass
MAC Filtaring Confirm Bind Passward |““““ |
Hemmrpsirsiy Where are we going to look for users?
User Login Policies User gase N Mou=cetaiabovoc-aomoc=caceococon o] going
AP Polici
e e User Attribute P | What Attribute are we looking for?
» Local EAP Usar Bjoct Type [person
b Priority Order Sacurs Moda{via TLE) Disabled v
b Certificate Server Timeout seeonds
T — Enable Servar Status Enabled v e n
) Message from webpage =
Wireless Protection
Folicies —
- @R Worning: LDAP can only be used with EAP-FAST, PEAP-GTC and
+ Web Auth ¥ EAP-TLS methods
TrustSec SXP
Local Policies
b Advanced [ 0K ] [ Cancel I

4EtA|. Authentication Order(21& =AM)E Internal Users(Li5F AF&Xl) + LDAP EE= LDAP
only(LDAP M2)2 MAstLct



MONITOR  WLAMs CONTROLLER WIRELESS SECURITY MA

Security » Priority Order > Local-Auth
 AAA
General User Credentials
» RADIUS
Authentication
Accounting Mot Used Order Used For Authentication

Fallback
» TACACS+
LDAP I:Dw"

Local Met Usars
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

= Local EAP
General
Profiles
Ab-Eas | Haramatars

5CHA|. LDAP-dot1x WLANS A A48tL|Ct.

cisco MONITOR.  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEEDBACK
WLANs WLANs
* WLANs Current Filter: None [Change Filter] [Clear Filter] Create New v| lgo
e
b Advanced

[] weran 1D Type Profile Name WLAN SSID Admin Status Security Policies



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'LDAP-dot1x’
b General [I-'|Seeurlty I QoS |’| Policy-Mapping | Advanced ]
WLANS . L

b Advanced
Profile Name LDAP-dot1x
Type WLAN
SSID LLDAP-dot1x

Status “| Enabled

Security Policies [WPA2][Auth(802.1X)]
(Modifications done under security tab will appear after applying the changes.)

Radio Policy o v
Interface/Interface Group(G)
Multicast Vlan Feature ! Enabled
Broadcast SSID #| Enabled

NAS-ID none

6THAl L2 EoF WS WPA2 + 802.1x2 MHEs 1 L3 222 none2 2 MAELICH



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGE

WLANs WLANSs > Edit 'LDAP-dot1x'

e coners [ ] o | oo s | s

» Advanced Layer3 | AAAServers

Layer 2 Security 8 | WPA+WPA2

MAC Filterings | |

Fast Transition
Fast Transition [ |
Protected Management Frame

PMF Disabled

WPA+WPA2 Parameters

WPA Palicy ]

WPA2 Encryption AES L] Tkie
Authentication Key Management

802.1X Enable

CCKM [] Enable

PSK [ Enable

FT 802.1X L] Enable

FT PSK [] enable

ﬁﬂ.ﬁ. gtk-randomize State

7EHAH. 24 EAP Q152 &443}5t 1 Authentication Servers(215 M) 2! Accounting Servers(04
728 MH) SM0| HIEMHstE| T LDAP7 #MstE|R =X & QIghLct.



CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'LDAP-dot1x'

+ WLAN c . - - A" W )
-.w_au: | General | Security | QoS | Policy-Mapping | Advanced |

» Advanced | Layer 2 | Layer3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [] enabled

Authentication Servers Accounting Servers EAP Parameters

[] Enabled (] Enabled Enable O

Server 1 Ul (V]
Server 2 W L4
Server 3 hd il
Server 4 S S
Server 5 b L4
Server 6 il hdl
Radius Server Accounting
Interim Update O
LDAP Servers
. Server 1 |IP:10.88.173.121, Port:389 Vv
Server 2 | None W
Server 3 | Mone VI
Local EAP Authentication
Local EAP Authentication  |+| Enabled
EAP Profile Name IW
Authentication priority order for web-auth user
Not Used Order Used For Authentication
r LOCAL
[=1] (oap

r3gnk

LDP E2 AF&3t0od Zdm|a2l oM o7& = QI L Ct.

AM 7|&2 a2 &(0: SofiaLabGroup)0| & += gi&LICH

PEAP-GTC EE £ Cisco:PEAPE M Z2| Zd Eof| A Microsoft:PEAP CHAI AF2 &fjof gFL|C}.
Microsoft: PEAPE 7|EX2 2 MacOS/iOS/Androidoi| A XS gtL|Ct.

I;j-h"- WLC & 2&& S5l Ar8XHE 2155t7| ¥&H LDAP AMHHE AI&35= WLAN o

HIERIZ Chojo{ 2

o

Ol AlLtE2|20{ A1 WLAN LDAP-Web2 LDAP MHE AI236t0d LHE WLC ¥ ZEol|M AL KIS 2l

L



LDAP Server

WLC

v

))) -

Client

O|H oi|o M 1~4EHHIE =AM =X E B LICE 07| WLAN ZixZ|T2f|o|M2 ct=2H dEEuUCH

1E2t7. OU SofiaLabOU 2! 1 & SofiaLabGroup2| LDAP At HEH0|A AFS Xl User1S A4 AJEHL
Ct.

mio
>-
==
x
2|_l
r
n

2CHA|. #5t= EAP WH(PEAP AF8)2 2 WLCO|AM EAP Z 21t
3Bl WLCE LDAP AMuHoi HieI=lgkL|C}

4THA|. Authentication Order(21%& &=A)E Internal Users + LDAPZ A& gLICt.
5&tA. o|O|X|ofl EAIEI CHZ LDAP-Web WLANS A4 A4 8FL|C},

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs
+ WLANs Current Filter: None [Change Filter] [Clear Filter] Create Newr v| léo
T
b Advanced

I:‘ WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies



CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'LDAP-Web'

i TMLLAA:S General | Security | Qos | Policy-Mapping | Advanced |
5
b} Advanced .
Profile Mame |LDAP-Web |
Type WLAN
55ID LDAP-Web |

Status ¥ Enabled

Security Policies [wpraAz2][Auth{802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All v
Interface/Interface Group(G)
Multicast Wlan Feature || Enabled
Broadcast SSID #| Enabled
NAS-ID [none

6=, L2 SecurityE noneL 2 A3t 1 L3 SecurityE Web Policy - Authentication@ 2 A& 1 &
off Ltet /U= RAE.

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'LDAP-Web’
= TMLLAA:S ' General xl Security | QoS T Policy-Mapping T Advanced ‘|

5
» Advanced Layer 2 I Layer 3 T AAA Servers ‘|

Layer 2 Security @ fNone v
MAC Filtering? ||

Fast Transition

Fast Transition |_J




CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'LDAP-Web'

> “:‘MLLA‘;:S | General I Security l Qos T Policy-Mapping T Advanced ‘|
s

b Advanced | Layer 2 ‘I Layer 3 | AAA Servers ‘|

Layer 3 Security 1 web Palicy ¥
Authentication

"' Passthrough

"' Conditional Web Redirect
' Splash Page Web Redirect
) On MAC Filter failurel

Preauthentication ACL IPv4 | None T 1Pv6 |None ¥ |  WebAuth FlexAcl | None ¥

Sleeping Client || Enable

over-ride Global Config22 ¥ Enable

Web Auth type | Internal A

7EA. & 150 M LDAPE AISSIESE Q15 @M =9IE& dYstn 215 M H AE &l M
S4M0| HIg gt zIAf = x| FlgfLoh.

CcISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'LDAP-Web'
- WLANS o = = = = T Y
General Secur QoS Policy-Mappin Advanced
WAl | ity | I pping | |
» Advanced i Layer 2 T Layer 3 I AAA Servers I

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

I RADIUS Server Overwrite interface | Enabled I
Authentication Servers Accounting Servers
Server 1 | Mone ¥ || None r |
Server 2 |None A ||None A |
Server 3 |N0ne v ”None v |
Server 4 | Mone r || Mone r |
Server 5 |N0ne hd ”None hd |
Server 6 |N0ne v ||N0ne v |

RADIUS Server Accounting

Interim Update

LDAP Servers

I Server 1 IF‘:].D.BB.U‘B.].Ell FPort:3859 ¥ I

Server 2 | Mone T |

Server 3 | Mone ¥ |

Local EAP Authentication

Local EAP Authentication | /Enabled

Authentication priority order for web-auth user

Mot Used Order Used For Authentication

RADIUS .

-

EH
=




LDP E2 AI83510{ LDAP 7+ & EAl 4
1Et7|. LDAP MH E£= ¢1AE SAEN| M LDP E2 QLICH A0 L E TCP 3898 51830 &

)-

Search

Everywhere -

[

= w

Wirdows
PewerShell

o -

2EHA. Connection(?3Z) > Bind(HF2IE)2 0|5 35+04 Admin AF&AXH2 23215+ 1 Bind with

=0
credentials(XtZ4 ZHS 2 HIQIY) 2iC|2 l:HE% AMEdSHL|CY.

Bind x|
Lser: Administrator

Password: sessnnns

Connect... Domain;
| Bind... Ctrl+B Bind type

() Bind as currently logged on user

Disconnect
Mew Ctrl+M =
() Simple bind
Save
() Advanced (DIGEST)
Save Az
Encrypt traffic after bind

Exit

3EHA. View(E7[) > Tree(EE[)Z 0|S 35t 7|2 DNOI|A OK(B L) E MEEFLICE.
L5 Idap://WIN-4BD4NV0OJ3NK.labm.cisco.com/DC=labm,DC=cisco,DC=com

Connection Browse Options  Utilities  Help -
Tree Ctrl+T I Tree View

Enterprise Configuration

BaseDN: ||

Status Bar
Set Font...

o XIA

HAH. EE|E &%t6lod T XE E 1 Search Base DN2 3t&LICH I8 AMRIst 2E Z4E| 0]
0| 2 £ aLICH ™MA =oQ), EX OU EEE CN=Users2t Z2 CNY = Ql&Llct

0
02':




Connection  Browse

View Options
=8 DC=labm,DC=cisco,DC=com
-~ CM=Builtin,DC=labm,DC=cisco,DC=com

- CN=Computers,DC=labm,DC=cisco,DC=com

- OU=Daomain Controllers,DC=labm,DC=cisco,DC=com

- OU=Employees,DC=labm,DC=cisco,C=com

- CN=ForeignSecurityPrincipals, DC=labm, D C=cisco,DC=com

- OU=Guests, DC=labm,DC=cisco,DC=com

. CM=Infrastructure, DC=labm,DC=cisco,DC=com

- CMN=LostAndFound,DC=labm,DC=cisco,DC=com

- CN=Managed Service Accounts,DC=labm,DC=cisco,DC=com
- CN=NTDS Cuotas,DC=labm,DC=cisco,DC=com

- CM=Program Data, DC=labm DC=cisco,DC=com

- CMN=5ofiaLlabGroup,DC=labm,DC=cisco,DC=com

- QU=50ofiaLabOU DC=labm DC=cisco,DC=com

i CN="5ystem, DC=labm,DC=cisco,DC=com

CH=TPM Devices, DC_Iabm DC=cisco,DC=com

Utilities  Help

5EF7|. SofiaLabOUE = &5t04 04FH ALS A7 LIS ofl QEX| FHIEFLICH ofFol|
A& LICH

A48t User10|

Connection Browse View Options Utilities Help
(= DC- labm,DC=cisco,DC=com Expanding base ‘0OUs=SofialabOU, DCs=labm DCecisco DCscom’... ~
L finic i _ - Getting 1 entries:
| CN=Builtin,DC=labm,DC=cisco,DC=com Dn: OU=SofiaLabOu,0C-labm, 0C=cisco,0C=com
- CN=Computers, DC=labm,DC=cisco,DC=com distinguishedName;: OU=SofiaLab0l, DC=kabm, DC=cisco,DC=com;
OU=Demain Centrollers,DC=labm,DC=cisce,DC=com d5CorePropagationData (2): 8102016 4:22:35 FW Central Daylight Time (Mexice); 0x0 = { J;
- OU=Employees,DC=labm,DC=cisco,DC=com h"“?:fi:;g; ={WRITE );
| ! s = : name: 4
' Ch=ForeignSecurityPrincipals, DC=labm,DC=cisco,DC=com objeciCategary: CHsOrganizationakUnz,CisSch S p jon DCslabm, DCecisco DCacom:
0OU=Guests,DC=labm,DC=cisco,DC=com objeciClass (2): top; organizationalnit;
- CH=Infrastructure,DC = labm,DC=cisco, DC=com olbjeciGUID: 4209399b-180¢c-4114-8683-066ba036261M;
' CN=LostAndFound,DC=labm,DC=cisco,DC=com &iﬂﬁ:ﬁ:&n%
Ch=Managed Service Accounts,DC=labm,DC=cisco,DC=com USHCreated: 45116;
. CN=NTDS Quotas,DC =1abm,DC=cisco,DC=com whenChanged: &/10/2016 4:22-3% PM Ceniral Daylight Time (Mexico);
. CN=Program Data,DC=labm,DC=cisco,DC=com whenCreated: &10/2016 4:22:39 P\ Central Dayiight Time (Mexice);
_ CN=SofialabGroup DC=labm DC=cisco,DC=com
= OU=5efialabQU, DC=labm,DC=cisco,DC=com Expanding base 'CN=SofiaLab User! Test User,OU=5cfialabOU DC=labm DC=cisco,DC=com',..
i B b b Getting 1 eniries:
R — = = Dn: CH=SofiaLab User1 Test User[DU=SofiaLabOU,DC=labm,DC=cisco,0C=com]
| - - i T cn: SofiaLab User! Test User,
i~ CN=TPM Devices, DC=labm,DC=cisco,DC=com codePage: 0;
- CH=Users, DC=labm, DC=cisco,DC=com countryCode: 0;
displayName: Sofialab User! Test User,
distinguishedhame: C=5ofialab User! Test User,0U=SofialabOU, DC=labm, DC=cisco,DC=com;
WNun'u SofiaLab Usert;
IS8T,
H=Schema,CH=Configuration, DC=labm DC=cisco,DC=com;
b a 3 .. . person, organizationalPerson; user,;
ob,edGUlJ adB0885a-a720-41af-a321-a04527984cc1;
ﬂgtdsﬁ S—I 5-21-2804322217-547703403-2146558440- 1122,
ROUP_RID_USERS );
A 2488 = { NORMAL_USER_ACCOUNT );
sn: Te!t User;
< " ¥
||Ready NUM
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olllnllli Saye Configuration  Ping  Logout

CISCO MONITOR WLANS CONTROLLER 'WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security LDAP Servers > New < Back _ Aeely |
w AAA
{Prieri S -
ol Server Indes (Pricrity)
v RADIUS Server IP Address 10.88.173.121

Authentication

Accounting Port Numbar 189

i simpe gind IR
» TACACS + Bind Usemame [Gi=riminsvator cr=vsers.oc=lbmocs]  Admin privileges required
LDAR
Local Nat Users Bind Password
E“C;::E'"g : Confirm Bind Passward
Usar Login Policies Usar Base DN Where are we going to look for users?

. Usar Agtributs |kuwwwmw ] what Attribute are we looking for?

¥ Local EAP Usar Cbject Type [J’Mr’son
b Priority Order Sacure Moda{via TLE) Disabled V!
) Certificate Server Timeout [2_| seconds
- ficsc,;ss Control Enable Server Status Enabled | e | +
y Wireless Protection .
Policies . - -
. Wamning: LDAP can only be used with EAP-FAST, PEAP-GTC and
» Web Auth EAP-TLS methods
TrustSec SXP
Local Policies
b Advanced [ aK Cancel I
727, SofiaLabGrouplt Z2 152 ZHM DN Z AIE £ &Lt 258 &2tstT 1 otof
— = 2 S oS st A 2
A= AHEAHE BH&LICH 0=|7IA-| O|ZHof M8t User1 2= Qe = U&LICH

Administr
[ Active Directory... ¢ | labm (local] (1) Tasks
E|= Fiber Pl B v (W) v
" Name Type SofialLabGroup [Tases~ ] [secnons ~ |
-
W Suiltin buittin{iomain Group Graun T () (= 3
Users W Computers Container Managed By — .
. &8 Domain Comtrollers Onganizati Unit Group name: L i
Dymamic Control » rgas onal Unit
D haces: ot —_— ) ) Member Of Group [Samaccountiam_ K Sakalablreup Description:
My . Employees Organizaticnsl Unit
S 3 Members Group type: Group scope:
o M ForeignSecunnPrincipals  Combainer @ Security S L]
Global Search - i C )
M cues Organizaticasd Unit Password Settings Distribution ® Global Notes: "
B wrastructure infrastructuneUpdate Extensions ) Universal L
B LostAndFound lactAndound [[] Protect from accidental deletion 2
osthndFou o
B Mamaged Service Azcounts  Contaings Managed By T () (=
B NTOS Quetes s DS ChantaContainser
M Progrom Data Container Member Of DG
) [~
B SofalsbOl Crganizational Unit
. e Contaings . o
Filter
B TPM Devices msTPM-InformationCijectsC Adel
M Users Container Hame Actrve ain Services Folder _
sfialab Userl Test User
SofialabGroup -
E-mail: ~) Mare Infgrmation | Cancel
Mansged by

User10[(7t) QUARJAKX[EH LDPO|A &

29 = WLCOHIME O] 2 & & Qlon,
[t2tA 1= 0| Search Base DN 2 K| E|X]| ©

E F— Jg olojgLct.

°|'-r -

M0l 2H2H SIS K| 2OIsE{E 0] MMS BRHAAIR

(cisco-controller) >show ldap summary

Idx Server Address Port Enabled Secure

1 10.88.173.121 389 Yes No



(cisco-controller) >show ldap 1

Server INAeX. . ...ttt ittt ittt 1

N L ot = 10.88.173.121

o s 389

Server State. .. ... .. e e e Enabled

L0 =Tl )1 OU=SofialabOU, DC=labm, DC=cisco, DC=com
User Attribute......... ..ttt sAMAccountName

L8 =T a1 Vo 1 Person

Retransmit Timeout.........uiiiiinnnenennnn. 2 seconds

Secure (Via TLS) v vt vttt ettt et et et e e eeee Disabled

Bind Method . ... ...ttt ettt Authenticated

Bind USEIName. « o vttt ittt ettt e e et et e eeeeeeeen CN=Administrator, CN=Domain

Admins,CN=Users,DC=labm, DC=cisco, DC=com

= e e

ol MMM A 22Xl a0l Ar8E = Ue HEE M3 gL

(cisco-controller) >debug client <MAC Address>
(cisco-controller) >debug aaa ldap enable
(cisco-controller) >show ldap statistics

SEYVEY TNAEXK . ¢ v i v e e et e ettt e e e e et eaeee et 1
Server statistics:

Initialized OK. ...t ittt ittt e ieeeeaenn 0
Initialization failed........... ... 0
Initialization retries.........ouiiiiinnnn. 0
Closed OK. o vttt ittt et ettt et et et e e e 0
Request statistics:

RECEIVEA. v ittt e e e e e e 0
ST o 1 0
) 0
U S St vttt ettt ettt e e e e 0
Authentication failed............ ... ... 0
Server not found........... ... . it 0
No received attributes............. ... ... ... ... 0
NO passed USETName. . . v v v vt vttt et eeeneeneeenens 0
Not connected tO Se€rver..........c.oiiiiiiinnnnn. 0
Internal ErrOT ... ...ttt tnninnnneeeeens 0
T ol I Y = P 0

#Hd e

- LDAP - WLC 8.2 Z1I|12{[0|M 7I0|=

. LDAP(Lightweight Directory Access Protocol) 182 2|3l WLC(Wireless Lan Controller)E T
AM3lE 844 - Vinay Sharma

WLC(Wireless LAN Controller)o|A LDAPE AtE8H ¢ 91& 74| O|M 0 - Yahya Jaber &
Ayman Alfares
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/content/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0110010.html
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://www.cisco.com/c/ko_kr/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html
https://www.cisco.com/c/ko_kr/support/index.html
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