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« WLC v8.3.102.0
» ISE(Identity Service Engine) v2.1
« Windows 10 &
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HiE HE
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>

4 x4
= O

UMl Bl = ChEot 2 &Lt

. WLCO{ M RADIUS MHH{E M5t HLE T BtCHE Med5to] MZE 412 FEFLICH
. WLCO{| A SSID(Service Set Identifier) S 24 A&tL|C}

(ISEMIM Q15 &2 MdELct

. ISEOIAM HEt Hof zZ2mtele MAshL|Ct

. ISEO0IIM T8 Hof 7Elg Mot

AEXQIEE T LC

o Ok WN -

WLCO| M RADIUS A 4104

RADIUS MB{2t WLC Z+2| E4I8 51835248 WLCOoI RADIUS MHHE SE3&Hof st 1 HtCHo|
AT o 7ER|QIL Y

GUI:

1A olOlx|of EAIE CHE WLC2| GUIE ¥ SECURITY > RADIUS > Authentication > New 2
O|SgfLict.

Saye Configuration  Bing  Legeut Refresh

MOMITOR MILAMs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK # Home

Security RADIUS Authentication Servers Apply |

Auth Callad Station 1D Type |AP MAC Addrasz:iSSID

Uz AES KepWrap . (Designed for FIPS custorners and requires a key wrap compliant RADIUS server]

MAC Delimiter [Hyphen

Framad MTU [1z00 |

2CHA|. o|O|X|of EAIEl CHE RADIUS M HEE l2d8tL|Ct.



RADIUS Authentication Servers > New

Shared Secret Format

Shared Secret TTITTITT |

Confirrm Shared Secret |--vu--u-. |

Key Wrap | | [Designed for FIPS custormners and requires a key wrap compliant RADIUS server)
Port Mumber
Server Status |Ena|:u|ed Vl
Suppott for CoA
Server Timeaout geconds
Metwork User Enable
Managernent Enable
_r;_ﬂi:;;;ftment F.etranszmit secands
IPSec [] Enable
CLI:

config radius auth add <index> <a.b.c.d> 1812 ascii <shared-key>
config radius auth disable <index>
config radius auth retransmit-timeout <index> <timeout-seconds>
config radius auth enable <index>

V V V V

<a.b.c.d>= RADIUS AMH{ol| =& L|Ct.
SSID A4
GUI:

1EtA|. o|O|X|oi| EAIE! CHE WLCS| GUIE ¥ WLANs(WLAN) > Create New(AMZ BHE7]) >
Go(0|s)Z O|S&fLct.

wlvaln

CISCO MOMITOR  WlANs COMNTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS  HELP FEEDBACK
WLANS WLANS
. Current Filter: Mane [Shange Filter] [Clear Filter] [Create Mew -

» Advanced

2EHA|. sSID ¥ = Eo| o|§E MEE Ot olO|X|o| ZAIE CHZ Apply(H&)E S=IFLICH



wCANS > N =

Tupe W LA

Profile Mame profile-name |

551D S510-name |

CLI:

> config wlan create <id> <profile-name> <ssid-name>

3EH7AH|. RADIUS AHE{E WLANO|| gZ&L|ct.

CLI:

> config wlan radius_server auth add <wlan-id> <radius-index>

GUI:

Security(=2 2+) > AAA Servers(AAA MH)E 0|S5t1 #ét= RADIUS ME{E MEHEH CHE O|0|X|
off ZAIE CHE Apply(M8)E FELICH



WLANS > Edit ‘ise-prof'

General | Qos | Policy-Mapping | Advanced |
| Layer 2 | Layer 3 |IAAA Seruersl

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Owerwrite interface I:lEnabled

Authentication Servers Accounting Servers EAP Parameters

Enabled Enabled Enable [ ]
Server 1 {IP:172,16,15.8, Port:1812 - B None v:

Server 2 Mone ||Mone -’
Server 3 |Mone - _|Nc\ne -’
Server 4 |Mone -'_|Nnne
Server 3 |Mone -'_|Nnne
Server & Mone -'_|Nnne
RADIUS Server Accounting
Interim Update Interirn InteruallC Seconds

< Back | i Apply
E—

ATHA|. Allow AAA Override(AAA R Q| 51 8)E E&35tst T MEIXMo 2 MM AlZt MiEtE s&IL

Ct.

CLI:

> config wlan aaa-override enable <wlan-id>
> config wlan session-timeout <wlan-id> <session-timeout-seconds>

GUI:

WLANs(WLAN) > WLAN ID > Advanced(ZL2)Z 0|S 351 Allow AAA Override(AAA M7 2| 58
)2 &dstEtLct MEixo 2 0|0|X|oi| EAIE! CHE Session TimeoutE X|&EHLICH



WLANS > Edit ‘ise-prof < Back

C .l

General = Security | QoS  Policy-Mapping  Advanced

Allow AAA Override W Ensbled DHCP
Coverage Hole - bled DHCP Sarver [_ Owerride
Detection =~ Enable
Enable S=ssion |2SBDD | DHCP Addr,

) el ' i
Timeout = i i [sacs) Assignrment L] Required
Aironet IE \/Enab|ed OEAP
Diagnostic Channal ™ -

19 —Enabled split Tunnel __ Enabled
Override Interface . IPve

IPvd4 Mone )

ACL None Management Frame Protection (MFP)
LaverZ Ac Mone -

YL QL [Hone ~] MFP Client Protection @ |Optional |
p2P Blocking Action |Disab|ed ” DTIM Period (in beacon intervals)
Client Exclusion 2 éih‘lbltd:ﬁu |

Timeout Valua (sacs) 602.11a/n (1 - 233) &
Maxirmurm Allowad o SRRl N
Clients 8 MAL
Static IP Tunneling r. .. . MaC State | Mane
L4

5CEHA| WLANS &38| ct.

CLI:

> config wlan enable <wlan-id>

GUI:

olO|X|of E A|E! CHE WLANs(WLAN) > WLAN ID > General(Z%H 2 0|5 35+04 SSID
LIct.



WLANS > Edit ‘ise-prof = Back
Security | QoS | Policy-Mapping | Advanced |

Profile Marne ise-prof
Tupe Wi LA
551D ize-szid

Status | Enabled

Security Palicies [wPAaz][Auth(8D2.1X])]
[Modifications done under security tab will appear after applying the changes.)

Radio Palicy :AII |
Interface/Interface ———
Group(iE] rmanagement -
?Eu;ii:ra:t Vlan I:l Enabled
Broadcast SSID [+ Enabled

MAG-1D none

ISE0I| A WLC ¢

1EHA|. o|O|X|oil EAIEI CHE ISE 242 ¥ Administration(& 2l) > Network Resources(HIE QI3
ElAA) > Network Devices(HIE {2 C[HFO|A) > Add(F7HZ 0|S gLt

'.':Iﬂgél:'.' ldentity Services Enging Home » Conte nility ¥ Operations ¥ Palicy = Administration » War

b System e Identity Management  § +Metwork Resources | v Device Portal Management  puGrid Services  » Feed Serice

= Mletwork Devices  Metwork Device Groups  MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences

¢ ]
Metwork devices Metwork Devices

S Edit fy0uplicate | @aimport  @eExport v | @Generate PAC | Y Delete w

Default Device

2EHA|. gt 2 L=ELICH

MEAMo 2 X|HE RE 0|, AZERo{ T, AEO| & &= o C|HIO|A |3, *IX| E=
WLCO 2t U EL3 CIHIO|A OE S &' e 4 ol&LCt.

FL|Ct 7|22o 2 o|O|x|of EA|=! CH

1101-

a.b.cde LYE QIS MMEsH= WLC QE{H o|A0 SHE
2 2| elE{H o] AQlL|C}.



Metwark Devices List = New Network Device

Metwork Devices

Mame | WLC-narme

Description ||:|pti|:|nal description |

[ rrrr—

* Device Profile sk Cisco | » | 64

Wodel Name  |yic.model v |

Software Version |yic coftware 7 |

* Metwork Device Grodp

Device Type |W|_|:5_25|:|4 | | Set To Default |
Location [ Locations | £ Set To Default |
WILCS |yl cs | [ Set To Default |

- RADILS Authentication Settings

Enahle Authentication Settings

Frotocol RADIUS

*Bhared SECrel | eeeeeene . | Show |

Enable kKeywrap ]

* Key Encryption Key Shioay

* Message Authenticator Code ey Sk

key lnput Farmat =0 ASC HE=ADEC IMAL

CoaPort [1700 | Set To Default |

HIER{3 ClHiO|A TS0l CHEF XEAEH LIS2 CHEE HZ

o2k

FHAAI2.

ol

ISE - HHEQ|3 C[HIO|A O



/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01000.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01000.html

ISEOIM AH AFE R} 24

1EHA. o|O|X|od| E A|El CHZ Administration > Identity Management > Identities > Users > AddZ
O|S&LCt.

il dentity Services Engine

Home b Context Visibility P Operations F FPolicy = Administration

b Systemn | = ldentity Management k Metwork Resources b Device Portal Management  pxGrid £ System

= |dentities  Groups  External [dentity Sources  [dentity Source Sequences b Setlings D.eplny.ment
—— Licensing
(<] Cetificates
Metwork Access Users Lnggmg
Maintenance
Latest Manual Metwoaork Scan Res. .. parade

ihange Status Import O Export
@ d v & & Exp ] Backup & Restor

Status [larne a  [Descriptior Admin Access
Settings

Iderﬁ'ﬁ Manaieml

oe Loading..

2EHA. SEE U™ELIc

0| oflof| A O At A= ALL_ACCOUNTSEHE &0 &5t X[EH, o|0|X|of ZA|E CHE EHeoi et
zdg + &Lt



Metwork Access Users List = Mew Metwork Access User

+ MNetwork Access User

*Mame | userl

Status Erabled

Email

* Passwords

Pazswaord Type: Imternal sers i

Passwaord Re-Enter Pazsw

*Login Password | sesssses  TITTITIY)

Enahle Password

» User Information

Fir=t Mame

Las=t Mame

* Account Options

Description

Change password on next login

» Account Disable Policy

' Dizable gaccount if date exceeds | 2017-01-21

w llcer rolmnms


/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01101.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01101.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01101.html

AHEo| == ZIEF OH7HEd. O] of|ofl EAIE! HEt 2o{ T2 Ol US HA|A £012 AL XIoi|AH HS
5t VLAN 24045 gtehgt L_| C}.

1EtA|. o|O|X|od| E AIE! CHZ Policy > Policy Elements > ResultsZ O|S gtL|C}.

sibility b Operations b Adrinistration b OEk Centers

Provisioning  » Policy Ele gy thentication Authorization

Profiling Posture

Client Provisioning Policy Elements

groups andfor other condi Lictionaries
= Policy Export Page Conditiohs

Fesults

2CHA| A e 2o Z2utlg FIIEMLICE o|O|X|of|l EA|E! CHE Authorization > Authorization
Profiles > Add£ O|S&tL|LC}.

L dentity Serices Engine Harme v Context Yisibility v Ciperations

Authentication  Authorization Profiling Posture Client Provizioning | = Policy Elementz

Dictionaries F Concitions

» Authentication Standard Authorization Profiles
For Paolicy Export go to Adminiztration = System = Bal

4 Edit LfsDuplicate | Y€ Delete

Mame

= Authorization

Avthorization Profiles

Diowenloacdable 0l

3EHA. olOlx|ofl EAIE CHZ 22 =ELC



Avuthorization Profiles = Mew Authorization Profile

Authorization Profile

*hame | PermitbccessyYLaM2404

Deszcription |

*&coess Type | ACCESS_ACCEPT *|

Metwork Device Profile b Cizco w0

=ervice Template r

Track Movement |- ;

Pazsive [dertity Tracking [

+ Common Tasks

™ acL Fiter-D)

| | Edit Tag |IDMame

|_ Yioice Domain Permission

|- Wiah Radivacti;e TGN kdMkd RISD DD

» Advanced Attributes Settings

|5E.'|E.'I:|I an item

= Attributes Details

Access Type = ACCESS ACCERT
Tunnel-Private-Group-I1D = Mak: 2404
Tunnel-Type = Mah: 13
Tunnel-Medium-Type = Mal:&




& Metwork and Shasing Center
4= “ M8 » Control Panel * Metwork and Infernet * Network and Sharing Center

I ar i network information ar } nnect
ol el H Wi your Basie netwaork information and set up connections

Vi your acthee neteoris

Charge adapier seitings
Charge sdvarsed shanng g, oM Acgeis Bype e} rap®
ke 1 Dardin metwesk Conies e & Frivesnet

St Up & M CONMECT0N OF PElaT

St up & broadband, dhad - U, of WEN

OF ST U @ ToOer OFf SDOESS POl

W Troubleshaoot peoblerra

Diagnose and repair retwork problems, or get troublethooting indormation

3EtA. o|O|x|ofl EA|El CHZ Manually connect to a wireless network(2M HEQ|F0| 522 o
ZA)E MEI5I T Next(CHS)E 2 2I8LcH



u i #'S-HLFDIEFMMETI'HTM

Choose a connection oplon
_ﬂ.{mm:ﬁm e et

?hl up 3 rarar marhwerk

Péex Lancel

4AEt7|. o|O|X[ofl ZA|E! CHE SSID 0| & 2ot 9% WPA2-Enterprisel| HEE 245t
Next(CtZ)E Z=IgLCt.



- B Marraally connect 10 4 winehirss mirbwork

Enter information for the wireless network you want 1o add

Wetwork name i i

Security type WPRAL- Erterpriue -

Ercryption ype ALS

Secunity Key: Hide characers

bd S2art this connection automatically

[ Comnect evern if the metwork i4 non broadcastng
Warning: Hyou welect this opticn, your computer’s privaecy might be at rivk

Mext | Cancel

5EF7|. olO|x|o EAIE CHZ WLAN Z=2 0t o] T[T )|0[ME ALS AL X[Hstd 4d M
SS MEfgELH
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Ize-ssid Wireless Network Froperties

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method;

time I'm logged on

Advanced settings

OK

Microsoft: Protected EAP (PEAP) ™

Remember my credentials for this connection each

Cancel

7EHH. RADIUS AME7t 7 &£ 8HX| 0{F & MEELICE




CHEFO| "od"@l 73 Verify server identity by validating the certificate(2/5 MHE 7455104 A{HH ID &
ONE gM3tstn Trusted Root Certification Authorities(MEZ/E = U= F b =S F0i A

ISEL| Al ME IS ME MEHEILICE

r
F

OO 74 L AR o & LH Windows 212 0|8 2 &5 XI5 Al2...2 MENSt .2 o|O| K|

of ZAIE CHZ QlE E=FLICH



Frotected EAF Fropertie

When connecting;

| Verify the server's identity by validating the certificate

|| connect to these servers (examples:srvl;srv; . ¥\ .srv3.com):

Trusted Root Certification Authorities:

[ smieei s A
R R A I N

I:li. Coent i

EAP-SelfSiqnedCertificate

e T Rt TR S e I Sl

Dt 1.l -.‘-I'.'—-I'I--:-_ -_I |-..:. =1 n.l.-.-..:\.-.' "'\-I-_'\""é-i' T" -'. {' --.- Ir
DEﬂ . - .-"\-..l - - '-.':::--.'b{. g .:'..I'.'n'
I = e e ™o o
L4 >
Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) : Configure...

Enable Fast Reconnect
|:| Disconnect if server does not present cryptobinding TLY
[ | Enable Identity Privacy

0K Cancel




authentication(A& At 2185)2 2 K| et CHE ISE| A T
Zl CHE AL XHE QIEgLict
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ise-35id Wireless Network Properties

Connection  Seturity

Security type:! WPAZ Erterprne
Emcryphion type: AES

Choote & network suthentication method:
Microsodt: Protected EAP (PEAP) - Settings

L Remember mry credestial for this connection each
e [ agded on




Advanced settings b

BODLX seftings  G0J.11 settiegs

Ueiede credentas 1o Al teEm

[ Enatsle single sign on for this neteork

PO T s e ity B user bgoin
Meiform anmedat ey Afled ey e

L& ' : 16

Alcey adlional daskoos to B deplypd duns] smlhe
i o4

Thin, rertwprk wees et ste vt l LAY for mrachne
e i Atk aticn




Windows Security -
Save credentials

Sanng your oredentials allows your compuler 1o connect 1o the nétwork
when you're not logged on (for example, 1o download updates).

L5

EEREEREES

Ok Cancel

Am
2
Dl
0l0
pal
[=)
=Il_l=
roe
ro
oM
|H
Hu
x
|>
M
H
r
m
o
g'l_
o
ra
ul
0jo
E
o
mjo
>
()
o
rC
[ul

o

> debug client <mac-add-client>
> debug dotlx event enable
> debug dotlx aaa enable

<#root>
*apfMsConnTask_1: Nov 24 04:30:44.317:

e4: b3:18: 7c: 30: 58 Processing assoc-req station: e4: b3:18: 7c: 30: 58 AP: 00: ¢8: 8b: 26: 2c: d0- 00

thread:1a5cc288
*apfMsConnTask_1: Nov 24 04:30:44.317: e4:b3:18:7c:30:58 Reassociation received from mobile on BSSID 00

*apfMsConnTask_1: Nov 24 04:30:44.318: e4:b3:18:7c:30:58 Applying Interface(management) policy on Mobil



*apfMsConnTask_1: Nov 24 04:30:44.318: e4:b3:18:7c
*apfMsConnTask_1: Nov 24 04:30:44.318: e4:b3:18:7c
*apfMsConnTask_1: Nov 24 04:30:44.318: e4:b3:18:7c
*apfMsConnTask_1: Nov 24 04:30:44.318: e4:b3:18:7c

e4: b3:18: 7c: 30: 58 Received 802. 11i 802.1X key nmnagenent suite
11w Capable

*apfMsConnTask_1: Nov 24 04:30:44.318:
*apfMsConnTask_1: Nov 24 04:30:44.319: Received PMKID:
*apfMsConnTask_1: Nov 24 04:30:44.319:
*apfMsConnTask_1: Nov 24 04:30:44.319:
*apfMsConnTask_1: Nov 24 04:30:44.319:
*apfMsConnTask_1: Nov 24 04:30:44.319:

e4: b3: 18: 7c: 30: 58 0. 0.

*apfMsConnTask_1: Nov 24 04:30:44.319:

e4: b3:18: 7c:30: 58 0.0.

24
24
24
24
24

04:
04:
04:
04:
04:

30:
30:
30:
30:
30:

44.
44.
44.
44.
44.

319:
319:
319:
319:
319:
319:
320:

e4:
e4:
e4:
e4:
e4:
e4:
e4:

Nov
Nov
Nov
Nov
Nov
Nov 24 04:30:44.
Nov 24 04:30:44.
24 04:30:44.323:
24 04:30:44.325:
24 04:30:44.325:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*spamApTask2: Nov
*spamApTask2: Nov
*spamApTask2: Nov

b3:
b3:
b3:
b3:
b3:
b3:
b3:
€4:b3:18:7c:30:58 Successful transmission of LWAPP Add-Mobile to AP
e4:b3:18:7c:30:58 Received ADD_MOBILE ack - Initiating 1x to STA e4:
e4:b3:18:7c:30:58

18:
18:
18:
18:
18:
18:
18:

7c:
7c:
7c:
7c:
7c:
7c:
7c:

:30:58 Applying site-specific Local Bridging override
:30:58 Applying Local Bridging Interface Policy for s

:30:58 RSN Capabilities:

60

:30:58 Marking Mobile as non-

30:
30:
30:
30:
30:
30:
30:

58
58
58
58
58
58
58

0.0 START (0) Change state to AUTHCHECK (2)

0.0 AUTHCHECK (2) Change state to 8021X REQ (3)

enabl i ng dot 1x Aut hentication

e4:b3:18:7c:30:58 Received RSN IE with 1 PMKIDs from mobile e4:b
(16)

e4:b3:18:7c:30:58 Searching for PMKID in MSCB PMKID cache for mo
e4:b3:18:7c:30:58 No valid PMKID found in the MSCB PMKID cache f
e4:b3:18:7c:30:58 0.0.0.0 START (0) Initializing policy

| ast state START (0)

| ast state AUTHCHECK (2)

0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP ru
apfMsAssoStatelnc

apfPemAddUser2 (apf_policy.c:437) Changing sta
apfPemAddUser2:session timeout forstation e4:b
Stopping deletion of Mobile Station: (callerId

Func: apfPemAddUser2, Ms Timeout =

0, Session

Sending Assoc Response to station on BSSID 00:

Sent dotlx auth initiate nmessage for nobile e4:b3:18: 7c: 30: 58

24
24
24
24
24
24
24

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

04:
04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:
30:

44,
44,
44,
44,
44,
44,
44,

326:
326:
326:
326:
326:
326:
326:

Nov
Nov
Nov
Nov
Nov
Nov
Nov

e4: b3:18: 7c: 30: 58 Sendi ng EAP- Request/ | dent

24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,

380:
380:
380:
380:
380:
380:
380:
386:
387:
387:
387:
387:
390:
390:
390:
390:
393:
393:
393:
393:

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

e4

e4:
e4:
e4:
e4:
e4:
e4:

e4:
e4:
e4:
e4:
e4:
e4:

e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:

b3:
b3:
b3:
b3:
b3:
b3:

b3:
b3:
b3:
b3:
b3:
b3:
:b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

ty to nobile

7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:

7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:

58
58
58
58
58
58

e4.

58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58

reauth_sm state transition 0 ---> 1 for mob
EAP-PARAM Debug - eap-params for Wlan-Id :2
Disable re-auth, use PMK Tifetime.

Station e4:b3:18:7c:30:58 setting dotlx rea
Stopping reauth timeout for e4:b3:18:7c:30:
dotlx - moving mobile e4:b3:18:7c:30:58 1int

b3:18: 7c: 30: 58 (EAP Id 1)

Received EAPOL EAPPKT from mobile e4:b3:18:
Received Identity Response (count=1) from m
Resetting reauth count 1 to O for mobile e4
EAP State update from Connecting to Authent
dotlx - moving mobile e4:b3:18:7c:30:58 1int
Entering Backend Auth Response state for mo
Created Acct-Session-ID (58366cf4/e4:b3:18:
Processing Access-Challenge for mobile e4:b
Entering Backend Auth Req state (id=215) fo
WARNING: updated EAP-Identifier 1 ===> 215

Sending EAP Request from AAA to mobile e4:b
Allocating EAP Pkt for retransmission to mo
Received EAPOL EAPPKT from mobile e4:b3:18:
Received EAP Response from mobile e4:b3:18:
Resetting reauth count 0 to O for mobile e4
Entering Backend Auth Response state for mo
Processing Access-Challenge for mobile e4:b
Entering Backend Auth Req state (id=216) fo
Sending EAP Request from AAA to mobile e4:b
Reusing allocated memory for EAP Pkt for r



*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530:
e4: b3:18: 7c: 30: 58 Processi ng Access-Accept for nobile e4:b3:18: 7c: 30: 58

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:30:58 Resetting web IPv4 acl from 255 to 255
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:30:58 Resetting web IPv4 Flex acl from 65535 to 6
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530:

e4: b3:18: 7c: 30: 58 Usernane entry (userl) created for nobile, Iength = 253
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530:
e4: b3:18: 7c: 30: 58 Found an interface nane:'vl an2404' corresponds to interface nane received: vlan2404

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:30:58 override for default ap group, marking intg
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:30:58 Applying Interface(management) policy on Mo
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:30:58 Re-applying interface policy for client
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 apfApplyWlanPolicy: Apply WLAN Policy over
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.531:

e4: b3:18:7c: 30: 58 Inserting AAA Override struct for nobile

MAC: e4:b3:18:7c:30:58, source 4
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Applying override policy from source Overri
*Dotlx_NW_MsgTask_0: Nov 24

04:30:44.531: e4:b3:18:7c: 30: 58 Found an interface nane:'vlan2404' corresponds to interface nane recei ve

*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Applying Interface(vlan2404) policy on Mobi
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Re-applying interface policy for client
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Setting re-auth timeout to 0O seconds, got f
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Station e4:b3:18:7c:30:58 setting dotlx rea
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Stopping reauth timeout for e4:b3:18:7c:30:
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Creating a PKC PMKID Cache entry for statio
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Resetting MSCB PMK Cache Entry 0 for statio
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Adding BSSID 00:c8:8b:26:2c:d1l to PMKID cac
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: New PMKID: (16)

*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: [0000] cc 3a 3d 26 80 17 8b f1 2d c5 cd fd a0 8a c4 39
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 unsetting PmkIdvValidatedByAp
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Updating AAA Overrides from local for stati
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Adding Audit session ID payload in Mobility
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 0 PMK-update groupcast messages sent
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 PMK sent to mobility group
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Disabling re-auth since PMK lifetime can ta
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.531: e4:b3:18:7c:30:58 Sending EAP-Success to mobile e4:b3:18:7c:3
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.532: e4:b3:18:7c:30:58 Freeing AAACB from DotlxCB as AAA auth is d
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.532: e4:b3:18:7c:30:58 key Desc Version FT - 0
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.532: e4:b3:18:7c:30:58 Found an cache entry for BSSID 00:c8:8b:26:
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.532: Including PMKID in M1 (16)

*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.532: [0000] cc 3a 3d 26 80 17 8b f1 2d c5 cd fd a0 8a c4 39
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.532: M1 - Key Data: (22)

*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.532: [0000] dd 14 00 Of ac 04 cc 3a 3d 26 80 17 8b f1l 2d c5
*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.532: [0016] cd fd a0 8a c4 39

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.532:

e4: b3:18:7c: 30:58 Starting key exchange to nobile e4:b3:18:7c: 30: 58, data packets will be dropped
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.532:

e4d: b3:18: 7c: 30: 58 Sendi ng EAPCOL- Key Message to nobile e4:b3:18: 7c: 30: 58

state INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.532: e4:b3:18:7c:30:58 Reusing allocated memory for EAP Pkt for r
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.532: e4:b3:18:7c:30:58 Entering Backend Auth Success state (id=223



*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov
Nov

24
24
24
24
24
24

04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:

44.532:
44.532:
44.547:
44.547:
44.547:
44.547:

e4:b3:18:
e4:b3:18:
e4:b3:18:
e4:b3:18:
e4:b3:18:

7cC
7cC
7cC
7cC
7cC

:30
:30
:30
:30
:30

58
58
58
58
58

Received Auth Success while in Authenticati
dotlx - moving mobile e4:b3:18:7c:30:58 1int
Received EAPOL-Key from mobile e4:b3:18:7c:
Ignoring invalid EAPOL version (1) in EAPOL
key Desc Version FT - 0

e4: b3:18: 7c: 30: 58 Recei ved EAPOL-key in PTK START state (nmessage 2) from nobile

e4:b3:18:7c:30:58
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov
Nov

state PTKINITNEGOTIATING

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov

24
24
24
24
24
24

04:
04:
04:
04:
04:
04:

(message

24
24
24
24

04
04
04
04

:30:
:30:
:30:
:30:

30:
30:
30:
30:
30:
30:

44 .548:
44 .548:
44 .548:
44 .548:
44 .548:
44 .548:

e4:
e4:
e4
e4:
e4:
e4:

3), replay

44 .548:
44.555:
44.555:
44.555:

e4:
e4:
e4:
e4:

b3:
b3:
:b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:

7cC
7cC
7cC
7cC
7cC
7cC

:30:
:30:
:30:
:30:
:30:
:30:

58
58
58
58
58
58

Successfully computed PTK from PMK!!!
Received valid MIC in EAPOL Key Message M2!
Not Flex client. Do not distribute PMK Key
Stopping retransmission timer for mobile e4
key Desc Version FT - 0

Sending EAPOL-Key Message to mobile e4:b3:1

counter 00.00.00.00.00.00.00.01
b3:18:7c
b3:18:7c
b3:18:7c
b3:18:7c

*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.555:

:30:58 Reusing allocated memory for

EAP Pkt for r

:30:58 Received EAPOL-Key from mobile e4:b3:18:7c:
:30:58 Ignoring invalid EAPOL version (1) in EAPOL
:30:58 key Desc Version FT - 0

e4d: b3:18: 7c: 30: 58 Recei ved EAPOL-key i n PTKI Nl TNEGOTI ATI NG state (nessage 4)

from mobile e4:b3:18:7c
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov

:30:
24
24
24
24
24
24

58

04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:

44.555:
44.555:
44.555:
44.555:
44.555:
44.555:

e4: b3: 18: 7¢c: 30: 58 0.0.0.0 8021X_REQD (3)

24
24
24
24
24
24
24
24
24
24
24
24

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

44
44
44
44
44
44
44
44
44
44
44
44

.555:
.555:
.556:
.556:
.556:
.556:
.556:
.556:
.556:
.556:
.556:
.556:

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

e4: b3:18:7c: 30:58 0.0.0.0 L2AUTHCOWVPLETE ( 4)
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556:
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556:

type Airespace AP - Learn IP address

on AP 00:c8:8b:26:2c:d0, slot 0, interface

IPv4 ACL ID = 255, IPv
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556:
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556:
*spamApTask2: Nov 24 04:30:44.556:
*pemReceiveTask: Nov
*apfReceiveTask: Nov

Peer = 0.0.0.0, 01d Anchor

24 04:30:44.556:

24 04:30:44.556: e4

e4:
e4:
e4:
e4:
e4:

Change

e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:

e4:
e4:

e4:
:b3:18:7c
e4:
e4:
e4:b3:18:7c:30:58 Successful transmission of LWAPP Add-Mobile to AP |
24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0
24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) mobility role update requ
0.0.0.0, New Anchor = 172.16.0.3

b3
b3
b3
b3
b3

:18:
:18:
:18:
:18:
:18:

state

b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

Change state to DHCP_REQD (7)

b3:18:7c
b3:18:7c

=1, QOS
b3:18:7c

b3:18:7c
b3:18:7c

7c:
7c:
7c:
7c:
7c:

7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:

to

:30:
:30:

30:
30:
30:
30:
30:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

58
58
58
58
58

L2AUTHCOVPLETE ( 4)

58
58
58
58
58
58
58
58
58
58
58

5

8
58

-0

Stopping retransmission timer for mobile e4
Freeing EAP Retransmit Bufer for mobile e4:
apfMs1xStateInc

apfMsPeapSimReqCntInc
apfMsPeapSimReqSuccessCntInc

|l ast state 8021X REQD (3)

Mobility query, PEM State: L2AUTHCOMPLETE
Building Mobile Announce :
Building Client Payload:
Client Ip: 0.0.0.0
Client Vlan Ip: 172.16.0.134, Vlan mask
Client Vap Security: 16384
Virtual Ip: 10.10.10.10
ssid: ise-ssid
Building VlanIpPayload.
Not Using WMM Compliance code qosCap 00
0.0.0.0 L2AUTHCOMPLETE (4) Plumbed mobile L

| ast state L2AUTHCOVWPLETE (4)

DHCP_REQD (7) pemAdvanceState2 6677

0.0.0.0
0.0.0.0 DHCP_REQD (7) Adding Fast Path rule

:30:58 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd
:30:58 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd
:30:58 0.0.0.0 DHCP_REQD (7) Successfully plumbed
:30:58 Successfully PTumbed PTK session Keysfor mo

*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) State Update from Mobilit



*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:5

*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:5
IPv4 ACL ID = 255,

*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 .0.0 DHCP_REQD (7) Fast Path rule (contd...)

*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 .0.0 DHCP_REQD (7) Fast Path rule (contd...)

*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobi

*pemReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 Sent an XID frame

*dtTArpTask: Nov 24 04:30:47.932: e4:b3:18:7c:30:58 Static IP client associated to interface vlan2404 w

*dt1ArpTask: Nov 24 04:30:47.933: e4:b3:18:7c:30:58 apfMsRunStatelnc

*dt1ArpTask: Nov 24 04:30:47.933:

DHCP_REQD (7) pemAdvanceState2 6315, Ad

0.0.0.0
0.0.0.0 DHCP_REQD (7) Replacing Fast Path rule

OOOO

OO
OO

e4: b3:18: 7¢:30: 58 172.16.0. 151 DHCP_REQ (7) Change state to RUN (20)

last state DHCP_REQD (7)
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