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! 3.. Apple 58:95:0a Ciscolnc 7d:d9:16 882.11 DMS Request[Malformed Packet]
¥ Frame 34853: 75 bytes on wire (600 bits), 75 bytes captured (6@@ bits) on interface @
# Radiotap Header v@, Length 18
# 802.11 radio information
E“

E~ ement frame

E Fixed parameters
-+ Category code: WNM (1)

- Action code: DMS Request (23
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| 3. CiscoInc 7d:d9:1@ Apple 58:95:6a  8@2.11  DMS Response[Malformed Packe

Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
‘Radiotap Header v@®, Length 18

802.11 radio information

IEEE 8082.11 Action, Flags:

0-#-F-&F

IEEE 802.11 wireless LAN management frame
=l Fixed parameters
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DMS Response[Malformed Packet

Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
‘Radiotap Header v@, Length 18
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IEEE 802.11 wireless
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[+-Radictap Header v@, Length 18
-- 882.11 radio information
-} IEEE 8@2.11 Data, Flags: ...... F.C
.~ Type/Subtype: Data (@x@028)

. Frame Control Field: @x0802

?-Snurce address: Intel[nr_?c:BE:SE (E#:hB:lE:?c:BE:EEj
-~ B5S Id: CiscoInc 7d:d9:1@ (7c:@e:ce:7d:d9:18)

?-ST& address: IPvdmcast_fb (81:88:52:88:88:Th)

S iwas aees e... BBBB = Fragment number: @

?-Ella @ee8 eale .... = Sequence number: 1538

-~ Frame check sequence: @xb8fad3le [correct]
“- [FCS Status: Good]

-- Logical-Link Control

[#- Internet Protocol Version 4, Src: 172.16.8 D=t 224.6.8.251
[}-User Datagram Protocol, Src Port: 59887, Dst Port:
. i Source Port: 59887

- Destination Port: 9

- Length: 11@

= Checksum: 8x6288 [unverified]
?-[[hecksum Status: Unwverified]
= [Stream index: 124]
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-- Radiotap Header v@, Length 21
-- 8082.11 radio information

- IEEE 882.11 QoS Data, Flags: ...... F.C
- Type/Subtype: QoS Data (@x@@28)

. Frame Control Field: EixEEEI-E

3"Tran5m1tter address: _Ja: :
- Spgurce address: IntelCor 7c:38:58 (ed4:b3:18:7c:38:58)
-~ BSS Id: Ciscolnc 7d:d9:18 (7c:Be:ce:7d:d9:18)

- 5TA address: Apple 58:95:8a (ad4:fl:e8:58:95:8a)

aaaa

ceaa a Fragment number: @
- gees aeel eeea ....

Sequence number: 16

-~ Frame check sequence: @x174T6716 [correct]
-"[F[S Status: Gnnd]

- Destination address: IPvd4mcast 8@ (91:808:52:080:08:88)

- Source address: IntelCor 7c:38:58 (e4:b3:18:7c:38:58)

- A-MSDU Length: 138

#- Logical-Link Control

#- Internet Protocol Version 4, Src: 172.16.8.51 pst. 224.8.9.251
-User Datagram Protocol, Src Port: 59887,QDst Port: 9 |

~ Source Port: 59887

- Destination Port: 9

- Length: 118

-~ Checksum: @x6288 [unverified]
- [Checksum Status: Unverified]
- [Stream index: 124]
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49165 133.31482@ Apple 58:95:8a CiscoInc 7d:d9:1@ 862.11 DMS Request

#- Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
[+ Radiotap Header v@, Length 18

+- 8082.11 radio information

[+ IEEE 802.11 Action, Flags: ........C

S8 IEEE 802.11 wireless LAN management frame

+

+

£ Fixed parameters
Category code: WNM (1)

- Action code: DMS Request (23
E:IIIIIIIIIIIIIIIIIIIiiIIIIIiIIhIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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ee3se |_I_'|1101u11u 1Y111¥6Y BUlllvyl ..94

M5 Length Req- Type

49165 133,314820 Apple 58:95:0a Ciscolnc 7d:d9:10 802.11 DMS Request

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........C

0-#-H-5H-3

IEEE 802.11 wireless LAN management frame

[+ Fixed parameters
Category code: WNM (1@)

Action code: DMS Request (23
) llllllllllllllllllliilllllillilllllllllllllllllllllllllllllllllllllllllllllll
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| a917e 133.317305 Ciscolnc 7d:d9:.. Apple 58:95:8a 802.11 DMS Response

Frame 4917@: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information

IEEE 882.11 Action, Flags: ........ C

IEEE 802.11 wireless LAN management frame

(] (- [ ¥ [#]

£ Fixed parameters
Category code: WNM (1)
Action code: DMS Response (24

&

8000 ©2e0oceo0 eoooe000 cboloole oooobeed eelellle eloelood eecoooel ooeeoees ... H..
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| 49178 133.317305 CiscoInc 7d:d9:.. Apple 58:95:@a  862.11  DMS Response
# Frame 49170: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
# Radiotap Header v@, Length 18
+ 882.11 radio information
# IEEE 8@2.11 Action, Flags: ........C
B IEFEE 802.11 wireless LAN management fTrame

- Fixed parameters
Category code: WNM (1)
Action code: DMS Response (24
[+]
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eeze 11&11%1 mlm& B11111466 AAAGTI146 114811146 2 E A1 18687 A85T1 ARAER . . -
0028 hoap1alol baal1ced beeeeal1d 21160100 20000101 T
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— .- ey —mgmee =
- 802.11 radie information
[+ IEEE 8@2.11 Association Response, Flags: ........ C
=l IEEE 8@82.11 wireless LAN management frame
FFixed parameters (6 bytes)
El Tagged parameters (153 bytes)
#- Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6, 9, 12, 13, [Mbit/sec]
[ Tag: Extended Supperted Rates 24, 36, 48, 54, [Mbit/sec]
#-Tag: HT Capabilities (882.11n D1.18)
#- Tag: HT Information (882.11n D1.18)
H- Tag: Extended Capabilities (4 octets)
Cl Tag: B5S Max Idle Period
¢~ Tag Number: BSS Max Idle Period (98)

I3l

EI...
H- Tag: Qo5 Map Set

=1

BSS =/ RF 71ZF2 1000TU(AIZF EF9)) 2 XIFGELICH Of /X2 1.024 2 2= LT
{F AMZHABEH=1.024xBSS 2L S&F 7IZt=X =

ol Al =B ol M

{F M7 B =1.024 x 405 = 414.72%
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" Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface @
#- Radiotap Header v@, Length 18

-- 882.11 radic information

- IEEE 882.11 Action, Flags: ........ C

- IEEE 862.11 wireless LAN management frame

F- Fixed parameters
..

GEEE bopeRece coooopee peoleele ceopboee @2lellle elealess cecpooel GpeoezEe ..., H..
GE0E  eeelecpe eeoeeele leesslel eeeelesl lelesees cobbeess 111elell esspelel ........
GE1E BeaRRozE GeoeepEE 1lleleess bEoREoEE 82111616 eeeeeeel ellllles eaeallle venata]s
G818 11eellle 611111el1 1lelle6l eeeleecse lleeeles 81111161 eleellll éelllele i A O F

BE2E  BeeR1111 6lellles 81111166 eEeallle llelleal aaalaess RN P
8828 1lleeses 1111eele | Category [tAction 3} DialToken jQReason |@gelleesl leeslesl  ...... 1.

BE368 8111816l eleallll ud

! 1893 2.515163 ClscoInc 3a ef:.. ClscoInc 7d:d9:18 202.11 BSS Tr‘ansrtlon Hanagement Ouer"v

A e -~ -1 e A A —— o

-Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface @
~Radiotap Header w8, Length 18

-882.11 radic information

~-IEEE 882.11 Action, Flags: ........ C

-IEEE 882.11 wireless LAN management frame

F Fixed parameters
..

G000 ©PDEROOD DOPERODD COOlEGle PEEODR @Alollle loOleEe DDDDRODD DOBEGOED ... .. ..
0007 ©ER1ECEP PROEEPLR 190EPlAl GO0RLPRL 10100000 RO 11101811 GEEEALAL  ........
0010 ©0OPEEOED PEOEE00R 11010000 0O0ERREE GA111010 0PDEEEAl @1111100 0EEO1110  ....:.|.
9015 11801110 91111101 11011991 9001000 11900102 91111101 @1601111 @811181@  .}...}O:
0020 @eEe1111 91011100 @1111160 00091118 11811001 @ee1esee  .\|..}..
9028 11100000 11110010 mm%%ﬁ%um1 10001001  ...... 1.

BE58  B8ll1elel eleellll ud

QReason BSS ME #2| AFRE 2|0/ Lct. Ol ECt0|MET 22 AP J
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CHEt A S5 2 IEEE 802.11-20122] E 8-1382 & XA AI2.

EtC|27} o] ZEf|dE s~AlstH AP =2 S5& X3 5t7| flol BSS M 22l REe =z SHEL
Ct.

1898 2.,522295 Ciscolnc /d:d9:.. Ciscolnc 3a:8t:5c 582.11 BESS Transition Management Request

Frame 1898: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Radictap Header vB, Length 18
882.11 radio information
IEEE 882.11 Action, Flags: ........ C
IEEE 882.11 wireless LAN management frame
£ Fixed parameters
- Category code: WNM (18)
- Action code: BSS Transition Management Request (7)
- Dialog token: @x@s
= 1 = Preferred Candidate List Included: 1
Abridged: @
Disassociation Imminent: 1
v . B5S Termination Included: @
..8 .... = ES5 Disassociation Imminent: @
-~ Disassociation Timer: 1953

& o -

5 = oe o
-

nm nn

RYEX| i Fot BN 23

WLCO 2 W14l 7|5 + BSS EH0| #AI5HE B2, APE THESHTL W AIE ZS Of OlY 24
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Disassociation(21Z slixll)0| &5t BSS &t el =l of:


/content/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01000.html
/content/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80
/content/en/us/td/docs/wireless/controller/technotes/8-3/b_RRM_White_Paper/b_RRM_White_Paper_chapter_01000.html

#-882.11 radio information

=-IEEE 882.11 wireless LAN management frame
B Fixed parameters

b~ Category code: WNM (1@)

- Action code: BSS Transition Management Request (7)

..1 = Preferred Candidate List Included: 1

eeas «1l.. = Disassociation Imminent: 1 I
e B, = BoC lermination Includea: ©
...8 .... = ESS Disassociation Imminent: @
Disassociation Timer: 200
i~ Validity Interval: 208
-~ BSS Transition Candidate List Entries: 341854a274edef@4e7020000000ba70301fTdd1ldee4e9608c. ..

BSS & #2| SH

24 28}0[91E 7} BSS T B
& giasLich 2eto|iE T} OhE
192 ols SUst APO] 2

LS U2 FoeBSS e HE| SEHE B = JALLEE
APZ 5l AEf I =7} Accept(FEHZ *%EIIIF_ 0424 7}X|
4% 4E 2= Reject(7-|'ﬂ='-)9|' HE AL M&ELICH

Mm
M
i
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_I_
>
0l

BsSs T# #e| SH Zeelel o

60272 12:16:06.114913 Apple_58:95:8a Ciscolnc_e8:32:7@ BSS Transition Management Response

Frame 68272: 51 bytes on wire (408 bits), 51 bytes captured (408 bits) on interface @
Radiotap Header v@, Length 18
802.11 radio information
IEEE 882.11 Action, Flags: ........ (¢
IEEE 882.11 wireless LAN management frame
v Fixed parameters
Category code: WNM (10)
Action code: BSS Transition Management Response (8)
Dialog token: @x@c
| BSS Transition Status Code: 1 |
BSS Termination Delay: @

4 vy vwew
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WLC v8.3

N =

74

DMS(Directed Multicast Service)

DMSE & &3t5t7] 92t WLANS S&F T4:

CLI 7+:

> config wlan disable <wlan-id>
> config wlan dms enable <wlan-id>
> config wlan enable <wlan-id>

GUI TA(HT 8.301 M AL 7Hs)

1E-7|. WLANs(WLANS) > Wian-ID(WLAN-ID)£ O|S 3t WLANS 2 2!5109 DMSE & M3t &L
Ct.



cISCO MONITOR  WLAMs CONTROLLER  WIRELESS  SECURITY

WLANs WLANS

* WLAMNS CifFrenitFiltas: Mone [Change Filter] [Zlear Filter]
QLN e 1
b Advanced
[] wLAN ID Type Profile Name
[1s W LAR phone-open

WLAN 11y

2EH7A|. Advanced(ZL&) > 11v BSS Transition Support(11v BSS H&t X|¢)Z 0|S 311 Directed
Multicast ServiceS & 433} &HL|CH.

WLANSs > Edit "11v'

General ] Security | Qos | Policy-Mapping I Advanced I

FlexCannect Local 0 -
Switching 2 Enabled HTTP Profiling O
FlexConnect Local Auth 22 Enabled Uniswces] A0 S0mIN BNRAGYE
Learn Client IP Address & Enabled HLlvEtaalinp e O]
et e et s 11v BSS Transition Support

S nable
Switching 23 BSS Transition [l
Central DHCP Processing Enabled Disassociation Imminent |
Override DNS Enabled Disassociation Timer(0 to 3000 TBTT) zoo
NAT-PAT Enabled optimized Roaring Disassociation Tirmer(0 to 40 TETT)
Central Assoc [0 Enabled BSS Max Idle Service

11k I Directed Multicast Service I

fssisted Roaming mDNS
Prediction Optimization LI Enabled

) ) mODKNS Snooping Enabled
Neighbor List Enabled

: : mOKS Profile | default-mdns-profile
Neighbor List Dual Band [ Enabled
Denial Maxzimum Count
Prediction Minimum Count

BSS z|CH &/ 7|2t #El

WLANS S8+ Zdx|ad|o|MMe =2 BSS =|ICH f & 7|7F 2| M3l
CLI #+4:

config wlan disable <wlan-id>

config wlan bssmaxidle enable <wlan-id>
config wlan usertimeout <seconds> <wlan-id>

vV V VvV V

config wlan enable <wlan-id>

<seconds> Client Idle timeout(in seconds) on this WLAN. Range 0,15-100000 secs. 0 in order to
disable



GUI #+4:

1E-7|. WLANsS(WLAN) > WLAN-IDZ 0|53t WLANS Z2/5l04 BSS Max % 7|7t2 ML
Ct.

cISCO MONITOR  WLAMs CONTROLLER  WIRELESS  SECURITY

WLANs WLANS

* WLAMNS CifFrenitFiltas: Mone [Change Filter] [Zlear Filter]
QL

b Advanced

[] wLAN ID Type Profile Name
[1s W LAR phone-open
[]z W LAM 11w

2EH7A|. Advanced(ZL=&) > 11v BSS Transition Support(BSS Tt X|#)Z 0|55l BSS Max Idle
Service(BSS 2|CH 7 & AHIA)E & 4stErLICE

WLANs > Edit "1y’

| General | Security | QoS | Policy-Mapping | Advanced

FlexConnect Local D o
Switching 2 Enabled HTTP Profiling []
FlexConnect Local Auth £2 Enabled Unhrgtsl A Sigpont
Learn Client IP Address & Enabled Uileefaaliak tnmin 0
Ulsn basedicertral e 11v BSS Transition Support

T nable o
Switching 22 BSS Transition D
Central DHZP Processing Enabled Disassociation Imminent U
Override DNS Enabled Disassociation Tirmer(0 ta 3000 TETT) 200
MAT-PAT Enabled Cotirized Roaming Disassociation Timer0 to 40 TETT) 40
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

fssisted Roaming mDNS
Prediction Optimization L1 Enabled

_ ) mDMNS Snooping Enabled
Meighbor List Enabled

) } mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

0

£1:0| GUI M2 T 8.30H EUEIRAELICEH O™ 2| B HA config wlan
bssmaxidle enable <wlan-id> 2 Al 3 &AL

37l Advanced(12) > Client User Idle timeout(220|HE AL2XI R/ Azt MEHe 2 0|55t

T Azt AME ke = EHRIE - E L



WLANs > Edit "11v'

| General | Security | QoS | Policy-Mapping | Aﬂuanced

SLAUC IF TAITenry = LACTaurey

Wi-Fi Direct Clients

Salicy |D|sahled v|
Maximum Allowed 00
Clients Per &P Radio
Zlear HotSpot
: .|:| DEnaI:uIe::I

Client user idle
timmeout(15-100000)

Client user idle threshold 3 Sl
(0-10000000% yies
Radius MAI-Realm il

1lac MU-MIMO

Off Channel Scanning Defer

Scan Defer Priarity o1 2 3 4 5 6 7
HiE{EIN []
Scan Defer Time{msecs) 100

FlexConnect

BSS T 2ElE #E3tetT| I1EF WLANE S8 7144

#185S HEtel LSS e An~ Tolsol BSS T BEl 9 zRlelE Hads
St we 24 Setolele st BSS M #El Azl ZAUS HasE 2ec

12 M AP7L BSS Tt | 23 g ELHES 5t
I= gfLCt.

LYY

CLI 7 44:



> config wlan disable <wlan-id>
> config wlan bss-transition enable <wlan-id>
> config wlan enable <wlan-id>

GUI 7+:

127, WLANs(WLAN) > WLAN ID(WLAN ID) > Advanced(ZL&)& O|S3l1 BSS Transition(BSS
Tgh= &St

WLARNSs > Edit "11¢*

| General | Security | QoS ! Policy-Mapping | Advanced
FlexCaonnect Local E——

Switching 2 L] Enabled HTTF Profiling O
FlexConnect Local Auth 22 Enabled {iiweeea | A AdNin Sup Pyt
Learn Client IP Address 3 Enabled Lniterealeabatdmin o
el e e 11w BSS Transition Support

T nable " .
Switching 22 BSS Transition kA
Central DHCP Processing Enabled Disassociation Imminent L]
Override DNS Enabled Disassociation Timer{0 ta 3000 TBTT) z00
MAT-FAT Enabled Optimized Roarming Disassociation Timer(0 to 40 TBTT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDMNS
Prediction Optimization LI Enabled

: s mODMS Snooping Enabled
Meighbor List Enabled

. : mOMS Profile | default-mdns-profile «
Meighbor List Dual Band [1 Enabled

i

Denial Maximum Count

Prediction Minimum Count

I

QYLK i 2 Bt Bt 2F

CLI 7 44:

config wlan disable <wlan-id>

config wlan bss-transition enable <wlan-id>

vV V VvV

config wlan load-balance allow enable <wlan-id>
> config wlan enable <wlan-id>

GUI #4:

1E+74|. WLANs(WLAN) > WLAN ID(WLAN ID) > Advanced(L2)& 0|5 5l1 BSS Transition and
Client Load Balancing(BSS Tigt ! c0|2E 2= WHA)S gAsterLct.



WLARNSs > Edit "11¢*

i' General | Security | QoS | Policy-Mapping l Advanced |

HTTP Profiling |

Universal AP Admin Support

Universal &P Admin |

11v BSS Transition Support

;I:e\lit:i:l;e_;tiocal [ Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

Cenial Maximum Count

Prediction Minimum Count

WLANs = Edit "11v'

{ General I. Security I Qos I Policy-Mapping §| Advanced |

Layerz acl Mone
URL ACL

P2P Blocking Action |Disab|ed v|

i jon 2 &0
Client Exclusion £ EEnabled |

Timeout Value (secs)

Maxirnum Allowed

[

Clients &
Static IP Tunneling 2 [Jenabled
gl.foll-izllerect Clients | Disabled =
Maxirnum Allowed B
Clients Per AP Radio
Clear HotSpot
5 Clenabled

Configuration

Client user idle

timeout(15-100000) Timeout Yalue (secs)
Client user idle threshold I:I S
{0-10000000) LA

Radius MAI-Realm [
SQYEEX| i 2HM3lE 2 2
CLI 4.

config wlan disable <wlan-id>

config wlan chd <wlan-id> enable
config wlan enable <wlan-id>

vV V. V V V

GUI #+:

config wlan bss-transition enable <wlan-id>

BSS Transition [7
Disassociation Imminent ]
Disassociation Timer(d to 3000 TBTT) zZoo
Optimized Roaming Disassociation Timer(d to 40 TETT)
BSS Max Idle Service
Directed Multicast Service

mDNS

mOMS Snooping Enabled

mDME Profile | default-rndns-profile -~

Management Frame Protection (MFP)

MFP Client Protection £ | Optional

DTIM Period {in beacon intervals)

80Z.11a/n (1 - 255) |1 |

802.11b/g/n (1 - 255) |1 |

MNALC

MaC State | Mone w

Load Balancing and Band Select

Client Load Balancing L

Client Band Select Il
Passive Client

Passive Client O
Yoice

Media Session Snooping O

config advanced { 802.1lla | 802.11b } optimized-roaming enable

1E474]. WLANS(WLAN) > WLAN ID(WLAN ID) > Advanced(Z.2)2 0|S3} 1 BSS Transition and
Coverage Hole Detection(BSS &t & HHZIX| 7+ B X|)& & 4sterct



WLARNSs > Edit "11¢*

I General | Security | QoS | Policy-Mapping | Advanced
FlexConnect Local '

Switching 2 L1 Enabled HTTF Profiling O
FlexConnect Local Auth 22 Enabled {itmet sl AR AHNIIN Sup it
Learn Client IP Address 3 Enabled [nier=aleabatdmin o
Gith hased tertea) o 11v BSS Transition Support

e nable
Switching £2 BSS Transition %
Central DHZP Processing Enabled Disassociation Irmmminent D
CQverride DNS Enabled Disassociation Timer{0 to 3000 TETT) zo0
MNAT-PAT Enabled Optimized Roaming Disassociation Timer(d to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDMNS
Prediction Optimization L1 Enabled

: s mOMS Snooping Enabled
Meighbor List Enabled

: ; mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

Cenial Maximum Count
Prediction Minimum Count

WLANSs > Edit "11v'

| General | Security | QoS | Policy-Mapping

Allow AA8 Override [ ] Enabled

Coverage Hole Detection Enabled

Enable Session Timeout [—

Alranet IE [ JEnabled

Diagnostic Channe| 28 [ lEnahbled

Override Interface &CL IPvd | Mone IPvE | Mone s
Layerz acl Mone -
HRL ACL Mone -
PP Blocking Action Disabled w
. s
Client Exclusion 2 MEnabled &0

Timeout Yalue (secs)

Maximum &llowed
Clients &

27| WIRELESS > Advanced(IZL&) > Optimized Roaming(Z/X3IEl E2)S 2 0|§35t1 F =
Z|™MstEl 2 2= ZFof CHal AMSSt S AA gL 21 X8HEl 2 of7HE =0l CHEt REAIE
LI 2 Ct2 BME # X354 Al2.HDX(High Density Experience) 5 7t0|=, 2l2|A 8.0



/content/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80

cisco MONITOR — WlAMs CONTROLLER  WIRELESS — SECURITY

Wireless Optimized Roaming

= Access Points

All APs 802.11a
» Radios
g0z.1la’nfac
a02.11b/g/n Cptimized Roaming Mode Enahble

Cual-Band Radios
Global Configuration

Cptimized Roarming Data Rate Threshald mbps

= RF Managment

Flexible Radia 802.11b

fssignment
Load Balancing

Cptimized Roaming Intervyal ag SEC

Cptimized Roaming Mode

Band Select

Cptimized Roaming Interval ag SEC

Cptimized Roaming Data Rate Threshaold mbps

» 105
Preferred Calls 1. CHOM configuration can be done in Wirelsss---= BF Srofile ---= Eqit
Y = I T R o B R B e R T B T T T o L I T B T

EdslSol ufgt

CLI #+/:

config wlan disable <wlan-id>

config wlan bss-transition enable <wlan-id>

config wlan disassociation-imminent enable <wlan-id>

config wlan bss-transition disassociation-imminent oproam-timer <timer-in-TBTT> <WLAN id>

vV V. V V V

config wlan bss-transition disassociation-imminent timer <timer-in-TBTT> <WLAN id>
> config wlan enable <wlan-id>

1EF74| WLANs(WLAN) > WLAN ID > Advanced(ZL&)E 0|& 304 BSS Transition(BSS &) &
443} 5t 1 Disassociation Important(FA| 244 3{xl)E & «J3tst 1 Disassociation Timer(2dZ4 SHKH
Eto|mH) 2 Optimized Roaming Disassociation Timer(Z|%{&HE 2 4 2472 Elo|H)E &gt

GUI 74:



WLARNSs > Edit "11¢*

| General I Security | QoS ! Policy-Mapping | Advanced
FlexConnect Local S

Switching 2 L Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

Cenial Maximum Count

Prediction Minimum Count

HTTP Profiling |

Universal AP Admin Support

Universal &P Admin |

11v BSS Transition Support

BSS Transition

Disassociation Imminent

Disassociation Timer(d to 3000 TBTT)

Optimized Roaming Disassociation Timer(d to 40 TETT)
BSS Max Idle Service

Directed Multicast Service

mDNS

mOMS Snooping Enabled

mDME Profile | default-rndns-profile -~

WLANs > Edit "11v'

| Gen:ral | ;%Elf]itv | QoS | Policy-Mapping | Advanced

i 01 Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Vlan based Central

Switching 3 sl
Central DHCP Processing Enabled
Override DNE Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k
Assisted Roaming LIl Eranic

Dradirtinn Matiraisstion

HTTP Profiling

Universal AP Admin Support

Universal AP Admin

11v BSS Transition Support

BSS Transition

Disassociation Imminent

Disassociation Timer(0 to 3000 TBTT)

BSS Max Idle Service

[ii]

l

[

200
Optimized Roaming Disassociation Timer{0 to 40 TETT)

Directed Multicast Service

mDNS

2 1:Elo|HE TBTT(Target Beacon Transmission Time) B2 X|HE|H, 0l ZE A5 9
A AMZtAUCH Y |B2Mo 2 R E 415 &= 100msOtCt MS L2 2 7|[EMo 2 1 TBTT =

100ms&LICt.EFO|H = X TBTT/10 = x seconds.

Ct&& &lghct.

Olz{8t o|O|X|= MEZE CHE 802.11v MH|A0| CHEF WLAN(Wireless Local Area Network) 2! 544

Zato|HES| X|g HoiF Lt
SSID X|¥

- DMS



- 802.11 radio information

'J IEEE 8@2.11 Eeacon frame, Flags: ........ C

4 Fixed parameters (12 bytes)
Timestamp: @:x2202202a235f23006
Beacon Interwval: @.124448 [Seconds]
» Capabilities Information: @x1@11
4 Tagged parameters (267 bytes)
+ Tag: 53ID parameter set: tst-5@211wv
b Tag: Suppeorted Rates 12(B), 18, 24, 356, 48, 54, [Mbit/sec]
b Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
I Tag: Country Informatien: Ceountry Cede US, Environment #Any
- Tag: QBSS Leoad Element 882.1le CCA Wersicon
+ Tag: HT Capabilities (8@82.1ln D1.1@}
I Tag: RSN Information
© Tag: HT Information (582.1ln D1.1@)
4 Tag: Extended Capabilities (8 octets)
Tag Number: Extended Capabilities (127)
Tag length: 8
I Extended Capabilities: @x@@ (octet 1)
Extended Capabilities: @x1@ (octet 2)
I Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
.. = thannel Usage: Not supported

s Paas UTC T53F Oftfset: Not supported
.@ .... = Peer U-APSD Buffer 5TA Support: Not supported
@ .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@.. ..., = Interworking: Not supported
 Extended Capabilities: @x@l1 {octet 5)
b Extended Capabilities: @&x4@ (octet &)
» Esxtended Capabilities: @x@@ {(octet 7)
I Extended Capabilities: x40 (octet 8)
» Tag: Cisco CCX1 CKIP + Device Name
Tag: Vendor Specific: Airenet: Aironet DTPC Powerlevel 8x@3
I Tag: WHT Capabilities (IEEE 5td 882.1lac/D3.1)
4 Tag: WHT Operation (IEEE Std 8082.1lac/D3.1)

. BSS & &l




& Fu:ed parameters {12 bytes)
El Tagged parameters (231 bytes)
#- Tag: SSID parameter set: tst-11v
#-Tag: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec]
- Tag: DS Parameter set: Current Channel: 11
28 Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
Tag: Country Information: Country Code MX, Environment Any
‘Tag: QBSS Load Element 802.1le CCA Version
Tag: Power Constraint: 3
Tag: ERP Information
Tag: HT Capabilities (802.11n D1.18)
Tag: RSN Information
Tag: HT Information (862.11n D1.18)
Tag: RM Enabled Capabilities (5 octets)
Tag: Extended Capabilities (6 octets)
~-Tag Number: Extended Capabilities (127)
-~ Tag length: 6
B Extended Capabilities: @x@@ (octet 1)
#- Extended Capabilities: @x1@ (octet 2)
rﬁ Extended Capabilities: @x@8 (octet 3)
“sens 2:.8 = TFS: Not supported
..8. = WNM-Sleep Mode: Not supported

..@. .... = AC Station Count: Not supported

@.. .... = Multiple BSSID: Not supported
““@... 2... = Timing Measurement: Not supported

[" Extended Capabilities: ex@@ (octet 4)

#-Extended Capabilities: ex@l (octet 5)
| [ Extended Capabilities: ex4@ (octet 6)
- Tag: Vendor Specific: Aironet: Aironet DTPC Powerlevel @x82
. Tag Number: Vendor Specific (15@)

=cto|HE X|H

- DMS



802.11 radig
b IEEE 8@2.1 S S O
4 IEEE 822.11 wireless LAN management frame
4 Fixed parameters (4 bytes)
Capabilities Information: @x1@11
Listen Interval: @x@al4
4 Tagged parameters (144 bytes)
» Tag: 351D parameter set: tst-8221lvy
» Tag: Supported Rates 12(B), 18, 24, 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: 3, Max :22
© Tag: Supported Channels
> Tag: RSN Information
b Tag: HT Capabilities (8©2.11n D1.1@)
4 Tag: Extended Capabilities (4 octets)
Tag Number: Extended Capabilities (127)
Tag length: 4
» Extended Capabilities: @x2@ (octet 1)
Extended Capabilities: @x@@ (octet 2)
i Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
R Channel Usage. Not supported
supported

wen. @... = UTC TSF Offset: Not supported
<@ .... = Peer U-APSD Buffer STA Support: Not supported

..@. .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@... ... = Interworking: Not supported

Tag: Vendor 5pe:1f1c. EBroadcom
> Tag: Yendor Specific: Epigram: HT Capabilities (8@2.11n D1.1@)
b Tag: Vendor Specific: Microsof: WMM/WME: Information Element

- BSS T #a




- Fixed parameters (4 bytE5]
D-Tagged parameters (140 bytes)
Tag SS5ID parameter set: tst-1lv
5uy--rted Rates 11(B), 12, 18, 24, 36, 43, 54, [Mbit/sec
: Power Cap :
‘Tag: Supported Channels
Tag: RSN Information
‘Tag: HT Capabilities (262.11n D1.10)
Tag: Extended Capabilities (3 octets)
“Tag Number: Extended Capabilities (127)
Tag length: 3
# Extended Capabilities: @x8@ (octet 1)
- Extended Capabilities: @x80 (octet 2)
= Extended Capabilities: @x@8 (octet 3)
...8 = TFS: Not supported
..8. = WNM- Sleep Hode Not suppnrted

0@ 55608 ;

SRETI, r » : - pported
LB aeee = AC Statlon Cnunt Not suppﬂrted
... .... = Multiple BSSID: Not supported
“@.v. e... = Timing Measurement: Not supported
-Tag: RM Enabled Capabilities (5 octets)
‘Tag: Vendor Specific: Broadcom
Tag: Vendor Specific: Epigram: HT Capabilities (862.11n D1.10)
‘Tag: Vendor Specific: Microsof: WMM/WME: Information Element

ZcIo|¢E ES ClHa

11v 22t0|HE €S2 ZLIEZEst7| fls o213 BB S MEE + J&LICH

> debug client <mac-add-of-client>
> debug mac addr <mac-add-of-client>
> debug 11v all enable

DMS 7I50| = E&I0|ME

Zcto[AETH 11v X[

*apfMsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Association received from mobile on
BSSID 7c:0e:ce:7d:d9:10 AP AP-3700-1
*apfMsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Client is 1lv BSS Transition capable

ZoI0|ME= O F 224.0.0.251 udp ZE 90 CHEr DMS 282 &35t AP= DMS acceptE ™
SEhlct
o -

*apfMsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Got action frame from this client.
*apfMsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Received a 1llv Action Frame with code
[23] from mobile station

*apfMsConnTask_0: Nov 01 22:56:43.928: Received 80211v_DMS_REQ Action Frame

*apfMsConnTask_0: Nov 01 22:56:43.928: WLAN-id : 1 | vap_ip : 1

*apfMsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Posting msg of type:



APF_80211v_MSG_DMS_REQ for STA and LRAD:7c:0e:ce:7d:d9:10,slot:0,

len:26

*apfMsConnTask_0: Nov 01 22:56:43.928: 11v g msgQueue = 0x2b415828,

rc =0

*apf80211lvTask: Nov 01 22:56:43.929: Tclas found:
*apf80211lvTask: Nov 01 22:56:43.929: [
*apf80211vTask: Nov 01 22:56:43.929: Version = 4,

*apf80211vTask: Nov 01 22:56:43.929: Destination IP = 224.0.0.251,

*apf80211vTask: Nov 01 22:56:43.929: Destination Port = 9,
*apf80211lvTask: Nov 01 22:56:43.929: Protocol = 17,
*apf80211lvTask: Nov 01 22:56:43.929: ]

*apf80211vTask: Nov 01 22:56:43.929: a4:f1:e8:58:95:0a New client
*apf80211vTask: Nov 01 22:56:43.929: DMS Request IE processed: State:

*apf80211lvTask: Nov 01 22:56:43.929: DMS Response IE created.

*apf80211lvTask: Nov 01 22:56:43.929: Element ID: 100, Length: 5

*apf80211lvTask: Nov 01 22:56:43.929: DMS ID: 1, DMS Length: 3,
Last Sequence Control: 65535

*apf80211lvTask: Nov 01 22:56:43.929: dmsRequestState = DMS_REQ ADD_ACCEPTED
*apf80211lvTask: Nov 01 22:56:43.929: a4:£f1:e8:58:95:0a apf802l1llvSendPacketToMs:

Frame sent successfully to wlc

*apf80211vTask: Nov 01 22:56:43.929: ap£f80211vDmsDB_AJddSTA: New DMS Client:

created and added under DMS ID: 1

osapiMessageSend

requesting DMS for this Tclas

Response Type:

DMS_REQ_ ADD_ACCEPTED

DMS_RESP_ACCEPT,

802.11v Action

a4:f1:e8:58:95:0a

*apf80211lvTask: Nov 01 22:56:43.929: a4:f1:e8:58:95:0a apfPostDmsClientRequestMsg: posting

capwap for ms lradmac7c:0e:ce:7d:d9:10

*apf80211lvTask: Nov 01 22:56:43.929: 1lv g_msgQueue = 0x2b415828,

=0

*apf80211lvTask: Nov 01 22:56:43.929: a4:f1:e8:58:95:0a apf80211vHandleDmsMsgSend:

for STA 1lradmac 7c:0e:ce:7d:d9:10
Z20|AHET} HAZAE AP A

AP# debug dotll dotllv all

osapiMessageSend rc

send capwap

*Nov 1 22:51:04.323: DOT1llv: Inside DMS ADD Operation

*Nov 1 22:51:04.323: DOT1llv: TCLAS found in DMS DB

*Nov 1 22:51:04.323: DOT1llv: New client detected

*Nov 1 22:51:04.323: DOTl1llv: Ref Cnt: 1

*Nov 1 22:51:04.323: DOT1llv: Client A4:F1:E8:58:95:0A added to DMS DB Entry

*Nov 1 22:51:04.323: DOT1llv: DMS Add Operation Succeeded

*Nov 1 22:51:04.323: Received and decoded a DMS client request payload SUCCESSFULLY

O ChZ 22H0I1E 7t wianQ| DMS | O|E{H| 0| A0 FIHEILICH S YUE HEIFHAE EXA0] CH

&l DMS Request-AddE & st= 2 E ZEt0|MET S8 DMS ID otzHod| L& gLt

> show wlan 1

WLAN Identifier. ... ..ottt ettt e eeeeeeen 1
Profile Name. .. ...ttt ittt ettt ettt eeeeeeeen 11v
Network Name (SSID) . vt i ittt it e et e et et et eeeeeen 11v

[ o= = Enabled
Number of active DMS ClientsS..........iiuiiuuee... 1

DMS ID Client MAC Addresses
1 ad:f1:e8:58:95:0a

DMS Ci|O|E{H| 0] A= o] E2t0[H

X
m
N

O

AP# show controllers dotllRadio { 0 | 1 } | beg Global DMS

Global DMS - requests:2 uc:130 drop:0

AAE APOf| X{ZELICH



DMS enabled on WLAN(s): 1l1lv
11v

DMS database:

Entry 1: mask=0x55 version=4 dstIp=0xE00000FB srcIp=0x00000000 dstPort=9 srcPort=0 dcsp=0
protocol=17
{Client, SSID}: {08:74:02:7 11v}, {A4:F1:E8:58:95:0A, 1l1lv},

7:13:45,
F£M Z210|¢1E 7} DMS &8 © 21 DMS Request Remove(DMS 28 A|74)7F H&ElLICE.

*apfMsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Got action frame from this client.
*apfMsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Received a 1lv Action Frame with code
[23] from mobile station

*apfMsConnTask_0: Nov 01 22:57:33.990: Received 80211v_DMS REQ Action Frame

*apfMsConnTask_0: Nov 01 22:57:33.990: WLAN-id : 1 | vap_ip : 1

*apfMsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Posting msg of type:
APF_80211v_MSG_DMS_REQ for STA and LRAD:7c:0e:ce:7d:d9:10,slot:0, len:5

*apfMsConnTask_0: Nov 01 22:57:33.990: 11lv g _msgQueue = 0x2b415828, osapiMessageSend
rc =0

*apf80211lvTask: Nov 01 22:57:33.991: DMS Request IE processed: State: DMS_REQ DEL_ ACCEPTED
*apf80211lvTask: Nov 01 22:57:33.991: DMS Response IE created.

*apf80211lvTask: Nov 01 22:57:33.991: Element ID: 100, Length: 5

*apf80211lvTask: Nov 01 22:57:33.991: DMS ID: 1, DMS Length: 3, Response Type:
DMS_RESP_TERMINATE, Last Sequence Control: 65535

*apf8021lvTask: Nov 01 22:57:33.991: dmsRequestState = DMS_REQ_DEL_ACCEPTED

*apf80211vTask: Nov 01 22:57:33.991: ad4:f1:e8:58:95:0a apf802l1llvSendPacketToMs: 802.1lv Action
Frame sent successfully to wlc

*apf80211lvTask: Nov 01 22:57:33.991: STA: a4:f1:e8:58:95:0a has dequeued and deleted from the
DMS Entry with ID: 1

*apf80211lvTask: Nov 01 22:57:33.991: apf80211vDmsDB_DeleteSTA: STA: a4:fl:e8:58:95:0a deleted
successfully under DMS ID: 1

*apf80211vTask: Nov 01 22:57:33.991: a4:f1:e8:58:95:0a apfPostDmsClientRequestMsg: posting
capwap for ms lradmac7c:0e:ce:7d:d9:10

*apf80211lvTask: Nov 01 22:57:33.991: 11lv g_msgQueue = 0x2b415828, osapiMessageSend rc
0

APO{| A

*Nov 1 22:57:33.167: DOT1llv: Removing client A4:F1:E8:58:95:0A from DMS DB Entry
*Nov 1 22:57:33.167: DOTllv: DMS DB Delete Operation Succeeded
*Nov 1 22:57:33.167: Received and decoded a DMS client request payload SUCCESSFULLY

Z2cl0|E BSS MEH 7Hs

Z2to[AET} 11v X[ H

*apfMsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13:45 Association received from mobile on
BSSID f0:7f:06:e8:32:76 AP AP-3700
*apfMsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13:45 Client is 11lv BSS Transition capable

Z2to|ME 7L BSS T &2 22|l EHLICH

*apfMsConnTask_1: Nov 14 05:40:32.857: c4:7d:4f:3a:0f:5¢c Got action frame from this client.
*apfMsConnTask_1: Nov 14 05:40:32.858: c4:7d:4f:3a:0f:5c Received a 1llv Action Frame with code
[6] from mobile station

*apfMsConnTask_1: Nov 14 05:40:32.858: Received 80211v_BSS_TRANS_QUERY Action Frame
*apfMsConnTask_1: Nov 14 05:40:32.859: WLAN-id : 1 | vap_ip : 1

*apfMsConnTask_1: Nov 14 05:40:32.859: c4:7d:4£f:3a:0£f:5¢c Posting msg of type:
APF_80211v_MSG_BSS_TRANS_QUERY for STA and LRAD:00:c8:8b:26:2c:d0,slot:0, len:1



*apf80211vTask: Nov 14 05:40:32.860: Session URL is not NULL
*apf80211vTask: Nov 14 05:40:32.860: Disassociation Imminent is 1
*apf80211vTask: Nov 14 05:40:32.860: Disassociation Timer is 200

*apf80211vTask: Nov 14 05:40:32.860: Building BSS Transition Request Frame

*apf80211vTask: Nov 14 05:40:32.860: Adding Neighbor List Subelement
*apfMsConnTask_1: Nov 14 05:40:32.861: 11v g msgQueue = 0x2b415828,
rc =0

osapiMessageSend

*apf80211vTask: Nov 14 05:40:32.861: Location Info: 0,0,0 for BSSID: 7c:0e:ce:7d:d9:10
*apf80211vTask: Nov 14 05:40:32.861: Data Length of BSS Transition Request Frame: 73

*apf80211lvTask: Nov 14 05:40:32.862: apf802l1lvHandleBSSTransQuery: lradMacAddr:
00:c8:8b:26:2c:d0 rscb parent MAC ADDR: 00:c8:8b:26:2c:d0 rscb mac address:

*apf80211vTask: Nov 14 05:40:32.862: 1lv Action Frame sent:

*apf80211lvTask: Nov 14 05:40:32.863: c4:7d:4f:3a:0f:5¢c apf80211lvSendPacketToMs:

Frame sent successfully to wlc

00:00:00:00:00:00

802.11v Action

*apf80211vTask: Nov 14 05:40:32.863: Successfully sent BSS Transition Request Action Frame to

STA: c4:7d:4f:3a:0£:5c
wlan0{| A Disassociation Inclinked(21Z3 SHiAl| &JehH)E & Adst
Zt0|MET A4 SHAIELICH.
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*apf80211lvTask: Nov 14 05:40:32.863: c4:7d:4f:3a:0f:5c Setting Session Timeout to 20 sec -

starting session timer for the mobile

*apf80211vTask: Nov 14 05:40:32.863: c4:7d:4£f:3a:0£f:5c Disassociate client in 20 seconds
*osapiBsnTimer: Nov 14 05:40:52.768: c4:7d:4f:3a:0f:5¢c Authentication session timer expired:

mark mobile for immediate deletion

*osapiBsnTimer: Nov 14 05:40:52.768: c4:7d:4f:3a:0f:5c apfMsSessionExpireCallback

Expiring Mobile!

(apf_ms.c:707)

*apfReceiveTask: Nov 14 05:40:52.769: apfMsExpireMobileStation: Delete Immediately

*apfReceiveTask: Nov 14 05:40:52.769: c4:7d:4f:3a:0f:5¢c apfMsExpireMobileStation

(apf_ms.c:7521)

Changing state for mobile c4:7d:4f:3a:0f:5c on AP 00:c8:8b:26:2c:d0 from Associated to

Disassociated

*apfReceiveTask: Nov 14 05:40:52.769: c4:7d:4f:3a:0f:5¢c apfSendDisAssocMsgDebug

(apf_80211.c:3541) Changing state for mobile c4:7d:4f:3a:0f:5c on AP 00:c8:8b:26:2c:d0 from

Disassociated to Disassociated

*apfReceiveTask: Nov 14 05:40:52.769: c4:7d:4f:3a:0f:5c Sent Disassociate to mobile on AP

00:c8:8b:26:2c:d0-0 (reason 1, caller apf ms.c:7614)

*apfReceiveTask: Nov 14 05:40:52.769: c4:7d:4f:3a:0f:5¢c Sent Deauthenticate to mobile on BSSID

00:c8:8b:26:2c:d0 slot O(caller apf_ms.c:7616)

*apfReceiveTask: Nov 14 05:40:52.769: c4:7d:4f:3a:0f:5¢c Setting active key cache index 8 ---> 8
*apfReceiveTask: Nov 14 05:40:52.769: c4:7d:4f:3a:0f:5¢c Deleting the PMK cache when de-

authenticating the client.

*apfReceiveTask: Nov 14 05:40:52.769: Sent Deauthenticate to STA: c4:7d:4f:3a:0f:5c on BSSID:

00:c8:8b:26:2c:d0, slotId: 0, vapId: 1

Ec WH o= QI8 AP7F BSS g 22| oS T&ELIch

*apfMsConnTask_3: Apr 12 10:47:18.785: 08:74:02:77:13:45 1llv BSS Transition Request is posted to

1lv queue.

*apf80211lvTask: Apr 12 10:47:18.789: Session URL is not NULL
*apf80211vTask: Apr 12 10:47:18.789: Disassociation Imminent is 1
*apf80211vTask: Apr 12 10:47:18.789: Disassociation Timer is 200

*apf80211lvTask: Apr 12 10:47:18.789: Building BSS Transition Request Frame

*apf80211lvTask: Apr 12 10:47:18.789: Adding Neighbor List Subelement

*apf80211lvTask: Apr 12 10:47:18.789: Data Length of BSS Transition Request Frame: 22

*apf80211vTask: Apr 12 10:47:18.789: apf8021llvHandleBSSTransQuery: lradMacAddr:
£f0:7£:06:e8:32:70 rscb parent MAC ADDR: f0:7f£:06:e8:32:70 rscb mac address:

*apf80211vTask: Apr 12 10:47:18.789: 1lv Action Frame sent:

*apf80211vTask: Apr 12 10:47:18.790: 08:74:02:77:13:45 apf8021lvSendPacketToMs:

Frame sent successfully to wlc

00:00:00:00:00:00

802.11v Action

*apf80211lvTask: Apr 12 10:47:18.790: Successfully sent BSS Transition Request Action Frame to

STA: 08:74:02:77:13:45



|MstEl 2o Z QI3 AP7} BSS EZHAM T

o
I3
u
o
jo
Rl
of>
o
r
o

|->|-

*apfMsConnTask_0: Nov 04 04:58:55.320: a4:f1:e8:58:95:0a Posting msg of type:
APF_80211v_MSG_BSS_TRANS_QUERY for STA and LRAD:7c:0e:ce:7d:d9:10,slot:0, len:0

*apfMsConnTask_0: Nov 04 04:58:55.320: 11v g _msgQueue = 0x2b415828, osapiMessageSend
rc =0

*apfMsConnTask_0: Nov 04 04:58:55.320: a4:f£f1:e8:58:95:0a 1llv BSS Transition Request is posted to
1lv gueue.

*apf80211vTask: Nov 04 04:58:55.321: Session URL is not NULL

*apf80211vTask: Nov 04 04:58:55.321: Disassociation Imminent is 1

*apf80211vTask: Nov 04 04:58:55.321: Disassociation Timer is 40

*apf80211vTask: Nov 04 04:58:55.321: Building BSS Transition Request Frame

*apf80211vTask: Nov 04 04:58:55.321: Adding Neighbor List Subelement

*apf80211vTask: Nov 04 04:58:55.321: No Neighbor Candidate found :Resetting Candidate Included
List

*apf80211vTask: Nov 04 04:58:55.321: Data Length of BSS Transition Request Frame: 4
*apf80211lvTask: Nov 04 04:58:55.321: apf8021lvHandleBSSTransQuery: lradMacAddr:
7c:0e:ce:7d:d9:10 rscb parent MAC ADDR: 7c:0e:ce:7d:d9:10 rscb mac address: 00:00:00:00:00:00
*apf80211vTask: Nov 04 04:58:55.322: 1lv Action Frame sent:

*apf80211vTask: Nov 04 04:58:55.322: ad4:f1:e8:58:95:0a apf80211lvSendPacketToMs: 802.1lv Action
Frame sent successfully to wlc

*apf80211vTask: Nov 04 04:58:55.322: Successfully sent BSS Transition Request Action Frame to
STA: a4:fl1:e8:58:95:0a

*apf80211vTask: Nov 04 04:58:55.322: ad4:£f1:e8:58:95:0a Setting Session Timeout to 4 sec -
starting session timer for the mobile

*apf80211vTask: Nov 04 04:58:55.322: ad4:f1:e8:58:95:0a Disassociate client in 4 seconds

=

2:802.11r, 802.11k, 802.11v, 802.11w Hit & Tt =

|IEEE Standard for Information technology—X[3 L CHE Al X[ HIER{T 7ho| A|lAH 7H S4I &
ME nE—53 27-11:F 4 LAN O|C|o{ XM A |04
(MAC) 2! PHY(Physical Layer) Ab2F


/content/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-Guide/Enterprise_Mobility_8-1_Deployment_Guide/Chapter-11.html

	AireOS WLC의 802.11v BSS(Basic Service Set)
	목차
	소개
	배경 정보 
	DMS(Directed Multicast Service):
	BSS 최대 유휴 기간:
	BSS 전환 관리
	요청된 요청
	요청되지 않은 부하 분산 요청
	요청되지 않은 최적화된 로밍 요청
	FRA AP에서 클라이언트 관리자(유연한 무선 할당)
	불협화음이 임박함
	BSS 전환 관리 응답


	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	구성
	네트워크 다이어그램
	구성
	DMS(Directed Multicast Service)
	BSS 최대 유휴 기간 관리
	BSS 전환 관리
	요청된 요청
	요청되지 않은 부하 분산 요청
	요청되지 않은 최적화된 로밍 요청
	불협화음이 임박함



	다음을 확인합니다.
	SSID 지원
	클라이언트 지원


	클라이언트 활동 디버그

	DMS 기능이 있는 클라이언트
	클라이언트 BSS 전환 가능

	 참조


