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show radius auth statistics Z23(GUI:Monitor(2 L—IE'iE') > Statistics(SAl) > RADIUS
Servers(RADIUS MH))o|Ad 2XIE & QIgL|Ct 55| Retries, Rejects & Timeouts2| =7t Bt &L
CholE E™ CtS1 Z&Lch

SEYVEY TNAEX . i ittt ittt e e e e e e e e e e e e 2

ServVer AdAr eSS . .ttt ittt e e e e e e e e e 192.168.88.1
Msg Round Trip Time. ... v i i ittt ittt et e eeeeeeeenn 3 (msec)
First ReQUESES. . i ittt ittt ittt e e e ettt e eieaenn 1256

Retry ReQUESES. . ittt ittt e e e e e e et e e eee e 5688

ACCEPt RESPONSE S . v v vttt ittt e e ettt ettt 22

ReJEeCt RESPONSES . i ittt ittt ettt et ettt e e eeeeeen 1

Challenge ReSPONSES .« vttt ittt ittt ettt et eeeeeaenn 96
Malformed MSOS . « v v v i ittt ettt e ettt ettt ettt 0

Bad Authenticator MSOS. ... ittt ittt teneennnnns 0



Pending Requests
Timeout Requests
Unknowntype Msgs
Other Drops

CHa:

-.-x1|7

P

T
E=]
FO
0%
o
Mo

(10% O|5toqoF &)

(5% Olsto{oF &

e 2
0]
0%
=
Mo

. =2 748 FaoldlE
- WLC®} RADIUS AMH{ Zto| LIER{3 44 2|
- AD(Active Directory)2t Z 0| AHE S¢! Z<2 RADIUS M2t A= | O|E{H|0|A ZHo| &

2. WLCE MSGLOGSOIA RADIUS Ci7|d0| & & o= QIA|gfLCt

WLCE RADIUS CHZ|doil CHE CHE MIAIX|E gH&LICt.

Univ-WISM2-02:
radius_db.c:889 Transmission queue full. Que name: Radius queue. Dropping

sessionpackets.

host =

X.X.X.X.

3. C|EH2 AAA

*aaa QueueReader: Dec 02 14:25:31.565:

AAAS| CIH & CHE HIAIRIE EAIRLICH

*aaaQueueReader:

'Out of Memory'

AAAS| C|HHI &= ZHHY C|HFO|A0] CHEH AAA Error Timeout(-5)= BHetErLICHAAA A{H{O]

A
= e

Dec 02 21 09:19:52.198:

(-2)

for mobile XX:XX:XX:XX:XX:XX

0 2cto|AUE HEF F0o47t 2 F{ol SLCH.

#AAA-3-3TXQUEUE_ADD_FAILED:

XX :XX:XX:1XX:XX:XX Returning AAA Error
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6 Wed Aug 20 15:29:
Client IP:198.21.137.22, AP MAC:c0:7b:bc:cf:

87:13:
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15:
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15:
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) for client

9¢c,

7 Wed Aug 20

(ID 18

3)

for

8 Wed Aug 20
9 Wed Aug 20

(ID 15

4)

for

:40
:40
:40
:40
:40
30:

40

68:

57

2014 RADIUS auth-server x.x.x.X:
2014 RADIUS auth-server x.x.x.X:

2014 RADIUS server x.X.x.x:1812
2014 RADIUS server x.X.x.x:1812

2014 RADIUS auth-server x.x.x.X:

2014 RADIUS server x.X.x.x:1812

1812 available

1812 available

activated on WLAN 6
deactivated on WLAN 6

1812 unavailable

failed to respond to request

96:7b:0e:46:7f / user 'userl@univl.edu'
2014 User Larry_Dull 231730 logged Out. Client MAC:84:a6:c8:

af:40, AP Name:Dotlx-AP

15:28:42 2014 RADIUS server xX.X.X.x:1812 failed to respond to request
client 48:d7:05:7d:93:a5 / user ' user2@univ2.edu '

15:28:42 2014 RADIUS auth-server x.x.x.x:1812 unavailable

15:28:42 2014 RADIUS server xX.X.X.x:1812 failed to respond to request
client 40:0e:85:76:00:68 / user ' userl@univl.edu '
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10 Wed Aug 20 15:28:41 2014 RADIUS auth-server x.x.x.x:1812 available

11 Wed Aug 20 15:28:41 2014 RADIUS auth-server x.x.x.x:1812 unavailable

12 Wed Aug 20 15:28:41 2014 RADIUS server X.X.x.x:1812 failed to respond to request
(ID 99) for client 50:2e:5c:ea:ed:ba / user ' user3@univ3.edu '

13 Wed Aug 20 15:28:38 2014 RADIUS auth-server x.x.x.x:1812 available

14 Wed Aug 20 15:28:38 2014 RADIUS auth-server x.x.x.x:1812 unavailable

15 Wed Aug 20 15:28:38 2014 RADIUS server X.X.x.x:1812 failed to respond to request
(ID 30) for client b4:18:d1:60:6b:51 / user ' userl@univl.edu '

16 Wed Aug 20 15:28:38 2014 RADIUS auth-server x.x.x.x:1812 available

17 Wed Aug 20 15:28:38 2014 RADIUS server X.x.X.x:1812 activated on WLAN 6

18 Wed Aug 20 15:28:38 2014 RADIUS server x.x.x.x:1812 deactivated on WLAN 6

19 Wed Aug 20 15:28:38 2014 RADIUS auth-server x.x.x.x:1812 unavailable
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Microsoft Windows EAP £ 2+0|21E 7} OKC(Opportunistic Key Caching)& At&
WPA2(Wi-Fi Protected Access 2)/AES(Advanced Encryption Standard)E A& 3l ofF &fLIC}.
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/content/en/us/support/docs/wireless-mobility/wireless-lan-wlan/117714-technote-aireoswlc-00.html
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SHRll= 91F 20| A|7F 22 K| & l'rL|CHAD, LDAP(Lightweight Directory Access
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PEAP(Protected Extensible Authentication Protocol) HIZH#H % HA|=E H|E A3t EfL|ct.CH &
#=9| C|Hto|A = PEAP B LHo| M HIYHE A= E X[RSHX| A2 22 EAP MHERE{Q
MAIZE ClHIO|A T 8E 2 K|t M EAP MM2 AL25H04 RHA|ZHSfLICH 2124 75 CH

A EAP AlZh Z1p7F Wdstnd, ol 22t0|AE NMe|7t ME X tSE 2lolgL/ct
AtE3otx| of= EAP Z2EZ 2 H|EE3ELICH Ol S5 XlE S XIE EAP &0l &7 &
E4E Ftstn SEI0|UET} Fofot7{LE |5t K| B2 EAP EHE AISE + QI 5 &L
Ct.

PEAP MM RHA|Zf 2 WHE RHQIZEE &5t eict.


//www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
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