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sSnmp-server

group V3Group v3 auth read V3Read write V3Write

user V3User V3Group v3 auth sha Passwordl priv aes 128 Passwordl

view V3Read iso included

view V3Write iso included

host 10.201.234.170 version 3 auth V3User

enable traps

Prime Infrastructure

Operate > Device Work Center > Add Device® ME{&LIC}.

sifietlis Cigco Primme

crgco  Infrastructure

Device Work Center

o > ALL

D GRoLig e
ALL
p=
rE 5 d .
B oA
P B Do Type ] Denvice bame - Reachablity
P B Ske Groups PS_1
B e pefined

SNMP v2

rHome  Design ¥ Deploy ¥ Operate #

Fepoet ¥

Adminstration ¥ Wiorkfiows ¥

B, Groups & Stes = oo Add Deace [0S0l Impoet |08 Eepeoet Darvice

OoOoB

1P Address/DHS

Dervice Type

[



il

Add Device
» LGeneral Parameters *

® 1P Address
) DMS Mame

w SNMP Parameters
Wersion
* Retries
* Timeout
* Comrunity

* Confirmn Cornrmunity

w Telnet/SSH Parameters
Pratocol
* Timeout
Lsernanme
Passwiord
Confirm Password
Enable Password

Confirm Enable Passwiord

SNMP v3

10.201.236.136

VT

2

10

.

:

Telhet

a0

Cisco

& | [® | [® | [* |

(secs)

Toeal

(secs)

-

| Cancel |

4
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» LGeneral Parameters *

® 1P Address
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« SNYIP Parameters

10.201.236.136

Wersion | ¥3
* Retries | 2
* Timeout | 10
Llsername | W3llser
Auth, Type | HMAC-SHA
Auth, Password |.........
Privacy Type | CFB-AES-128
Privacy Password |mmm|
w Telhet/SSH Parameters
Protocol | Telnet
* Timeout | 60
Llsernarne | cisco
Password |--uuu
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t4| Configure
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General Settings ] v3User V3Group SHA e AES12B. e
Commands
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HTTP/HTTPS

SNMP

Ct= BES U=eL(ct
conf t

snmp-server user V3user V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.236.107 version 3 auth V3user

snmp-server enable traps
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* SNMP Parameters

* General v Version | v2c

* SNMP Retries | 2
v

* SNMP Timeout \ 10

* SNMP Port | 161
Telnet’'SSH v/
* Read Community | ,.........

HTTP/HTTPS * Confirm Read Community | ..........

Write Community | ..........

Civic Location Confirm Write Community | ,.........

m ‘ Verify Credentials ‘ ‘ Cancel ‘




SNMP v3

* SNMP Parameters
Version | y3
* SNMP Retries | 2
* SNMP Timeout [ 10
*SNMP Port | 161
* Username v3User

Mode | AuthPriv

Auth. Type HMAC-SHA

Civic Location Auth. Password

Privacy Type

Privacy Password

Update & Sync ‘ Verify Credentials ‘ Cancel
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5760- 79b#show snmp community

Community nane: V2Conmunity

Community I ndex: V2Conmunity

Comunity SecurityNane: V2Conmunity
storage-type: nonvol atile active

AQ{x|2| SNMP v3 HI|12]| 0|4 (Cisco I0S-XE)

5760- 79b#show snmp user

User nane: V3User

Engi ne I D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cation Protocol: SHA

Privacy Protocol: AES128

G oup- nane: V3G oup

5760- 79b#show snmp group
groupnane: V3G oup security nodel :v3 auth


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do

cont ext nane: <no context specified> storage-type: nonvol atile
readvi ew : V3Read witeview V3Wite

notifyview <no notifyview specified>
row status: active
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pol ari s- 3850#show snmp community

Community name: v2community
Comunity Index: v2conmmunity
Community SecurityNane: v2conmmunity
storage-type: nonvolatile active

A 2|%|2] SNMP v3 7-(Denali 16.x)

pol ari s- 3850#show snmp user

User nane: v3user

Engi ne 1 D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cati on Protocol: SHA

Privacy Protocol: AES128

G oup- nane: V3G oup

pol ari s- 3850#show snmp group
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groupnane: V3G oup security nodel:v3 auth
cont ext nane: <no context specified> storage-type: nonvol atile
readvi ew : V3Read witeview V3Wite

notifyview <no notifyview specified>
row status: active
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Device Groups P

All Devices Selected 0/ Total 2
=0r +v Admin State ¥ Groups & Sites ¥ Show | Quick Filter v
Reachab... Admin Status Device Name A IP Address DNS Name Device Type Last Inventory Collect... Last Success
AAll Devices
v Device Type
» Unified AP Managed AirMario 10.201.236.100 10.201.236.100 Cisco 2504 Wireless ...  Completed June 10, 2016
» Wireless Controller Un-Managed 10.201.234.36 10.201.234.36 Synchronizing
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show logging @232 WLCOI| A Prime Infrastructure IP FAZ M&EE &4 i3IS E AIELICH.

polaris-3850#debug snmp packets
Pol ari s- 3850#show logging
ent Physi cal Entry. 7.2042 = G 2/0/1
*Jun 10 15:58:51.817: SNMP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.819: SNMP. Packet received via UDP from 10. 201. 236. 107 on VI an1105
*Jun 10 15:58:51.825: SNMP: Get-bul k request, reqi d 945449769, nonrptr 0, maxreps 10
Jun 10 15:58:51.904: SNWP: Packet sent via UDP to 10.201.236. 107
*Jun 10 15:58:51.927: SNWMP. Packet received via UDP from 10. 201. 236. 107 on VI an1105
*Jun 10 15:58:51.928: SNMP: Get-bul k request, reqi d 945449775, nonrptr 0, maxreps 10
ent Physi cal Entry. 7. 2062 = NULL TYPE/ VALUE
*Jun 10 15:58:51.931: SNMP: Response, reqid 945449775, errstat 0, erridx O
ent Physi cal Entry. 7. 2063 = G 2/ 0/ 22

ent Physi cal Entry. 7. 2064 = G 2/ 0/ 23

ent Physi cal Entry. 7. 2065 = G 2/ 0/ 24

ent Physical Entry. 7.2066 = Switch 2 FRU Uplink Mdule 1

--More-- ent Physi cal Entry. 7. 2067 = G 2/1/1 Cont ai ner

ent Physi cal Entry. 7. 2068 = G 2/1/2 Cont ai ner

ent Physi cal Entry. 7. 2069 = Te2/1/3 Cont ai ner

ent Physi cal Entry. 7. 2070 = Te2/ 1/ 4 Cont ai ner
8

ent Physical Entry. 8.1 = V01

*Jun 10 15:58:51.951: SNWP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.974: SNWP: Packet received via UDP from 10.201.236.107 on VIl an1105
*Jun 10 15:58:51.975: SNMP: Get-bul k request, reqid 945449777, nonrptr 0, maxreps 10
ci scoEnvMonTenper atureStatusEntry. 3 = NULL TYPE VALUE
*Jun 10 15:58:51.978: SNMP: Response, reqid 945449777, errstat 0, erridx O
ci scoEnvMonTenper at ur eSt at usEntry. 3. 2008 = 28
ci scoEnvMonTenper at ureSt at usEntry. 3. 2009 = 40
ci scoEnvMonTenper at ureSt at useEntry. 3. 2010 = 44



ci scoEnvMonTenper at ureSt at usEntry. 6. 2008 = 1
--Mre-- *Jun 10 15:58:52.001: SNMP: Packet sent via UDP to 10.201.236.107
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Prinel nfrastructurej oker/adm n# shell
Enter shell access password :
Starting bash shell

ade # snmpwalk -v2c¢ -c¢ v2community 10.201.234.36 sysUpTime
DI SMAN- EVENT- M B: : sysUpTi nel nstance = Ti meticks: (238833753) 27 days, 15:25:37.53

v2community = snmp 747 LIE|
10.201.234.36 = WLC IP
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DISMAN-EVENT-MIB::sysUpTimelnstance = A|ZF & & :xx.xxx
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