0| 2 Mo E Cisco Wireless AireOS Z1E Z 42| show ap join stats B&30i| CHEH A
Mo 2 AE5te WS o4 ELICH.

AT RF AL

ST A

\:I

o 2ol CHE §3 70| gi&Lict.
MBElE 78 24

0| 2 Mol ME Cisco Aire0S ZHEE8{ HAME Attt

Ol Mol = &Y # #E82| C|HIo|AE ECHE HEE[R&LICE O] 20 AFE
OlAE Z7|gHEl(7|8) HdulasolMdaez AI’S.*EI‘R,%%I—IEP M HELFILEHS S

BE o HAHQ S 0|2l SXIstA|IZ] HHEfLICH

2] Txloll Chet KEMIEH LIS Cisco 71 & B7| 712 #TsHAAIR

C

H74 el
o oL

H

Ol EMUMHE ZHE
=]

Moz A5t &

st olg &
2 2E Clt
ol @R BE

£ HT™ 4.2.61.02] MZ2 show ap join stats B0l CiEt HE S} 0| 1}
e 2o FLICH HMA ZRIEAP)ZE HEE 0| ZOIGHK| ot

O|RE &1

NI
Mo 2 EP{E Y 35I2{™ Troubleshoot a Lightweight Access Point Not Joining a Wireless LAN

ControllerE & X sIAAI. AP7I ZHEEHO| QIS ME5HX| Ao APOAM EXE

LICE.

sH&atioF &


https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html

Ol EMeE 4.2.6158E Al HHEMO| 7.2.1037HK| 2

rin

HAEE(WLC) HTol| M ELct,

HEEBO M L5t ME OE 27 2| & 7HX| £342 Background Information % Troubleshoot
Algorithm 444 F{of| /& LICt.

HEE HTM 4.2.61.00{H ZHEEH = O|M 2M QHE S MEsts ZE APS AM SEHS H& 6t
= APE FMELICLH £8t HEEZ{0o] ZQI5t2d= APS} E3 08 & FXFLICH AP HEEH
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<tfroot>

show ap join stats sumary [all | AP_Mac_Address]
show ap join stats detail <AP_Mac_Address>
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<#root>

(Cisco Controller) >

show ap join stats summary al

Number of APS. ... .ttt i e eeannnens 3

00:0b:85:1b:7c:b0. .. .o vi it e i Joined

00:12:44:bb:25:d0. ... . vttt i Joined

Not joined

00:13:19:31:9C:€0. ..t i i ittt ittt e e



ZRIZ|X| 2f2 A .QI MAC FA7F e A2 show ap join stats summary <mac addr>2 A& 3}04
ofx[ef =ol 3 Al

<#root>
(Cisco Controller) >
show ap join stats summary 00: 14:f2: 63: 12: 50

Is the AP currently connected to controller............. Yes
Time at which the AP joined this controller Tast time...
Jan 24 12:21:32.414
Type of error that occurred 1ast........uvviiiiinnnnnnn.
AP got or has been disconnected
Reason for error that occurred last........ccvvvviuunnn.
Timed out while waiting for ECHO response from the AP
Time at which the Tast join error occurred..............
Jan 24 12:21:14.751

AM o 71 @& 2 AHu|aso|M 2ol CHt AFMIEH LI S E 4™ show ap join stats detail
<mac-address> BHEE A %o“'/\lo O| HH2 EFt HEE I APERES AM QHM = ==
URE ZQI Y2 & == Qi k| {2 E LIEHRLICE.

o
<tfroot>

(Cisco Controller) >

show ap join stats detail 00:14:f2:63:12:50

Discovery phase statistics

- Discovery requests received........iiiiiiiiiiiiiian. 2
- Successful discovery responses sent..........vvvvueenn 2
- Unsuccessful discovery request processing............. 0

- Reason for Tast unsuccessful discovery attempt........
Not applicable

- Time at last successful discovery attempt.............
Jan 24 12:21:20.547

- Time at last unsuccessful discovery attempt...........
Not applicable

Join phase statistics

- Join requests received. . ...oiiiii i i i i i e, 2
- Successful join responses sent.........cvviviununnnnnn 2
- Unsuccessful join request processing.............co.... 0

- Reason for Tlast unsuccessful join attempt.............
Not applicable

- Time at Tast successful join attempt..................
Jan 24 12:21:30.669

- Time at Tast unsuccessful join attempt................
Not applicable

Configuration phase statistics

- Configuration requests received...........viiinnnn. 2
- Successful configuration responses sent............... 2
- Unsuccessful configuration request processing......... 0



- Reason for Tlast unsuccessful configuration attempt....
Not applicable

- Successful configuration attempt................cvou..
Jan 24 12:21:32.414

- Time at Tast unsuccessful configuration attempt.......
Not applicable

Last AP message decryption failure details
- Reason for last message decryption failure............
Not applicable

Last AP disconnect details
- Reason for Tast AP connection failure.................
Timed out while waiting for ECHO response from the AP

Last join error summary

- Type of error that occurred last............cciuiuoo...
AP got or has been disconnected

- Reason for error that occurred last...................
Timed out while waiting for ECHO response from the AP

- Time at which the last join error occurred............
Jan 24 12:21:14.751
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<#root>
(Cisco Controller) >

show ap join stats detailed 00:14: 1b: 5a: 40: 10

Discovery phase statistics

- Discovery requests received..........iiiiiiiiiiiaan. 2
- Successful discovery responses Sent..........vvuveunenn 1
- Unsuccessful discovery request processing............. 2113123

- Reason for Tlast unsuccessful discovery attempt........
Discovery request received on unsupported VLAN



- Time at Tast successful discovery attempt.............
Mar 06 19:03:50.779

- Time at Tast unsuccessful discovery attempt...........
Mar 06 19:03:50.782

Join phase statistics

- Join requests received. ... ..ttt it i i e

- Successful join responses Sent.........euuuuunenennnns

- Unsuccessful join request processing..................

- Reason for last unsuccessful join attempt.............
Certificate payload in join request contains
invalid certificate

- Time at Tast successful join attempt..................
Not applicable

- Time at Tast unsuccessful join attempt................
Mar 06 19:04:00.810

Configuration phase statistics

- Configuration requests received..........ccvvviiiunnnn.

- Successful configuration responses sent...............

- Unsuccessful configuration request processing.........

- Reason for Tlast unsuccessful configuration attempt....
Not applicable

- Time at last successful configuration attempt.........
Not applicable

- Time at Tast unsuccessful configuration attempt.......
Not applicable

Last AP message decryption failure details
- Reason for last message decryption failure............
Not applicable

Last AP disconnect details
- Reason for Tast AP connection failure.................
Not applicable

Last join error summary

- Type of error that occurred last............couiuou...
Lwapp join request rejected

- Reason for error that occurred last...................

Certificate payload in join request contains invalid
certificate

- Time at which the last join error occurred............
Mar 06 19:04:00.810

of 2
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<#root>

(Cisco Controller) >

show ap join stats detailed 00:14: 1b: 5a: 40: 10



Discovery phase statistics

- Discovery requests received...... ..ttt 10
- Successful discovery responses sent..........couuueuen. 5
- Unsuccessful discovery request processing............. 2113123

- Reason for Tlast unsuccessful discovery attempt........
Discovery request received on unsupported VLAN

- Time at Tast successful discovery attempt.............
Jan 30 14:30:12.284

- Time at Tast unsuccessful discovery attempt...........
Jan 30 14:30:12.288

Join phase statistics

- Join requests received. ... ..ttt i i e 4
- Successful join responses Sent.........ouuuuunennnnnnn 0
- Unsuccessful join request processing.................. 4

- Reason for last unsuccessful join attempt.............
Certificate payload in join request contains invalid
certificate

- Time at Tast successful join attempt..................
Not applicable

- Time at Tast unsuccessful join attempt................
Mar 06 19:19:03.345

Configuration phase statistics

- Configuration requests received..........covuiiiiunnnn. 0
- Successful configuration responses sent............... 0
- Unsuccessful configuration request processing......... 0

- Reason for Tlast unsuccessful configuration attempt....
Not applicable

- Time at Tast successful configuration attempt.........
Not applicable

- Time at Tast unsuccessful configuration attempt.......
Not applicable

Last AP message decryption failure details
- Reason for last message decryption failure............
Not applicable

Last AP disconnect details

- Reason for Tast AP connection failure.................
Not applicable

Last join error summary

- Type of error that occurred last............ccouiuoo...

Failed to send Lwapp discovery response
- Reason for error that occurred last...................

Di scovery request received on unsupported VLAN

- Time at which the last join error occurred............
Jan 30 14:30:12.288

(Cisco Controller) >
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<#root>
(Cisco Controller) >

show ap join stats detailed 00:14: 1b: 5a: 40: 10

Discovery phase statistics

- Discovery requests received.......ouiiiiiiiiiiiiinnn 23
- Successful discovery responses sent...........ovuuununn 23
- Unsuccessful discovery request processing............. 0

- Reason for Tlast unsuccessful discovery attempt........
Not applicable
- Time at Tast successful discovery attempt.............
Jan 30 14:39:38.526
- Time at Tast unsuccessful discovery attempt...........
Not applicable

Join phase statistics
- Join requests received. ...t i i i i e, 21



Successful join responses sent.........ccvviiinnnnnnnns 21

Unsuccessful join request processing..........ceeeeen- 0

- Reason for last unsuccessful join attempt.............
Not applicable

Time at Tast successful join attempt..................
Jan 30 14:39:07.085

Time at Tast unsuccessful join attempt................
Not applicable

Configuration phase statistics

- Configuration requests received..........cvvviiiunnnn. 21
- Successful configuration responses sent............... 21
- Unsuccessful configuration request processing......... 0

- Reason for Tlast unsuccessful configuration attempt....
Not applicable

- Time at Tast successful configuration attempt.........
Jan 30 14:39:09.481

- Time at Tast unsuccessful configuration attempt.......
Not applicable

Last AP message decryption failure details
- Reason for last message decryption failure............
Not applicable

Last AP disconnect details
- Reason for Tast AP connection failure.................
Timed out while waiting for ECHO response from the AP

Last join error summary

- Type of error that occurred last............coviuoo...
AP got or has been disconnected

- Reason for error that occurred last...................

Timed out while waiting for ECHO response fromthe AP

- Time at which the last join error occurred............
Jan 30 14:40:15.451
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<#root>
(Cisco Controller) >

show ap join stats detailed 00:13:5f:fa: 88:50

Discovery phase statistics

- Discovery requests received.......ouiiiiiiiiiiiiiann 2
- Successful discovery responses sent............cvvvuunn 1
- Unsuccessful discovery request processing............. 2113123

- Reason for last unsuccessful discovery attempt........
Discovery request received on unsupported VLAN



- Time
Jan
- Time
Jan

at last successful discovery attempt.............
30 14:58:58.070
at last unsuccessful discovery attempt...........
30 14:58:58.071

Join phase statistics

- Join

requests received. . ......cciiiiiii i i i i e

- Successful join responses Sent.........euuuuunenennnns
- Unsuccessful join request processing..................
- Reason for last unsuccessful join attempt.............

RADI US aut horization is pending for the AP

- Time
Not
- Time
Jan

at last successful join attempt..................
applicable

at last unsuccessful join attempt................
30 14:59:13.111

Configuration phase statistics

- Configuration requests received..........ccvvviiiunnnn.
- Successful configuration responses sent...............
- Unsuccessful configuration request processing.........
- Reason for Tlast unsuccessful configuration attempt....

Not
- Time
Not
- Time
Not

applicable
at last successful configuration attempt.........
applicable
at last unsuccessful configuration attempt.......
applicable

Last AP message decryption failure details
- Reason for last message decryption failure............

Not

applicable

Last AP disconnect details
- Reason for Tast AP connection failure.................
Radius authorization of the AP has failed

Last join error summary

- Type

of error that occurred 1ast......cvviiiiinnnnnnnn

AP got or has been disconnected
- Reason for error that occurred last...................

Radi us

- Time
Jan

(Cisco

of 5

aut hori zation of the AP has failed

at which the last join error occurred............
30 14:59:13.117

Controller) >

<#froot>

(Cisco

Controller) >

show ap join stats detailed 0026cb8168c0

Discovery phase statistics

- Discovery requests received



Successful discovery responses sent..........ccvvvuuuunnnn 0

- Unsuccessful discovery request processing................ 0

- Reason for Tast unsuccessful discovery attempt........... Not applicable
- Time at last successful discovery attempt................ Not applicable
- Time at last unsuccessful discovery attempt.............. Not applicable

Join phase statistics

- Join requests received. ... .iiiiiii it i it e 122

- Successful join responses Sent..........uuvurerrnnnnnnnnn 0

- Unsuccessful join request processing..........cevveueuuunn 0

- Reason for last unsuccessful join attempt................ Not applicable
- Time at Tast successful join attempt..................... Not applicable
- Time at Tast unsuccessful join attempt................... Not applicable

Configuration phase statistics

- Configuration requests received.........cvvviiiiinnnnnnnnn 115

- Successful configuration responses sent.................. 0

- Unsuccessful configuration request processing............ 0

- Reason for last unsuccessful configuration attempt....... Not applicable
--More-- or (Quit

- Time at Tast successful configuration attempt............ Not applicable
- Time at Tast unsuccessful configuration attempt.......... Not applicable

Last AP message decryption failure details
- Reason for last message decryption failure............... Not applicable

Last AP disconnect details
- Reason for last AP connection failure.................... Image data
request received from an unsupported AP

Last join error summary

- Type of error that occurred last...........covviiininnnnn AP got or
has been disconnected

- Reason for error that occurred last................cuun.n

I mage data
request received froman unsupported AP

- Time at which the last join error occurred............... Feb 16
00:50:16.841
<#root>

Discovery phase statistics

- Discovery requests received...... ...ttt 44

- Successful discovery responses Sent..........ccvvvvueuennn 44

- Unsuccessful discovery request processing................ 0

- Reason for last unsuccessful discovery attempt........... Not applicable

- Time at Tast successful discovery attempt................ Feb 26 18:36:24.098
- Time at Tast unsuccessful discovery attempt.............. Not applicable

Join phase statistics

- Join requests received. ... ....uiiiii it i i e e, 44

- Successful join responses SeNt........vvierererrnnnnnnnnn 0

- Unsuccessful join request processinNg..........ccvvvueuuenn 44

- Reason for last unsuccessful join attempt................ Join request receive
d from an unsupported AP

- Time at Tast successful join attempt..................... Not applicable

- Time at Tast unsuccessful join attempt................... Feb 26 18:36:39.497



Configuration phase statistics

- Configuration requests received.........cvvviiiiinnnnnnnnn 0
- Successful configuration responses sent.................. 0
- Unsuccessful configuration request processing............ 0
- Reason for last unsuccessful configuration attempt....... Not applicable

- Time at Tast successful configuration attemp--More-- or (q)uit
L o Not applicable
- Time at Tast unsuccessful configuration attempt.......... Not applicable

Last AP message decrytion failure details
- Reason for last message decryption failure............... Not applicable

Last AP disconnect details
- Reason for Tast AP connection failure.................... Not applicable

Last join error summary

- Type of error that occurred last...........cvviiininnnnn Lwapp join request r
ejected

- Reason for error that occurred last...............cccuuu.n

Joi n request receive
d froman unsupported AP

- Time at which the last join error occurred............... Feb 26 18:36:39.497
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