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WLC7} MZ FFEEIH Al Au|T8 ol otHALZ So{ZLIch T4 DA E A&5t0d 7|2 d
g FEELICLCLI EEE GUIE S35l OHHA| AM| AT = J&LICH 0| 22 CLIOIAM AlZf 4|
T2i|o]44 otALe| of & EoiELICH

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco_33:84:a0]: ws-3750

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): *****
Management Interface IP Address: 10.10.80.3

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.10.80.2
Management Interface VLAN Identifier (0 = untagged) :
Management Interface DHCP Server IP Address: 10.10.80.2
AP Manager Interface IP Address: 10.10.80.4

AP-Manager is on Management subnet, using same values

AP Manager Interface DHCP Server (172.16.1.1):

Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: Security

Network Name (SSID): Enterprise

Allow Static IP Addresses [YES][nol: yes

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enable 802.11b Network [YES][no]l: yes

Enable 802.1la Network [YES][no]l: yes

Enable 802.11g Network [YES][no]: yes

Enable Auto-RF [YES] [no]: yes

Configuration saved!
Resetting system with new configuration.

olaf#t mi7fH4 = 7| Sod2 9l WLCE ARELICH 0l x| 24|23 o] Mol A= WLCT}
10.10.80.32 Z2| QIE{HO|A IP FAZE, 10.10.80.45 AP-ZE|X} CLIE{H|O|A IP FAZE ALEE L
=1

WLCOIM CIE 7|58 F45t7| Toi LAP= WLCO| SE35lof g L|ct.ol Mo = LAPZ}
WLCH| SS& Ho2 JHEELICIWLCH APE S55ts &idol CHs AFM[EH LI = WLAN
Controller Failover for Lightweight Access Points Z1I| 22| 0| 0| 2| Register the Lightweight AP
to the WLCs MM E FHESHAA|2.0] 71T 04 0d|2F BE45t0{ AP12402 WLAN ZHEE 2
(10.10.80.0/24)T} S 0| A{EL(10.10.81.0/24)0l TS E|H DHCP S4M 432 HEE24 ZAlol| A}
St

Cisco Secure ACSE &% RADIUS QI&

ALK} R4 5HE Cisco Secure ACS AMB{0| MEStES WLCE F/ &l oF gLic 1
ACS MHE 4=l Windows | O|E{H|O|AE S AIEX AH3 ZSHE =I5t FM 2EI0|HE
of CHst °—'1HIAE M3 ELict.
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1. 22 EIHAEO CHEH &d5HE SSIDEH & AIELICEH

Cisco Secure Services Client

iZlienkt  Administrakion  Help

Create Metworks | Manage Nebworks |

Arcesy A~ Data Secunty
ﬁ“ bigronkey [2 acceszes detected)

il
N emplayee-local

0071 4165a2bd0  High Signal
00141b5azbdf High Signal
0014165a33d0 e High Signal
00714165a33df. High Signal

guest-central

guestnet [B accesses detected)
H-REAP_TEST_1
H-REAP_TEST_3
H-REAP_TEST_4
H-REAP_TEST_G
H-REAP_TEST_E

H-REAP _TEST_7

Create Netwnrk|

2 1: WLAN ZHEED|E 7|EXO 2 SSIDE HEREEIHAESIEEZ AZHEISSIDO| HERT MM
S50 EAEUCHLUHESR T 220U E MdstE{t S F(Enterprise) L Create Network 2tC|2
HEo M SSIDE 22/t ELct.

WLAN QIZ 7t HE2EFHAE SSIDE H|E 835101 T HE A2 SSIDE =522 F7tsHof &L
Ct.Access Devices(HA|A C|HFO|A)0|A Add(F 7} BiC|R HES E2lstn MM SSID(:
Enterprise)2 =822 Q2gfL|Ct. ECI0|HE L &4 Z2E SE(F, ECI0|MEI 2 HE
SSIDE SsSXMoZ Z2ES= FR)2 T+ ELICtAdd Access Device(4A|A C|HFO|A FI} &
0f A SSIDE /248t & Actively search for this access device(O| M| A CIHIO|AE M2 ™o Z A
ME X|H g L.

1. EAP Q15 M™o| HX{ =2 utof CHall L HEIX| 2 d9 ZE dH2 AEHZE0|X 2=
(802.1X)E& 5183t Xx| t&LICt.

Create Network(HIE 23 44) 2IC|2 BHHE 0| Network Profile(HIES 3 T2 1) &2 A& 504
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MEfSH(EE T+ JEl) SSIDE 215 M7LIED HEE =+ U&LICh Z=Hof gl 2% 0|2 x|
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SIDE g £ &LCt

n
rir
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Atq: 0| 15 T2t ofA{ 0o42{ WLAN EoF f3 4l

Z2t0|HET}F RF HHEIX| {0 U2 [ HIEXHZ 0| KIS 2 HZAL| T 5 5t2{ Automatically
establish User connection2 MEHEILICH O] T2 OIS A|AEIO| CHE AFRXF H/X D} &7 AFR 5
= ZO| HIE RI5tK| ot 2 B2 BE ASKHAH AL 752 M FAFLICHAutomatically
establish(AHS M) E MEASHK| pfo™ AFEXI7F CSSC &2 P11 Connect(®1Z) BiC|2 HES
AME30{ WLAN Q1EE2 =S 22 A&l oF gFLCt.

MEX7F EOa2517| ol WLAN 2122 A|ZH5tE{ T Before user account(Ar& X H™E H)E M
15

BLICHOIZ M o2 K& E ALK AL 24 S B(EAP-FASTOIM TLSE Al 3t 29 HlLM= =
QIZ M/ ADLEFHE)S AL o] EH 2391 Aefo| 51 ELiC

Netwark Profile @

M ebwark,

rr 12

Marne: |Enterprize Metworl,

Ayailable to all ugers [public profile]

[] Automatically establizh Machine connection
Automatically establish User connection

Before user account [supportz srmartcard/pazaword only)

M etwork, Configuration Surmrmary:

Authentication: [FAST:

Credentials: | Request when needed and remember farever.

b odify.
Accezz Devices
Aoceszz £ 5510 b ode Maotes
Enterprize WPAZ Enterprize
Add... | t odify Configuration. .. Hemove

Help | ak. | | Cancel




#11: Cisco Aironet 350 Series Client Adapter@t & 74 WPA/TKIP i &5tz WPA SHEAM|
0|3 SHA| AB 1+ #2504 $4XH CSSC E2t0|1EQ 350 =210[H Ztol H| 2 &40l Qleez
WPA SHEM|0|3 HAE S HIgd3tslof g LICt O] 7|S2 Client(E2t0|21E) > Advanced
Settings(12 &) > WPA/WPA2 Handshake Validation(WPA/WPA2 $iE 0|3 ZHSE)ol| A H|&
MELELICH H|E &3 E e Mo|3 B2 WPA(TKIP per-packet 7| & HIAIX| £Z24 & ool o
Fet 20 7|58 §{&5tX[E =7| WPA 7| @1&5 2 dH|gdstehuict.

Add Access Device

Arvallable Sccess Devices:

Aooegs A Drata Securby
| bigmonkey [2 accesses detected) BB w2
| employee-local R wPA2
il g,
001 41b5a2bd0 High Signal WRAZ
001 4165a2bdf High Signal WEAZ

001416523340 High Signal WEAZ
0014165a33df  High Signal WEAZ

ﬁ| guest E Open

1l quest-central B | Open
3 |

Access Device:

Aoceszz (5510 |Enterprize

[[] Actively zearch for this access device

Enterprize Port Settings:
Mode: | WPAZ Enterprize

Add Access | | Cancel

Network Configuration Summary(HIE |3 74| 22{|0|M 2 2F)oll M Modify(=™)E 2 =!5}04
EAP/AIZE 5 MHE FELICHTurn On Authentication(21& #47[)2 XI5t Protocol(Z 2 E
2) ol2HollA FASTE =435+ 11 'Anonymous' as Identity(Z 7| EAP L H0|A AL Xl O|& IS)E
MEHSILICH ALEX} O|§ 2 /5 EAP IDE AF8 2 A8 & &= UX|EH B2 10| =7| & 53 E[X]
of2 EAP 2Hof| AFEXH IDE EA| 57|18 BetK| A &LICLUERZ B0 22 R4 5B
Ab835t24™ Use Single Sign-on Credentials& K| & LICHEAP-FAST OH7Hgd~ & M 5t24H
Configure& 2 2!gfLICt.



Network Authentication... @

Metwark: | Enterprize Mebwarl:

Authentication b ethods: Ilzer Credentials:
{3 Tum Off {3 Usze Machine Credentials
{*) Tum On

{3 Usze Single Sign on Credentials

{*) Usze Uzemame az [dentity

() Usze '‘Anonymousz’ az |dentity (&3 Requestivhienn=sded

{#) Remember farever
Protocal 25

{3 Remernber far thiz session
[] EAP-MDA () Remember for 5§ minutes

[] EAP-MSCHAPZ

[] EAP-TLS —

......................

[] GTC o Configure. .

| Help | k. | | Cancel

FAST AH0i M Validate Server Certificate(AMHH IS M HB)E XIHE = QYU&LCt. :LE-I‘.:E' EAP-
FAST MM g MZ5t7| ol E2H0|HE 7 EAP-FAST AMB{(ACS) QIS ME & Qlg £ &LICt 0]
= & = Q74L} HIQI7} EAP-FAST AME{2t2| ¢dZ20{ A 20| E & x[o| CHE EZ 5': |E|°" T
E.’it AL CHEt Q1B A4 SHO| EF o2 ™S & LICHOIZEA FE=|‘:'=| ACS Mt{oi 215 M7t A
x| |04 R{0{0F 5tH 2 2+0|21E0i= Root Certificate Authority 215 M7t A% | /o4 R{o{oF EL[Ct
0| oo HE M 215 M A5 0| &Mt E| x| et& L CH.

U&LICH 2™
P FAST MME XY
% WE LHolM EAHE TLS
ol

AA

FAST A7 0{| A Allow Fast Session Resume(lt& A|M XH7H )2 xl %E
TIx| EAP-FAST RiQ1E 2T Ab& 0| ofil Efd(TLS MIM) HEE 7|t

7H%F £ Ql&L|CHEAP-FAST MH| 2! Z2}0|1E T} 7| EAP- FAST O_
MM HEo| Ciel 38 X[AI2 7HX|12 e B MM RH7H7| el =

*°" > -|>

#1: EAP-FAST Mt 2 220|¢E= 25 EAP-FAST MM Ri7Hoi| CHal <L E|o{of &fLCt.

Tunneled Method(E{' 2/ El &) > EAP-TLS Settings(EAP-TLS &%) of2{ollM PAC XI5 Z Z H
X<le @8t EAP-MSCHAPV2 2! _’é; et EAP- GTCE &Este BE WS XI™HELIC
Active Directory2}t Z2 Microsoft & E||0|E-||:H|0| MQ'_P: a2 47t |—'||E-?—-|301|k| EAP-
FAST v1 22t0|AEE X|§H35tX| & E MSCHAPVZDF EHE3 %t.’:.OE ANSSEF X|HE =

T &Lt

£ 1: O] 2| EAP-TLS ™M MH QIEM 24 AME 7222 &/dstE(of J&LICHO]
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7} 2445t El
QIEME 7

= =

2 0l
2 EAP-
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Configure EAP Method. .. X

FAST zettings:

Kl

OF EAP-TLSE AIE3HX| gtz 2 Of
LS LHOA ECI0|IE QB Me| MH &
LICF.

| MEXLXIX| pf&LICh ol HE

M ZHAF Qloi 22F0|HE T MH

L=
A

g1
Fol

o>

Uze Smartzard-bazed Client Certificates Only
[[] alidate Server Certificate

Allow Fast Seszion Resumption

Turneled Method
A Method W
EAP-TLS Settings:

[] Uze Smartcard-bazed Client Certificates Only
Yalidate Server Certificate

Help ak. | | Cancel

OK(%2)E & =501 EAP-FAST HEE MY Y LICLECI0|AET =20t ofzfof "Ats 22 M
HE|EE FHEReEE HERIQA 0d4/2150| A5 2 AIZHELICHUHES|T #E| Eof A

HEZ, 4ef L Oo|E £t EE= Zet0|MEQ| 14 o EHE LIEt-LICE 0| oo M= Z2at

U AEZ2t0|= HERF T} A S0|H HIES T HAM|A EX|[= Connected:Authenticated & Lt

EFLHO{ AutoconnectE A& 35H= SSID Enterprise ILICHE|O|E 2o EHEE AF8El= 802.11 & &
3l R LIEILHO, O] ool M= WPA2RILICY.



LCizco Secure Services Chant
Client  Admiristration Help

Creste Melworks  Manage Metworks

Connected Authenbicated [SutoConnect] £55 WPA2

Cornect Configure

Z220|1E 7} @15 £|™ Manage Networks(HIE2{3 2 2|) B2 Profile(Z 21} 2) of2Hol A SSIDE
MEHSH T Status(&fEf)& 2 =!5t04 12 MEALEE FEIELICH.Connection Details(21Z kll-bl'-)\}*)
2 ZFetolgE |:||:|P0|A 44 o Ef & E74|, 215 ol st HEE NI ELICHWiFi M A
T2 RSSI, 802.11 AM'd X Q1B5/F =5 E Z &Stz 802.11 2 AEHOl| CHE MIBAMEE MSELI
Ct.



Connection Status

:Connection Details;

WwiFi Details |

Status:

Diuration:

Metwark, Prafile:

Mebwork Adapter:

Connected: Authenticated

Oc:o0: 47

Enterprize Metworl,

Cizco Arronet B02.11a/b/g Wireleszs
Adapter [Microzoft's Packet

Scheduler)
Client MALC Address: 00-40-96-40-36-2F
Aoocesz Device: Enrterprize
Aooess Device MALC Addreszs: 00-14-18-Ré4-33-00
Tranzmitted packets: 121
Fecerved packets: G
Speed: 54.0 Mbpz
Authentication Method: FAST A GTC
Authentication Server: THME [nat verfied)
IF Address: 10.710.82.11

Help Cloge




Connection Detais | WiFi Detas |

Aocess Device MALC Addrezs [BS510): 00-14-18-R4-33-00

Charnnel: 1

Signal Strength: Wem High

Azzociation Method: WPAZ Enterprize

E nicrpphion: AES

Help . Cloze

AAE] 2E2[XH= & CSSC HHEZHM AFEE = U= TIEk REIEZIE[R! Cisco Secure Services
Client System ReportE A& e = AU&LICEO| REE[E|= AlZf Hlf+ = CSSC CIHEE|0i| A At

& & U&LICLOIOIEHE 7t XME{H H|o|EH =& > BEEERE SA>EI M njed #7|§ 2=
gk o|= Al 3t Microsoft File Explorer 0| 5 E E1 M 0| Qe CIHEZ|Z O|S &L
Ch.2S& oY LHollM 7t &8t Clo|El= 23 (log_current) Of2Hof U& LICH.

=I2|E[= WLAN HE(SSID B K|, A4 e S)2t &7H CSSC, 2IE{mojAa X EEL0[H MF
i M AENE MBELICH ol §3] CSSCe WLAN O{RHE] ZHo| 42 BXIE ZIEHetE o



Cisco Secure ACS A{H{, WLAN ﬂeéa CSSC Z2I0|¢MEE M5t ’gi@ Zim|ago|M 4l
CO|E{HIO|A MR 7|2 F 48 & WLAN HIEQ|3 = EAP-FAST ¢/& 4l E 22I0|HE Sl
Qe EELICHEQH MM ZIME/QFE &0l5t7| {s ZLEZE £ = odg] X|™o| A&
LIC}.

O|HEE WLAN ZHEE 9}

_

Zm|ago|ME E|AESHE{T EAP-FAST Q152 AH&5lod £4M 22
Adsted T ghLict.

1.CSSC7t Xt e floll +HEl 42 2LH0|UEE 0| HZEE HS2 2 AT LICLAS
2 A B A2 ol chs #EEIX| f2 32 AF8Ate E EIC|Q HE S Sall WLAN
F.2{ EAP Q15 0| Y 45t= 802.11 44 T2 M|ATE AIZFEIL|CEH.of

Cisco Secure Services Client

Client  Administration Help

Create Metworks | Manage Metworks

Metwork, Statusz Drata Secunty

Details...

Connect || Configure || Hemowve | Statusz...

2. 71 ¥ EAP-FAST QI5(EAP-FAST PAC Authority == ACSOIM) AF2 X} O|E T} HIZUHS E
2245t 2HE MIAIX|7} & AIELICEHo

——

Enter Your Credentials

rUH

| E‘!‘ Fleaze enter your credentials for
L network, Enterprize, acceszs akita_pkc

lsername: |tmeuzerd

Send... | | Cancel




Enter Your, Credentials

La Fleaze enter your credentialz for netwaork,
i} Enterprize, access akita_pkc

Uzername: [tmeuser3

Wielcome ta the Richfield TME PALC Auth

Dialog expirez in 10 second(z)...

Send... Cancel

3. CSSC 22}0|21E= WLCE S35l RADIUS AH(Cisco Secure ACS)H| AHE A} A4 5HE ™
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Cisco Secure ACS 2! Cisco WLAN Controlleroi| M M3 == TIE 2 4Ef HE Q|0 = EAP-FAST

P52 TlEtst= ol A" = U= F7t ZRIETJ} UELICEWLAN ALITHE AMESH7LE WLAN 7
EE0|M EAP &2 CIHZSIX| ot CHEE Q| 015 EANE TITHE 4= UX|DH Ol X RIE2E
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EAP-FAST Exchange& A LT Z4X{

0] 802.11 AULH M= Q& S HoiELICt
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n Source : OO 40: 36 A0:06: 2F Eftromab A0 Fé6-IF [LO=15]

l} DemEinstion: O0; L4: LE: BA:33: D0 [Le=EL1]
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WLAN HEEHH M C|Ha

CHS CIH HHS WLAN ZHEE oA AF25t0o4 Q1F mEto| ZIs Astg oL |E{>IE
Ct.

. C|HH1 aaa O|HIE &5}
. C|H aaa detail enable

. debug dot1x O|HIE &3}
. C|HH dot1x &HEH & 4335}

[ ===
EZHTHAM A|ZF of LI},

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Processing RSN IE type 48,
length 20 for mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Received RSN IE with
0 PMKIDs from mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f dotlx -
moving mobile 00:40:96:a0:36:2f into Connecting state

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Sending EAP-
Request/Identity to mobile 00:40:96:a0:36:2f (EAP Id 1)

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Received Identity Response
(count=1) from mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f EAP State update from
Connecting to Authenticating for mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f dotlx - moving mobile
00:40:96:a0:36:2f into Authenticating state

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Entering Backend Auth
Response state for mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: AuthenticationRequest: 0x138dd764

Thu Aug 24 18:20:54 2006: Callback....... 0x10372764

Thu Aug 24 18:20:54 2006: protocolType...0x00040001

Thu Aug 24 18:20:54 2006: proxyState..... 00:40:96:A0:36:2F-11:00
Thu Aug 24 18:20:54 2006: Packet contains 15 AVPs (not shown)

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Successful transmission of
Authentication Packet (id 84) to 10.1.1.12:1812, proxy statel

Thu Aug 24 18:20:54 2006: ****Enter processIncomingMessages: response code=11

Thu Aug 24 18:20:54 2006: ****Enter processRadiusResponse: response code=11

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Access-Challenge received from
RADIUS server 10.1.1.12 for mobile 00:40:96:a0:36:2f rec?

Thu Aug 24 18:20:54 2006: AuthorizationResponse: 0x11c8a394

Thu Aug 24 18:20:54 2006: structureSize..147

Thu Aug 24 18:20:54 2006: resultCode. . ... 255

Thu Aug 24 18:20:54 2006: protocolUsed...0x00000001

Thu Aug 24 18:20:54 2006: proxyState..... 00:40:96:A0:36:2F-11:00
Thu Aug 24 18:20:54 2006: Packet contains 4 AVPs (not shown)

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Processing Access-Challenge
for mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Entering Backend Auth Reqg state
(1id=249) for mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f WARNING:
updated EAP-Identifer 1 ===> 249 for STA 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Sending EAP Request from
AAA to mobile 00:40:96:a0:36:2f (EAP Id 249)

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Received EAP Response from
mobile 00:40:96:a0:36:2f (EAP Id 249, EAP Type 3)

ZAEED] CIH(WPA2 215 ALE)0IA EAP LS 83 Ho 2 R 3&LICt
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Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Processing Access-
Accept for mobile 00:40:96:a0:36:2fF

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Applying new AAA
override for station 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Override values for station
00:40:96:a20:36:2f source: 4, valid bits: 0x0

gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout:
-1 dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rl'

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Unable to apply override
policy for station 00:40:96:a0:36:2f - VapAllowRadiusOverride E

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Creating a new PMK Cache Entry
for station 00:40:96:a0:36:2f (RSN 2)

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Adding BSSID
00:14:1b:5a:33:d0 to PMKID cache for station 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: New PMKID: (16)

Thu Aug 24 18:20:54 2006: [0000] a6 cO 02 95 66 e8 ed 9b 1lc 65 9b
72 1f 3f 5f 5b

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Sending EAP-Success
to mobile 00:40:96:a0:36:2f (EAP Id 0)

Thu Aug 24 18:20:54 2006: Including PMKID in M1 (16)

Thu Aug 24 18:20:54 2006:
[0000] a6 cO 02 95 66 e8 ed 9b 1lc 65 9b 72 1f 3f 5f 5b

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Sending EAPOL-Key Message to
mobile 00:40:96:a0:36:2f state INITPMK (message 1), replO

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Entering Backend
Auth Success state (id=0) for mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Received Auth Success
while in Authenticating state for mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f dotlx -
moving mobile 00:40:96:a0:36:2f into Authenticated state

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Received EAPOL-
Key from mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Invalid EAPOL version
(1) in EAPOL-key message from mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Received EAPOL-key
in PKT_START state (message 2) from mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Stopping retransmission
timer for mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Sending EAPOL-Key Message
to mobile 00:40:96:a0:36:2f state PTKINITNEGOTIATING (messal

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Received
EAPOL-Key from mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Invalid EAPOL version (1)
in EAPOL-key message from mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: 00:40:96:a0:36:2f Received EAPOL-key in
PTKINITNEGOTIATING state (message 4) from mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:54 2006: AccountingMessage
Accounting Interim: 0x138dd764

Thu Aug 24 18:20:54 2006: Packet contains 20 AVPs:

Thu Aug 24 18:20:54 2006:

AVP[01l] User-Name........ouvuuuunee.n enterprise (10 bytes)
Thu Aug 24 18:20:54 2006: AVP[02]

NaS—POrt . i ittt ettt e e e et eeeeea 0x0000001d (29) (4 bytes)
Thu Aug 24 18:20:54 2006: AVP[03]

Nas-Ip-AddresSS . v v v vt ettt eeeeeeen 0x0a0a5003 (168448003) (4 bytes)
Thu Aug 24 18:20:54 2006: AVP[04]

Clas S e ittt ettt e e e e e e CACS:0/28b5/a0a5003/29 (22 bytes)
Thu Aug 24 18:20:54 2006: AVP[05]

NAS-Identifier......... ... ... ... ws-3750 (7 bytes)

Thu Aug 24 18:20:54 2006: AVP[06]
Airespace / WLAN-Identifier........ 0x00000001 (1) (4 bytes)



Thu Aug 24 18:20:54 2006:
Acct-Session-Id.......

AVP[07]

............. 44ede3b0/00:40:

96:a0:36:2£/14 (29 bytes)

Thu Aug 24 18:20:54 2006:
Acct-Authentic........
Thu Aug 24 18:20:54 2006:
Tunnel-Type...........
Thu Aug 24 18:20:54 2006:
Tunnel-Medium-Type. ...
Thu Aug 24 18:20:54 2006:
Tunnel-Group-Id.......
Thu Aug 24 18:20:54 2006:
Acct-Status-Type......
Thu Aug 24 18:20:54 2006:
Acct-Input-Octets.....
Thu Aug 24 18:20:54 2006:
Acct-Output-Octets....
Thu Aug 24 18:20:54 2006:
Acct-Input-Packets....
Thu Aug 24 18:20:54 2006:
Acct-Output-Packets...
Thu Aug 24 18:20:54 2006:
Acct-Session-Time.....
Thu Aug 24 18:20:54 2006:
Acct-Delay-Time.......
Thu Aug 24 18:20:54 2006:
Calling-Station-Id....
Thu Aug 24 18:20:54 2006:
Called-Station-Id.....
Thu Aug 24 18:20:54 2006:

AVP[08]

............. 0x00000001 (1) (4 bytes)
AVP[09]

............. 0x00000004 (13) (4 bytes)
AVP[10]

............. 0x00000006 (6) (4 bytes)
AVP[11]

............. 0x3832 (14386) (2 bytes)
AVP[12]

............. 0x00000003 (3) (4 bytes)
AVP[13]

............. 0x000b99%a6 (760230) (4 bytes)
AVP[14]

............. 0x00043a27 (277031) (4 bytes)
AVP[15]

............. 0x0000444b (17483) (4 bytes)
AVP[16]

............. 0x0000099b (2459) (4 bytes)
AVP[17]

............. 0x00000a57 (2647) (4 bytes)
AVP[18]

............. 0x00000000 (0) (4 bytes)
AVP[19]

............. 10.10.82.11 (11 bytes)
AVP[20]

............. 10.10.80.3 (10 bytes)

00:40:96:a0:36:2f

Stopping retransmission timer for mobile 00:40:96:a0:36:2f

Thu Aug 24 18:20:57 2006:

#ed HE

User admin authenticated
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