GGSNOI| M "new-call policy reject"& =& & i
DNS AH|A Oi7HEH=0f CHEF 2 At

EX: GGSNOIM M S H2 HE S XS5 i DNS MH[A o7 Z4u|T2fj0|4d
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£ 42, MH|A ZH2 YX|57] 2|51 DNS(Domain Name System) HIE I E M7 m 3 2l5H

of ot= & 7hX| odlef =X|E HABELICE.

7| X} Parthasarathy MZ} Anthony Fajri, Cisco TAC @l X|L|0{

E2X: GGSNUM M 3 M {5 E =& o DNS AH|A O
i Hu|agfo|M

GGSN AZEQJo{E§ Yazl|o|=E5t= S 7HUXto| CHEF AMH|A FES WX|5H7| 25 MER &
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[l ocal ] ASR5K_LAB# newcal | policy ggsn-service all reject
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SGSN T4
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===>GPRS Mbbhi |l i ty/ Sessi on Managenment Message (2 Bytes)
Protocol Discrimnator : GW nessage
Message : Attach Conplete

I NBOUND>>>>> 05: 34: 35: 320 Eventi d: 88112(0)
===>GPRS Mbbi |l i ty/ Sessi on Managenent Message (34 Bytes)
Protocol Discrimnator : SM nessage
Message : Activate PDP Context Request
Request ed NSAPI
Request ed LLC SAPI
Request ed Qos
Length of Qos: 14
Request ed PDP address
Length : 2
Access Point Nane
Length: 10

<<<<QUTBOUND 05: 34: 35: 323 Eventi d: 116004( 3)
GTPC Tx PDU, from 192.168.2.2:19002 to 192.168.2.1:2123 (110)
TEI D. 0x00000000, Message type: GIP_CREATE_PDP_CONTEXT_REQ MSG (0x10) >>>>>>>>>> to GGSNL
Sequence Nunber:: 0x00CC (204)
GIP HEADER FOLLOWS:
Versi on nunber: 1
Protocol type: 1 (GIP U
Ext ended header flag: Not present
Sequence nunber flag: Present
NPDU nunber flag: Not present
Message Type: 0x10 ( GIP_CREATE_PDP_CONTEXT_REQ MsG)
Message Length: 0x0066 (102)
Tunnel | D: 0x00000000
Sequence Nunber: 0x00CC (204)
GIP HEADER ENDS
I NFORMATI ON ELEMENTS FOLLOW
I MSI: 123450040000000
Recovery: 0x09 (9)
Sel ection Mode: 0x0 (MS or network provided APN, subscribed verified (Subscribed))
Tunnel ID Data |: 0x8000C002
Tunnel 1D Control |: 0x8000C002
NSAPI : 0x05 (5)
END USER ADDRESS FOLLOWS:
PDP Type Organisation: |ETF
PDP Type Nunber: |Pv4
Address: Enmpty
END USER ADDRESS ENDS
Access Point Name: sittl.com
GSN Address |: 0xC0A80202 (192.168.2.2)
GSN Address |1: 0xC0A80203 (192.168.2.3)
MBI SDN:  128612345678901
QCS Profile: 0x0223421F72967373440DFFFF00
COMVON FLAGS FOLLOW
Prohi bit Payl oad Conpression: no
MBMS Service Type: Milticast Service



RAN Procedures Ready: no
MBMS Counting Information: no
No QoS negotiation: no
NRSN:  yes
Upgr ade QoS Supported: no
Dual Address Bearer Flag: no
COVWON FLAGS END.
Radi o Access Technol ogy: GERAN
Ms Tinme Zone: -4:00
Dayl i ght Saving Tine: +1 hour
| NFORVATI ON ELEMENTS END.

| NBOUND>>>>> 05: 34: 35: 326 Eventid: 116003( 3)
GTPC Rx PDU, from 192.168.2.1:2123 to 192.168. 2. 2: 19002 (14)
TEI D: 0x8000C002, Message type: GIP_CREATE PDP_CONTEXT_RES MSG (0x11)
Sequence Number:: 0x00CC (204)
GTP HEADER FOLLOWS:
Version nunber: 1
Protocol type: 1 (GIP U
Ext ended header flag: Not present
Sequence nunber flag: Present
NPDU nunber flag: Not present
Message Type: Ox11 (GIP_CREATE_PDP_CONTEXT_RES MsG
Message Length: 0x0006 (6)
Tunnel | D: 0x8000C002
Sequence Number: 0x00CC (204)
GTP HEADER ENDS.
| NFORVATI ON ELEMENTS FOLLOW
Cause: 0xC7 (GTP_NO_RESOURCES_AVAI LABLE)
| NFORVATI ON ELEMENTS END.

<<<<QUTBOUND 05: 34: 35: 327 Eventi d: 116004( 3)
GIPC Tx PDU, from 192.168.2.2:19002 to 192.168. 2. 128: 2123 (110)
TEI D: 0x00000000, Message type: GIP_CREATE_PDP_CONTEXT_REQ MSG (0x10)>>>>>>>>>> GGSN2
Sequence Number:: 0x00CD (205)
GIP HEADER FOLLOWE:
Version nunber: 1
Protocol type: 1 (GIP C U
Ext ended header flag: Not present
Sequence nunber flag: Present
NPDU nunber flag: Not present
Message Type: 0x10 (GIP_CREATE_PDP_CONTEXT_REQ MsG
Message Length: 0x0066 (102)
Tunnel | D: 0x00000000
Sequence Number: 0x00CD (205)
GTP HEADER ENDS.
| NFORVATI ON ELEMENTS FOLLOW
I MSI: 123450040000000
Recovery: 0x09 (9)
Sel ection Mode: 0x0 (MS or network provided APN, subscribed verified (Subscribed))
Tunnel ID Data |: 0x8000C002
Tunnel 1D Control |: 0x8000C002
NSAPI :  0x05 (5)
END USER ADDRESS FOLLOWS:
PDP Type Organisation: |ETF
PDP Type Nunmber: |Pv4
Address: Enmpty
END USER ADDRESS ENDS.
Access Point Name: sittl.com
GSN Address |: 0xCOA80202 (192.168. 2. 2)
GSN Address 11: 0xCOA80203 (192.168. 2. 3)
MSI SDN:  128612345678901



QCS Profile: 0x0223421F72967373440DFFFF00
COVMON FLAGS FOLLOW

Prohi bit Payl oad Conpression:

MBMS Service Type:

RAN Procedures Ready:

MBMS Counting | nformation:

No QoS negoti ation:

no
Mul ticast Service
no
no
no

NRSN:
Upgr ade QoS Support ed:
Fl ag:

Dual Address Bearer
COVMON FLAGS END.
Radi o Access Technol ogy:
M5 Ti me Zone:
Dayl i ght Saving Ti ne:
| NFORVATI ON ELEMENTS END.

| NBOUND>>>>>
GTPC Rx PDU,

Sequence Number::
GIP HEADER FOLLOWE:
Ver si on nunber:
Prot ocol type:
Ext ended header fl ag:
Sequence nunber fl ag:
NPDU nunber fl ag:
Message Type:
Message Lengt h:
Tunnel |D:
Sequence Number:
GTP HEADER ENDS.
| NFORVATI ON ELEMENTS FOLLOW
Cause:
Reor der Requi red:
Tunnel |ID Data |:
Tunnel ID Control 1I:
Charging | D:
END USER ADDRESS FOLLOWS:
PDP Type Organisation:
PDP Type Nunber:
| Pv4 Address:
END USER ADDRESS ENDS.

yes
no
no

CGERAN
-4:00
+1 hour

05: 34: 35: 337 Eventid: 116003( 3)
from 192.168. 2. 128: 2123 to 192.168. 2. 2: 19002 (72)
TEI D: 0x80000002, Message type:
0x00CD (205)

GTP_CREATE_PDP_CONTEXT _RES MSG (0x11)

1

1 (GIP d V)

Not present

Present

Not present

0x11 ( GTP_CREATE_PDP_CONTEXT_RES_MSG)
0x0040 (64)

0x8000C002

0x00CD (205)

0x80 ( GIP_REQUEST_ACCEPTED)
0x0 (Not present)
OxOFFFFFF8

OxOFFFFFF8

0x00000007

| ETF
| Pv4
12.0.0.6

GSN Address |: 0xCOA80280 (192.168.2.128)
GSN Address 11: 0xCOA80280 (192.168. 2.128)
QOS Profile: 0x0222421F7296D1FE460D03FEO04A4A

I NFORVATI ON ELEMENTS END.

SGSN2 GGSNZ O{EH| MEBFLI7I?

apn-profile Z1IL|212{|0|4401| apn-resolve-dns-query snaptr HZ30|

apn-resolve-dns-query snaptr [ epc-ue | hon-epc-ue ]

JNE=IN: 7‘|'H|(UE)0| EPC 7|52

APN &0l2 2|3l SNAPTR & DNS #HZ|E &d35t5le{H ol BHEE A ELICto| 2EQ
oo|M2 APNEZ 0| 7|g_o_| Ho{g =7 .2. L|C}.

7|1 =7t x| agio|Mol ZEE|X| ot AR S-NAPTR # 2|l 2 E UE, EPC x| UE & EPC X|
FHUE7L Ot 2E UEM MEELICL7[2Mo 2 0] 7|s2 gM-stElX| ef& Lt

A& LICE.

7|8t 2 §l= SNAPTR Z/E{|. EPC 50| /= 3G 7FXtoi| CHaH



%, SGSNO| GGSN= MEH5t7| 2|5 DNS #Z|& NAPTR(Name Authority Pointer) & 4]
(sitt1.com.apn.epc.mnc090.mcc262.3gppnetwork.org) 2 2 & gL C}

NAPTR # 2|7} Muf35t SGSN2 #H 2| & A( sit1.mnc045.mcc123.gprs)2 CHAISH04 GGSN IP
FAE It L

2 Z4 1}

SGSN 4.

apn-profile default

apn-resolve-dns-query snaptr

ZZEZE FHELIHE:

*** \erbosity Level ( 2) ***
*** \erbosity Level ( 3) ***
<<<<QUTBOUND 05: 42: 24: 667 Eventi d: 5957(3)

DNS PDU Tx
from: 192.168.2.1 : 49351
to : 192.168.1.254 : 53
bytes : 76
Query ID . 6366
Type T Query
Question : NAPTR ? sittl.com apn. epc. mc045. ntc123. 3gppnet wor k. or g.
Addi ti onal :
Nane Do
Ext - RCODE 0
Type o OPT
UDPsi ze : 4096

I NBOUND>>>>> 05:42: 24: 750 Eventi d: 5956( 3)

DNS PDU Rx
from: 192.168.1.254 : 53
to :192.168.2.1 : 49351
bytes : 76
Query ID . 6366
Type . Response
Authoritative Answer : No
Response code : ServFai l
Question : NAPTR ? sittl.com apn. epc. mc045. ntc123. 3gppnet wor k. or g.
Addi ti onal :
Name Do
Ext - RCODE 0
Type . OPT
UDPsi ze . 4096

<<<<QUTBOUND 05: 42: 24: 752 Eventi d: 5957(3)

DNS PDU Tx
from: 192.168.2.1 : 51619
to :192.168.1.254 : 53
bytes : 57

Query ID © 16777

Type : Query



Question : A? sittl. com MNC045. MCC123. GPRS.

Addi ti onal
Narme Lo
Ext - RCODE 00
Type . OPT
UDPsi ze ;4096

I NBOUND>>>>> 05:42: 24: 781 Eventi d: 5956( 3)

DNS PDU Rx
from: 192.168.1.254 : 53
to :192.168.2.1 : 51619
bytes : 57
Query ID o 16777
Type . Response
Aut horitative Answer : No
Response code . Success
Question : A? sittl. com MNC045. MCC123. GPRS.
Addi t i onal :
Nane Do
Ext - RCODE 0
Type . OPT
UDPsi ze : 4096
Hu|agold of

Ct2 MH|A D782 DNSE A5t B9

Fl ags: A Service: x-3gpp- pgw. x- s5-gt p: x-s8- gt p: x-gn: x-gp

EPC(Non Evolved Packet Core) X| 2 UE7 DNS & MH|A |of M2t ¢1ZE2 Al
SGSN2 2|2 CHAI5H7 |2 Z ’8% &Lct.

o)
o
=3

(IR

SGSN2 DNS Answer MH|A 8 & HASIH, 7|9 E x-3gpp-ggsn:x-gn 2 x-3gpp-ggsn:x-gpE
32 £ Ao SGSN2 A #E| R = ciAEtLict.

Query Name: sittl.com apn. epc. mc045. ncc123. 3gppnet wor k. org

Answer :
Order: 10 Preference: 10
Fl ags: A Service: Xx-3gpp-pgw: X-s5- gt p: x-s8- gt p: Xx-gn: X-gp

Regul ar Expressi on:
Repl acenent: TOPON. S5. GGSN1. NODES. EPC. MNC090. MCC262. 3GPPNETWORK. ORG

Query Name: sittl. mc045. nccl23. gprs
Query Type: A TTL: 48993 seconds
Answer :

I P Address: 192.168.2.1

DNSO{AM A H|Z=0f CHEH EF
=)

= B2 SGSNO| ALE 7ts e T3
GGSNe 2 Z|C[HMe £ g | =

|_—_|._Ty_ 7|.I-I ol-|__||_—_|.

SGSN 2| AHE Ao et

Gn SGSN2 EPC(Evolved Packet Core) k| UEE <|3ll &S HiXIEl PDN(Packet Data Network)



HOIESO|(P-GW)/GGSN LEE X[ & MEHGI T MH[A Oi7H = x-3gpp-px-3x-3ggn-x-3gpn-
x-x-3FQDN(APN Fully Qualified Domain Name)01I CH& SNAPTR(SNAPTR) Z2|)& &gt
pp-pgw:x-gp.AH|A Oi7HE44~ x-3gpp-ggsn:x-gn ! x-3gpp-ggsn:x-gp2| QUE{HO|A = S&IF
GGSN2 MEi5t= Ol = AFS ELICE.

[t2tAM DNS BIZ =& CIRtQIE M ChS 0t 22 MH|A Oi7HHs-§ Zofe + A&LIcH

Fl ags: A Servi ce: X-3gpp- pgw. X- s5- gt p: x- s8- gt p: x- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

7 % DNS& EPC K| UEE X|5HX| ot= 042 GW(Gateway) FAE PHetst7| A|ZHEHLICEH

Query Name: sittl.com apn. epc. mc045. ntc123. 3gppnet wor k. or g

Query Type: NAPTR TTL: 42755 seconds
Answer :
O der: 40 Preference: 40
Fl ags: A Servi ce: X-3gpp- pgw. X- s5- gt p: x- s8- gt p: x- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

Regul ar Expressi on:
Repl acenment: TOPON. S5. GGSNO3. NCDES. EPC. mc045. ntc123. 3GPPNETWORK. ORG

Query Name: sittl.com apn. epc. mc045. ntc123. 3gppnet wor k. or g

Query Type: NAPTR TTL: 42755 seconds
Answer :
O der: 10 Preference: 10
Fl ags: A Servi ce: X-3gpp- pgw. X- s5- gt p: x- s8- gt p: x- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

Regul ar Expressi on:
Repl acenment: TOPON. S5. GGSNO2. NCDES. EPC. mc045. ntc123. 3GPPNETWORK. ORG

Query Name: sittl.com apn. epc. mc045. ntc123. 3gppnet wor k. or g

Query Type: NAPTR TTL: 42755 seconds
Answer :
O der: 20 Preference: 20
Fl ags: A Servi ce: X-3gpp- pgw. X- s5- gt p: x- s8- gt p: x- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

Regul ar Expressi on:
Repl acement: TOPON. S5. GGSNO5. NCDES. EPC. mc045. ntc123. 3GPPNETWORK. ORG

Query Name: sittl.com apn. epc. mc045. ntcl123. 3gppnet wor k. or g

Query Type: NAPTR TTL: 42755 seconds
Answer :
O der: 30 Preference: 30
Fl ags: A Servi ce: X-3gpp- pgw. X- s5- gt p: x- s8- gt p: x- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

Regul ar Expressi on:
Repl acenment: TOPON. S5. GGSNO4. NCDES. EPC. mc045. ntc123. 3GPPNETWORK. ORG

Query Name: TOPON. S5. GGSNO4. NODES. EPC. mc045. ncc123. 3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer :

| P Address: 192.168. 2. 22

Query Name: TOPON. S5. GGSNO3. NODES. EPC. mc045. ncc123. 3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer :

| P Address: 192.168.2.18

Query Name: TOPON. S5. GGSNO5. NODES. EPC. mc045. ncc123. 3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer :

| P Address: 192.168. 2. 23



Query Name: TOPON. S5. GGSNO2. NODES. EPC. mc045. ncc123. 3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer :

| P Address: 192.168.2.21

R 2F5H, DNS7} x-3gpp-pgw:x-s5-gtp:x-s8-gtp:x-gn:x-gp:x-3gpp-ggsn:x-gn:x-gp 7}t 0324 GGSNO]
M x| O|BEHE X|Hote B2 MHIA HoHE Tt T FEE[o] Ue=X| FRlg|ct,
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