PPP(CHAP =& PAP) 2158 &4l s

M HE =ME

EFE{7l CHAP EE £ PAP

o E{7} CHEreF oo = okl
I_C,>_E°|L|77|-')

H**I MEIX| = SEHOIASX O|E0| ZAE O|ET SUFILI?

A AAEIO| HMA HEHO| = Cisco 2t E{RILI7H?

4SS CHAP Aol EA| sHZA

EFRE{7F AAA QIS & 2Z AAAERH AR
ek Meq 7|8t AAA EX| s
ot2qd XAd-d

= O

PPP(Point-to-Point Protocol) 2/&5 A= 3t H& &3 Folel
C. ol 2 MollME PPP 215 2xof CHEH & 7+X| 24 612 M

N T AN

- CIH1 ppp HeF & CIH ppp 21&E = #&3HEfLICH

. PPP 21& Et7A|= LCP(Link Control Protocol) Bt A7} @t 2 [0 A2 AEf7t E w77k K| AlZHE[K]
oL &LICt debug ppp B4 0| LB USE LIEINX| o™ H&617| Tof o] EXE sHASHY
AL.

- PPP 2152 2Z0i M F4dsHoF gfLich Ot W& g M-
CHAP(Challenge Handshake Authentication Protocol) 2152 ¢
chaptH e 2152 |5l & &lX}t 2 E{0l M ppp IF chap £&
gt 5 2t E{2] ppp 2B pap.

]

. 2% HFE|(ES 27 21 2E) - CIHZ Mol X A% F0! AlARQILICH Cl#1 MME
B B E{OIM CH2 BHREIZ OIS 2 [ 22 AAHOlEH: 8018 T2 2HRE{o MBI
. Peer- ZQIE-5-ZQIE 30| 0 BULICH Wt M ClttolA7t 22 AlAR0] obelLic.of
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ALICH 2Lt L'_|I:|-|7|C> RouterBE T#tsld 2Z A|AE|0| £/ RouterAZ} 047} ElL|C},
Z A|AED Tlo{Ele 80{ ZEI0|ME-MH BAHE o|0|st x| t&LICt ClH{2 MlA0]
E'%”.EIE I xlodl tHeF st 7.;'."—.“ Zal0|0IES 22 AJAE = o]l & QI& LT}

<2 M

>
Kl
HTJ

olall EME B ZstAAI2.
ASElE THE R4
O| EME EM AZEQ0 & stEQ|0| HRo 2 K| K| St&LCt

= 4] Flof CHEH RFMIEH LIS S Cisco 7|2 &l E7| A8 HTHIAIR.

28 8 £ M

ol EMoll= Exf| sHZAol £ -
o LS =AM 2 TIseE £ &L



//www.cisco.com/en/US/tech/tk713/tk507/technologies_tech_note09186a00800ae945.shtml
//www.cisco.com/en/US/tech/tk713/tk507/technologies_tech_note09186a00800ae945.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Mote: Flease do not skip any steps in this flowchart

Authentication can he done by both, either or neither side afthe connection. Cisco highly recammends using
authentication as a way of securing the network against intrusion. Authentication failures are one ofthe most
commaon problems encountered in PPP negotiation.

Hote: This document assumes that the LCP state is open. Ifthe LCP state is not open, trouhleshoot that issue
hefore proceeding with this document

Enahle the following debugsdebug ppp negotiation and debug ppp authentication.

[z the router performing
CHAP or PAP authenticatian’?
lick here to deterrmine thi

CHAP PAP

' !

Checlkwhetheryou see one of the following messages:
BRO:1 PPP: Phase is AUTHENTICATING, by hoth .
L " For PAP-related troubleshooting, refer to the
;-E'I[ﬁe”r]wﬁ::t;}sr? that the routers are perfarming by document Configuring and Troubleshooting
PPF Fassword Authentication Profocol
BRO:1 PPP: Phase is AUTHENTICATING, by the peer (PAF)
ar

BRO:1 FPP: Phase iz AUTHEMNTICATIMG, lnthis end
Either one ofthe above messades indicate that the routers are
performing one-way authentication

I it one-way or two-way
authentication?y

Proceed to hoth routers —r@

Froceed to the router
receiving the call

EFPE{7} CHAP = PAP 15 E ¥ K| #Ql5tedH CIH ppp 4 X debug ppp €18 =
HolM ohs &= H&LCh

CHAP




21& EAH oM CHAPE & &LICH

*Mar 7 21:16:29.468: BRO:1 PPP: Phase is AUTHENTICATING, by this end
*Mar 7 21:16:29.468: BRO:1 CHAP: O CHALLENGE id 5 len 33 from "maui-soho-03"

PAP

R1& EH 0l PAPE FH&LICEH

*Mar 7 21:24:11.980: BR0O:1 PPP: Phase is AUTHENTICATING, by both
*Mar 7 21:24:12.084: BRO:1 PAP: I AUTH-REQ id 1 len 23 from "maui-soho-01"

CtRE7I e T = YU CHAP IS 2 sJEILIN?

CIH ppp H& E2401 M CHS HIAIX| & StLHE &L

BRO:1 PPP: Phase is AUTHENTICATING, by both
flo| HAIX|E et RE7t Y IS E =& SUS LIEFLICH

oteil HIAIXR] & stLtE BHRE7 EHYE Q5 S +d S LIEHHLICH

BRO:1 PPP: Phase is AUTHENTICATING, by the peer

CC
o

rr

BRO:1 PPP: Phase is AUTHENTICATING, by this end

T 2 FRILIT?




the peet) or on the remate router.

The remote machine is failing authentication of the local ouers
username and password. This could be due to a misconfiguration an
the local router (hy not supplying the usermame/password expected by

5 this an incaoming failure’

Click here to determine this

l Yes

Mo

()

Loak for the following debug outpuot:

BRO:1 CHAP: O CHALLEMGE id 9 len 33 from “maui-soho-03"

ar

BRO:1 CHAP: O RESPONSE id 16 len 33 from*maui-soho-03"
MHote the username in the Qutgoing Challenge or Besponse. In this example that is

fmaui-5aho-03

I5 the username included inthe

outgoing Challenge or Eeponse the same as

Loak for the cammand ppp chap
hostname =username= wherete
username corresponds to the usemarme
inthe outgoing challengeafresponse. Make

Mo a note ofthe username and passwond

the router hostname?

I5 the remate

ouU have access ta?

i Yes

machine a8 Cisco Router

(frarm the ppp chap password
command,

Wie will use this informationwten
troubleshooting on the remote router.,

Contact the administrator of the remote
router to verify the username and

M password it expects,

Azl the following gquestions:

11 wWhat username does the remote
router expect?

Steps to Perform: Lise the command
ppp chap hostname =username= under
the physicalidialer interface.

Maove the debugging session over to
the remote machine. For pumposes
of discussion, the "local machine”is
the system the debugoing sessionis

currenthy being ran on.

Hote: this is case sensitive

2i%hat password does the remote
router expect?

Steps to Perform: Lise the command
ppp chap password =password= under
the physicalidialer interface.

Lq CC

41 B

FO

2

Mote: This is case sensitvwe

2fLICH "I"e HIAIXIZE =& HAX|E S LEEFHL



Ct.

BRO:1 LCP: I TERMREQ
cC =
4T

BRO:1 CHAP: I FAILURE

T4 2R = Tlof7t 24 2tRE | AEXt 0|F X HIZFHS E QIS K| T2 LIEHHLICH Ol
24 etE el HuadolM 27 (oo A O-_rLoP" A-EXt o|F HIZFHS E MBsHK| &E3) =
£ T4 Bt REoM EdE +~ A&LICH

W&l MBEX| EE SEHO| MEX O|FO0| ZAE O|EH SUELIT?

CIH ppp B4 Z2jollA Che S ST

BRO:1 CHAP: O CHALLENGE id 9 len 33 from "maui-soho-03"

cC
4

rr

BRO:1 CHAP: O RESPONSE id 16 len 33 from "maui-soho-03"

A K| = SE O AFE Xl 0|E S & elELICE O oo A= maui-soho-032ILIC}. QIE 0] A

E AFZ X o|ET %§_7F A ’—‘|01IH o & 8t AF2 R} OIEJ"—P 21 X| 5t = K| 2*°|;FE4”‘| ol g=o| &

QELICE olE E0{ 24 2tE{7} 1[ofoi RHAIE AR AlESHX|BH I|0{7} BE o|&steE 2 215
|

gb Al MBIX| 9| AL XL O|§0| SAE O|F1 SYUSHK| &t 2 B ppp chap BAE O|F
<username> EH"-"% st&LICH 07| AFEXL Ol 2 Al ’.'%* I7<|°| INE=IN; 0|501| i & LIct. Al
Xt O|§ Y HIZHS E 7|Eal ELICHE MB k= ppp chap password BE). #Z4 2t E Q|
EXME oH7='°F M o] W= & AtSFLICH

A AAE|O| HA|A HETO| U= Cisco EHPE{RIL|7H?

2 BIRETH $4 2R E $4

2l
N

o2 HOIFODE Wofo|H LRI} WHHSS & + AHL
C}. #17] Cisco 2R E{0 HMAEY 4 U= Z ST CltolAolM 2HE 7SI
474 BLRE{0f CHEE HMIA FBHO| G B ST BHREIS] BEIRtoIH 2olstod LR AFS R
OlET 2= E 2HOlst ANl

1. ¥4 BtRE0M Z|CHetE AFEXE OIS UYL E 21X E= Cho|deq QIEH oA M
ppp chap hostname <username> &S AL & LICt 047|M ¥4 & EIXI7F XS FH AL& Xt O]
E2 FAHELICHED: CHAERXE FEFLICH
2. {4 EtREOIM 7|cHst= HIZHE E2[™ == Cho|ded 21E{H 0| A 04| M ppp chap
password <password> BE S AtSELICHED: CHAEXE FEFLICH
KEMIBH LHE 2 ppp chap EAE O|&E AL235104 PPP Q15 2l ppp 215 chap 3 & HH
ZHAAIL.

A

il
il
I
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g

& CHAP Al A 34

O,

wehich the Outgaing Failure is seen.

ar
BRO:1 LCF: O TERMREQ [Open] id 22 len 4

[fthe peer detects an incaming failure messade, this means the lacal router has failed to authenticate
the peer and has sent out the message. Hence we must now move troubleshooting to the routeron

The following messages on the local router indicates an outgoing failure:
BRO:1 CHAP: O FAILURE id 10 len 26 msg is "Authentication failure’

Does the local router use Sener-hased A%,
(Radius/TACACS+H?

Mo, it uses either Mo A8 or
local Al

Choose from one the following errormessages

BRO:1 CHAP: I RESFOMSE D 18 [en 33 from "=usernames="

BRO:1 CHAR: Unable to validate Response. Username =Usemarmes
not found

BRO:1 CHAR: O FAILURE id 18 len 26 msg is "Authentication failue"

BRO:1 PPF: Phase is TERMIMATING [0 sess, O load]

™ BRO:1 PPP: Phase is TERMINATING

BRO:1 CHAF: Username =username= notfund
BRO:1 CHAF: Unahle to authenticate for peer

Caonfigure the username and shared secretfor

the chap challenge
ze the command
Username =username=password =passward=

= Mote: The username should be identical iothe

username in the incoming CHAP message, while
the password should be the comimon secret

Caonfigure the username and shared secretfor
the chap challenge

se the command

username =username=password =passward=
= Note: The username should be identical tathe

BRO: LCP: O TERMRE [Open]id 22 len 4

o]

BRO:1 CHAP: | RESFOMSE id 16 |en 33 from "=Username="

BRO:1 CHAP: O FAILURE id 16 len 28 msg is "MD/DES compare  ——es

failed"

username in the incoming CHAP message, while
the password should be the cammon secret

Femove the existing usernameipassword enty
using the command:

No USername =Usernarme=

where =username= matches the oneinthe

CHAP messane

Caonfigure the username and password using the
cammand:

Username =username= password =passward=
The username should be the same asinthe
CHAP message shown above. The password
should match the password on the remote
routetr.




mlo{7} o4&l Aluf HAIX|E B KlotH 24 2t E{7l Z|o{E QIBstX| X5
o|nlgfLct. wetA ol &4l 2 7FE LIELE 2tRE 2| EXME slidslo

2Z 2tRE9| o|zEt HIAIXK|= &4l ATHE LIEFRL|CE.

BRO:1 CHAP: O FAILURE id 10 len 26 msg is "Authentication failure"

CC
4

rr

BRO:1 LCP: O TERMREQ [Open] id 22 len 4

CHRE{7} AAA QIS == EZ AAATE ALE

BFRE{7F M 7|8t 15, Het Fof & HH B2 I(AAA) A ABI(Radius EE = Tacacs+)2 AF2 K|
ofe 749 BIRElE AAAEEE ZZ AAAE AIE £ Q& LICH ClHa ""-40“ Ctg HIAIX| & StLt
7t EAEl=X] gelgtLct

SEHE dEE = 8

AL X} O|8 <username>8 &8 == QI8

BRO:1 CHAP: I RESPONSE id 18 len 33 from "maui-soho-03"

! -- Incoming CHAP response to our challenge. ! -- The username used in the response 1s maui-
soho-03. BRO:1 CHAP: Unable to validate Response. Username maui-soho-03 not found
! -- The username supplied by the peer is not configured on the router. ! -- We assume the peer
does not have permission to connect. BRO:1 CHAP: O FAILURE id 18 len 26 msg is "Authentication
failure"

! -- Outgoing CHAP failure message. ! -- The peer will see this as an incoming failure. BRO:1
PPP: Phase is TERMINATING [0 sess, 0 load]

A-EXt 0|& EURIE F 7HX| ol = Qo e - U&LICH

1. Z|0{7} 24 2t RE{o| 228t At 0|2 MSBstK| L A&LICH 0| E S04, At O|F
RouterA7} 0oi| & (& F4) EIIX|2 Z[0{7} RouterBEt= O|& 2 AP%?HE LICt Z[o{7} & &t
AEXt O|E HIUHS E T35t 7Lt SHIE AL8Xl O|E 2R L|0{E =™HE = /U&LICh

2. 24 g2t E o +HE AL XF 0| 0| & LCt. Mool MSE *MRK} 0|.=.0| 24 2t*H
Ol ol &t ALt O|B I YUR|SHE B AFSA Ol HIZHS E FAFLICH

O] EXll= 1|0{7} ppp chap hostname B2 AtE35t04 B} RE{ ZAE O|F 0|2/ AH&XL O|&
T gg m 7+ RbF LHERELIC

mjo

username <username> password<password> BEE A& & LICt. 0{7|M <username>2 /9| 2
17 HA|X[oA] AFE X} O|& 22 HfELCE.

A2 Xl O|F] <username>g &2 == Qi

mlo{oil CHall QIS & =+ ei&

BRO:1 CHAP: I CHALLENGE id 17 len 33 from "maui-soho-01"

! -- Incoming challenge from maui-soho-01. ! -- This router must look up the username specified
! -—- in order to create the CHAP response. BR0O:1 CHAP: Username maui-soho-01 not found

! —— The username (maui-soho-01) supplied by the peer is not configured locally. BR0O:1 CHAP:
Unable to authenticate for peer
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! —-- Since this router does not recognize the username ! -- it cannot create the outgoing CHAP
RESPONSE. BR0O:1 PPP: Phase is TERMINATING ! -- Authentication fails.

A-EXt 0|& EURIE F 7HX| Ol = Qo Le - U&LICH

1. Z|o{7} 24 2tE o 28 AL8 Xt 0I§ S MSotX| ft&LICH 04I £01, ALEXt OlF
RouterAE 0i| &(X T+ )& LICH 2Lt JLI017P RouterBEtH= O|& & AFSRI&LICH T|047t
Hil AEXL O|F 2 HIZHS E 75t HLE SHIE M-8R 0|2 = JLI01§ UOOIEEY = U
&Lt

2. 24 et Hol| & AEX 0|F0| gl&LICH TofoiM XSEH AHEXL O|F 0| 24 2t*H
of ol AHEX O|F 2t LRIstE B AHEX O|F 2t HIZHS E FHFLICH
O| ExlE Z/017} ppp chap hostname B S AE 5101 2t RE| ZAE 0|F 0|2|2| ALEX O|&E
T8 W 7HE RhE LEERELICH

username <username> password<password> BHEE AL & LIC}. 047|M <username>2 29 2
£ HAIX|of M AFEX} O|B 22 HFE/L|CY.

MD/DES H|1® &luf

BRO:1 CHAP: I RESPONSE id 16 len 33 from "maui-soho-03"
BRO:1 CHAP: O FAILURE id 16 len 25 msg is "MD/DES compare failed"

O| 2F = &35 ELUXIZE QIaH YMerLICH ClS0 Z2 F 7HX| O|R 2 Ql6H Er s 4~ QlaLCt.
1. I|o47} 24 2tREM 75t HILHS E MBSHK| LA &LICH 06 & £S04, Letmeln2| H

UHE T} O 4L P22 FHEIGRIT Lo} HIUHE 2248 ASHALICH T/ofoll M
M& B ALS A} OIS T HIUHE S CHA| PAISHALE 2HHE ASX} 0|8 22 Toi8 +XE 4
UBLICH

2. 27 BBl 257t SuE A FAEIX| & LICH TofollM MZ# HUHE 7 SHHEX]
£0I3 32 27 2HPE(E CHAl TAIBHLIC

SHZA2Y:
1.CHS HHES AFE5t0d 7|Z AFEX}F 0|8 2 HIYHS 58 MHELIC.

no username <username>

07| M <username>2 2F HA|X|0| A AFHZ X+ O|E 22 HFELICE O ool A= ——os.
2. Ct2 BHE ArS35t0o{ ArEXE 0|& X HIZHZ E FHELICt

username password
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This section has some simple A% troubleshooting points.
It can be used to troubleshoot both CHAP and PAP authentication

Enahble the following debugs:
debug aaa authentication
and

debug radius

ar

debug tacacs

Hote: For Radius (priorto 12.2%8) | the debug output will need to he decoded. Use the Qutpot Interpreter tool.
In the radiusftacacs debug ootput, check to see ifyou are receiving an Access-Accept from the server. For example;
*Mar 1 05:07:40.310: RADIUS: Received from id 4 172.22.53.201:1644, Access-Accept, len ol

Tes

Dovyou see an Access-Accept?

o

Please perform the following general troukhleshooting steps:

11Checkifyou have connectivity with the A%A server (try to
ping the A% server from the local router)

NCheck ifthe &84 server is correctly specified using the
radius-sener host or tacacs-server hostoommand

ACheckifthe secret key used between the local routerand
the AA% serveris carrect (use the command radius-sener
key and tacacs-server key)

$iCheck ifthe local router is correctly identified in the S84
semer configuration

S1Checkifthe username and password that is usedfar
authentication is correctly configured on the AAA semver

Faor more information refer to the RadiusiSecurity Technical
Tips Page

Checkto see ifyou get a Sendauth failure, which
happens anly for Radios with taoaay
authentication. The following debug showes an
example:

ALAMRTHEMSTART (F7E183141 ) port="BRID:1" list=""

™ action=SENDALTH service=PPP

AAA M UITHEMSTART (776188141 ) using "default" list
AAA A LITHEMSTART (77E188141 ) Method=radiuz
[radius)

A48 A LITHEM/ZEMDALTH (778155141 miszing
passvword for maui-sohoTs

Ann s ITHEMSEMDALTH (776188141 Failed
zendauthen for maui-sohod1G

Ann M ITHEM (7761551417 status = FAL

AL8 A UITHEMNSTART (7761881411 no methods 1eft to iy
AAAMALITHEM (77615531417 status = ERROR
AAAMITHEMSTART (776185141 failed to authenticate
BRO: CHAP: Username maui-soho-03; lookup failure

Configure one-way authentication by configuringthe
commandppp authentication chap callin on the
dialout side

¥

[fyou see an Access-Accept and CHAP
authentication still fails, then contact the CiscoTAC
for further troubleshooting

&30
2 IS SIAAE BZFHAAIL.

od
o

2

[0

A

| EM= AAA EX| Sl ZE EIALAZE AISE

R&LICH AAA ZX| sl Zol| CHEF REMIEH LHE
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- RADIUS
- TACACS

EX/Eol: PAP 2152 PPPO| Ci8l| A& 5t X|2F msCHAPv20]| AJTj

ACS MH7} 215 & & & x| oot MMo| st E[22 ACS Mo Q15 g + gi&LICh 0| &

R|ghLict

#ed HE

- C|H3 ppp E4 &= O|5H

- PPP CHAP Q1= O[3l &! 4

- PPP 21% ppp chap EAE O|ff Sl ppp 918 chap & HH ME
. PPP PAP(Password Authentication Protocol) 74 & £ siZ

- gt HE S AHMA = X

. 7|& X & B M - Cisco Systems
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