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Venus#show running-config

!

version 12.2

!

host nane Venus

!

usernane Saturn password 0 same
!--- Required for PPP CHAP authentication during dialup
ip subnet-zero no ip routing
domai n- 1 ookup !
ISDN switchtype for this circuit.

!--- Turn off routing nNO ip
i sdn switch-type basic-5ess !/--- The
Obtain this

This ISDN switch type
is USA specific and could be changed !--- depending on
the country and TELCO requirements ! interface EthernetO
ip address 10.1.1.2 255.0.0.0 !--- This is for
management purpose only no ip route-cache no ip nroute-
cache bridge-group 1
Bridge Group 1

information from the !--- Telco.

!--- Assign this interface to

! --- Frames are bridged only among

!--- Note: the dialerl
interface is also in this bridge-group 1 interface BRI O
no i p address no ip route-cache no ip nroute-cache

di al er pool -nenber 1
with same dialer pool # !---

interfaces in the same group

!--- Dialer profiles configured

(in this case, dialerl)




will bind to this interface isdn sw tch-type basic-5ess
!--— Check with your Telco for the correct values
interface Dialerl !--- Configure the Dialer profile
description ISDN to Saturn ip address 10.1.1.2 255.0.0.0
encapsul ati on ppp dialer pool 1 !--- Use physical
interfaces configured with same pool # !--- (in this
case, bri0) during dialup dialer renpte-nane Saturn /---
Specifies remote CHAP name dial er string 5552000 !---
Specifies the number to dial when interesting traffic
arrives dialer-group 1 !--- Defines the interesting
traffic as configured in the dialer-1ist ppp

aut hentication chap /--- Use CHAP as the authentication
method bridge-group 1 !--- Assign this interface to
Bridge Group 1. !--- Frames are bridged only among
interfaces in the same group. !--- Note: the Ethernet
interface 0 is also in this bridge-group 1 ip default-
gateway 10.1.1.3 !/--- All default traffic from Venus
should go through Saturn dialer-list 1 protocol bridge
pernmit !--- Defines the interesting traffic. In this
case, all bridged traffic bridge 1 protocol ieee !---
Define the type of Spanning-Tree Protocol used for the
interface in !--- bridge-group 1. Here we use the IEEE
spanning tree protocol. The IEEE 802.1D !--- Spanning-
Tree Protocol is the preferred way of running the
bridge. !

Ed

Sat ur n#show running-config

!

version 12.2

!

host nane Saturn

!

user nane Venus password 0 sane

!--- Required for PPP CHAP authentication during dialup

ip subnet-zero no ip domain-lookup ! isdn switch-type
basi c-5ess !--- The ISDN switchtype for this circuit.
Obtain this information from the !--- Telco. This ISDN

switch type is USA specific and could be changed !---
depending on the country and Telco requirements !
interface EthernetO ip address 192.168.1.1 255.255.0.0
interface BRIO no ip address no ip nroute-cache dialer
pool -nenber 1 /--- Dialer profiles configured with same
dialer pool # !--- (in this case, dialerl) will bind to
this interface isdn switch-type basic-5ess ! interface
Dialerl /--- Configure the Dialer profile description
ISDN to Venus ip address 10.1.1.3 255.0.0.0 !/--- 1P
address is required to route the bridged traffic from
Venus !--- This ip address MUST be in the same subnet as
the remote bridge network encapsul ati on ppp dial er pool
1l !--- Use physical interfaces configured with same pool
# !-—- (in this case, bri0) during dialup dial er renpte-
nane Venus pul se-tinme O ppp bridge ip !--- Configures
half bridge ppp authentication chap !--- Use CHAP as the
authentication method !
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- show isdn status - ISDN QIE{H|O|A Q| L1, L2 & L3 &fEHE EA[ELICY.

. show dialer - C}0|&d2{ 2| AFEH2} ISDN ®'do| 7HE AEHE FE A|EFLICH

. show bridge - E2|X| Y O|O|E{H|0|A S| AEZ| 2EHAE ST EXEC ZEE EAIFLICH

. show interface - Serial & BRI QIE{H|0|A & H|E 8 Ct 5§t QIE{HO|A Q| HENE E AR LICE.

. show arp - ARP O{ &2 =QIgL|Ct. ARP= 20[0] 2 FL(MAC F=4)E Bl[0]013 FA(P T4
)oll 0fE5t= Ol A8 Ele Z2EEZLCE

- show spanning-tree—Z 2 E{0f| L 2{Tl ATl'd EE| EEEX|E EAIELICE

of

EHOZ Cto|H8t + SH0M BHE EA

Venus#show isdn status
G obal |1 SDN Switchtype = basi c-5ess
I SDN BRI O interface
dsl 0, interface | SDN Switchtype = basic-5ess
Layer 1 Status:
ACTI VE
Layer 2 Status:
TElI = 107, Ces = 1, SAPI = 0, State = MJLTI PLE_FRAME_ESTABLI| SHED
Layer 3 Status:
1 Active Layer 3 Call(s)
CCB: cal | i d=800E, sapi =0, ces=1, B-chan=2, calltype=DATA
Active dsl 0 CCBs =1
The Free Channel Mask:
0x80000001
Nurmber of L2 Discards = 0, L2 Session ID = 17
Total Allocated ISDN CCBs = 1

Venus#show dialer
BRIO - dialer type = | SDN

Dial String Successes Failures Last DNI'S Last status
0 inconming call(s) have been screened.
0 inconming call(s) rejected for call back

BRIO:1 - dialer type = | SDN
Idle tinmer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

BRI 0:2 - dialer type = | SDN
Idle tinmer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link [ayer up
Di al reason: bridge (0x0800)
Interface bound to profile D1
Tinme until disconnect 90 secs
Current call connected 00:00: 31

Dil - dialer type = DI ALER PROFI LE
Idle tinmer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link [ayer up
Nunber of active calls =1
Dial String Successes Failures Last DNI'S Last status
5552000 5 1 00: 00: 34 Successful Default
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Venus#show interface bri0:2

BRIO:2 is up, line protocol is up

Har dware is BR

MIU 1500 bytes, BW64 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on PPP, | oopback not set

Keepal i ve set (10 sec)

Tine to interface disconnect: idle 00:01:18

Interface is bound to Dil (Encapsul ati on PPP)

LCP Open

Cl osed: | PCP

Open: BRIDGECP, CDPCP

!--- Bridge Control Protocol is open Last input 00:00:42, output 00:00:00, output hang never
Last clearing of "show interface" counters never |nput queue: 0/75/0/0 (size/max/drops/flushes);
Total output drops: 0 Queueing strategy: fifo Qutput queue :0/40 (size/max) 5 mnute input rate
0 bits/sec, 0 packets/sec 5 minute output rate O bits/sec, 0 packets/sec 161 packets input, 9796
bytes, 0 no buffer Received 0 broadcasts, O runts, 0 giants, O throttles O input errors, 0 CRC
0 frane, 0 overrun, O ignored, 0 abort 328 packets output, 16659 bytes, O underruns 0 out put
errors, O collisions, 7 interface resets O output buffer failures, O output buffers swapped out
16 carrier transitions

Venus#show bridge
Total of 300 station bl ocks, 298 free
Codes: P - permanent, S - self

Bri dge Group 1:

Address Action Interface Age RX count TX count
00d0. 58ad. ael3 forward Ethernet0 0 74 58
0060.5cf4.a955 forward Dialerl 0 58 72

Venus#show arp
Protocol Address Age (mn) Hardware Addr Type Interface
Internet 10.1.1.2 - 0060. 5¢cf4. a%9a8 ARPA Et hernet0
Internet 10.1.1.3 0 0060.5cf4.a955 ARPA Dialerl

Venus#show spanning-tree

Bridge group 1 is executing the ieee conpatible Spanning Tree protoco
Bridge Identifier has priority 32768, address 0060. 5cf 4. a%9a8
Configured hello tinme 2, max age 20, forward delay 15
Current root has priority 32768, address 0009. 7c2e. ba00
Root port is 2 (Ethernet0), cost of root path is 100
Topol ogy change flag not set, detected flag not set
Nurmber of topol ogy changes 1 | ast change occurred 22:09: 28 ago
from Et hernet O
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward del ay 15
Timers: hello 0, topol ogy change 0, notification 0, aging 300

Port 2 (Ethernet0O) of Bridge group 1 is forwarding
Port path cost 100, Port priority 128, Port ldentifier 128.2.
Desi gnated root has priority 32768, address 0009. 7c2e. ba00
Desi gnated bridge has priority 32768, address 0009. 7c2e. ba00
Designated port id is 128.13, designated path cost 0
Ti mers: nessage age 2, forward delay 0, hold O
Nurmber of transitions to forwarding state: 1
BPDU:. sent 1, received 39911

Port 8 (Dialerl) of Bridge group 1 is forwarding



Port path cost 17857, Port priority 128, Port Identifier 128.8.
Desi gnated root has priority 32768, address 0009. 7c2e. ba00

Desi gnated bridge has priority 32768, address 0060. 5cf 4. a%9a8
Designated port id is 128.8, designated path cost 100

Ti mers: nessage age 0, forward delay 0, hold O

Nurmber of transitions to forwarding state: 1

BPDU:. sent 39879, received 0O

=0| COo| et # EHof HE R A

Sat ur n#show dialer

BRIO - dialer type = | SDN

Dial String Successes Failures Last DNI'S Last status
0 inconming call(s) have been screened.

0 incoming call(s) rejected for call back.

BRIO:1 - dialer type = | SDN
Idle tiner (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

BRIO:2 - dialer type = | SDN
Idle tiner (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up
Interface bound to profile D1
Tinme until di sconnect 45 secs
Connected to

Dil1 - dialer type = DI ALER PROFI LE
Idle tiner (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link [ayer up Nurmber of active calls =1

Dial String Successes Failures Last DNI'S Last status

Sat ur n#show isdn status
G obal | SDN Switchtype = basi c-5ess
| SDN BRI O i nterface
dsl 0, interface | SDN Switchtype = basic-5ess
Layer 1 Status:
ACTI VE
Layer 2 Status:
TElI = 105, Ces = 1, SAPI = 0, State = MILTI PLE FRAME ESTABLI SHED
| Queue Len 0, U _Queue_Len O
Layer 3 Status:
1 Active Layer 3 Call(s)
CCB: cal i d=2B, sapi =0, ces=1, B-chan=2, calltype=DATA
Active dsl 0 CCBs = 1
The Free Channel Mask: 0x80000001
Nunmber of L2 Discards = 0, L2 Session |ID = 37
Total Allocated ISDN CCBs = 1

Sat ur n#show arp
Protocol Address Age (mn) Hardware Addr Type Interface
Internet 10.1.1.2 27 0060.5cf4.a9a8 ARPA Dialerl
Internet 10.1.1.1 63 00d4d0.58ad.ael3 ARPA Dialerl



Internet 192.168.1.1 - 0060. 5cf4.a955 ARPA Et hernetO
Internet 192.168.1.2 53 0000.0c76.2882 ARPA Et hernetO

Sat ur n#show spanning-tree
No spanning tree instances exist.

!--- This router does not run full bridge, !--- so spanning tree does not run on this router
Sat ur n#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP

D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route
Gateway of l|ast resort is not set
C 10.0.0.0/8 is directly connected, Dialerl
C 192.168.0.0/16 is directly connected, EthernetO

= -
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24 sid 2laa

£ ISDN S&toi CHet BA| 52 Hite T3 HE 7|20 MYEo] UELICH EHERE
ISDN 2{|0Jo4 1, 2lloJo{ 2 2! Bj|ojo] 3 EXMIE s Zste Eedoll ChE REAMIEH LI debug
BHS A835t= BRI +x| 512 L ISDN BRI Layer 3 EXl| i Z0il CH3H show isdn status
835t= o Lot &Lt

2 show P2 =3 CIHZE|H & oM X[HEIEC(SSHE DB, 0| E2 ArE5tH show H
B EHO M IME = + UgLich

&1 debug BHEE MAHT| ol ClHT B0l CHEt S HEES HESFAHAL.

. debug dialer - E0|22 E2H T 0| B X|E AlZtat M3t 27|71 AR E|l= AlZ|& LIEFHLICH

- debug isdn event - ISDN QIE{H|O|A 0| At X} F0i| M 2 M5t= ISDN &S S LtEHLIMH, debug
isdn 99311t  AHEFLIC

- debug isdn q931 - 2 B} RLE{(AF8XIS) % HEQIT 7+2| ISDN HE Q|3 ¢4Z(z0]0q 3)2]
S8t MY 2 Six| HEE MBS ELIc

- debug isdn q921 - ISDN QIE{H|0|A 9| LAPD(D-channel)0ll /= EHRE{0f| A & 25 = OOl E]
23 oil0]o{(2ll0]0q 2) HAMIA HAHE EAIRLICH

- debug ppp negotiation—PPP & 41 &I NCP(Network Control Protocol) Oi7HE#H 4= 4 & £
L|Ct.

. debug ppp authentication—CHAP(Challenge Authentication Protocol) 2! PAP(Password
Authentication Protocol) IiZ!2| W& 5{&&rL|Ct.

o
el
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Venus#
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*Mar 1 22:00:14.838: BRO DDR: rotor dialout [priority]

*Mar 1 22:00:14.838: BRO DDR: Dialing cause bridge (0x0800)

*Mar 1 22:00:14.842: BRO DDR Attempting to dial 5552000

*Mar 1 22:00:14.846: |SDN BRO: CQutgoing call id = 0x8006, dsl O
*Mar 1 22:00:14.846: |SDN BRO: Event: Call to 5552000 at 64 Kb/s
*NMar 1 22:00:14.850: |1SDN BRO: process_bri_call(): call id 0x8006,

called number 5552000, speed 64, call type DATA

*Mar 1 22:00:14.854: CCBRI _Go Fr Host | nPkglnfo (Len=22)

*Mar 1 22:00:14.858: 1 01806 04 288 90 18 1 83 2C 7 35 35 35 32 30 30 30
*Mar 1 22:00: 14. 866:

*Mar 1 22:00:14.870: CC_CHAN Getldl eChanbri: dsl 0

*Mar 1 22:00: 14. 870: Found idl e channel Bl

*Mar 1 22:00:14.886: |ISDN BRO: TX -> I NFCc sapi =0 tei =106 ns=0 nr=0
i =0x08010605040288901801832C0735353532303030

*Mar 1 22:00: 14. 906: SETUP pd = 8 «callref = 0x06

*Mar 1 22:00:14.914: Bearer Capability i = 0x8890

*Mar 1 22:00:14.918: Channel IDi = 0x83

*Mar 1 22:00: 14. 92Venus#6: Keypad Facility i = '5552000'

*Mar 1 22:00:15.190: ISDN BRO: RX <- |INFCc sapi=0 tei =106 ns=0 nr=1
i =0x0801860218018A

*Mar 1 22:00:15.198: CALL_PROC pd = 8 callref = 0x86
*Mar 1 22:00: 15. 206: Channel IDi = Ox8A

*Mar 1 22:00:15.222: ISDN BRO: TX -> RRr sapi =0 tei =106 nr=1
*Mar 1 22:00:15.230: CCBRI _Go Fr L3 pkt (Len=7)

*Mar 1 22:00:15.230: 2 1 6 98 18 1 8A

*Mar 1 22:00: 15. 234:

*Mar 1 22:00:15.238: |ISDN BRO: LIF_EVENT: ces/callid 1/0x8006

HOST_PROCEEDI NG

*Mar 1 22:00:15.238: | SDN BRO: HOST_PROCEEDI NG

*Mar 1 22:00:15.242: | SDN BRO: HOST_MORE_I NFO

*Mar 1 22:00:15.658: | SDN BRO: RX <- I NFCc sapi =0 tei =106 ns=1
nr=1 i =0x08018607

*Mar 1 22:00: 15. 666: CONNECT pd = 8 callref = 0x86

*Mar 1 22:00:15.678: I SDN BRO: TX -> RRr sapi =0 tei =106 nr=2

*Mar 1 22:00:15.686: CCBRI _Go Fr L3 pkt (Len=4)

*Mar 1 22:00:15.690: 7 1 6 91

*Mar 1 22:00: 15. 690:

*Mar 1 22:00:15.694: |SDN BRO: LIF_EVENT: ces/callid 1/0x8006 HOST_CONNECT

22:00: 15: % . NK- 3- UPDOWN: Interface BRIO:2, changed state to up

*Mar 1 22:00:15.702: BRO:2 PPP: Phase is DOMN, Setup [0 sess, 0 |oad]

*Mar 1 22:00:15.706: BRO:2 PPP: No renpte authentication for call-out

*Mar 1 22:00:15.710: BRO:2 PPP: Phase is ESTABLI SHING [0 sess, 0 |oad]
*Mar 1 22:00:15.710: BRO:2 PPP: Treating connection as a call out

*Mar 1 22:00:15.714: BRO:2 PPP: No renote authentication for call-out

*Mar 1 22:00:15.718: BRO:2 LCP: O CONFREQ [Closed] id 1 len 10

*Mar 1 22:00:15.722: BRO:2 LCP: Magi cNunmber 0x6515B12A (0x05066515B12A)
*Mar 1 22:00:15.722: BRO:2: interface nmust be fifo queue, force fifo

22:00: 15: % ALER- 6-BI ND: Interface BR0:2 bound to profile Dil
*Mar 1 22:00:15.742: | SDN: get _isdn_service_state(): idb Ox1A2DBC bchan 3
is_isdn 1 Not a Pri

*Mar 1 22:00:15.746: BRO:2 PPP: Treating connection as a call out

*Mar 1 22:00:15.746: | SDN BRO: Event: Connected to 5552000 on B2 at 64 Kb/s
*Mar 1 22:00:15.762: |ISDN BRO: TX -> I NFCc sapi =0 tei =106 ns=1 nr=2 i =0x0801060F
*Mar 1 22:00:15. 766: CONNECT_ACK pd = 8 callref = 0x06

*Mar 1 22:00:15.774: BRO:2 LCP: | CONFREQ [REQsent] id 1 len 15

*Mar 1 22:00:15.778: BRO:2 LCP: Aut hProt o CHAP (0x0305C22305)

*Mar 1 22:00:15.782: BRO:2 LCP: Magi cNunber 0x788C6F8F (0x0506788C6F8F)
*Mar 1 22:00:15.786: BRO:2 LCP: O CONFACK [REQsent] id 1 len 15

*Mar 1 22:00:15.790: BRO:2 LCP: Aut hProt o CHAP (0x0305C22305)

*Mar 1 22:00:15.790: BRO:2 LCP: Magi cNunber 0x788C6F8F (0x0506788C6F8F)
*Mar 1 22:00:15.798: BRO:2 LCP: | CONFACK [ACKsent] id 1 len 10

*Mar 1 22:00:15.798: BRO:2 LCP: Magi cNunber 0x6515B12A (0x05066515B12A)
*Mar 1 22:00:15.802: BRO:2 LCP: State is Open

*Mar 1 22:00:15.806: BRO:2 PPP: Phase is AUTHENTI CATI NG, by the peer



[0 sess, 1

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

P RRPRRPRPRRPRRPRREPRPRRRERPR

1

22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:

| oad]

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.

870:
882:
890:
914:
918:
922:
926:
930:
934:
942:
946:
950:
954:
958:
958:
966:
(0x80210101000A03060A010102)

| SDN BRO: RX <-
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:
BRO:

NNDNDNDNNDNNDNNDNDNMNNDNNDNDNDDN

2

RRr sapi =0 tei =106 nr=2

CHAP: | CHALLENGE id 31 len 27 from "Saturn"
CHAP: O RESPONSE id 31 len 26 from "Venus"

CHAP: I SUCCESS id 31 len
PPP: Phase is UP [0 sess,

CDPCP: O CONFREQ [ O osed]
BNCP: | CONFREQ [ REQsent]
BNCP: O CONFACK [ REQsent]
CDPCP: | CONFREQ [ REGsent ]
CDPCP: O CONFACK [ REQsent]
BNCP: | CONFACK [ ACKsent ]
BNCP: State is Open

4

1 | oad]
BNCP: O CONFREQ [Closed] id 1 len 4
I PCP: O CONFREQ [Closed] id 1 len 10
| PCP: Address 10.1.1.2 (0x03060A010102)

id
id
id

1len 4
1len 4
1len 4

id1llen 4
id1llen 4

id

1len 4

LCP: | PROTREJ [Open] id 2 len 16 protocol |PCP

id1llen 4

d]

on Interface BRI O: 2,

Pl an: | SDN,

FALSE cal |

type i s DATA

*Mar 1 22:00:15.970: BRO:2 IPCP: State is C osed

*Mar 1 22:00:15.974: BRO:2 CDPCP: | CONFACK [ ACKsent]

*Mar 1 22:00:15.978: BRO:2 CDPCP: State is Open

*Mar 1 22:00:15.978: BRO: 2 DDR: dialer protocol up

22:00: 16: 9%. NEPROTO- 5- UPDOMN:  Li ne prot ocol

changed state to up

22:00: 21: % SDN- 6- CONNECT: Interface BRIO:2 is now connected to 5552000
Venus#

Sat ur n#

4d16h: 1 SDN BRO: RX <- U c/r=1 sapi =0 tei=127

i =0x080141050402889018018A7008C135353532303030

4d16h: SETUP pd 8 callref = 0x41

4d16h: Bearer Capability i = 0x8890

4d16h: Channel IDi = Ox8A

4d16h: Called Party Number i = OxCl, '5552000'

Type: Subscri ber (I ocal)

4d16h: CCBRI _Go Fr L3 pkt (Len=21)

4d16h: 5 1 C1 90 4 2 88 90 18 1 8A 70 8 C1 35 35 35 32 30 30 30
4d16h:

4d16h: |1 SDN BRO: Incoming call id = 0x002B, dsl O

4d16h: |1 SDN BRO: LIF_EVENT: ces/callid 1/0x2B HOST_| NCOM NG_CALL
4d16h: | SDN BRO: HOST_I NCOM NG _CALL: (non-POTS) DATA

4d16h: | SDN BRO: HOST_I NCOM NG _CALL: (1) call_type = DATA
4d16h: | SDN BRO: HOST_ | NCOM NG CALL: voi ce_answer _data

4d16h: | SDN BRO: Event: Received a DATA call from

4d16h: | SDN BRO: Event: Accepting the call id 0x2B

4d16h: BR0:2 PPP: Phase is DOM, Setup [0 sess, 1 |oad]

4d16h: BRO:2 PPP: Phase is ESTABLISHI NG [0 sess, 1 |oa

4d16h: BRO:2: inteSarface nust be fifo queue, force fifo

4d16h: %DIALER-6-BIND: Interface BR0:2 bound to profile Dil
4d16h: | SDN BRO: RMreturned call _type O resource type O response 1
4d16h: CCBRI _Go Fr Host | nPkglnfo (Len=9)

4d16h: 7 0 1 0 2B 3 18 1 8A

4d16h:

4d16h: | SDN BRO: isdn_send_connect(): msg 4, call id 0x2B,

all type DATA
%1 NK- 3- UPDOVN:
| SDN: get _isdn_service_state():

4d16h:
4d16h:

I nterface BRIO: 2,

changed state to up
i db Ox1A2EAC bchan 3 is_isdn 1 Not a Pri

ces 1 bchan 1, c



4d16h: BR0:2 PPP: Treating connection as a callin
4d16h: BRO:2 LCP: State is Listen

4d16h: CCBRI _Go Fr Host | nPkglnfo (Len=6)

4di6h: 4 01 0 2B O

4d16h:

4d16h: 1SDN BRO: TX -> I NFCc sapi =0 tei =105 ns=7 nr=5 i =0x0801C10218018A
4d16h: CALL_PROC pd = 8 callref = 0xCl

4d16h: Channel IDi = Ox8A

4d16h: | SDN BRO: RX <- RRr sapi =0 tei =105 nr=8
4d16h: |1 SDN BRO: TX -> I NFCc sapi =0 tei =105 ns=8 nr=5 i =0x0801C107

4d16h: CONNECT pd = 8 callref = OxCl
4d16h: |1 SDN BRO: RX <- I NFCc sapi =0 tei =105 ns=5 nr=9 i =0x0801410F
4d16h: CONNECT_ACK pd = 8 callref = 0x41

4d16h: | SDN BRO: TX -> RRr sapi =0 tei =105 nr=6

4d16h: CCBRI _Go Fr L3 pkt (Len=4)

4di6h: F 1 C1 92

4d16h:

4d16h: |1 SDN BRO: LIF_EVENT: ces/callid 1/0x2B HOST_CONNECT
4d16h: | SDN BRO: Event: Connected to <unknown> on B2 at 64 Kb/s

4d16h: BR0:2 LCP: | CONFREQ [Listen] id 1 len 10

4d16h: BRO: 2 LCP: Magi cNurmber 0x6515B12A (0x05066515B12A)
4d16h: BR0:2 LCP: O CONFREQ [Listen] id 1 len 15

4d16h: BRO: 2 LCP: Aut hProt o CHAP (0x0305C22305)

4d16h: BRO: 2 LCP: Magi cNurmber Ox788C6F8F (0x0506788C6F8F)
4d16h: BR0:2 LCP: O CONFACK [Listen] id 1 len 10

4d16h: BRO: 2 LCP: Magi cNurmber 0x6515B12A (0x05066515B12A)
4d16h: BR0O:2 LCP: | CONFACK [ACKsent] id 1 len 15

4d16h: BRO: 2 LCP: Aut hProt o CHAP (0x0305C22305)

4d16h: BRO: 2 LCP: Magi cNurmber Ox788C6F8F (0x0506788C6F8F)
4d16h: BR0:2 LCP: State is Open

4d16h: BRO:2 PPP: Phase is AUTHENTI CATING by this end [0 sess, 0 |oad]
4d16h: BRO: 2 CHAP: O CHALLENGE id 31 len 27 from "Saturn"
4d16h: BRO:2 CHAP: | RESPONSE id 31 len 26 from "Venus"
4d16h: BRO:2 CHAP: O SUCCESS id 31 len 4

4d16h: BR0:2 PPP: Phase is UP [0 sess, 0 |oad]

4d16h: BR0:2 BNCP: O CONFREQ [Closed] id 1 len 4

4d16h: BR0:2 CDPCP: O CONFREQ [Closed] id 1 len 4

4d16h: BR0O:2 BNCP: | CONFREQ [ REQsent] id 1 len 4

4d16h: BRO: 2 BNCP: O CONFACK [REQsent] id 1 len 4: BRO:2 IPCP: | CONFREQ
[ Not negotiated] id 1 len 10

4d16h: BRO: 2 | PCP: Address 10.1.1.2 (0x03060A010102)

4d16h: BR0:2 LCP: O PROTREJ [Open] id 2 len 16 protocol |PCP
(0x80210101000A03060A010102)

4d16h: BRO: 2 CDPCP: |

4d16h CONFREQ [ REQsent] id 1 len 4

4d16h: BRO: 2 CDPCP: O CONFACK [REQsent] id 1 len 4

4d16h: BR0O:2 BNCP: | CONFACK [ACKsent] id 1 len 4
4d16h: BR0:2 BNCP: State is Open
4d16h: BR0O:2 CDPCP: | CONFACK [ACKsent] id 1 len 4
4d16h: BR0:2 CDPCP: State is Open

4d16h: BRO:2 DDR: dial er protocol up

4d16h: %1 NEPROTO 5- UPDOMN: Li ne protocol on Interface BRI 0:2, changed state to up
4d16h: % SDN-6- CONNECT: Interface BRI 0:2 is now connected to

<unknown phone nunber> Venus

!--- Unknown phone number because of no dialer string on Saturn Saturn#
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