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feature ldap
ldap-server host 10.2.3.7 rootDN "cn=Admin,cn=Users,dc=ciscoprod,dc=com"
password fewhg port 389
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ldap search-map sl

userprofile attribute-name "description" search-filter "cn=Suserid"
base-DN "dc=ciscoprod,dc=com"

MemberOf:

ldap search-map s2

userprofile attribute-name "memberOf" search-filter "cn=$userid"
base-DN "dc=ciscoprod,dc=com"
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User1 - 118 abco| A&
User2 - 1§ abc HH
User3 - Z1& abc HH

role name abc
rule 1 permit clear
rule 2 permit config
rule 3 permit debug
rule 4 permit exec
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rule permit show
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aaa group server ldap ldap2
server 10.2.3.7
ldap-search-map sl

aaa authentication login default group ldap
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MDSA# test aaa group ldap2 cpam Cisco_123
user has been authenticated

MDSA#
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MDSA# show ldap-server
timeout : 5

port : 389

deadtime : 0

total number of servers : 1

following LDAP servers are configured:

10.2.3.7:

idle time:0

test user:test

test password: ***x&*xx*

test DN:dc=test,dc=com

timeout: 5 port: 389 rootDN: cn=Admin,cn=Users,dc=ciscoprod, dc=com
enable-ssl: false

MDSA# show ldap-server groups
total number of groups: 1

following LDAP server groups are configured:

group ldap2:

Mode: UnSecure

Authentication: Search and Bind

Bind and Search : append with basedn (cn=Suserid)
Authentication: Do bind instead of compare

Bind and Search : compare passwd attribute userPassword
Authentication Mech: Default (PLAIN)

server: 10.2.3.7 port: 389 timeout: 5

Search map: sl

MDSA# show ldap-server statistics 10.2.3.7
Server is not monitored

Authentication Statistics

failed transactions: 2

successful transactions: 11

requests sent: 36

requests timed out: 0

responses with no matching requests: 0
responses not processed: 0

responses containing errors: 0

MDSA# show ldap-search-map

total number of search maps : 1

following LDAP search maps are configured:
SEARCH MAP sl:

User Profile:

BaseDN: dc=ciscoprod, dc=com

Attribute Name: description

Search Filter: cn=Suserid

MDSA# show aaa authentication
default: group ldap2

console: local

dhchap: local

iscsi: local

MDSA#
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