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Do you want to create/upload a new certificate? create

Context Name "cuma"

Description "cuma"

Trust Policy "Trusted Certificates"
Client Authentication Policy "none"
Client Password "changeme"

Server Name cuma.ciscodom.com
Department Name "vsec"

Company Name "cisco"

City "san jose"

State "ca"

Country "US"
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cuma-asa (config)# crypto ca trustpoint cuma-server-id-cert
cuma-asa (config-ca-trustpoint)# enrollment terminal
cuma-asa (config-ca-trustpoint)# crypto ca authenticate
cuma-server-id-cert

Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

----BEGIN CERTIFICATE----
** paste the contents from wordpad **
----END CERTIFICATE----
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cuma-asa (config)# crypto key generate rsa label asa-id-key mod 1024



INFO: The name for the keys will be: asa-id-key

Keypair generation process begin. Please wait...
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cuma-asa (config)# crypto ca trustpoint asa-self-signed-id-cert
cuma-asa (config-ca-trustpoint)# keypair asa-id-key

cuma-asa (config-ca-trustpoint)# enrollment self
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cuma-asa (config-ca-trustpoint)# crypto ca enroll asa-self-signed-id-cert
% The fully-qualified domain name in the certificate will be:
cuma-asa.cisco.com

% Include the device serial number in the subject name? [yes/nol: n
Generate Self-Signed Certificate? [yes/nol: y
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cuma-asa (config)# crypto ca export asa-self-signed-id-cert
identity-certificate

The PEM encoded identity certificate follows:
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