CUCM Security By Default(CUCM E ¢t 7|&) &l
ITL Operation(ITL ) ! Troubleshooting(E A
sli &) OlaH

MO

At

£ A

C

74 X4
o

([92]

BD 7
TFTPCHe2C 0I5

TETP Z4m|[aoio|M mpQl ot 5 §f

Fo

Trust Verification Service($4Z3 QIS M ! M &0l
SBD ME ME 3l 22X s HE
CUCMA Y= ITL ot Sl oIZ

7| ITL S #u|TpjojMd Ml 22 e

Hst7)|ofA ITL 2! ZAm|Tpf|o[4d op el £ ol

o £ o= I= Mol CHEH TVSol T8t 944

ZstZ[ITLO| CUCM ITLI YX|StER| 50 2 &0l
KBt ALSE Ol AFS AR

QIZM RhAYSPAAE RTH/QIFM Bt

2oiAH 7t T3t o|S

HHod Ol = 2]
SAE Q|E r= M9l 0| B47A

=

Eol— XIEKAI TETP
X|:I7< 2= XIE’_(FAQ)
SBDE &= £ &L

CallManager.pemO| £ Al & T E M35 7|0f A ITL TS £H MRS £ A&LIN?

)|

0| 2 MoAHE= CUCM(Cisco Unified Communications Manager) 7 8.0 0|4 9| SBD(Security By
Default) 7|S0d| CHaH AEerL(Ct.

HiE EHE

CUCM H{7Z1 8.0 O| & 0l M= ITL(Identity Trust List) It 21+ TVS(Trust Verification Service) 2 743
El SBD 7|50| EEIR& LIt

O|M 2E CUCM E2{AHE ITL 7|8t Eotg XIS 22 AL EfLICt &E|RH7H A 8.0 CUCM &
HAEE §H HE Ag ez HEST| Mol BHEA| SXsl{ol ot= E ot AHE Holy/2te| Ho



0| & =24 Security By Default 2EAME Eetst= U stH, 2 2|X7F 22X sHE Z2MAES
2H £8e £ QT E 28 ME 1l 2x| siZ El2 NI ehct

SBDO| 3l 740! HICHE! 7| 5 Wikipedia 2419 28 7| 91z 2} “Wikipedia” 2M T2 %
_|

ol Mol A= SBD7H MIBsHe 7ISe ZHatstrl AmELICH 2 7|50l Ciet Ml 712 ME HE

| [
£ SBD Detail and Troubleshooting Information(SBD M HE L 24| 2 HE) MMHS F x5t
AA|Q
= — &

SBDE= X|#Hx|= IP Tstol| Cis ChE M| 7HX| 7|S & MS LIt
« MY 7|E M83t= TFTP CH22E ntd(Hm|aeold, =2, E' Bl §5)o 7|2 215
+ M% 7|2 AL&sHs TFTP 2T I3(0|4d THUo| MEixi ot %
« CUCM(TVS)L| A QIBM AE| HEALE ALSstE 75_"2P01|A‘| AZHEIHTTPS edZoi| it 2l
& gtel

ol 2MolM= oledet Zt 7Isol CiEh 7R & MSEfLich

TFTPCIREE QIF

Ol IHIZ ALS5HEH TE7|0f M ZAm| B0l THUO| ME 4 U =x|g =
QU LICH F5H7(0fl CTLITL THUO| s B2, HI|TZ 0l THU2 AZE 4 2= TFTP Mo
A B aHok grLiCt

M3t 7|0 4 HEBo| U Anlano|M ot 41517 {8 SEP<MAC
Address>.cnf.xml.sgn2 & &fL|Ct

Ol #+4 o2 OS(2Y AMA|) &2l 215 M 22| H o] X|0d| M CallManager.pemd| s 5t= TFTP
JHel 7|2 MEELICEH

—

MBE ntle TUS QIF57| Qs B 2ol MTO| UK, 1 9lo] HRos Ys HAE XMLE
Elof QlesLict.

1) TFTP GET $EP<MAC Address=. cnf.xml. sgn

4+ T»

2] SEP=MAC Addres= cnfxml. szn

4K


http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/security/8_5_1/secugd/secusbd.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/security/8_5_1/secugd/secusbd.html
http://en.wikipedia.org/wiki/Public_key_infrastructure
http://en.wikipedia.org/wiki/Asymmetric_key
http://en.wikipedia.org/wiki/Asymmetric_key
http://en.wikipedia.org/wiki/Public_key_infrastructure
http://en.wikipedia.org/wiki/Asymmetric_key

otef a0 Me=E HE|ad|o|M ol o] MZEX7F CN=CUCMS8-Publisher.bbbburns.labO|H, O|&=
CN=JASBURNS-ADOI| 2|3 MHELILCE.

& M3t7(0dM o] Am|ago|M mto| ==rE|7| o ITL T of| CHEH CUCMS-
Publisher.bbbburns.lab2| M & QI5HoF &FL|C}.

[+ - L O e R o) —_—

= SEFUNT I SR1AL Lol vl sgn ]H SEFUMTIET BRTAE D ool sl en. s |

LN T i i AL ) e i TR L T = C DT B - Ful L i=her JchElhacne, 1ek s U= TR F o=Cdy
QI LRE T EIRULET LRI LB LI LIEMSE e D EE (1L iml R R o L =E LE LD DL SR LI B CH I L =
TN AT TR eI G = . = MEdey | =t o= IR kvr- 0 0 ) T IR, ~hu—de SeagEliems <)

9 EELa) pdcierl 2T EEEARRIEO0LLE LSALAED  ond. xenl  spniileA R s e

I <7uml versilop="1.0" =ncoding="ITE-0"7
T oadewize Hglrvwpe="axl!HIPPkom=" oTiifd="E50" uuild="{e3o4550d-4TER-cbh—-ka0d-caEl e adl05 L M
= LEullforfagebtruef Cal ICaaf 1o

3 «deyviceFrobora l=0CCPs/ fevlcePratocols-

CS2 MBE ot e MM3H7| I8 712! 7|1& MD(Message Digest Algorithm) 5 EE &
SHA(Secure Hash Algorithm) 1 SHA| & =2 &7 A& st= W2 2o F= Ctolo{ a3 LCt.

SEP=MAC Address>.cnfm|

[\

Plain File

SEP<MAC Address=.cnf.xml.sgn
Hash Function (md5 or SHA1)

Prepend Signature —
to Plain File —
Hash Cutput:
le3d 2424061422604 187 080A243d
e.—! Encrypt Hash with Private Key
CH=CUCME-Publisher. bbbbburns.lsh
Sugnafure:
Encrypted Hash and Key Name Signature
Ch=CUCE-Publisher.bbbburmslah
M 2Hol2 SHAIE sHSt7| 9Ish YxlsHs Z7H 718 A& Stod Ol ZRMIAE SIS ILICH A
7t Lx|5HH CHE3F Z o] EA[ELICH
- O| IU2 ™ME Bof| =HEIX| EA&LIC.
« O IU2 MBof LILE ZHE[oM 72 RULICH 7 7|12 H3Xo =2 sHSE 2 & ot



el 7|2 ek = 3HE|of Rlo{oF BfLICH.

SEP ST addrases,cnl am | s

h

-~ .,
- -,
-~ -,
-
ey tampwrate S eiure from ™ .,
7 Fil e Contari s e
-~ Si:::r'."ﬁc-"-dJ'l'_'bb-" crf, 2l

e . L
B REUrE
Encrypred Hash and Few Mamie
CR=CLIDAS-Pub ishies bbb sl s

J

A

B

Frbliz =

7 —
Decrepl Segnatore w i b Tun b Key ;
M= TAR-"14a i sher b Ehbirrelak =h Furiclion [nd5 or SHAL

founel nHow char aslow

C ol aaoger.ge o certificate

Diecr salz Hasl Hazh Cutput
1leddat 345 R 1423 00t 1 e IHaHRE = leddsdsd 061425260 416708054 3d
Hazh blatch!

Sipniatare eer fication
CLeeess

TFTP ZI|adolM ot 535}

i rR

A= Phone Security Proﬁle("*sP?I Hot T2t Q)oi| A MEHXQI TFTP ZAI|2 8ol & 23517t
MatEl Z2 TMET|= gE5tE An|aolM g @ ™ELICH

Ol U2 TFTP 712! 7|2 MBE|1 M3t7[QF CUCM ZHofl I EtE|= CHE 7|2
Bt LI 2 Cisco Unified Communications Manager 2ot 7} 0|, 22| A 8.5(1)

[ 3 SHEILICHRHA

o
=
ix).

EXo|AH E2E 771 QIe™H HERZ AL HZ LIEE 212 + ei&Lich

Mot 7|0 MEE 233 0t 7K 27| 25 SEP<MAC Address>.cnf.xml.enc.sgng S & &L
Ct.


http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/security/8_5_1/secugd/secuencp.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/security/8_5_1/secugd/secuencp.html

1) TFTP GET SEP<MAC Addre s cnf.xml.enc. sgn

2) SEP<MAC Address enfoam| enc.s2n

o £ 31 4T T2 0l TS| AR £EOIE MO XIS T olFols
T 95 5HE! C0|EH(0] HAE 7o)k

ol 2 &M= MEBA7L Ol oot 2o
oil RLo{ok BfLICH.

[T

EEBt MET|0M THUo| L8 S e{eE{™

B SEmi2 SeEs sl adaon H SEMI0MY BL1SEZcnd sand i +gn

[T WL A ST T L e e s T M o PR IR TS Pl Licnce kil ng . Lob s 00 TR0 T iascs L]
HF L RIE THEAE L FIHL S DL NI TR L IER ) R ETS S o T Rt b sl RS T L LB = LN S Tona B Bl v H L3 L Ho]

S R SR P e L ol G - = | mom S AR AR V. AT ASETHEY e an TR R 11T~

i L E DT b =i s s (O O - 2 u, s i - AR

E :l:q_t|!-|.|:‘E.‘-_‘5I_H:IE-;HM -

G ARS2c-ndmE  EoRdliel SEFOOL LD LSS LAED  ont . wral, enn s ool Do EonE LGl bOaRard ;¢ (oBe e el PV ] el Ll Y i
' ECRETR (P SR T o T (T o e RO T S o T G o T O T v . + & 7 - [ - 1 =TI 2= % v @
= Sea"1 0o e, ul DCFEEL S

2 I nEDods D L el ) R el A g st | G T ERIES Y AE= | AESARShIMED ¢ UM 0 | T Ep T

JEPSRIPRL:

ok

—

Trust Verification Service(& 24 ¢ Hol)

IP Mztoll= AMEhEl ol M2 2|7t 2 E|H, HERZ oA 22lg HMet7|e| =& B&Lch

CUCM2 TVSE Sall ¥4 AE MT¥ L AYE S t22 ™A AUBAM M2 HEAE 2 1P TS 7o
£ 27t el&Lich

M5 7|= TVS Ao &g @

-Io
ﬁ

CTL EE ITL TS S MHOILL QB ME 2l 4 gl 3
HErLICH

O| 8 EB{AE MEAE EBHAE MEATIIEE IP XE V|0 Q= FRECH 2Elet7| E&LCh



(4

1.

S

S
<

3) Is Server X trusted?

4] Server ¥ is trusted,

SBD M8 ME &l A a4 HE
o| MMOj M= SBD Z 2 M|A0]| CHEH RFA|S] A EFL|CE.

CUCMoi| = ITL ot 3 QI

Ol

A

X, CUCM M Rt&{[0f RL040F St= BI2 mO| UELICH 71E SLE 22 TFTP 2S5 A%t
TFTP 742! Z|lL|C}.

TFTP @15 M= OS Administration(OS £ 2l) > Security(&2 2t) > Certificate Management(215 M 2t
2l) > CallManager.pem OF204| & LIC}.

CUCM M= TFTP AMH|A (2 CCM(Cisco Call Manager) MH|A)E <|5H CallManager.pem 215
MHE L 38 7|18 ALSELICH

0| 2 &0l M= CallManager.pem !5 A7t CUCM8-publisher.bbbburns.lab0| & & =17
JASBURNS-ADO] 9|5 MHE! A Eo{FLICt ZE TFTP ZAI|22l|o|M o2 ofeiel 7He! 7
2 MBELC.

E 7|= CallManager.pem 2/5 M| TFTP 7l 7|& AF235104 TFTP 7HQ! 7|2 &5 3HE! m}
LS HEE = U2S2H TFTP 74l 7|12 MY E ZtUS 2QIE 4= &Lt



E

o FOERERTN bittpse 14,48 44 BB443 omplatfarm certificateEdit doTeent=/usilacaliom © - = & | | = encsgn A e D G-
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Show » Saflings » Securily » Software Upgrades =  Senvicas »  Halp =

Certificate Configuration Related Links: m
&1, Regenerse [} cowrioes [2), Generate csA

r Status

@ Status: Ready

rCertificate Settings

File Mame CallManager.pem

Certificate Mame CallManager

Certificate Type ceris

Certficate Group product-cm

Descripkion Certificate Signed by JASBURNS-AD

= Certificate File Data

[ -

Version: W3

Senal Mumber: 155841 3430003544631 841 81

Signaturaslgorithm: SHALwithASA (1.2.840,113549,1,1.5)

Issiuar Name: CHN=JASBURNS-AD, DC=bbbburns, DC=lab

Waldity From: Wed Jul 27 120:00:30 EDT 2011

To: Fridul 27 10:10:30 EDT 2012

Subpect Narme: CHN=CUCME-Publisher bbbburns lab, QU=TAC, G=Ciscn, L=RTP, 5T=North Caralina,
C=lSs

Key: REA (1.2.840,113549.1.1.1)

Eey value:

A0a1890281a100d265Facafdo0easfecfde ca26fLE9e1 74307 7Td8009dcc7bedzbSad62968b4aa649a2 1ab42 7434
f0377Hcadeizacidlazaza9ead 24 7004439652 2aba0a3200555a280 2dEb071 2216 7ebfSe 9191 bacS0eDect 90
A4S 0AcH0]1 545525 d5ddabS99 7708 TIa50142b902bAbAL 2321 bAaaTAS1fEF0 T DS AS0984d0FA1 T0ob SadbocSF1d0
203010001

Extensions: 7 prasent

m

Extension: ExtieyUsageSyntax (O1D.2.5.29.37)
| Critical: false
Usage oids: 1,3.6.1.5.5.7.3.1, 1.3.6,1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5

| Extension: KeyUsage (OI0.2.5,.29,15)
Critical: false
| Usages: digitalSignature, keyEnciphermeant, dstaEncipherment, jud

I—[ Regenerate |  Download | | Generate CSR ]

CUCM AH= CallManager.pem 215 A 7121 7| o= T3t7|0f MSkl= ITL TtYE MEELICH

show itl 2 CUCM A{t{ OS CLIoi| CHEF SSH(Secure Shell) HMAE S8l Of ITL ZpU Q| MA|
LIS EAIELICH.
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<#root>
admin:

show itl



Length of ITL file: 5438
The ITL File was last modified on Wed Jul 27 10:16:24 EDT 2011

Parse ITL File

Version: 1.2
HeaderLength: 296 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 110

4 SIGNERNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

5 SERTALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

6 CANAME 15 CN=JASBURNS-AD

*Signature omitted for brevity*

CHg Aol 2b2t S4 Function DH7H ¥4 Lol siE 827 T#Elof laLich X iRl 715
2 AA" otk 2ot EZQILICE TFTP 274 7|9 M elL|ct.
ITL Record #:1
BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1972
2 DNSNAME 2
3 SUBJECTNAME 76 CN=CUCM8-Pub1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
4 FUNCTION 2 System Administrator Security Token
5 ISSUERNAME 15 CN=JASBURNS-AD
6 SERIALNUMBER 10 21:00:2D:17:00:00:00:00:00:05
7 PUBLICKEY 140
8 SIGNATURE 256
9 CERTIFICATE 1442 OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5

8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)
This etoken was used to sign the ITL file.

C2 7|58 CCM+TFTPQILICH. O|l= CHREEF TFTP AI|aso|M ot 2155t sHS 5t
oist g 5= TFTP 37 Z7|0|7| & &L|ct.

ITL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1972

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tlab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 15 CN=JASBURNS-AD

6 SERTIALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

7 PUBLICKEY 140



SIGNATURE
CERTIFICATE

sS2 TVvelLCt

ITL Record #:3

BYTEPOS TAG
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ITL mpof &

RIZME AR5

BYTEPOS

vl

= oo N O

1

12

RECORDLENGTH
DNSNAME
SUBJECTNAME

FUNCTION
ISSUERNAME

SERTALNUMBER
PUBLICKEY
SIGNATURE
CERTHASH

HASH ALGORITHM

ITL Record #:4

TAG
RECORDLENGTH
DNSNAME
SUBJECTNAME

FUNCTION
ISSUERNAME

SERTALNUMBER
PUBLICKEY
SIGNATURE
CERTHASH

HASH ALGORITHM

256
1442

LENGTH

8
270
256
20

1

FNE 75

LENGTH

OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5
8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)

CN=CUCM8-PubTisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
TVS

CN=CUCM8-PubTisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
2E:3E:1A:7B:DA:A6:4D:84

C7 E1 D9 7A CC BO 2B C2 A8 B2 90 FB
AA FE 66 5B EC 41 42 5D
SHA-1

CAPF (Certificate Authority Proxy Function) &I L|C}.

| 3} 7|7} LSC(Locally Significant Certificate) S A x|t 7L} ACl|0|E
AUEZE CUCM MH{Q| CAPF AH|AO] CHEF 2O o448 MY E

= A&LIch

VALUE

CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
CAPF

CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
OA:DC:6E:77:42:91:4A:53

C7 3D EA 77 94 5E 06 14 D2 90 Bl
Al 43 7B 69 84 1D 2D 85 2E
SHA-1

The ITL file was verified successfully.

M3t 7(7F Q= ZF TVS M2l S7H Z1of Cist & 50| l&Lict
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E sk &

e



CHS AMollMeE et 7|7t REE [ MHE S| o{™ ol wrMst=x| dYELICH
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Siten Hipopcode == 1 = [Dgorerman.. Clem Apoy
Fru. Tirme Sharie Jeslinsbian Probocol [nla
2892 15:20:ZBE.B48.14_48.44_ 202 14.4E. 44_ 21 TFTP noad Request, File: CTLSCPOOILZFL A1 &CS £ w000, -
as 15:20::% 033.14.48.44. 202 14.4B.44.20 TFTF P=ad ReqQuest, File: ITLSEPOOILZL=A1&ED . £ 000, -
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CFI:
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WTearg_a3:05:67 (0d:c0:96:bS 83267

Imte-n=t Frotoca’l, Src: 14.42.44 202 (14_48.44. "l:l.._.. Dst: 14.4B.44. 20 (14_49.42. EQ)

Lser Datapram Protoccl, Src Port: §O04%2 304537,
Fratocol

= Trivial File Tram=far

[Sowrie File: CTLSEPOCLLA Sad 0ES, L]

OpLnde; Real Sequast [
SOArcE Eilat
Tyde! OrTET

i Frarew (Trarna], 77 bnglas

HM3t7|17F TFTPOIM CTL
grLCt.

M

CTLRRERGOTI 2T A RET,

TL o2

Fackwu 1T37 Displigc: 4 Sarkod: 0 Load tres: 00060

EEEIIS

Fo-z: tftp {63l
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i fran]n Console Logs

CI5C0 Zisco Unified [P Phone CP-7270C [ SEFODLLI2ISATAES )

Dewice Inkarmstion JFS/cache Teek ilDa log
Hebwark ComBgurahon i eachedeck.flla. log
- [F5/cacheloos
Mepgork Nfatistdce .'FE-'r.arhn.-"Ing?
~ . . TFS/'rachedngs
Elwrre lnlwigale F&/cachedogd
JFS{rucheduys

Device Logs

Conanle Lags

K 7|0 CTL T e RS CFE Yol dS &L

837: NOT 09:13:17.561856 SECD: tl1RequestFile: Request CTLSEP0011215A1AE3.tlv
846: NOT 09:13:17.670439 TFTP: [27]:Requesting CTLSEP0011215A1AE3.tlv from
14 . 48 . 44 . 80

847: NOT 09:13:17.685264 TFTP: [27]:Finished --> rcvd 4762 bytes

jul
ﬂlo
o

e 7|0 M ITL U T &Lt

868: NOT 09:13:17.860613 TFTP: [28]:Requesting ITLSEP0011215A1AE3.t1v from
14 . 48 . 44 . 80
869: NOT 09:13:17.875059 TFTP: [28]:Finished --> rcvd 5438 bytes

o]

FO|
=

—

b

_l"_'_l

M3l 7|0 1ITL & ZHx|aefo|M

TL THUS CHR 2 E3 F0ls SOIsfof BLICH Of AIRolE F5t717k 218 4 UCHS 0424 74X
MEf7t o2 o] R Mol ME HetvIE 2T CHELICH

« M3t7|0f CTL EE= ITL T O] @7{Lt Prepare Cluster for Rollback to Pre 8.0 OH7 24~ [ &
ofl ITLO| HJof M.:.L—IEF ol AENoM MEl7|= Cl2 28OS CTL E= TL IH Y S W=x
O & AZ[StH O] MBS AFSELICH

- T3t700f o|0O] CTL2 UXIBHITLE i&LICH O] HEfUIM F3t7|= CTL TS| CCM+TFTP
7|so 2 &olg = Qe Ao B TLE AMEIFLCE

- T35t700of CTL 2 ITL o] o|0] AUA&LICH Of &fEHo| M M3 7= %[22 CtREEE Tt U0
CTL, ITL EEE TVS MHHe| ALt Lx|st=X| & lEhL|Ct.
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Certificate or
File
Downlozaded

Yes

ignature ir
CTL?

Yes

Ho
Verify 550 Handshake

Ves
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Tvs Cache

T ~

H'c- Yes

Establish 5L
Connection to —Connection Succesded
TV Server

Ye rification

Connection Failed

More TVS Yes
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File sign verify SUCCESS; header length <296>

sl 7|0 M CTL Y ITL HUS CIRZEFC D Z 0| A|™EE MBE ZHu|ado|M oot @ -3t
L|C}.

>~0

MYE Tg 2usts

Ojo

Ol= CTL Y ITLe| EXY o{5of [t2t TFTP M7t ot 8t x| &H0lEt Cf
M3tz 228 Ho{EL|ct

917: NOT 09:13:18.433411 tftpClient: tftp request rcv'd from /usr/tmp/tftp,
srcFile = SEPO011215A1AE3.cnf.xml1, dstFile = /usr/ram/SEP0011215A1AE3.cnf.xml
max size = 550001

918: NOT 09:13:18.457949 tftpClient: auth server - tftpList[0] = ::ffff:

14 . 48 . 44 . 80

919: NOT 09:13:18.458937 tftpClient: Took up server - 0

920: NOT 09:13:18.462479 SECD: lookupCTL: TFTP SRVR secure

921: NOT 09:13:18.466658 tftpClient: secVal = 0x9 922: NOT 09:13:18.467762
tftpClient: ::ffff:14 . 48 . 44 . 80 is a secure server

923: NOT 09:13:18.468614 tftpClient: retval = SRVR_SECURE

924: NOT 09:13:18.469485 tftpClient: Secure file requested

925: NOT 09:13:18.471217 tftpClient: authenticated file approved - add .sgn
-- SEP0011215A1AE3.cnf.xml.sgn

926: NOT 09:13:18.540562 TFTP: [10]:Requesting SEP0011215A1AE3.cnf.xml.sgn
from 14 . 48 . 44 . 80 with size Timit of 550001

927: NOT 09:13:18.559326 TFTP: [10]:Finished --> rcvd 7652 bytes

MHE T30l Yol CHe 2 E5|R MstylE ITL LHR o] COM+TFTPS 71501 Cha oIS
QIZ sok LIt

937: NOT 09:13:18.656906 SECD: verifyFile: verify SUCCESS
</usr/ram/SEP0011215A1AE3.cnf.xml>

oF 2 od= o|= Mof CH5H TVSol| X5} 4
ITL T2 CUCM A TCP EE 244501 M A#E|= TVS MHIA 0| QIZME Z3HE TVS 715
o 7;.||_._ol-|_||_—_|-_

TVSE CallManager MH|A 7} g 43tEl B E ME{0|A A™ELICH CUCM TFTP MH|AE T35
7t H8t7| Zdm|aei|ol ol &8l ok st TVS M S5& 25t 7| I T HE
CallManager 2 &2 At ELICEH

UL o= BHY CUCM MEHEH AFE ' LICH CFHS = E CUCM ZHAE|MH= T&H7]oi CHat
Z|CH 3702 TVS = 0| U £ ULSLICH ol ™&t7|el cUCM aE0 UE ZF cUCMO]| LA
SHE &L},

Ol ool M= IP M3to| CIAME|E| BHFEE F2H ofEH ==X EoiELICH CIEEE| URLE



HTTPSE2 = Fd&l0f U2 2 M3t7|= CIAEE| A2l Tomcat & 215 A2t 874 XS -ELICH

O Tomcat & 2/5 M(OS & 2|2] tomcat.pem)= T3t7|0ll EEL|X| Foo = M3 7[7t QLB ME
R1&5tE{™ Tvsol Z2laHof & LCt.

A3 Aol gt MBS oF TVS R Clolojag &AstalAle Ciee & 22 21 pEY
Lict.

MHx| C|HE{ 2| URLE BH&LLCE.

1184: NOT 15:20:55.219275 JVM: Startup Module Loader|cip.dir.TandunDirectories:
? - Directory url https://14 . 48 . 44 . 80:8443/ccmcip/xmldirectory.jsp

o

rr

£olo| Z 28t SSL/TLS(Transport Layer Security) £ HTTP MM lL|CH

1205: NOT 15:20:59.404971 SECD: clpSetupSs1: Trying to connect to IPV4, IP:
14 . 48 . 44 . 80, Port : 8443

1206: NOT 15:20:59.406896 SECD: clpSetupSsT1: TCP connect() waiting,

<14 . 48 . 44 . 80> c:8 s:9 port: 8443

1207: NOT 15:20:59.408136 SECD: clpSetupSsT1: TCP connected,

<14 . 48 . 44 . 80> c:8 s:9

1208: NOT 15:20:59.409393 SECD: clpSetupSs1: start SSL/TLS handshake,

<14 . 48 . 44 . 80> c:8 s:9

1209: NOT 15:20:59.423386 SECD: srvr_cert_vfy: Server Certificate
Validation needs to be done

M3t7|= HX SSL/TLS A—II:I-IoilA-I MEst= QB A7 CTLO UE=X| EQIF
M ITL 9| Functions(& )& & Ql5to YUxlete =2

Ol 27 HIA[X|o|= "HTTPS cert not in CTL"O|Zt 11 EA|E|0{ [J&LICEH & "CTL EE= ITLOIA 21F
£ & = glguoh."ete Q0|

1213: NOT 15:20:59.429176 SECD: findByCertAndRoleInTL: Searching TL from CTL file
1214: NOT 15:20:59.430315 SECD: findByCertAndRoleInTL: Searching TL from ITL file
1215: ERR 15:20:59.431314 SECD: EROR:https_cert_vfy: HTTPS cert not in CTL,

<14 . 48 . 44 . 80>

CTL 2HTL ol 2 LHE 0| QI5 Mo CHall AAL| T LI M7 || CHS 2 2 &ElsteE A2
TVS FHA[ILICE.
O| X2 ™M&t7|71 Z|120i TVS Mol SUE CISMHE 2&s B2 HERT ECEE £0(7] &

|
s S+ HELIC
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HTTPS QIS M7 & FHAl0l Qe B TVS M RtX|ofl TCP HAZAE AMEE £+ d&LiCh.

1220: NOT 15:20:59.444517 SECD: processTvsCIntReq: TVS Certificate
Authentication request

1221: NOT 15:20:59.445507 SECD: TlookupAuthCertTvsCacheEntry: No matching
entry found at cache

1222: NOT 15:20:59.446518 SECD: processTvsCIntReq: No server sock exists,
must be created

1223: NOT 15:20:59.451378 SECD: secReq_initClient: cInt sock fd 11 bound
to </tmp/secClnt_secd>

1224: NOT 15:20:59.457643 SECD: getTvsServerInfo: Phone in IPv4 only mode
1225: NOT 15:20:59.458706 SECD: getTvsServerInfo: Retreiving IPv4 address
1230: NOT 15:20:59.472628 SECD: connectToTvsServer: Successfully started
a TLS connection establishment to the TVS server: IP:14 . 48 . 44 . 80, port:2445
(default); Waiting for it to get connected.

TVSofl ChHeh 42 RHAI7H SSL/TLS(secure HTTP Ei= HTTPS)O|2 2 CTL to ITLO CH3H Q1&3H ok
st= & MO|7| = #fLct.

= A

2E 70| M= ElcteH T 5
Al

S M £ ITL L TVS 7IS0M & & == QUCt o™ ol Al ITL
IA#3 ITLHIZE 8= % S

_|

B A
A,

1244: NOT 15:20:59.529938 SECD: srvr_cert_vfy: Server Certificate Validation
needs to be done

1245: NOT 15:20:59.533412 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from CTL file

1246: NOT 15:20:59.534936 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from ITL file

1247: NOT 15:20:59.537359 SECD: verifyCertWithHashFromTL: cert hash and

hash in TL MATCH

1248: NOT 15:20:59.538726 SECD: tvs_cert_vfy: TVS cert verified with hash
from TL, <14 . 48 . 44 . 80>

3! oA H3t7|7F TVS MEol| b5t Al AZELICH ChS B AIE TVS MEHol "etHEstM 2, O
CIHEEZ MH QB ME ARELIIE == AL

rr

Ol ool M= sliid EE0ol CHE CHE S 204 ELICH &, 022 SHotH d3(2F eig)S elolFEL
Ct.

1264: NOT 15:20:59.789738 SECD: sendTvsClientReqToSrvr: Authenticate
Certificate : request sent to TVS server - waiting for response

1273: NOT 15:20:59.825648 SECD: processTvsSrvrResponse: Authentication Response
received, status : O

TVSOIM d3Mo = SHIUEE aliF B M| A7t FHAlof K ELICEH



® OIS I8
Eluict.

&, CH2 86,400% LHOi Directories(CIEIEE|) HES CHA| 2
eigLct 24 FH Aol M ASHZ|B 51

Hofl AZe ER It is
1279: NOT 15:20:59.837086 SECD: saveCertToTvsCache: Saving certificate
86400 seconds

in TVS cache with default time-to-live value:
1287: ERR 15:20:59.859993 SECD: Authenticated the HTTPS conn via TVS

Orx|gfe 2 CIAEE| Mo AZEAEX]

1302: ERR 15:21:01.959700 JVM: Startup Module Loader|cip.http.ae:?
. 44 . 80:8443/ccmcip/

- Tistener.httpSucceed: https://14 . 48
xmldirectoryinput.jsp?name=SEPO011215A1AE3

CE 2 TVS7F A& E|= CUCM AB{ol A
Monitoring Tool)& AFE35t0{ TVS 2O &

FO|
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5t7] QI8 TVS M
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Trace Configuration

wd&?

—Status
@E.I:a':ug  Ready

~Select Server, Service Group and Service

-
Zarvar 14 48,44 80 » | GO |
=ervice Group® Secunty Services ¥ [ Ga ]
service® Cisco Trusk Venficaton Service (Achive) b il

apply to All Modes

Y] Trace on

- Trace Filter Settings

Debug Trace Level Detsiled -

Y] Eison Trust Verfication Service Trace Fields
¥ Enable &l Trace
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Selack Devices

Include Mon-device Traces

~Trace Dutput Settings
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| Save | SetDefsult |
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Cisen IF Ranagar Aszisiant
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0 {1 O 1

| = H&Ck Mext = Hitsh Camcel

CUCM TVS 2= 37|19} SSL HEM|O|3 E £&istn H3H7|7F TVSO| Tomcat 215 A{0d| CHSH
EE23 Ct2 TVS7F 255104 QIS A 7F TVS QIE M KME A0 Y %|ghe LIEFH LY,

15:21:01.954 | debug 14 . 48 . 44 . 202: tvsSSLHandShake Session ciphers - AES256-SHA
15:21:01.954 | debug TLS HS Done for ph_conn .

15:21:02.010 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ
15:21:02.011 | debug tvsGetIssuerNameFromX509 - issuerName : CN=CUCM8-
PubTisher.bbbburns.1ab;0U=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US and Length: 75
15:21:02.011 | debug CertificateDBCache::getCertificateInformation -

Certificate compare return =0

15:21:02.011 | debug CertificateDBCache::getCertificateInformation -

Certificate found and equal

15:21:02.011 | debug MsgType : TVS_MSG_CERT_VERIFICATION_RES

TVS 218 M ME A= 0S Administration(OS £ 2l) > Certificate Management(2/1& A & 2[) ¢ T O]
Xlof z&E 2E QABM S LICH

FO|

—

b

37| ITLOl CUCM ITLEE YX|St=X| =822



ERis+#+T Sol ¢Azles 8 7tx| Lier™Ql 26i= ITL ool ot &l EXE siZst7|E Hiet
£ ITL It &AM ot 2240| Q&L

ITL Tt AX|SHOF 5t BT UXITH O[248t 2E Z740| SF &= ZR0THITL ZHUS AHA

« M3t7]0f A= ITL e MBEO| CM TFTP Mo = ITL mhdo| MR UX[SHX| e&L
EP

« X57|0IM ITL u}OEI e -IJLIZLE{IOINI E}OE% Ct22 =624 & [ "Verification Failed(Zf
ol Aol 7} E AIELICEH
- O|™ TFTP 7! 7|2o| Bi 40| ei& Lt

(@)

| Z2d & M5 F 7HXIE Felste Y2 o &L

X CUCMO] = ITL ool M3 e ™Met7(of M=o ITL uhdnt Hluwg + &L

O| Cisco B{1 ID CSCt06020901 CHEF =™ HA S A™E W77k X| X CUCMOIA CuCMe| ITL T}
b

Qo] MD5sumE &Qlsh &= Qe e giaL|ct

OECHRE A= GUIEEE CLI ZZ2 1S AI2350 Ch22 AlsiEtL|C}.

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ tftp 14 . 48 . 44 . 80
tftp> get ITLSEPO011215A1AE3.tlv

Received 5438 bytes in 0.0 seconds

tftp> quit

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ md5sum
ITLSEPO011215A1AE3.t1v

b61910bb01d8d3alclb36526cc9f2ddc ITLSEPO011215A1AE3.tTv

I

Ol= cucMof = ITL ZtY 2| MD5sumO| b61910bb01d8d3a1c1b36526¢ccof2ddc S 2 0iE L
Ct.

O|M| M3t7| A& E B 2EENITL TS| SHAIE &I = U&LICH Settings(A™) > Security
Configuration( 2 9+ ZA1I|22{|0|4A) > Trust List(A 2| = 5).


http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCto60209
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCto60209
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCto60209
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<#root>
admin:

show itl

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 743

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-Publisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 TVS

5 ISSUERNAME 76 CN=CUCM8-Publisher.bbbburns.lab;

OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
6 SERIALNUMBER 8 2E:3E:1A:7B:DA:A6:4D:84
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