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5400

version 12.2

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!

host nane 5400

!

no boot startup-test

!

usernane renotel SDNO1 password open4du
user nane renpt eAsync0l password opendu
! --- Usernames for remote routers and shared secret !---

(used for CHAP authentication). !--- These usernames are
for local authentication of the call. !--- The client
presents the username/password and the NAS !---
authenticates the peer. ! | resource-pool disable ! ip
subnet-zero ip cef no i p domai n-1ookup ! isdn switch-
type primary-5ess | fax interface-type fax-mail nta
recei ve maxi mumrecipients 0! controller T1 7/0 /--- T1

Physical interface controller configuration. !---
Interfaces are addressed as controller slot/port.
framing esf !--- Framing for this T1 is Extended Super
Frame (ESF). !--- Obtain this information from the
Telco. |inecode b8zs !--- Linecoding for this Tl1. Obtain
this information from the Telco. pri-group timeslots 1-
24 !-—-- PRI T1 with 24 DSOs provided by the Telco. !---
The PRI signaling is configured in global configuration
or the !--- the serial 7/X:23 interface (d-channel). The
signaling defined !--- under the d-channel takes
precedence over the PRI signaling !--- defined in global
configuration. ! !--- Unsed T1 configuration omitted!
interface FastEthernet0/0 ip address 172. 68.186. 54

255. 255. 255. 240 dupl ex auto speed auto ! interface

Fast Ethernet0/1 no i p address shutdown dupl ex auto speed
auto ! interface Serial 0/0 no ip address shutdown

cl ockrate 2000000 ! interface Serial0/1 no ip address

ﬁﬁ“
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remotel50H01

remotefAsyncii



shut down cl ockrate 2000000 ! interface Serial 7/0:23 no
i p address encapsul ation ppp dialer rotary-group 2 !---
The D-channel is added to rotary-group 2. Interface
Dialer 2 !--- provides the logical configuration for
this interface. dialer-group 1 isdn switch-type prinary-
5ess isdn incom ng-voi ce nodem !/--- This allows the PRI
circuits to accept and place async modem calls. !
interface Group-Asyncl !--- This group-async interface
is the configuration template for all modems. !---
Individual async interface do not have to be configured
since they !--- can be cloned from one managed copy. hO
ip address dialer in-band dialer rotary-group 1 !/---
This command links this interface to logical interface
Dialer interface 1. !--- The Dialer 1 interface serves
as template for this interface. group-range 1/00 6/107
!--—- Modems 1/00 through 6/107 belong to this group-
async interface. !--- Make sure you configure line 1/00
through 6/107 as well. !--- This command links all the
modem ranges listed to this interface. ! interface
Dialerl !--- This interface is used for the modem DDR
dialout. !--- This dialer controls rotary-group 1
(configured under Group-Async 1). ! -- Remember that
this is a rotary and not a Dialer Profile ip address
10.1.1.1 255.255. 255. 192 encapsul ation ppp dialer in-

band !--- Makes this interface DDR capable. !--- If you
do not configure a dialer idle-timeout, the default will
be 120 !--- seconds. dialer idle-tinmout 600 /--- Sets

Idle timer to 600 seconds (10 minutes). dialer map ip
10. 1. 1.2 name renoteAsync0l broadcast 4724125 !---
Dialer map for the peer. !--- Note the ip address
matches the one configure on the peer. !--- The name
must also exactly match the one used to authenticate the
peer. dialer-group 1 !--- Apply interesting traffic
definition from dialer-1ist 1. !--- Note: The specified
dialer-group number must be the same as !--- the dialer-
list number; in this example, defined as "1". !---
Interesting traffic specifies the packets that should
reset the idle timer. ppp authentication chap

interface Dialer2 !/--- This interface will be used for
the ISDN DDR outbound calls. !--- This dialer controls
rotary-group 2 (configured under Serial 7/0:23). ! --
Remember that this is a rotary and not a Dialer Profile
i p address 10.1.1. 65 255. 255. 255. 192 encapsul ati on ppp
dialer in-band /--- If you do not configure a dialer
idle-timeout, the default will be 120 !--- seconds.
dialer idle-timout 600 !--- Sets Idle timer to 600
seconds (10 minutes). dialer map ip 10.1.1. 66 name
renot el SDNO1 broadcast 6665800 dialer-group 1 !/--- Apply
interesting traffic definition from dialer-list 1. !---
Note: The specified dialer-group number must be the same
as !--- the dialer-list number; in this example, defined
to be "1". !--- Interesting traffic specifies the
packets that should reset the idle timer. ppp

aut hentication chap ! ip classless ip route 10.1.200.0
255.255.255.0 10.1.1.2 !--- Static route for the
10.1.200.0/24 network. !--- Note the next hop IP address
is the peer router. !--- This also matches the ip
address in the dialer map !--- statement under int
Dialer 1. ip route 10.1.201.0 255.255.255.0 10.1.1.66 !-
-- Static route for the 10.1.201.0/24 network. !--- Note
the next hop IP address 1s the peer router. !--- This
also matches the ip address in the dialer map !---
statement under interface Dialer 2 no ip http server. !
dialer-list 1 protocol ip permt !--- Specifies all IP




traffic as interesting. Interesting traffic !---
specifies the packets that should reset the idle timer.
!--- This is applied to interface Group-Async 1 using
dialer-group 1. !--- Note: The specified dialer-1list
number must be the same as the !--- dialer-group number;
in this example, defined to be "1". ! ! call rsvp-sync
voi ce-port 7/0:D ! voice-port 7/1:D ! voice-port 7/2:D!
voice-port 7/3:D! ! ngcp profile default ! I [ine con O
line aux O line vty O 4 login line 1/00 1/ 107 !--- These
lines are linked to the modems. Note that this range
includes !--- the group-range configured under group-
async 1. nmodem InQut !--- Pernit incom ng and out goi ng
calls on the nbdem transport input all line 6/00 6/107
!-—- These lines are linked to the modems. Note that
this line range is !--- included in the group-range
configured under group-async 1. nmodem |InQut transport
input all ! scheduler allocate 10000 400 end

remoteAsync01

renot eAsync01
|
version 12.0
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
|
host nane renot eAsyncO1
|
enabl e password <del et ed>
|
user nane 5400 password open4du

!l --- Username and password for the 5400. !--- The
shared secret password must be identical on both sides.
i p subnet-zero no ip domain-lookup ! interface EthernetO
i p address 10.1.200.1 255.255.255.0 no ip directed-
broadcast ! interface Serial0 no ip address no ip
di rect ed- broadcast shutdown ! interface Seriall no ip
address no ip directed-broadcast shutdown ! interface
Asyncl !--- Async interface for the incoming modem call.
i p address 10.1.1.2 255.255.255.192 /--- IP address for
this interface. !--- Note: this ip address 1s the same
as the one configured in the !--- dialer map on the 5400
Dialer 1. no ip directed-broadcast encapsul ation ppp ppp
aut hentication chap ! no ip http server ip classless ip

route 0.0.0.0 0.0.0.0 10.1.1.1 !--- Default router with
next hop being the 5400's dialer 1 ip address. ! line
con O transport input none line 1 8 !--- Line number

range includes line 1 (corresponding to interface
asyncl). nmodem I nCQut transport input all speed 38400
flowcontrol hardware line aux O line vty 0 4 ! end

T ZISDNO1

!

version 12.0

service tinmestanps debug dateti ne nsec
service timestanps | og datetime nsec

!

host nane renot el SDNO1

!

enabl e secret <del et ed>

!

user nane 5400 password open4du




! --- Username and password for the 5400 router. !---
The shared secret password must be identical on both
sides. ip subnet-zero no ip domain-lookup ! isdn switch-
type basic-5ess ! interface EthernetO ip address
10. 1. 201.1 255.255.255.0 no ip directed-broadcast !
interface Serial 0 no ip address no ip directed-broadcast

shutdown ! interface Seriall no ip address no ip

di rect ed- broadcast shutdown ! interface BRIO !--- BRI
interface for incoming call. ip address 10.1.1.66
255.255.255.192 !--- IP address is the same as that
configured on the 5400 Dialer 2 !--- dialer map
statement. !--- A dialer map is not needed on this
router. A dynamic map will be created !--- for incoming

calls. If this router is to be used for outgoing calls
!-—- then a dialer map is needed. no ip directed-

br oadcast encapsul ation ppp dialer-group 1 /---
Interesting traffic definition from dialer-list 1. isdn
switch-type basic-5ess ppp authentication chap ! no ip
http server ip classless ip route 0.0.0.0 0.0.0.0

10.1.1.65 !/--- Default route points to ip address of
5400 dialer 2 interface. ! dialer-list 1 protocol ip
pernmit ! line con O transport input none line aux O |ine

vty 0 4! end
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service tinestanps debug dateti nme nsec
service tinestanps |og datetine nsec

22X sl 2 floll S TP S AFSELICH

. C|H2 c}o|d - QIE{m| 0| A 0{ A DDR(Dial-on-Demand Routing)O| & 4stE 74 0| Y2
S&t Hel(Cto| b3 ol Ciet HEE EAIFLICH
- debug isdn q931 - O} 2HI2E S37F A|ZHE [ ISDN 42 & & QlghLCt.
- debug ppp negotiation - Z2t0|HE 7} PPP &2 S4t5t1 JU=X| =QIFLICH Chro| SA|
PPP &40| ZIRE{ CPUE &= & 4 U&LiCh
- debug ppp authentication - 220|211 E7} 2152 S1tst=X| & :
Aut prHEl IR EE QF U 2F SHE EAIFLICL
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- debug modem csm - 2 & 22| CSM(Call Switching Module) CIHHZ 2 EE &35}t 8H Lt
NextPort Z230]| CHSH XFA|EH LI 2 Cisco AS5400 Universal Gatewayl| ZE MH|A £ E2[E & X
SHAAIL.
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OlRHIRE 2R &3

Rout er #show debug
General CS:
Modem control/process activation debugging is on
Di al on denand:
Dial on demand events debugging is on
CSM Mbdem
Modem Management Call Switching Module debugging is on
PPP:
PPP authentication debugging is on
PPP protocol errors debugging is on
PPP protocol negotiation debugging is on
| SDN:
ISDN events debugging is on
ISDN Q931 packets debugging is on
| SDN events debug DSLs. (On/ Off/No DSL: 1/0/-)
DSL 0 --> 31

| SDN @31 packets debug DSLs. (On/Off/No DSL: 1/0/-)
DSL 0 --> 31

Rout er #ping 10.1.1.2

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 10.1.1.2, timeout is 2 seconds:

*Jan 2 01:07:19.085: Asl1l/107 DDR rotor dialout [priority]

*Jan 2 01:07:19.085: As1/107 DDR Dialing cause ip (s=10.1.1.1, d=10.1.1.2)
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*Jan 2 01:07:19.085: Asl1l/107 DDR Attenpting to dial 4724125

!--- The DDR process has detected interesting traffic destined for a device off !--- dialer 1's
interface and is inticating a call. *Jan 2 01:07:19.085: CHAT1/107: Attenpting async line dialer
script *Jan 2 01:07:19.085: CHAT1/107: no matching chat script found for 4724125 *Jan 2
01:07:19.085: CHAT1/107: Dialing using Mddem script: dOefault-dOialsOcript & System script: none
*Jan 2 01:07:19.085: CHAT1/107: process started *Jan . 2 01:07:19.085: CHAT1/107: Asserting DIR
*Jan 2 01:07:19.085: CHAT1/107: Chat script dOefault-dOialsOcript started *Jan 2 01:07: 20. 533:
CSM DSPLI B(1/107): Rcvd Dial String (4724125) *Jan 2 01:07:20.533: CSM PROC_| DLE:
CSM_EVENT_MODEM OFFHOOK at slot 1, port 107 *Jan 2 01:07:20.537: csm. get_signal i ng_channel

csm cal | _i nf o- >bchan_num OxFFFFFFFF *Jan 2 01: 07: 20. 537: csm get _si gnal i ng_channel

dchan_i ndex=16504, next _i ndex=0, dchan_i nf 0=0x628C2BF0 *Jan 2 01: 07: 20. 537:
CSM_PROC_OC3_COLLECT_ALL_DIG T: CSM EVENT_GET_ALL_DI G TS at slot 1, port 107

*Jan 2 01:07:20.537: CSM PROC OC3 _COLLECT ALL_DIGT: called party num (4724125)

at slot 1, port 107

I-—— The Call Switch Module (CSM) is informed of the call. !--- The CSM allocates modem 1,/107
for the outbound call. *Jan 2 01:07:20.537: csmget_signaling_channel csmcall _info->bchan_num
OXFFFFFFFF *Jan 2 01:07:20.537: csm. get_signal i ng_channel dchan_i ndex=24935, next _i ndex=0,

dchan_i nf 0=0x628C2BF0 *Jan 2 01:07:20.537: |SDN Se7/0:23: Qutgoing call id = Ox800F, dsl 0 *Jan
2 01: 07:20.537: CSM PROC OC3_COLLECT _ALL_DIGEA T: csm call _i nfo->bchan_num OXFFFFFFFF *Jan 2
01:07:20.537: | SDN Se7/0:23: VO CE_|.SDNCALL Event: call id O0x800F, bchan 65535, ces 0 *Jan 2
01:07:20.537: | SDN Se7/0:23: process_pri_call(): call id 0x800F, number 4724125, speed 64, call
type VOCE, redialed? f, csmcall? t, pdata? f *Jan 2 01:07:20.537: trying to get callinf from
isdn_info *Jan 2 01:07:20.537: Don't know what calling nunber for later redial. *Jan 2
01:07:20.537: | SDN: Created entry call _id Ox800F, speed 64, renote 4724125, calling *Jan 2
01:07:20.537: cal |l ED type/ pl an overridden by call_decode *Jan 2 01:07:20.537: did't copy oct3a
reason: not CALLER NUMBER | E *Jan 2 01:07:20.537: building outgoing channel id for call nfas_int
is Olenis 0 *Jan 2 01:07:20.537: |SDN Se7/0:23: T -> SETUP pd = 8 callref = 0x000C

*Jan 2 01:07:20.537: Bearer Capability i = O0x8090A2

*Jan 2 01:07:20.537: Channel IDi = 0xA98397

*Jan 2 01:07:20.537: Called Party Number i = OxAl, '4724125', Pl an:| SDN,

Type: Nat i onal

!-—- Outgoing Q.931 SETUP message. Indicates an outgoing call. !--- For more information on
0.931 refer to the document: !--- Troubleshooting ISDN Layer 3 using the debug isdn g931
Command. *Jan 2 01:07:20.617: |SDN Se7/0:23: RX <- CALL_PROC pd = 8 callref = 0x800C

*Jan 2 01:07:20.617: Channel. IDi = 0xA98397

!-—- The Call Proceeding Message 1s sent through the D-channel. *Jan 2 01:07:20.617: | SDN
Se7/0:23: LIF_EVENT: ces/callid 1/0x800F CALL_PROCEEDI NG *Jan 2 01:07:20.617: |SDN Se7/0: 23:
CALL_PROCEEDI NG i d 0x800F *Jan 2 01:07:20.617: |SDN Se7/0:23: PRI Event: 6, bchan = 22, call
type = VA CE *Jan 2 01:07:20.617: EVENT_FROM | SDN: dchan_i db=0x62C31CC0, cal | _i d=0x800F, ces=0x1
bchan=0x16, event=0x3, cause=0x0 *Jan 2 01:07:20.617: EVENT_FROM | SDN: (800F): DEV_CALL_PROC at
slot 1 and port 107, bchan 22 on Serial 7/0:23 *Jan 2 01:07:20.617: CSM PROC_OC4_ DI ALI NG
CSM_EVENT_| SDN_BCHAN_ASSI GNED at slot 1, port 107 *Jan 2 01:07:20.617: csm.connect_pri_vdev: TS
al l ocated at bp_stream O, bp_Ch 9, vdev_conmpn 0x624BAD88 1/107 *Jan 2 01:07:20.617: CSM

DSPLI B(1/107): np_dsplib_prepare_nmobdem *Jan 2 01: 07: 20. 625: CSM DSPLI B(1/107): DSPLI B_MODEM | NI T:
Modem session transition to I DLE *Jan 2 01:07:20.717: |1SDN Se7/0:23: RX <- ALERTING pd = 8

call ref = 0x800C *Jan 2 01:07:20.717: |SDN Se7/0:23: LIF_EVENT: ces/callid 1/0x800F
CALL_PROGRESS *Jan 2 01:07:20.717: |1SDN Se7/0:23: event CA. LL_PROGRESS dsl 0 *Jan 2
01:07:20.797: | SDN Se7/0:23: RX <- CONNECT pd = 8 callref = 0x800C

!--- Received the Q.931 CONNECT. *Jan 2 01:07:20.797: |SDN Se7/0:23: LIF_EVENT: ces/callid

1/ Ox800F CALL_CONNECT *Jan 2 01:07:20.797: |SDN Se7/0:23: Event CALL_CONNECT dsl 0 *Jan 2

01: 07:20. 797: EVENT_FROM | SDN: dchan_i db=0x62C31CCO, call _i d=0x800F, ces=0x1 bchan=0x16,

event =0x4, cause=0x0 *Jan 2 01:07:20.797: EVENT_FROM | SDN: (800F): DEV_CONNECTED at slot 1 and
port 107 *Jan 2 01:07:20.797: CSM PROC OC5_WAI T_FOR CARRI ER. CSM EVENT_| SDN_CONNECTED at sl ot 1,
port 107 *Jan 2 01:07:20.797: CSM DSPLI B(1/107): np_dsplib_call _accept *Jan 2 01:07:20.797: |SDN
Se7/0:23: LIF_EVENT: ces/callid 1/0x800F CALL_PROGRESS *Jan 2 01:07:20.797: |SDN Se7/0:23: event
CALL_PROGRESS dsl 0 *Jan 2 01:07:20.797: |ISDN Se7/0:23: TX -> CONNECT_ACK pd = 8 callref =
0x000C

!--- D-channel transmits a CONNECT ACK. *Jan 2 01:07:20.801: CSM

DSPLI B( 1/ 107) : DSPLI B_MODEM WAI T_ACTI VE: Modem session transition to ACTIVE *Jan 2 01: 07: 20. 801:
CSM DSPLI B(1/107): Mbdem state changed to (CONNECT_STATE) *Jan 2 01:07:26. 797: 9% SDN- 6- CONNECT:
Interface Serial 7/0:22 is now connected to 4724125 *Jan 2 01:07: 26. 893: CSM DSPLI B(1/107): Mbdem
state changed to (LI NK_STATE) *Jan 2 01:07:29.837: CSM DSPLI B(1/107): Mdem state changed to

( TRAI NUP_STATE) *Jan 2 01:07:37.997: CSM DSPLI B(1/107): Mdem state changed to

(EC_NEGOTI ATI NG_STATE) *Jan 2 01:07:38.333: CSM DSPLI B(1/107): Mdem state changed to
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( STEADY_STATE) !--- Modems have trained up and are in a steady state. *Jan 2 01:07: 38. 333:
CHAT1/ 107: Chat script dOefault-dOial sOcript finished, status = Success *Jan 2 01:07: 38. 333:
TTY1/ 107: no tiner type 1 to destroy *Jan 2 01:07:38.333: TTY1/107: no tiner type O to destroy
*Jan 2 01:07:38.333: Dil IPCP: Install route to 10.1.1.2 *Jan 2 01: 07:40.333: 9%.| NK- 3- UPDOMN:
Interface Asyncl/ 107, changed state to up *Jan 2 01:07:40.333: Asl1l/107 DDR Dial er statechange
to up *Jan 2 01:07:40.333: Asl/107 DDR Dialer call has been placed *Jan 2 01:07:40.333: Asl/107
PPP: Treating connection as a callout *Jan 2 01:07:40.333: Asl/107 PPP: Phase is ESTABLISHING,
Active Open

[0 sess, 1 load]

!--- LCP negotiation begins. *Jan 2 01:07:42.469: Asl1l/107 LCP: | CONFREQ [REQsent] id 1 len 25
*Jan 2 01:07:42.469: Asl/107 LCP: ACCM 0x000A0000 (0x0206000A0000) *Jan 2 01:07:42.469: Asl/107
LCP: Aut hProto CHAP (0x0305C22305) *Jan 2 01:07:42.469: As1l/107 LCP: Magi cNunber 0x2862C096
(0x05062862C096) *Jan 2 01:07:42.469: Asl/107 LCP: PFC (0x0702) *Jan 2 01:07:42.469: Asl/107
LCP: ACFC (0x0802) !--- Incoming LCP CONFREQ. !--- For more information on interpreting PPP
debugs refer to the document: !--- Dialup Technology: Troubleshooting Techniques *Jan 2

01: 07:42.469: As1/107 LCP: O CONFACK [REQsent] id 1 len 25 *Jan 2 01:07:42.469: Asl/107 LCP:
ACCM 0x000A0000 (0x0206000A0000) *Jan 2 01:07:42.469: Asl/ 107 LCP: AuthProto CHAP (0x0305C22305)
*Jan 2 01:07:42.469: Asl/107 LCP: Magi cNunber 0x2862C096 (0x05062862C096) *Jan 2 01:07:42. 469:
As1/ 107 LCP: PFC (0x0702) *Jan 2 01:07:42.469: Asl/107 LCP: ACFC (0x0802) *Jan 2 01:07:44.333:
As1/ 107 LCP: O CONFREQ [ ACKsent] id 29 len 25 *Jan 2 01:07:44.333: Asl1l/107 LCP: ACCM 0x000A0000
(0x0206000A0000) *Jan 2 01:07:44.333: Asl/107 LCP:. AuthProto CHAP (0x0305C22305) *Jan 2

01: 07: 44.333: As1/107 LCP: Magi cNunmber 0x081D8CEC (0x0506081D8CEC) *Jan 2 01:07:44.333: Asl/107
LCP: PFC (0x0702) *Jan 2 01:07:44.333: Asl/107 LCP: ACFC (0x0802) *Jan 2 01:07:44.461: Asl/107
LCP: | CONFACK [ACKsent] id 29 len 25 *Jan 2 01:07:44.461: Asl/107 LCP: ACCM 0x000A0000
(0x0206000A0000) *Jan 2 01:07:44.461: Asl/107 LCP. AuthProto CHAP (0x0305C22305) *Jan 2

01: 07: 44.461: As1/107 LCP: Magi cNunmber O0x081D8CEC (0x0506081D8CEC) *Jan 2 01:07:44.461: Asl/107
LCP: PFC (0x0702) *Jan 2 01:07:44.461. Asl/107 LCP:. ACFC (0x0802) *Jan 2 01:07:44.461: Asl/107
LCP: state is Open

! -—- LCP negotiation is complete. *Jan 2 01:07:44.461: Asl1l/ 107 PPP: Phase i s AUTHENTI CATI NG by
both [0 sess, 1 load] *Jan 2 01:07:44.461: As1/107 CHAP: O CHALLENGE id 16 len 27 from "Router”
*Jan 2 01:07:44.477: As1l/107 CHAP: | CHALLENGE id 1 len 34 from"renmoteAsync0l1l" *Jan 2

01: 07:44.477: As1/107 CHAP: O RESPONSE id 1 len 27 from"Router" *Jan 2 01:07:44.581: Asl/107
CHAP: | RESPONSE id 16 len 34 from "renoteAsync0l1" *Jan 2 01:07:44.581: Asl/ 107 CHAP. O SUCCESS
id 16 len 4

*Jan 2 01:07:44.601: As1/107 CHAP: 1 success id 1 len 4

!--- CHAP authentication is successful. !--- If this fails, verify that the username and
password are correct. !--- Refer to Dialup Technology: Troubleshooting Techniques. *Jan 2
01:07:44.601: As1l/107 PPP: Phase is UP [0 sess, 1 load] *Jan 2 01:07:44.601: Asl/107 IPCP: O
CONFREQ [Cl osed] id 6 len 10 *Jan 2 01:07:44.601: Asl/107 |IPCP: Address 10.1.1.1
(0x03060A010101) *Jan 2 01:07:44.601: Asl/107 CDPCP: O CONFREQ [Closed] id 5 len 4 *Jan 2

01: 07:44.701: As1/107 IPCP: | CONFREQ [REQsent] id 1 len 10 *Jan 2 01:07:44.701: As1/107 | PCP:
Address 10.1.1.2 (0x03060A010102) *Jan 2 01:07:44.701: As1/107 | PCP. O CONFACK [ REQsent] id 1
len 10 *Jan 2 01:07:44.701: Asl1/107 |PCP: Address 10.1.1.2 (0x03060A010102) *Jan 2 01:07: 44.705:
As1/ 107 CDPCP: | CONFREQ [REQsent] id 1 len 4 *Jan 2 01:07:44.705: Asl1l/107 CDPCP: O CONFACK
[REQsent] id 1 len 4 *Jan 2 01:07:44.733: Asl1l/107 I PCP: | CONFACK [ACKsent] id 6 len 10 *Jan 2
01: 07:44.733: As1/107 | PCP. Address 10.1.1.1 (0x03060A010101) *Jan 2 01:07:44.733: Asl1l/107 IPCP:
State is Open

*Jan 2 01:07:44.733: Asl1l/107 DDR: dialer protocol up

!--- The route has been successfully negotiated and installed in the routing table. *Jan 2

01: 07:44.737: As1/107 CDPCP: | CONFACK [ACKsent] id 5 len 4 *Jan 2 01:07:44.737: Asl1/107 CDPCP:
State is Open *Jan 2 01:07:45. 601: 9%. NEPROTO 5- UPDOMN: Li ne protocol on Interface Asyncl/ 107,
changed state to up *Jan 2 01:07:48.321: TTYO: tiner type 1 expired *Jan 2 01:07:48.321: TTYO:
Exec tinmer (continued)

OlRHI2LE ISDN &3t

CHE2 3%l ISDN o RHI2E S&HE QEF ClHa ULt FH 2 AIE A& 230 A
SE AHEE FHOILICH 72 £32 ot EAIE Zntet HlmEhLct

Rout er #show debug
Di al on denmand:
Dial on demand events debugging is on
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PPP:
PPP authentication debugging is on
PPP protocol errors debugging is on
PPP protocol negotiation debugging is on
| SDN:
ISDN events debugging is on
ISDN Q931 packets debugging is on
| SDN events debug DSLs. (On/ Off/No DSL: 1/0/-)
DSL 0 --> 31
1______________________-________
| SDN @31 packets de |SDN @31 packets debug DSLs. (On/ O f/No DSL: 1/0/-)
DSL 0 --> 31

Rout er #ping 10.1.1.66

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 10.1.1.66, timeout is 2 seconds:

*Jan 2 02:00:59.937: Se7/0:23 DDR rotor dialout [priority]

*Jan 2 02:00:59.937: Se7/0:23 DDR Dialing cause ip (s=10.1.1.65, d=10.1.1.66)

*Jan 2 02:00:59.937: Se7/0:23 DDR Attenpting to dial 6665800

!--- The DDR process has detected interesting traffic destined for a device off !--- dialer 1's
interface and is inticating a call. *Jan 2 02:00:59.937: | SDN Se7/0:23: Qutgoing call id =
0x8016, dsl 0 *Jan 2 02:00:59.937: |SDN Se7/0:23: Event: Call to 4724125 at 64 Kb/s *Jan 2

02: 00:59.937: | SDN Se7/0:23: process_pri_call(): call id 0x8016, number 6665800, speed 64, call
type DATA, redialed? f, csmcall? f, pdata? f *Jan 2 02:00:59.937: call ED type/plan overri dden
by call _decode *Jan 2 02:00:59.937: did't copy oct3a reason: not CALLER NUMBER |E *Jan 2

02: 00: 59. 941: buil di ng outgoing channel id for call nfas_int is O len is O *Jan 2 02:00: 59. 941:
| SDN Se7/0:23: T -> SETUP pd = 8 callref = 0x0013

*Jan 2 02:00:59.941: Bearer Capability i = 0x8890

*Jan 2 02:00:59.941: Channel IDi = 0xA98397

*Jan 2 02:00:59.941: Called Pa.rty Nunmber i = OxAl, '6665800',

Pl an: | SDN, Type: Nati onal

!-—- Outgoing Q.931 SETUP message. Indicates an outgoing call. !--- For more information on
0.931 refer to the document. !--- Troubleshooting ISDN Layer 3 using the debug isdn g931
Command. *Jan 2 02:01:00.017: |SDN Se7/0:23: RX <- CALL_PRCC pd = 8 callref = 0x8013 *Jan 2
02: 01: 00.017: Channel ID i = 0xA98397 !--- The Call Proceeding Message is sent through the D-

channel. *Jan 2 02:01:00.017: |SDN Se7/0:23: LIF_EVENT: ces/callid 1/0x8016 CALL_PRCCEEDI NG *Jan
2 02:01:00.017: |SDN Se7/0:23: CALL_PROCEEDI NG i d 0x8016 *Jan 2 02:01:00.021: |SDN Se7/0:23: PRI
Event: 6, bchan = 22, call type = DATA *Jan 2 02: 01: 00.093: | SDN Se7/0:23: RX <- CONNECT pd = 8
callref = 0x8013

!--- Received the Q.931 CONNECT. *Jan 2 02:01:00.097: |SDN Se7/0:23: LIF_EVENT: ces/callid
1/0x8016 CALL_CONNECT *Jan 2 02:01:00.097: |SDN Se7/0:23: Event CALL_CONNECT dsl 0 *Jan 2

02: 01: 00. 097: %1 NK-3- UPDOMN: Interface Serial 7/0:22, changed state to up *Jan 2 02: 01: 00. 097:
Se7/0:22 PPP: Treating connection as a callout *Jan 2 02:01:00.097: Se7/0:22 PPP:. Phase is
ESTABLISHING, Active Open [0 sess, 1 | oad]

!--- LCP negotiation begins. *Jan 2 02:01:00.097: Se7/0:22 LCP: o CONFREQ [Closed] id 7 len 15

*Jan 2 02:01:00.097: Se7/0:22 LCP: Aut hProt o CHAP (0x0305C22305)

*Jan 2 02:01:00.097: Se7/0:22 LCP: Magi cNunber 0x084E600A (0x0506084E600A)

!--- Outgoing LCP CONFREQ. !--- For more information on interpreting PPP debugs refer to the
document !--- Dialup Technology: Troubleshooting Techniques. *Jan 2 02:01:00.097: |SDN Se7/0: 23:

LI F_EVENT: ces/callid 1/0x8016 CALL_PROGRESS *Jan 2 02:01:00.097: |SDN Se7/0:23: event
CALL_PROGRESS dsl 0 *Jan 2 02:01:00.097: |SDN Se7/0:23: TX -> CONNECT_ACK pd = 8 callref =
0x0013

!--- D-channel transmits a CONNECT ACK. *Jan 2 02:01:00.105: Se7/0:22 LCP: | CONFREQ [ REQsent]
id 30 len 15 *Jan 2 02: 01: 00.105: Se7/0:22 LCP: AuthProto CHAP (0x0305C22305) *Jan 2

02: 01: 00. 105: Se7/0:22 LCP: Magi cNunber 0x28938B8C (0x050628938B8C) *Jan 2 02: 01: 00. 105:
Se7/0: 22 LCP: O CONFACK [ REQsent] id 30 len 15 *Jan 2 02:01: 00. 105: Se7/0:22 LCP: AuthProto CHAP
(0x0305C22305) *Jan 2 02:01:00.109: Se7/0:22 LCP: Magi cNunber 0x28938B8C (0x050628938B8C) *Jan 2
02: 01: 00. 109: Se7/0:22 LCP: | CONFACK [ACKsent] id 7 len 15 *Jan 2 02:01: 00. 109: Se7/0:22 LCP:
Aut hProt o CHAP (0x0305C22305) *Jan 2 02:01: 00.109: Se7/0:22 LCP: Magi cNunber 0x084E600A
(0x0506084E600A) *Jan 2 02:01:00.109: Se7/0:22 LCP: State is Open

! -—- LCP negotiation is complete. *Jan 2 02:01:00.109: Se7/0:22 PPP: Phase i s AUTHENTI CATI NG,
by both [0 sess, 1 load] *Jan 2 02:01:00.109: Se7/0:22 CHAP: O CHALLENGE id 7 len 27 from
"Router" *Jan 2 02:01:00.121: Se7/0:22 CHAP: | CHALLENCE id 25 len 33 from "renotel SDNO1" *Jan 2



02: 01:00.121: Se7/0:22 CHAP: O RESPONSE id 25 len 27 from"Router" *Jan 2 02:01:00.129: Se7/0: 22
CHAP: | SUCCESS id 25 len 4 *Jan 2 02:01:00.137: Se7/0:22 CHAP: | RESPONSE id 7 len 33 from
"renot el SDNO1" *Jan 2 02:01:00.137: Se7/0:22 CHAP. O SUCCESS id 7 len 4 !--- CHAP authentication
is successful. !--- If this fails verify that the username and password are correct. !--- Refer
to Dialup Technology: Troubleshooting Technigues. *Jan 2 02:01:00.137: Se7/0:22 PPP: Phase is UP
[0 sess, 1 load] *Jan 2 02:01:00.137: Se7/0:22 IPCP: O CONFREQ [Cl osed] id 2 len 10 *Jan 2
02:01: 00. 137: Se7/0:22 | PCP: Address 10.1.1.65 (0x03060A010141) *Jan 2 02:01: 00. 145: Se7/0: 22

I PCP: | CONFREQ [REQsent] id 3 len 10 *Jan 2 02:01: 00. 145: Se7/0: 22 | PCP: Address 10.1.1.66
(0x03060A010142) *Jan 2 02: 01: 00.145: Se7/0:22 | PCP: O CONFACK [ REQsent] id 3 len 10 *Jan 2

02: 01: 00. 145: Se7/0:22 | PCP: Address 10.1.1.66 (0x03060A010142) *Jan 2 02:01:00. 145: Se7/0: 22

I PCP: | CONFACK [ACKsent] id 2 len 10 *Jan 2 02:01: 00. 145: Se7/0: 22 | PCP: Address 10.1.1.65
(0x03060A010141) *Jan 2 02:01:00.145: Se7/0:22 | PCP: State is Open *Jan 2 02: 01: 00. 145: Se7/0: 22
DDR: dial er protocol up *Jan 2 02:01:00.145: Di 2 | PCP: Install route to 10.1.1.66

!--- The Route has been successfully negotiated and installed in the routing table. *Jan 2
02:01: 01. 137: %.1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface Serial 7/0:22, changed state to up
*Jan 2 02:01:06.097: 9% SDN-6- CONNECT: Interface Serial 7/0:22 is now connected to 6665800

renot el SDNO1
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