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1. TLS connection *ﬁ*i

[Default TCP 5061/51F or 2443/5CCR) -
2. CTL file
.
TL5 setup
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Audio traffic <+ 5. (S)RTP stream
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CUC Administration(CUC #2l) > Telephony Integrations(&l&lZ L| &) > Security(:22}) > SIP
Certificate(SIP 215 A) > Add new(M F=7HZ o|S ghLct.
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Mew SIP Certificate

S1P Certficate Eesst Help

Mew SIP Certificate
Display NAME® Secure SIP integration with CUCMy10.5.2

Subject Name® SecureConnection

| Save |
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Phone System Basics (PhoneSystem)

Phone System  Edit  Refresh  Help

. o .. Jieiel:e o

Status
’7._!1.3 The phone System cannol take calls untd a port group i S&t. Uge the Related Links to add a port group.

PFhone System

Phonee System Name® PhoneSysoem

¥ Default TRAP Phone Sysbem

. MEZE IE F7|
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MNew Port Group

Fort Group  Reset  Help

Mew Port Group

Fhone System Secure SIF integration -
Create From @ pgrt Group Type SIP il

Port Group -

Port Group Description
Display Name* Secure SIP integration-1

| Authenticate with SIP Server
Authentication Username

Authentication Password

Contact Line Name

SIP Security Profile SOAL/TLE -
EIP Certificate Secure SIP integration with CUCMv10.5.2 -
Security Mode Encrypted -

E Secure RTP

Primary Server Settings
IPv4 Address or Host Namelf PP bR et

IPwE Address or Host Name

Port SOED
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SIP Servers

| Delete Selected | | Add |

B o |10.48.47.110 &

| Delete Selected | | Add |
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Porl Group Basics (Secure SIP integration-1)

Fort Group  Edit  Refresh  Help

| Save | | Dotete | | Previows | | Hest |

Status

iy The phons system carmol take calls if it has no ports. Use the Related Links to add ports.
A\ oee ar mors port aroups noed to be reset.

Port Group
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Mewe Fort

Port Reset Help

Status

-.-E Because it has no port growps, PhoneSystem is not listed in the Phone system field.

Savia

Hew Phone System Port

¥ Enabled
Number of Ports 3

Phone Sysem  Secure SIP mtegration =
Part Groug Secure SIF integration-1 =

Server cuclipub -

Port Dehavior

[+ answer Calls

[#] parfarm Message Notification

] serd MWI Requests (may also be disabled by the port group)
[#] amaw TRAP Connections

[save |
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CUCM Administration(CUCM # 2[) > System(A|AE]) > Security(2.2t) > SIP Trunk Security
Profile(SIP EE3 2ot X 21} 2l) > Add new(AM| F£7HE O|S&LCt.
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- SIP Trunk Security Profile Information

Mame™* |Secure_sip_trunk_profile_for_CUC 1]
Description

Device Security Mode Encrypted -
Incoming Transport Type® TLS -
Outgoing Transport Type TLS -

Enable Digest Authentication
MNonce Vakidity Time (mins)®

X.509 Subject Name Securelannection
Incoming Port® 5061
Enable Application level authorization
Accept présence subscription
| Accept out-of-dialog refer**
¥| Accept unsolicited notification
L4 Accept replaces headear
Transmit security status

Allow charging header
SIP v.150 Outbound S0P Offer Filbering * Use Default Filter -

2.SIPT2mQ A

EM M™EHE M5l of 5= 7B Device > Device Settings > SIP Profile2 2 0|S&fLIC & K| of
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— Trunk Information

Trunk Type* SIP Trunk v
Device Protocol® SIP z
Trunk Service Type* none(Default) et
E¥3 Zu|ae)|o|M2| Device Information(C|HFO|A HE) MMM CHS HEE =d8FL|ct.
. &% O|&:
ESENE-5
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At 3:CallManager -ET(
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Trunk Configuration
e
rStatus

@ Status: Ready

~Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type Mone(Default)

Device Name* SecureSIPtoCUC

Description Trunk for secure integration with CUC

Device Pool® Default -
Cormman Device Configuration < Mone = -
Call Classification™ Use Systern Default A
Media Resource Group List < Mane = -
Location® Hub_None -
AAR Group < Mone > -
Tunneled Protocol* None -
QS1G Variant® No Changes

A5H.1 ROSE OID Encoding® Mo Changes

Packet Capture Mode™® Wone -
Packet Capture Duration 0

[l Media Termination Paint Required

¥ Retry wideo Call as Audio
Path Replacement Support

! Transmit UTF-8 for Calling Party Name
Transrmit UTF-8 Hames in QSIG APDU

[Cunattended Port

[¥15rTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Traffic on This Trunk Secure® When using both sRTP and TLS -
Route Class Signaling Enabled™® Default hd
Use Trusted Relay Point™ Default -
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= Inbound Calls

Significant Digits *

Connected Line 1D Presentation®
Connected Narne Presentation®
Calling Search Space

A&4&R Calhing Search Space

Prefiz DN

OfRHt2E=0lAM EFZ Au|asfolde| S& MMoM Ch&

. Mt sl ME 2lc|=M
—Duthound Calls

¥ medirecting Diversion Header Delivery - Inbound

all -

Default -

Default -

AllPhomnes -

< Mone = -
HEE =gt

- OlRHIR2C X3

Called Party Transformation C55
Calling Party Transformation C55
Calling Party Selection®

Calling Ling 1D Prasentation®
Calling Mare Prassntation®

o« Hong >

¥ Use Device Pool Called Party Transformation C55

= Hane =

| Usa Device Pool Calling Party Transformation CSS

Crrvganator
Drefault
Drefault

Calling and Connected Party [nfo Format® Dalivar O anly in connectad party

¥ Radirecting Divarsion Header Delivery - Outhaund
Redirecting Party Transformation C35

< Hane >

4 Use Device Pool Redirecting Party Transformation 55

E&d3 Hu|ag||o|Mel SIP Information(SIP HE) MMof ClS HEE

UL

T -
SIPEE3 Eot T2t
LAl M B RjELR R
- 5383 dM S Ex:
SIP =4
~SIP Information
astinaticn
Destination Address is an SRV
Destination Address Destination Address IPvG Destination Part
1*  10.48.47.174 E0&1
MTP Preferred Originating Codec® 71 1ukaw w
BLF Presence Group® Standard Presence group -
SIP Trunk Security Profie® Secure_sip_trunk_profile_for_CuC 2
Rerouting Calling Search Space < Nong > -
Out-0f-Diabeg Refer Caling Search Space < Mone > -
SUBSCRIBE Caling Search Space < Mone = -
SIP Profie® standard SIP Profile v Migw Detais
DTMF Signaling Method* Ho Preference -

QT Aol met oHE dEHE =

YErch
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THE EHIE 71217 EE IiEHS MY E*I—I CH(Call Routing(& &}

88 + U&LICHOS SEE HLC

. B2 mE:
- HOIEQIO/BE S5

Route Pattern Confaperatson

G Save
~Stalus

@ Status; Ready

r Pattern Definition

Reoute Parmem® {Bona 1]
Route Partiion < Nont & x
Description

Mumberng Plan Mot Selected -
Rioiufe Fiter -
MLPP Provedence” Ceefaii =

Apply Call Mocking Peroentagse

Fasouron Prigely Namespeor Reteork Domain < None > -

Boute Ol Cepfai -
GatewayRoute List® SecureSIPtoCUC - (Eds)
Fouite Opbian

& ot this pathen
Béack this pattern Mo Errar =

5. 58 He mteds 4y

SEE fEt S HY (T2 7Is>SHE HY > S H o) S YHeicth o3 2t
0|24t |}
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= Voice Mail Pilot Information

Voice Mail Pilot Number gpoo

Calling Search Space < None > =
Description

| Make this the default Voice Mail Pilot for the system

6. S MU ZZL pHE 7|

D= MES st 47t
Voice Mail Profile). Ct & HE&E

M HY =2 EE oHEL|CHAdvanced Features > Voice Mail >

i mlo
0

2} &) > Route/Hunt(Z 2
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- Voice Mail Profile Information

Voice Mall Profile Name™ |vaicemail-profile-8000] E]
Description Secure Voicemail
Voice Mail Pilot** 8000/< None > v

Voice Mail Box Mask

| Make this the default Voice Mail Profile for the System

7.DNOj| S8 HY =2 H &

2ol S82 A8 DNo| 34 Y Z2 IS B LICDN AAS HZE F Apply Config' HHE
g 3alstE 212 x| OHIAS.

CIS2ez 0|5:88 2tE > ClEEe| HEE vHEst 1t S8 wHEshuch

S 0HY T2 E: Secure SIP._ EE

Directory Mumber Configuration

QEHH xneue %Rﬂd & Appty Contig cﬂzmruw

= Directory Number Settings

Waice Mail Profile Secure_SIP_[ntegration = [(Choose <None= to use system default)
Calling Sesrch Space < Hone = -

BLF Presence Group" Standard Prasance grosp -

Uzar Hold MOH Audio Saurcs < Mong = -

Matwork Hold MOH Audid Sourc® < None > -

Auto Answer® Auts Answer OFf -

L Reject Anonymaous Calls

8. CUC £E QIZME CallManager-trust£ Y2 =

OS Administration(OS #2l) > Security(&2 ¢t) > Certificate Management(&ékl #2l) > Upload
Certificate/Certificate Chain(2/&A/R1E M el YEE)S 2 0|S35tT CUC R E QIS ME CUC
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Bool Certificata for Caca Unificd Commumdcalions Manager Aithentication aid Encoryplion

Subjpect CH=Ciscolnity:Sdsd32eb-cafa 45585781562 06850d4 1
Issuer OH= Ciscolinity-Sdad32eb-cafa-4559-97 8- SAf2 0085 0da41
Walid From Tue Har 31 08:39:34 CEST 2015

Wald Unail Fr dgr 01 08:50:34 CEST 2022
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Opsem Link in Mew Tab
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Save Link A h
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Inspect Element ()

2. TS AAH HE/EMSHE TET| AlAH Y

BgEB/w]E
A Kan A DG

Telephony Integration > Phone system2 2 O|S&LICE O|0| U= T3t AARIS ALSSHHLE A T

3t AlAEIE BHE & Q&L

Phone System Basics (PhoneSystem )

Phone System  Edt  Refresh  help
| Save | | pelete | | previous | | pest |

Status
[.h The phone system cannot take calls untd a port group is set. Use the Related Links to add a port group.

Phane Slp'slum
Phafne g-]'ﬂeﬁ'l HEST Mﬁtm
¥ Default TRAP Phone System

3. Nsccp ZE 18 F7}
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. M3l AAH:

.EZE 8 % SCCP

. Zx| 0|2 M A CiscoUM1-VI
. MWI On &%

. MWI 117| &%
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- Status

;.f.'j The phone systemn cannot take calls if it has no ports. Use the Related Links to add ports.

m Created Fort Groupls)

Port Group
Drigplay Nama™ Cecurg -S04
Integration Method | orco fSlinn]

Device Nase Pref™ CigealiMi-v]

Reset Sistus Reset Not Required [ Reset

Message Waiting Indicalor Seltings

¥ Enable Hessage Waiting Indicators

M1 On Extensicn el

MN] Odf Extension 299900

Delay between Requests ] millisecands
Maximum Concurrent Requests a

Retries After Successful Attempt [

Retry [nferval After Successful Attempt 5 millisacaonds

L&ave | | gelete | | previous | | tewt

Frelds marked with an astensk (%) are requined,

4. MH =d

Edit(TZEl) > Servers(AH)2 0|83t CUCM EZ{AE{0|A TFTP MHE F7+EHLct



SIP Servers

| Delete Selected | [ Add |
B o
[ Delete Selected | [ add |

TFTP Servers

| Delete Selected | | Add |

O o
B o

| Delete Selected | | Add |

[10.48.47.110 o]

10.48.47.110]
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A 10:2HE TFTP TAE A28l oF gL|ch.cuC M7t o] TFTPOIAM CTL Tt C}
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Status
|71.E Because it has no port groups, PhonaSystem is not listed in the Phone system Ffield.

Save J

Mew Phone System Port

i+ Enabled

Mumber of Ports g

Phone System  Seeure-SCCP

Fort Group Secure-SCCP-1 -

Server cucld =

Port Behavior

¥ answer Calls
[¥| perform Message Motification
[¥] send MW Reguests (may also be disabled by the port group)

f;‘*: Allow TRAP Connections
Security Mode Encrypted v

Save |

CUCM 74
1. ZE F7}

Ct& 22 0|S CUCM Administration > Advanced features > Voice Mail Port Configuration > Add
New& ME{ELICE.

SCCP 4 HY ZEE BAQ Z0| EgLICH 7 Us xH0|Z2 Encrypted Voice Mail Port(f =
stEl 2 HY ZE) SME MEHS{oF st= ZE 741|112 0]M ot2H 2l Device Security Mode(C|H}
O|A EoF B2E)lL|CH,



) 5 P oo [ comr Pyrmet 2 scoyconty gl Addew
- Status

@ Stabus! Resdy

~Device Information

Bagistratan: Registered with Cinco Unified Communications Manager 10,45.48.183
1Pvd Address; 10,48, 48, 184

il Device it trusted

Port Name * CisesUMI-VI1

Crascription WH-poip-petune-ports

Davics Pogl® Default =
Comemon Device Configaration < Nors = "
Calhng Search Space o Mome = -
AAR Calling Search Space © Mons = ol
Location® Hub_Nana "
Device Secanty Mode" Enerygted venes Mal Ban -
Uze Trscted Relay Point® Default -
Gealocation < Mot > *

= Directory Humber Information

Carectary Mumber” 955001

Partition o Mo > -
Caling Search Space < Mone > -
AR Grewn <« Mone > -
Internal Caller 10 Dizplay WoicaMail

Internal Calier 1D Display (ASCII format) ypicasail
Externad Humbeer Hack

2. CUC RE QIS X E CallManager-trust2 2=

OS Administration(OS #2l) > Security(& ¢t) > Certificate Management(2!& A #2l) > Upload
Certificate/Certificate Chain(2l&EAM/2IE M A2l 2 E)S 2 0|53t CUC FE IFME CUC
M2t SAISIEE FHE 2 E L E0i A CallManager-trust2 (A2 = grL|C}.



Certificate List

Li?n Generste Sed-aigned ETE’ Upisad CertfeateCetdoate chan Eamtﬂ

| Certificate List

Eéw E'lm-

= Status

Fird Cartificabe List

| Certificabe
Caftanagar @ Warning: Usloading o cluster-vade cerpficate will digtrdbute if 1o ol servers i thie clester
CalManager-Erust

| CallHanager-trust ~Upload Certificate/Certificate chain
CalManager-tnst R
| Calilia - Cartilpiate Furpods CalManager-trust

CallManager-trust Cescription{friendly namae) CUC rock oart

A - Upload File | Browss.. | 57ed0ess.0
CalManager-trust ————

| CallManager-trust

| CAPF-trust

| CAPF-trust
CAPF-trust
CAFF-Drust

| CAPF-trust

| CAPF-trust

| CARFprust

Iupluad%lam.

@ *. indieates requared mam,

Cisco CallManager MH|AZ CHA| A|Zf3H

o

& QIBEME MEsttiH UBEMI U2 EE
OF BfLCt.

3 . MWI(Message Waiting Information) On/Off Extensions 7%

CUCM Administration(CUCM # 2l) > Advanced Features(ZL& 7|5) > Voice Mail Port
Configuration(& 4 H ZE #Hu|ago|M)2 2 0|5 311 MWI On/Off Extensions(MWI 7471/117|
gihE TAELckMwI HE & cuc Hu|ado|Mnt U x|sHoF BHuCt

- Message Waiting Information
Message Waiting Number* ggggg)

Partition < Mone > |ﬂ
Description MWI on

Message Waiting Indicator® @ on Toff
Calling Search Space < Mone = ¥

- | save |




- Message Waiting Information

Message Waiting Number®* SO999(0
Partition

= MNone =

Description MWI off

Message Waiting Indicator® = o0 @

Calling Search Space < Mone >

- | Save |

s

&9 MY ol 4y

- Voice Mail Pilot Information

Voice Mail Pilot Number goog

Calling Search Space < None >

Description

Make this the default Voice Mail Pilot for the system

5. 24 MY 2T M

2E dY¥E # odAsteiH &4 HY =2 EE fHEL|CHAdvanced Features > Voice Mail >
Voice Mail Profile). Ct & HE & U=ELICt

—u‘n-ice Hail Prnﬁle Information

Voice Mail Profile Name™® |1.,.-'mcemall-pruf1le-ﬂﬂﬂﬂ|

Description Secure Voicemail

Voice Mail Pilot** 8000/< None >

Voice Mail Box Mask

Make this the default Voice Mail Profile for the System

6.DNOll S8 HY Z=2H &3
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mo HE

2 AEEY DNoi| M HY =2 EHE e LICHDN HH0| ¢HEE = Apply Config HE
L|C.
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Ik ok



Call Routing(& 8} 2t &) > Directory number(CIR|EE| HE)2 0|55t CtSo 2 #HEFLICH

S Y Z2E: S8 0HY ZTEE-8000

- Mrectory Number Settings
Viokoe Mail Profile Vioicemail- profie- 800D = (Choose <Mone> to use system default)
Caling Search Space < None > &
BLF Prasence Group” Srandard Pretencd Growp -
User Hold MOH Audo Source < Mone ki
Mebwork Hold BOH Audss SoUrte  « None > -
Reject Anonymous Cals
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=Line Group Information

Line Group Name® lvoicemail-Ig [£]
RNA Reversion Timeout™ jq

Distribution Algorithm™® Longest Idie Time -

b) M & HY BE S5 (Call Routing(Z2} 2t %)) > Route/Hunt(ZZ/B1E) > Hunt List(B1E =
£)) 27}

~ Hunt List Information

ﬂ Device 15 prusted

Mame® woloem ail- hi
Deschphion
Cisco Unsfied Communications Manager Group®  pefagit -

| Enable this Hunt List [change effective an Save; no reset req uired)

¥ For Volce Maid Usage

c) M B1E m = = 7}(Call Routing(S 3} 222)) > Route/Hunt(Z £/&1E) > Hunt Pilot(Z1E 1} &
=)



- Pattern Definition

Hunt Pilot® (8000 o
Route Partition < Mo = bl
Description

Numbering Plan ponEe 5

Route Filter < Nafg = i

MLPP Precedence®  Default -

Hunt List™ viocemail- hl » (Edit)
Call Pickup Group < None = -
Alerting Mame

ASCIT Alerting Name
Route Opbion @ Route this pattern
Block this pattern WNo Error b

Cte& &lgiuc

SCCP ZE &0l

CUCM Admiinistration(CUCM & 2|) > Advance Features(ZL2 7|5) > Voice Mail(&4 HIY) >
Voice Mail Ports(S4 HY ZE)E 0|§5t1 T E S5 = IgLct
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Hot sIP E-3 &0l

Mool S HY HFE =2 88 HLS =S LICHAERIL] LM #15 7t Unity Connection
AMAHE| FEE|X| of2 B AlEF QIAIZ S E040F BLICH.

EE = SIP OPTIONSs keepaliveE &435l5t04 SIP EHI &EIE ZLIEHIE £ Mﬁ L|Ct.ol M2
SIP E 30 &Y E SIP ZZZoj|M g5t -1“— - ol&sLICtol 7150 RFA*SP &| o| o|O|x|of &
A|lEl CHE Device(C|HFO|£) > Trunk(EEA)E S35l Sip EF I HEHE ZLIHZE = A&LICH
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C}.ol= RTP AE 20| 0| o|O|X|0o] &
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i Connected
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1. ekl 28| & &

Hot 88 ZME sHAste{™ ClE HHE ™S MAIL.
. A sto)
. )EE 2 MH|ATF A SQIX| &QlgtL|CH (CUCM - CallManager, TFTP, CUC - CHSt 22| R}
. A Zto| 2ot S Alof *;;REF ZEJ HESLF0M e U=K| ERIFLICHSCCP S&ol=
TCP X E 2443, SIP &g/ 0= TCP 5061), _ _ _
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olg4et £Xg sEotod HoF SF EXE siAFLICH
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http://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unified-communications-
manager-version-50/112040-packet-capture-cucm-00.html



https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
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http://www.cisco.com/c/en/us/td/docs/voice ip _comm/connection/10x/troubleshooting/quide/10xcu
ctsgx/10xcuctsg010.html

el £ 4]
AEl 120k TS HEE £ YR 2 CAZD)

ME & stLtoll A THZ! %7 = E = TLS Mol dEELct.

1 0 000000  A30. 235 200,241  A30.235.203.24% TCR inct]_baots > hrtps [SvM] Séged wWin=16384 Lén=0 MSS<1460
20000452  LI0.E35.203.249  LI0.235.700.241 TCR https * Inst]_boots [SyM, ACK] Seqe0 Ack=1l Win=5340 Len=0 MSS=
30000498 130.235.200.241 L30.235.203.249 TCP AnsT] _boors > hitps [AckK] Seqel ackel Win=17520 Lens=0

4 0. 00A0TE  AF0.23F5.200.241 130.235.205.240 s5L client Hellao

3 0. 001341 130.23%.203.24% L0, 235, 2001, 241 TR h:tpi * inst]_boots I:HEH] Sf=1 ACK=141 wWin=2432 Lon=0

6 0. 005269  L30.235.203.24% L30.235.3200. 3241 TLEWL Server Hello,

70005838  130.235.203.249 130.235.200.241 TLSL certificare, server Hello bone
B . O S0 130.23%5. 200,247 130.235.203.24% TR irnst]_boots = htips [Ack] Seg=141 Ack=189% win=17520 Lon=0
;2_9.913991, BT R P P I R Alert gayelz,ﬂale D31cripzﬁcﬂ ik nipwn Cﬁ}l

U ik, U = R e Do d 35, LUS, S 5 1MEL iy J5 [R5 F. F B ALK L

11 ﬂ.DIEEU’ 130239200, 241 lJD 135 }D; zdu TCR inst ]| _bBoots - hﬂtpa [SfM] ch-D h\h-lﬁ?ﬂd Lcn-E HSS-l:Lﬂ

12 0. 072706  L3I0.I35-.203.24% L3I0.I35.700.341 TCR https > Inst)_bootc [SvM, ACK] Seqed Ackel wWin=5540 Lene0 M5Se
13 €,072751  130.235.200.241  130.235.203.249 ToP inst]_boatc > htips [ack] Seqel acksl win=17520 Len=0 -

*

ZEt0[AETH MM 2 QISAME & Qle 5= 7| E0l 22t0[AETE Mol CHal & +~ §f
s 73 3
o

£ CAEt= R|BHR 27 et &7
F 7tX| 7tsdo] &L

1) CUCMOfIA Z 1 F& g 4 8= CA
- TR CUC R E QB A7} CUC M2t S&lsteE M| YEEE|JI=X| EelgL|Ct
- s ME{O| M CallManager MH|A 7} CHA| A|ZFE|=X| 2 QIFLICEH
2) CUCOHki Unknown CA(Z = 8= CA)2te A1 ME

up(ZE 18) > Edit(H &) > Servers(AtH) Z |22 0|

St _/I\_ OAILx| il-0|6l-|__ |:_|.
L oo | AIQIAT ZF Q18 L{Ef [0S Admin HO[X|0l EAIE! Z3% "show

FF

- TEIPIR EA7LCUC Meol P

ct"e| E238 IS Mt H I’LZ. J=X| tom CTLClientE CHA| AlgistL|C}.
. CUCM MHE RI=Els 7L} ZE 7125 T rjsf1 CHAT 4435104 CUCM TFTPOIA CTL T+

A2l 2:CUCM TFTPO|A CTL I @& CIR2EC R = Q&

o

to

2L 3t 2 2|AF FEXof| E AL C)

MiuGeneral, 25,FAILED Port group 'PhoneSystem-1' attempt set InService(true), error retrieving
server certificates.

MiuGeneral, 25, Error executing tftp command 'tftp://10.48.47.189:69/CTLFile.tlv' res=68 (file not
found on server)

MiuGeneral, 25,FAILED Port group 'PhoneSystem-1' attempt set InService(true), error retrieving
server certificates.

Arbiter,-1,Created port PhoneSystem-1-001 objectId='7c2e86b8-2d86-4403-840e-16397b3c626b' as
ID=1


/content/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html
/content/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html

MiuGeneral, 25, Port group object 'blc966e5-27fb-4eba-a362-56a5fe9c2be7' exists
MiuGeneral, 25,FAILED SetInService=true parent port group is out of service:

SHE:

1. TFTP M7} Port group(ZE 1 8) > Edit(H &) > Servers(MH) Z41I| 12| 0|0 A SHIE K|
ChA| &QlghLct.

2. CUCM E{AE{7} 2ot B EQIX| &QlgL|Ct.
3. CTL T} 0| CUCM TFTPO| Q=X| &olgtL|ct.
A3l 3: X E7 SEE|X| oIS

0| 2F = Chat 22Xt Fxol| EAIELICEH

2!

MiuSkinny, 23,Failed to retrieve Certificate for CCM Server <CUCM IP Address>

MiuSkinny, 23,Failed to extract any CCM Certificates - Registration cannot proceed. Starting
retry timer -> 5000 msec

MiuGeneral, 24,Found local CTL file [/tmp/aaaaaaaa-XXXX-XXXX-XXXX-XXXXXXXXXXXX.tL1v]

MiuGeneral, 25,CCMCertificateCache: :RetrieveServerCertificates() failed to find CCM Server '<CUCM
IP Address>' in CTL File

SHZEA:

1. CUCM % cuce| Zi4+« ZAnt CTL mt el md5 A3 0| UXISHX| &f7| HEY 7Hsd0| 7HE

CIZEM.CTL I} MZE T %248 CUC MHHE CHA| A|ZHELICE.

Cisco LI HH

= CIS23 20| RFEO|M CTL Y2 WMHE = U&LICH

ftmp/ E2EH0|M CTL Tt &AMt Z2E D& AMAEFLICH I A md5 A

AfX|etZ| &Mofl Hlw gfLlct
CUCM: [root@vfrscucm1 trust-certs]# md5sum /usr/local/cm/tftp/CTLFile.tlv
e5bf2ab934a42f4d8e654 7dfd8cc82e8 /usr/local/cm/tftp/CTLFile.tlv
CUC: [root@vstscuct tmp]# cd /tmp
[root@vstscuc1 tmpl# Is -al *tlv

-rw-rw-r—. 1cucsmgr 24 MH|A 6120 22 52 15:29 a31cefes-
9359-4cbc-a0f3-52eb870d976c¢.tlv

[root@vstscuc1 tmp]# md5sum a31cefe5-9359-4cbc-a0f3-
52eb870d976¢.tlv



e5bf2ab934a42f4d8e6547dfd8cc82e8 a31cefe5-9359-4cbc-a0f3-
52eb870d976¢c.tlv
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CSCum48958 - CUCM 10.0(IP =4 ZI0|7} 2HIZX]| &f3)

rot

Ct

Ojo

E

i

72 7I0|EE HZE + /U&LICH

CSCtn87264 - 2O+ SIP L Eof CH3t TLS 9178 Almy
CSCur10758 - F|AE QIZEME HMHE £ gigLICH Unity 2
CSCur10534 - Unity Connection 10.5 TLS/PKI inter-op redundant CUCM

CSCve47775 - CUCO|A CUCME| CTLFile2 YO|0|Estn AEStE Yol CHEt 7|s 2™


https://tools.cisco.com/bugsearch/bug/CSCum48958/
https://tools.cisco.com/bugsearch/bug/CSCtn87264/
https://tools.cisco.com/bugsearch/bug/CSCur10758/
https://tools.cisco.com/bugsearch/bug/CSCur10534/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve47775/
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