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7|2 X}: Nenos Nicko, Cisco TAC @l X|L|0A

RTMTOl| YMAE 5= QHLE AEE = e A< CUCMOM F
Hg $£&5= YUY

CUCM SSH(Secure Shel)& 83l RO E 71X 2e{H LIS 2 E AFS gLt

31 CUCM R E CLI 210l ofaf FXo| =& E|™ CS2 CHARELICE. file get activelog AFHS
Ivar/log/active/.

1. 238 $£35H7] Toll 5 SFTP AME{7F A Elof Q1 HMAE &~ QEX| &El5H4
INE
AEZ
Tl Abgt
MPO/' get /actlv}lgg ous/
cm/trace/ccm/Proglogs/*.*
Prog 21 1} get activiog
cm/trace/cti/Proglogs/*.*
o 1}l get activiog
A2 ZHE(RE pIatform/Iog/servm*.Iog
1} ! get activiog
SNMP = 00FHE pIatEform/snmp/snmpdm/*.*
MIB2 0."0'x|_-|§ -‘_"'I'oal get aCtiV|Og

platform/snmp/mib2agt/*.*



SELinux 21

Cisco Tomcat 21

Cisco Tomcat 29 21

1}l get activiog
platform/snmp/hostagt/*.*

1}l get activiog
platform/snmp/sappagt/*.*

file get activlog
syslog/CiscoSyslog*.*

file get activlog
syslog/messages.*

file get activlog syslog/boot.*
oy 7tK 7| R+

1t 2! get activelog
platform/selinux_startup.log
1} get activelog
syslog/security-
diagnostics.tar.gz

It get activelog
tomcat/logs/catalina*.*

file get activelog
tomcat/logs/host-manager(It
2 & A3f tomcat/logs/host-
manager 7} X2 7|)*

file get activlog
tomcat/logs/admin.*

file get activlog
tomcat/logs/diagnostic-
memory.”*

1} 2! get activiog
tomcat/logs/diagnostic-info.*
I}t get activelo
t?ljtncatllogs/local ost_access*
Ax

file get activlog i
tomcat/logs/manager(It 2 &
M3l /tomcat/ 2 1/& 2| RF 7HA
7

file get activlog
tomcat/logs/diagnostic-
threads.*

I} &l get activelog
tomcat/logs/*.hprof

1}l get activelog
tomcat/logs/localhost*.log

file get activelog
tomcat/logs/security/log4j/sec
urity*.*

file get activlog

tomcat/logs/iptplatform/log4j/ip
tplatform™.*

1+ 2! get activiog
platform/log/certMgmt*.log
1+l get activiog
platform/log/ipsecMgmt*.log
I} get activelog
platform/log/clustermgr*

1t 2! get activelog
platform/log/cli*.log

5t = 9404 file get activelog

platform/log/SystemReport-
*.tgz



PT ZEHE QIS ELIEHH 2O

ol ME M|

Cisco Bulk Provisioning A{H|A

Cisco TAPS AMH|A

Cisco CDR Of0|ME

Cisco DHCP 2 L|E{ MH|A

Cisco CallManager SNMP AH|A

Cisco UXL ¥l MH|A

Cisco CTIMmanager

Cisco CDR A& A 2|k}

Cisco AXL & MH|A

Cisco AF2 X} Cl|O|E{ MH|A

|=I

= T 2H|X{'E IVR

Cisco TAPS AMH|A

Cisco Dialed Number Analyzer At

Cisco M3t Zd HE EM7|

ol

P

Cisco C|HEZ| HE HE S7|

Platform(Z 31 &): file get

activelog

platform/log/platformConflg-
*tar

SE Linux: It Y get activelog

syslog/security-

diagnostics.tar.gz

I} &l get activelog
pIatform/Iog/getﬂag
1}l get activiog
pIatform/Iog/create
1}l get activelog
pIatform/Iog/remote
1} 2! get activelog
platform/log/display*
file get activlog

plat orm/Iog/decoder

1t get activelog
platform/log/certm*.log

It get activiog
platform/log/authenticate*.”

1} get activelog
cm/trace/bps/log4j/bps.log

1} get activelog
cm/trace/cdragent/log4j/cdrag
ent.log

1t 2! get activelog
cm/trace/dhcpmon/log4j/dhcp
mon.log

1} get activelog
cm/trace/ccmmlb/sd|/CcmM|b
Agent.txt

file get activlog
core/UXLService.*

ut ! get activelog
cm/trace/cti/sdl/SDL.txt

1} get activelog
cm/trace/cdrrep/log4j/cdrrepm
gr.log

1} get activelog
tomcat/logs/axl/log4j/axl.log

1t 2! get activelog
tomcat/logs/cucm-
uds/log4j/cucm-uds.log

file get activlog
core/PnPLauncher.*

It get activelog
cm/trace/taps/log4j/taps.log

It get activelog
cm/trace/dnaserver/sdi/dna.txt

1t get activelog
tomcat/logs/dna/Results
It Y get activelog

cm/trace/dnaliassync/log4j/dn
aliassync.log



Cisco 2HAE ZF 3| MH|A

Cisco License Manager

Cisco Location Bandwidth Manager

Cisco Extension Mobility

Cisco C|EHE{E| HE HE X3

Cisco CallManager

Cisco IP Manager Assistant

Cisco CAR A A&

Cisco &% 7|
Cisco CAR & MH|A
Cisco Trust Verification AMH|A

9\isco CallManager Cisco IP Phone A{H|

Cisco WebDialer & MH|A

1} 2! get activelog
cm/trace/ils/sdl/SDL*

1} get activelog
cm/trace/userl|censing/Iog4j/u
serllcensmg Jog
ut2! get activiog
cm/trace/licensing/postinstall/|
?4J/I|censepost|nstall* log
I'& get activelog
cm/trace/licensing/log4j/licens
eclient*.log
1}l get activelog
tomcat/logs/licensing/log4j/lice
nseloader*.log

1 get activelo
cm/trace/lbm/sdl/SDL*

u} 2 get activelog
tolmcat/logs/em/log4j/emservic
e.log

1t get activelog
tomcat/logs/dnaliaslookup/log
4j/dnaliaslookup.log

SDL.: file get activelog
cm/trace/ccm/sdI/SDL *
CallLog: Tt get actlvlo?
CT/Erace/ccm/calllogs/ llogs
Ax

1t 2! get activelog
tomcat/logs/ipmal/log4j/ipma_
ChangeLog log

It get activelog
tomcat/logs/ipmal/log4j/service

o

EP% get activelog
tomcat/logs/ipma/log4j/ipma_
CtiClient.log

1}l get activelog
tomcat/logs/ipma/log4j/ipma_S
ecurity.log

ut ! get activelog
cm/trace/carsch/log4j/carsch.l
0g

1} get activelog
cm/trace/cef/sdl/cef txt

1} get activelog
tomcat/logs/car/log4j/car.log

1t 2! get activelog
cm/trace/tvs/sdi/tvs.txt

1t 2! get activelog
tomcat/logs/ccmcip/log4j/ccmc
ip.log

u} 2 get activelog
tomcat/logs/webdialer/log4j/w
ebdlaler log

1}l get activelog
tomcat/logs/webdialer/log4j/w
ebdialer_CTIClient.txt
a2 get actlvelog
tomcat/logs/webdialer/log4j/w
ebdialer_Security.txt



Cisco & ZHIY S4 HAM|A MH|A
Cisco IP Voice Media Streaming &4

SOAP - It &= Of|O|E{H| 0| & MH|A

Cisco Tftp

Cisco CTL MZX}
Cisco Certificate Authority ZEA| 7|5

Cisco Z At O|HE MH|A

Cisco HA|A QIE{HO|A

Cisco E911 MH|A

Cisco WebDialerZ|C|2E{ € MH|A
Cisco AMC MH|A
Cisco SOAPMessage A{H|A

Cisco CCM DBL ¢ 2to|=E{Z|

Cisco Serviceability Reporter & 22 11 A

Cisco AMC MH|A & x| 21

Cisco CMRealm ¥ MH|A

Cisco ZE1 IIE|M 2 LIEE =+
Cisco RIS H|0|E{ £=Z&!7|

Cisco Corefile 2+ £

Cisco Database Layer Monitor

1} 2! get activelog
tolmcat/Iogs/ccmivr/Iog4j/ccmiv
r.log

1} get activelog
cm/trace/cms/sdi/cms.txt

1t 2! get activelog
tomcat/logs/dp/log4j/dp.log

SDL.: file get activelog
cm/trace/ctftp/sdl/*

SDI: file get activelog
cm/trace/ctftp/sdi/ctftp.txt

It Y get activelog
cm/trace/ctlprovider/sdi/ctlprov
ider.txt

1} 2! get activelog
cm/trace/capf/sdi/capf.txt

1} get activelog
cm/trace/auditlog/sdi/audittrac
e.txt

1t 2! get activelog
cm/trace/cmi/sdl

u} 2l get activelog
cm/trace/cmi/sdi/csumi.txt

It get activelog
tomcat/logs/e911proxy/log4j/e
911proxy.log

It get activelog
tomcat/logs/redirector/log4j/re
director.log

1t 2! get activelog
cm/trace/amc/log4j/amc.log

1t 2! get activelog
tomcat/logs/soapmessage/log
4j/soapmessage.log

1t 2! get activelog
tomcat/logs/dbl/log4j/dbl.log

u+2! get activiog
c;n/report/rtmtreporter/AIertRe
p

It Y get activiog
cm/log/amc/DevicelLog/

It get activelog
tomcat/logs/ccmrealm/log4j/cc
mrealm.log

1t 2! get activelog
cm/trace/lpm/sdi/lpm.txt

1} get activelog
cm/trace/ris/sdi/ris.txt

1t 2! get activelog
cm/trace/cfri/cfrt.txt

I}t get activelo
cm/trace/dbl/sdi/limitedded*
I} &l get activelog
cm/trace/dbl/sdi/dbmon.txt
It Y get activelog
cm/trace/dbl/sdi/.csv



Cisco Tomcat EH| MEE!

Cisco AMC A{H|A CallLog
Cisco RIS Cl|O|E{ == &l7| PerfMonLog

Cisco CDP
Cisco 2|5 £35} Ao MH|A

Cisco Audio Translator

Cisco Syslog HO|ME

Cisco DirSync
Cisco AMC MH|A M 23

Cisco Serviceability Reporter & x| &

Cisco SOAP ¥l MH|A

Cisco GRT Communication & MH|A

Cisco RisBean 2t0o|E 22|

Cisco ERHAMM AZE 2! St

—

My

Cisco Unified Reporting & MH|A

Cisco AMC A{H|A PPRLog
(iisco Certificate Change Notification A{H]|

Cisco CCMAdmin & MH|A

}(E_ilsco Serviceability Reporter AH|A 211

Cisco Ol O|E{H|O|A Cli &=

1} get activelog
tomcat/logs/tomcatstats/log4j/t
omcatstats.log

e get actlvlo?
cm/Iog/amc/CaI Log/

1t 2! get activelog
cm/log/ris/csv/PerfMon.csv

Y get actlvelo?
cm/trace/cdp/sdi/cdpd.txt

u} 2 get activelog
tomcat/logs/cucmeccs/log4j/cu
cmeccs.log

It Y get activelog
cm/trace/cms/sdi/at.txt

It Y get activelog
cm/trace/syslogmib/sdi/syslog
mib.txt

1} get activelog
;:m/trace/d|rsync/log4j/dirsync.
0g

1} get activiog
cm/log/amc/ServerLog/

1} ! get activiog
cm/report/rtmtreporter/Device
Rep/

I} &l get activelog
tomcat/logs/soap/csv/* csV
It get activelog
tomcat/logs/soap/log4j/soap.lo

g

1} 2! get activelog
tomcat/logs/grt/log4j/grt.log

1} get activelog
tomcat/logs/risbean/log4j/risbe
an.log

1t 2! get activelog
cm/log/informix/ats/*.*

u} 2 get activelog
tomcat/logs/cucreports/log4j/c
ucreports.log

It Y get activiog
cm/log/amc/PPRLog/

ot get actlvelog
platform/log/certCN.log

1} get activelog
tomcat/logs/ccmadmin/log4j/c
cmadmin.log

1} get activiog
cm/report/rtmtreporter/Service
Rep/

1t 2! get activelog
cm/trace/dbl/*.tar
I} &l get activelog
cm/trace/dbl/* csv

It Y get activelog
cm/trace/dbl/* out



Cisco Serviceability Reporter £ 11 A1

Cisco &2 =% MH|A

Cisco = 4IRF £

Cisco DRF H|2!

Cisco 3& ArE Xl 2IE{H 0|A

Cisco Informix G| O|E{H|O| A MH|A

Cisco Cl|O|E{H|O| A M X| MH[A

Cisco CCMUser & MH|A

Cisco O|O|E{H|O|A &2l MH|A

Cisco Unified OS Platform API

-

Cisco 21& M #HE &

Cisco Serviceability 2|ZE]

Cisco Unified OS Admin & AH|A
Cisco DRF 22

Cisco Log4ijinit AHEE!

Cisco Database Library %4
Cisco RTMT & AH|&

Cisco CMService € MH|A

1} get activiog
cm/report/rtmtreporter/Perform
anceRep/

1t 2! get activelog
cm/trace/tct/log4j/tct.log

1t 2! get activelog
CT/Erace/ccm/d ntrace/dntrace
_tx

1} get activelog
platform/drf/trace/drfMA.log
I+ 2 get activiog
platform/drf/log/

I get activelog
tomcat/logs/cui/log4j/cui.log

1} get activelog
cm/log/informix/shmem*
ut 2! get activelog
cm/log/informix/*.log
1}l get activelog
cm/log/informix/*.gz
It Y get activelog
cm/log/informix/af*

I+ get activelog
cm/trace/dbl/sdi/*.sql.log
1}l get activelog
cm/trace/dbl/sdi/installdb*.log
1t 2! get activelog
cm/trace/dbl/sdi/installdb*.log.
err

I} get activelog
cm/trace/dbl/sdi/*.sql.log.err

1t get activelog
tomcat/logs/ccmuser/log4j/cc
muser.log

1} get activelog
cm/trace/dbl/sdi/dbnotify*

1} get activelog
tomcat/logs/platform-
api/log4j/platform-api.log

ot Y get activelog
platform/log/certCN.log

1t 2! get activelog
cm/trace/rtmtreporter/log4j/rtm
treporter.log

I} get activelog
tomcat/logs/cmplatform/log4j/c
mplatform.log

1t 2! get activelog
platform/drf/trace/drfLA.log
1} get activelog
tomcat/logs/log4jinit/log4j/log4j
init.log

1} get activelog
cm/trace/dbl/sdi/dbl*.log

a2 get activelo?
tomcat/logs/rtmt/log4j/rtmt.log

1t 2! get activelog



Cisco Database Replicator &4

MIB2 00| E
SNMP 7|2 of0|HE

Cisco SSO

tomcat/logs/ccmservice/log4j/c
cmservice.log

1} get activelog
cm/trace/dbl/sdi/replication_sc
FIE’[S output.log

= get activelog
cm/trace/dbl/sdllstartrpc log
I} &l get activelog
cm/trace/dbl/*.log
file get activelog
cm/trace/dbl/sdi/dblrpc.*

file get activlog core/mib2agt.”

1}l get activiog
platform/snmp/snmpdm/*.*

1}l get activiog
pIatform/Iog/ssoApp
1+ 2! get activiog
sso/Pollcyagent/

get activelog
tomcat/logs/ssosp/log4j/*.Iog
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