CUCM 11.0 Next Generation Encryption - Elliptic
Curve Cryptography
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Generate Certificate Signing Request -

Eﬂjj Generate @ Close

r Status

/ !‘! Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

r Generate Certificate Signing Request

* CallManager-ECDSA -

Distribution® CUCM11Pub.pvaka.cisco.com -
*

Certificate Purpose®

Common Name CUCM11Pub-EC.pvaka.cisco.com

Subject Alternate Names (SANs)
Auto-populated Domains CUCM11Pub.pvaka.cisco.com

Parent Domain pvaka.cisco.com

Key Type*®* EC

Key Length* 384 -
Hash Algorithm* SHASS4 A
[ Generate ] [ Close ]

@ *_ indicates required item.

**When the Certificate Purpose ending with '-ECDSA' is selected, the certificate/key type is Elliptic Curve (EC).
Otherwise, it is RSA.
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— Certification Authority Proxy Function (CAPF) Information
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Certificate Operation™ Install/Upgrade -
Authentication Mode* By Null String -
Authentication String

Generate String

Key Order® [RSA Only i
RSA Key Size (Bits)* < None >

I —— M
Operation Completes By Eﬁgrmﬁw Bacffp IR ARSIGIUNEIwHIY]

Certificate Operation Status: None
Note: Security Profile Contains Addition CAPF Settings.

r Certification Authority Proxy Function (CAPF) Information
Certificate Operation™ Install/Upgrade -
Authentication Mode™® By Null String -
Authentication String

Generate String

Key Order* EC Preferred, RSA Backup A
iz (| 2048 -
< None = -

Operation Completes By 2015 7 26 12 (YY¥YY:MM:DD:HH)

Certificate Operation Status: None
MNote: Security Profile Contains Addition CAPF Settings.
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— Phone Security Profile CAPF Information
Authentication Mode™ By Mull String -
Key Order® RSA Only -
RSA Key Size (Bits)* 2048 -
EC Key Size (Bits) < None =
Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

[ Copy ] [ Reset ] [ Apply Config ] [ Add New

— Phone Security Profile CAPF Information
Authentication Mode™* By Null String -
Key Order® RSA Only -
RSA Key Size (Bits)* 2048 -
EC Key Size (Bits) < Nane =
Mote: These fields are related to the CAFF Information settings on the Phone Configuration page.

[ Copy ] [ Reset ] [ Apply Config ] [ Add New ]
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Enterprise Parameters Configuration
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rice Al Timegut * 30 30
Use Standard VM Hangling For Precedence Calls * Ealce 4 False
Confidential Access Level (CAL) Enforcement * Disabled H Disabled
CAL Enforcement Level * Lenient{Allow Calls and Warn) y Lenient{Allow Calls and Warn)
CAL Valye For Resolytion Warning * 0 0
CAL Resolution Warning Message Text
CAL Resolution Failure Message Text * CAL MISMATCH CAL MISMATCH
~Security Parameters
Clyster Secyrity Mods * 0
LBM Secyrity Mode * Insecure A Insecure
PF Phone Part * AES-256 SHA384 ciphers only RSA prefirred 3804
P rath ires | L AES-128 SHA256 ciphers only RSA preferred 10
| _— AFS-256, AES-128 ciphers ECDSA preferred T
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TLS Ciphers * ¥ AES-256, AES-128 ciphers RSA prefemed AES-256, AES-128 ciphers RSA prefierred
SRTP Ciphers * RES-128 SHAL cipher only . All supported AES-256, AES+128 ciphers
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CLI Command

Description

utils service start Entropy Monitoring Daemon

Starts the Entropy Monitoring Daemon service.

utils service stop Entropy Monitoring Daemon

Stops the Entropy Monitoring Daemon service.

utils service active Entropy Monitoring Daemon

Activates the Entropy Monitoring Daemon service, which further loads
the kernel module.

utils service deactive Entropy Monitoring Daemon

Deactivates the Entropy Monitoring Daemaon service, which further
unloads the kernel module.
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