HEOr R 23t IC(EZEA CTL)E
StEQ{ EZoIM EFEA ERMOZ
EFZEA £2 MM SIEQ{ EFOR
EZE|A CTL £ M| QIZ M My

A 7H

0| 2 MollAHE= CUCM(Cisco Unified Communications Manager) £ 9+1} =904 USB eToken A}
&/0|A+E zho| RHOo|Zofl CHaH B ' LICH

AE 27 ALg
QLT AE
CUCM H{F 10.0(1) Ol&Foll CHaH €11 Q= Zo| E4LIct E8F cha2 = Qlghot

« CUCM H{7 11.5.1SU3 0|4 o 20| MlA AME{= Cisco PLM(Prime License Manager)
11.5.1SU2 0| & 0lo{oF & L|Ct.

Ol CUCM H 11.5.1SU30M 2& EEE & d3teted™ =35 eto|dlAT EestmH, PLMO|
M 11.5.18U27H x| & Z & 2to|dlA & X|StX| &t 7| fE IL|Ct

AEM|EH LHE 2 Cisco Prime License Manager 2 2|A 11.5(1)SU22| 2lIE2|A MEE & X

ol

FAIAIR.

« CUCM HIA|R} L= E 9] CLI(Command Line Interface)0i| CHst 2| HAM|A HBEHO| U&LICH
« StES01 USB eTokens0l| HMAE = QIS StE 0] eTokens2| A& S Z CHA| OHO|Z2E|
O|M3HoF 5t= AILIE|I2E /5 CTL E2I0|HE Z22{2210| PCOi| A x|E[0] & LICH.

HEMS 2|5 0] 2742 USB eTokenO| ZR 8t AILIZIRE 7IX|1 /U= A0 8t SHEEIL|C} CH
HEo| AIZHE0{H USB eTokenO| ZR & 7tsAM2 O 7(_-|||_—_|__

« EAES| EE CUCM L E 7Ztof| &8t 4Z40]| RI&LICH CTL Y2 SSH SFTP(File
Transfer Protocol)& Sl 2C{AES| ZE =0 SALL|7| {20l ol O 5L & LICH

« S {AE{9| Cl|o|E{HI0|A(DB) M7t MCHZ ZS53tH M7} HIO|EE AA|Zte 2 SH|E
L|CF.

- FF9| C|HtOo|AE TVS(Security by Default)E K| &rL|Ct.


/content/en/us/td/docs/voice_ip_comm/cucm/plm/11_5_1_SU2/releasenotes/cplm_b_release-notes-cplm-1151su2/cplm_b_release-notes-cplm-1151su2_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/plm/11_5_1_SU2/releasenotes/cplm_b_release-notes-cplm-1151su2/cplm_b_release-notes-cplm-1151su2_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/plm/11_5_1_SU2/releasenotes/cplm_b_release-notes-cplm-1151su2/cplm_b_release-notes-cplm-1151su2_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/plm/11_5_1_SU2/releasenotes/cplm_b_release-notes-cplm-1151su2/cplm_b_release-notes-cplm-1151su2_chapter_01.html

Cisco Unified Reporting &l | O| X|(https://<CUCM IP 5= FQDN>/cucreports/)|A{ Unified CM
Phone 7|5 S5& Al835l0 7|2Xo 2 EobE X|H5 F" HX|E AHEE = U&LCh

A £ 10 Cisco Jabber &! BF 2 Cisco TelePresence 5 £ Cisco 7940/7960 Series IP M= #
M7gMoZ Eotg X|SHK| &Lt 7|E""°_-E_ Hot2 XK ot &Rl M E
F2|A CTLE HHESt= B2 H AR A CaIIManager RIEME HEst= AIAHE HO|o[ET}
US™M CTLO| =52 Z AXE W7HK| i X[ Mol 7|58 AF8E &= ei&LIch
7945 2l 7965 T3} o|At1t Zto| 7|EXMo 2 HOtE X|RSteE &% IE TVS(Trust Verification
Service)& A& £ U222 AHA|RIS| CallManager Q!5 M7t LHIO|EE I CTL IS

HRE = A&

MEElE FE 24
Ol EMel HEE Chg AZEQ o] Y st=9of HTE J|Bt 22 gLt

« CUCM H{% 10.5.1.10000-7('c E 272 7 E 2 AHE])

|01 HH™ SCCP75.9-3-1SR4-1SE& At&5t= SCCP(Skinny Client Control Protocol)& &
3H S E El Cisco 7975 Series IP Phone

. CTL Client AZEQ0{E AI835l0{ EB{AEE E& REZ MHHGH7| s AHE L= 2712

O| ZEMO| MEE= S & 2t 39| C|HIO|AE EOHE EHEIRIELICH O] EMo| AL E 2 & ClHt
OlAE E7ISHEI(Z|8) L2t 0|MeZ AR EIRELICH 3 WERXZIIEHS 52 4 2E
B o| AN MOl JE S 0|2 =KISHAIZ| HHELICEH

HiE HE

O] 2 MM = StER0{ USB eTokeng At&st= Bt AFESHX| b= B2l Cisco Unified
Communications Manager(CUCM) & oo x}o|&oi| CHaH A &tL|Ct.

EEst 0] EMolME CTL(Tokenless Certificate Trust List)2F #24E 7|2 78 A|LIZ|29 A £

AMAEIO| NMCHZ 2SS E 57| Qo] AFE s T2 M| A CHaH A& LICE.

Tokenless CTL2 CUCM K% 10.0(1) O|& 2| ME2R 7|s2 2, 3t=90{ USB eTokens & 0T
CUCM ZZ|A9 @F ALEO0|UE CTL E2I0|HE E2{a21E AFE3SHX| & X IP Phone& S3&t
AlE gl O|c|o{E& ¢E3tE &= UsLch

CLI BHE AI835t0o] 2HHAEE 28 ZE= TESHH CTL IHU2 H AR == 9| CCM+TFTP(A
H) IS ME MHBE|04 CTL LU0 eToken 215 A7t Qi&LILCt.

N BT AXROIM CallManager(CCM+TFTP) 215 A E AH M st ool MBEA7F HEE L
Ch 7|12 Mo 2 Eot2 X[etR| e M 7| L R ZF HX|oM CTL S =522 4
M3stx| et= 8 M CTL T2 25t K| 2t &LICH KtAIEH LIE2 Ol ZMol 7 At AlMof|
Lot Q= 0K @7 AtE S R ZSHAAIL.



HEQH ZEM 2 ZE(EEEIA CTLE

o] MMOJ M= CLIZE E5 CUCM 22{AE| HEOt2 £8F IEZ 0|S5t= O AFRE|= Z 2 MAO
CHaH A efLich.

O] AlLI2|2 O|™0f= CUCMO| HIEoF RERRELICEH &, ==0i CTL u+°'0| A0 SSEEIIP
Phone0]| ITL(Identity Trust List) Tt Bt MX|T|0] QLRA&ELICEH O] LIE2 CFS E0i M &eled ¢
U&LICE.

<ttroot>

admin:

show ct |

Length of CTL file: O
CTL File not found

. Please run CTLClient plugin or run the CLI - utils ctl.. to
generate the CTL file.

Error parsing the CTL File.

admin:

DETLobd i Mo CTL ool Rle B2, ol Eei&E7 £

S oz Eelacii
2% ZEUt ol ZEE MBI CTL THU0| EBHAE MM AHA|
LiC

]

EIII °*°k%% 9-|D|

_|_

1I°I'

o

HH 1t delete activelog cm/tftpdata/CTLFile.tiveE CUCM E8{AES| = E0AM CTL IS
AXELICE Jeut 24 2o ¥ 2 =isHof EL|ct BHES| 5teH Aol CTL o

ocoo= H7

1 2eHAEIE EF ZET ot ZR0i2 0| BHEES AFSELICH

SHAEI 28 REQIX| &Qlst= 42 W2 paramname="ClusterSecurityMode'¢!

processconfigtl A sql select paramname,paramvalue @22 A= ZALICH Oi7HH=

Zfo| 00|H EHAHE 8 =7} oflL|Ct.

run sgl select paramname,paramvalue from processconfig where paramname='ClusterSecurityMode'
paramname paramvalue

ClusterSecurityMode 0



el 19:43 06/03/15
v Trust List
1

. & ITL File

D706 CB 7D 9554 72 AD 3A
83 4A EC 98 E5 83 A3

T.Eﬂunfinuratinn [sined]

"-|_|_I_

Select Security Setting )

M EZE|A CTL 7ISE AH83101 CUCM 22{AE HotE £8 HE=Z Mttt Ch S BAHE 2
23 AAIR.

1. CUCM A[A[R} = CLIoi| CHEF 22| A& HEHS d&LICH

2. CLIO| utils ctl set-cluster mixed-mode H&I=2 ¢l238tL|Cl.

<#root>
admin:

utils ctl set-cluster m xed-node

This operation sets the cluster to Mixed mode. Do you want to continue? (y/n):y

Moving Cluster to Mixed Mode

Cluster set to Mixed Mode

Please Restart the TFTP and Cisco CallManager services on all nodes in the cluster
that run these services

admin:

3. CUCM Admin Page(CUCM & 2| H 0| X|) > System(A|A &) > Enterprise Parameters(NE{ =



2Ho|= Of7HH )2 0|56t S {AE{7} Mixed mode(£8 ZE)2 MME|QEKX| &l
Ct(1 2t2 28 ZE8 LIEHH).
—Security Parameters
Cluster Security Mode * 1
LBEM Security Mode * Insecure v
CAPF Phone Port * 3804
CAPF Operation Expires in (days) * 10
Enable Caching * True ¥

4. 0|2{8t MH|AE AsistE 22{AEC 2E = =0iM TFTP 2 Cisco CallManager AM{H|AE
CHAl AlZFEFLICH

5. CUCM TFTP AMH|AO0M CTL U 7tXE = UEF 2= IP PhoneS CHA| A|EFEFLICEH

ok

6. CTL T} UO| LHE S & QI5t24T CLIo show ctl HY¥S l2dgtLct.
7.CTL .\L|-OIO'||A‘| CC M 7 |A|X|- =0 [Ho}- CCM+TFTP(A‘|H'|) oI= M7} CT I' s
Zé—"——*.?:!L—IEL

<#root>
admin:

show ct

The checksum value of the CTL file:

0c05655de63f e2a042cf 252d96c6d609( MD5)

8c92d1a569f7263cf4485812366e66e3b503a2f5(SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Fri Mar 06 19:45:13 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=MaTlopolska;C=PL



6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D 21
A5 A3 8C 9C (SHA1 Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D 21
A5 A3 8C 9C (SHA1 Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.

. IP Phone S0 M MH|A 7} CHA| A|ZHE & TFTP Mol = CTL mhed
olgt £ Ql&LIChCUCMel 211t H|w g mf MD5 A 2 440| YURIE).

ol
rir

i

~ o ME 7ol MaMdS &elE W ME7| ol ek MD5 EE= SHA10| E A[EL|CEH



el 19 54 06/03/15
v Trust List
| B

- 8 ITL File
97 C814646FB2BA43239F

1D C94C 55 D8 C2

' LA
Select I':jftc:urrt'g.r Setting

N T

StEFo EE0M EEE[A EFHE

P

ol

O| MAMOoJ|ME CUCM EB{AE EoHE 3HES0 eTokensOl A MZ2 Tokenless E&FME Al
T E olo|pio|MEtE gredod CHEH M EtLICt.

ol et £8 2= = CTL 22H0|HEE A8 35104 cuCMo]| o|O] 724 E|o{ /2, IP Phone2
o|'E‘?’-||0'| USB eToken?2| Q1&Z A7} Z &t El CTL TtUS AFSELICH.

O| AlLt2|20l A= CTL Zt0| USB eToken & otLt2| 215 M= MEZ|T IP Phoneod| EX|E LICH
.0|& EH OISt Z&LCh

<#root>
admin:

show ct |l
The checksum value of the CTL file:
256a661f 4630cd86ef 460db5aad4e91c( MD5)

3d56cc01476000686T007aac6c278ed9059fc124 (SHAL)



Length of CTL file: 5728
The CTL File was last modified on Fri Mar 06 21:48:48 CET 2015

CTL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN008580ef ";ou=IPCBU;o0="Cisco Systems
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems

6 SERIALNUMBER 10

83: E9: 08: 00: 00: 00: 55: 45: AF: 31

7 PUBLICKEY 140

9 CERTIFICATE 902 85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 BO 93
3E 8B 3A 4F (SHAl Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

The CTL file was verified successfully.



w21 53 06/03/15
v Trust List

18=

- & ITL File
F4 41 38 43 70 1D 2B 5F 82 05

F3 48 D6 DC B1 E3

¥

'I-.I-I-I-I-

Select 'Sec:urrt',r 'Settlng 3 -

CUCM ZZAE 2ot2 EZE|A CTL AHS 2R 0|S5i24H OHS THAIE 2ta st Al

1. CUCM HAIR} =& CLIo| CHEF 22| M A HEFE d&Lch

2. utils ctl update CTLFile CLI B & /248L|C}.

<#root>
admin:

utils ctl update CTLFile

This operation updates the CTLFile. Do you want to continue? (y/n):y

Updating CTL file

CTL file Updated

Please Restart the TFTP and Cisco CallManager services on all nodes 1in
the cluster that run these services

3. 0|48t MHIAE A8istE 2E{AE S ZE =20 TFTP & CallManager AH|AE CHA|

AlXI-oI-L_lL—_l._



4. CUCM TFTP MH|AOIAM CTL AU E 71X = UL E T E IP PhoneS CHA| A|ZFEHLICE

5. CTL mtalo| L2 &elst7| sl CLIo show ctl &€ 2l2dstL|ct. CTL oA CUCM

HAIRF = E9| CCM+TFTP(AH) Q18 A7t 5tER0{ USB eTokens2| Q15 A CHAI CTL e
of MEst=E ol AL EE g = &Lt

.0l B0 & 7| 328 xt0|H2 ZE 3t=2101 USB eToken2| 1 A7+ CTL THJoi| A
M7HECtE ZLch S22 M E £33t

<#root>
admin:

show ct |

The checksum value of the CTL file:

1d97d9089dd558a062cccf cbldc4c57f ( MDB)

3b452f9ec9d6543df80e50f8b850cddc92fcf847 (SHAL)

Length of CTL file: 4947
The CTL File was last modified on Fri Mar 06 21:56:07 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=Malopolska;C=PL
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL
6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2



BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.

| £240il M CUCM HIAIRt2] CCM+TFTP(ME) Q1S M7t MERE7L ot B2 3
EZ 7| 2HAEH Eot ZEZ CHA| O|SE CHE EEE[A £F Mo Chal B3
ChA| gh=ghoct.

*%h T
Al

. IP Phone £0{| A IP PhoneO| CHA| A|E &l = HUHO|EE CTL It Y HME CH2ZERY
20l5 4 QlaLIchcucMel &340} H|m & i MD5 & 2 440| L x[&.

FII'

N



el 22 06 06/03/15
v Trust List
| B

- 8 ITL File
80 E1 A7 DE AF 35 8E CD 3E

98 72 EC 67 9F 28 A2

' LA
Select I':jftc:urrt'g.r 'Settlng :

soloct IHMAN Et Jrnon

EZcls £FM0M SFEH I EERE

o] MM M= CUCM 2 AE]| Eot2 MZ & Tokenless &2 M0f| A H1o{L} st =)0 eTokensE
M85t 5 CHA| oto|1eio]Mst= ol CHa A efLict

= E3t 2 MXE T CTL 0| CUCM AHAIRF =

CLl %'Eo:'; AI' °|'0:| CUCM E‘E‘l OI_ = =
MBE 22 CTL o U= SH=H 01 USB eToken?2| Q!

.|
Cof CHE CCM+TFTP(AMH) @IS MZ
S M7t eigLct.

[tetAM CTL IS AUO|O|ESHT| flsH CTL 2EI0|AUEE Al sHH(SH=S0] eTokensE AHESHT
£ ChA| O|S) Chat 22 27 HIAIXK|ZF LEEFELICE

The Security Token you have inserted does not exist in the CTL File
Please remove any Security Tokens already inserted and insert another
Security Token. Click Ok when done.

Ol &3] AlAEIe| Ct2a2)|0[=(HA 0| CHA| TEtE[E F2)E utils ctl BHO| Z&E[X| &2
10.x O| HE 2 2 TErst= AlLIE|20AM S ELCH.

Ol CTL 2 MZ 12| EE = Linux0llA Linux(L2)2 ¥ Bo|=3tE THHoAM (LIS B S|



of)
30

= LCH.

<#froot>

admin:

show ct

oto|2 0| MEIH, UM o1z

8t Zdx{™ eToken Q1S M7} L& E|X| et&LICH CIS2

The checksum value of the CTL file:

1d97d9089dd558a062cccf cbldc4c57f ( MD5)

3b452f9ec9d6543df80e50f8b850cddc92fcf847 (SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Fri Mar 06 21:56:07 CET 2015

Parse CTL File

Version:

1.2

HeaderlLength: 336 (BYTES)

BYTEPOS

65 ba
b8 18
7d e7

b5 «cl1
6e 7c
b7 64
56 bb

ds 72
bc 5d
fl 6d
52 f7
b6 fe
8c 31
d8 10

TAG LENGTH VALUE
SIGNERID 2 149
SIGNERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

SERTALNUMBER 16
CANAME 62

SIGNATUREINFO 2
DIGESTALGORTITHM
SIGNATUREALGOINFO
SIGNATUREALGORTITHM
SIGNATUREMODULUS
SIGNATURE 128
26 b4 ba de 2b
2 4a 2b 6c 2d
2f bd 6d b3 84
f2 74 cb f2 59
9f cd 4d 97 3a
75 19 a2 59 66
e8 9a 25 7f 5a
ed 6f 96 95 «c3
91 10 6b f1 12
e 8f 30 21 fa
f6 c5 fb 6a 82
40 17 1b 7d 63
72 39 67 el 1d
82 0 62 e3 db
2 56 66 c8 91
cb 5e c3 1f ef
FILENAME 12
TIMESTAMP 4

CTL Record #:1

13
20
c5
bc
dd
49
c8
b3
f4
80
ec
7b
45
57
c8

ST=MaTlopolska;C=PL
70:CA:F6:4E:09:07:51:B9:DF:22:F4:9F:75:4F:C5:BB
CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

15

1

2
1
1

AH
=

i ==
= =
= =



BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=Malopolska;C=PL
6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2

COMFTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

CTL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1138

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 60 CN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

FUNCTION 2 CAPF

5 ISSUERNAME 60 CN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERIALNUMBER 16 74:4B:49:99:77:04:96:E7:99:E9:1E:81:D3:C8:10:9B

7 PUBLICKEY 140

8 SIGNATURE 128



9 CERTIFICATE 680 46 EE 5A 97 24 65 BO 17 7E 5F 7E 44 F7 6C OA
F3 63 35 4F A7 (SHA1l Hash HEX)
10 TIPADDRESS 4

CTL Record #:4

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1161

2 DNSNAME 17 cucm-1051-a-subl

3 SUBJECTNAME 63 CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 63 CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERIALNUMBER 16 6B:EB:FD:CD:CD:8C:A2:77:CB:2F:D1:D1:83:A6:0E:72

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 696 21 7F 23 DE AF FF 04 85 76 72 70 BF B1 BA 44

DB 5E 90 ED 66 (SHA1l Hash HEX)
10 TIPADDRESS 4

The CTL file was verified successfully.

admin:

O| AILIZ|20 M= 2 E IP Phoned|AH CTL Tt S S22 & X|5t= &4 eToken HXE AIEE
ZQ Q0| CTL U2 ot M5t YCOIESIE{H CHR E

1. CUCM HA|R} == CLIOi| CHE 2] HM A HEHE Ad&L|CH

2. CTL I} e ArX|3t24™ Publisher ' E CLI0] file delete tftp CTLFile.tiv B2& /248 |C}.

<#root>
admin:

file delete tftp CTLFile.tlv

Delete the File CTLFiTle.tlv?
Enter "y" followed by return to continue: y
files: found 1, deleted =

3. CTL Z2}0|E 7} M x|=l Microsoft Windows A|AEI0| A SafeNet 215 Z2I0|HEE L
CHCTL Ecto|HES & AtSS 2 MX|FE).



(&) SafeMNet Authentication Client Tools

(-Safe

SafeNet Authentication Client

eToken PRO
Renams Token
W9  Change Token Password

Unlock Token

Disconnect SafeMet eToken Virtual

www.safenet-inc.com

4. SafeNet /5 Z2I0|HENM 22 E7|2 0|SEHLCt.

5.

(&) SafeMet Authentication Client Tools - e .

SafeNet Authentication Client e

3 ¢

W 5tE0{ USB eToken2 4F&lgtL|Ct.

6. User certificates(AF& Xt Q1B M) EC M QIS ME MEHStT PCol EHE LHEHLICH HIE

HS E Q2d5tete HAIK|IZ7F EAIEH 7|2 HIZH S QI Cisco1232 AFE EHLICH




(&) SafeMet Authentication Client Tools

AN
\Safe

SafeNet Authentication Client

woE

Certificate Data
(=1 Safefet Authentication Cient Tools

B &% Tokens Serial number
i B W eToken PRO Issued to
Issued by

= E] User certificates

(N S

Delete Certificate

Export Certificate

- Il Settings
L ff ChentSettngs

Privale Key Data
Key oize
Container mame
Maduls
Key spedhcation
Default key contamer
Auxdiary key container

45 da a2 af 00 00 00 27 9 3c
SAST-ADNDOS4F509

Cisco Manufacturing CA
06/05,/2010

(06,020 20

Chent Authentication

1024 bitg

015023 75-009-4bE T-h4ec-flabec 2e Sefeb

815 ee 24d0 P2 b9 D de 05 8102 7747 44 24dc 9408 3209 ¢
AT_KEYSIGNATURE

Yeg

Tes

www.safenet-inc.com

. FeUBME ZF PCE HEUWES F i 5t=901 USB eTokenol| Chsl CtS EH7H|E BH=
2fLch
Mame . Date modified Type Size
] SAST-ADMO054£509 06-03-2015 22:32 Security Certificate 1KE

| Ll SAST-ADNO08580ef

06-03-2015 22:33

Security Certificate 1KB|

. Cisco Unified OS(Operating System) Administration(Cisco Unified OS #2[)oll 22l
Security(&2 2}) > Certificate Management(215 A & 2[) > Upload Certificate(2/1E5 A YEE)E

O|S&LCt.
aliml  Cisco Unified Operating System Administration
cisco For Cisco Unified Communications Solutions

Show - Settings + Security +  Scoftware Upgrades = Services =  Help -

Certificate List

[ﬂ Generate Self-signed .@% Upload Certificate/Certificate chain 'a; Download CTL [__i";l']__:I Generate CSR



9. 22{™ Upload Certificate H O|X|7} LIEHLICE. Certificate Purpose(2!&
M0l M Phone-SAST-trustE MEHt T

10

2 B4l eTokenOll A LK

ol 0
X X

HLH O]

—_ = L=

-

(8]

als Upload Certificate/Certificate chain - Google Chrome

(B b#ps://10.48.47.155/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

Eé' Upload [ﬂ Close

- Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain
Certificate Purpose* Phone-SAST-trust
Description(friendly name) |1st eToken Cert

Upload File Wybierz plik | SAST-ADNOOS4fS09.cer

| Upload | | Close |

@ *_ indicates required item.

F M eTokenOl|A LHEH QIS ME U= EstedH o|x BHAHE 2tz &hLich

-

aels Upload Certificate/Certificate chain - Google Chrome

Eéﬁ Upload [g Close

& b#ps.//10.48.47.155/cmplatform/certificateUpload.do

Upload Certificate /Certificate chain

—Status

@ Success: Certificate Uploaded

—Upload Certificate/ Certificate chain
Certificate Purpose™® Phone-SAST-trust

Description(friendly name) |2nd eToken Cert

Upload File VWybierz plik | SAST-ADNO0B580ef.cer

Upload | | Close |
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11. CTL 22l0o|¢IlEE Alshst
Z2|X} AH2d sHE elzdstL|C}.

[ ¢ CTL Client v5.0 =
Cisco CTL Chent i

CISCO

Cisco Unified Communications Manager Servser l

Hostname or IP Address: |10.45.47.155 Port (2444

Username: admin
Password: |
Help Cancel [t

12. 2 AE{7} o|lO| E¢ 2= O|X|BF HAIRF =0 CTL Ttelo| gie B2 0| B MA|X|7F Lt
EteLICHF Al5tE{2d OKE E ).

No CTL File exists on the server but the Call Manager Cluster Security Mode

is in Secure Mode.
For the system to function, you must create the CTL File and set Call Manager

Cluster the Secure Mode.

13. CTL 20| ENM CTL It Y UOIO|E BIC|Q HES 28&8l5t1 O 2 2§ LI



f ¢ CTL Client v5.0 Ll—lg':' = |
Cisco CTL Chent il

CISCO

Cluster Secunty Mode |

" Set Cisco Unified Callkanager Cluster to Mixed Mode
" SetCisco Unified Callkanager Cluster to Non-Secure Mode

& Update CTL File

Help Cancel Mext

-

>

] 2ot EE 2 & st OK(Ef2)E =T LICH

CTLClient —

4 lj Please insert a Security Teken. Click Ok when done,

‘ QK I Cancel

AlZ|H Add(F7HE E=lIgfLct.

HL
o
Hn
ru
>
I
0
HL
N
=3




[ ¢ cTLclient 5.0 ESEER =)
Cisco CTL Chent il
CISCO
security Token Information l
Subject Name: |cn="SAST-ADNO0B50ef  "ou=IPCBU;0="Cisca Sy
lssuer Mame: ||::n=C3isc:|:| hanufacturing CA0=Cisco Systems
Valid Fram: |05/17/2012
Expires an: ||:|5"{1?’f2|]EE
Help Cancel Addd

16. CTL It o| LHE 0| LIEILIH 5 B4l USB eToken2 F7}5t24™ Add TokensE Z2!8fL|C}.



¢’ CTL Client v5.0

Cisco CTL Chent il
CI5CQ
CTL Entries |
Type | Hasthame/|... | Issuer Name Subject Name
CAFF 10.45.47.155 CH=CAFF-ed1e/di7. 0Ol CHN=CAFF-e41e/da?,0l=T

CCM+TFTR 10.48.47.156 CM=cucm-1051-a-sub1;0..  CM=cucm-1051-a-sulk1;0L):
COM+TFTF 10.458.47.155 Ch=cucm-105T-a-pub;0..  CM=cucm-1051-a-pub;0l=
security T —MNoHostna,.. cn=Cisco Manufacturing ... cn="SAST-ADMNOOB5E0et

Help Add TFTF Add Firewall

Cancel Addd Takens Delete Selected Finish

17. 2¢F EZ MFALE 0| LIEILIE Add(F7HE E=IFLICH



-
¢ CTL Client v5.0 ENENTX
Cisco CTL Chent il
CISCO
mecurity Token Information |
subject MName: ch="SAST-ADMO0541509  "“:ou=IPCEU0="Cisco Sy
lssuer Name: cn=Cisco Manufacturing CAo=Cisco Systems
“alid Fram: 05092010
Expires an: 0B/03/2020
Help Cancel Addd
b

18. CTL mt O] LIS Of LtEIL}H Finish(OHE)E R LICH HIEHE & ™{stete ZEZETL
E A Z|H Cisco1238 247 LICt.



¢’ CTL Client v5.0

(= | O s

Cisco CTL Chent wlinln
CI5CQ
CTL Entries |
Type | Hasthame/|... | Issuer Name Subject Name
CAFF 10.45.47.155 CH=CAFF-ed1e/di7. 0Ol CHN=CAFF-e41e/da?,0l=T
CCW+TFTE 10.45.47.156 CM=cucm-1051-a-sub1;0..  CM=cucm-1051-a-sulk1;0L):
COM+TFTF 10.458.47.155 Ch=cucm-105T-a-pub;0..  CM=cucm-1051-a-pub;0l=
security T —MNoHostna,.. cn=Cisco Manufacturing ... cn="SAST-ADMNOOB5E0et
security T... —MNoHostna.. cn=Cisco Manufacturing ... en="3AST-ADNOD54f509
‘ b
Help Add TFTF Add Firewall
Cancel Add Tokens Delate Selectad Finish

19. CTL T} 0| Y= CUCM M| 2= 0| LIEILIH Done(2t2)2 2

=l



20.

21.

22.

-

¢’ CTL Client v5.0

Cluster.

Help

Cisco CTL Chent NI
CISCO
SErEr | File Location | Status
10.48.47 155 fusrflacalfcm/ftitp/CTLFIe ty Fagssed
10.48.47 1560 fusrflacalfcm/ftitp/CTLFIe ty Fagssed

Y'ou must restart all the Cisco Unified Communications Manager and TFTF nodes in the

Done

Ozt MHIAE M™steE FB{AECS| ZE “EMM TFTP & CallManager AMH|AE CHA|

AlEFEFLICEH

CUCM TFTP MH|AMIAM M A2 CTL YU 7K 4 QUEE 2 E |P PhoneS CHA| Al

Lok

CTL mtdo| LHEE =2 5PE4E‘4 CLIof show ctl FH
eToken9-| ol-'% -lg % ¢ AA|=| L—ll:-l'( °|'|-—|'E

& 39Ut

<#root>
admin:

show ct|

The checksum value of the CTL file:

2e7a6l113eadbdae67ffa918d81376902( MD5)

d0f3511f10eef775cc91cce3fa6840c2640f11b8 (SHAL)

TLI

QI2{ELIC. CTL THolM = USB
Thlof MIste Ol ASE). CHE2 A



Length of CTL file: 5728
The CTL File was Tlast modified on Fri Mar 06 22:53:33 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN0054f509 ";ou=IPCBU;o="Cisco Systems
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems
6 SERTIALNUMBER 10

3C. F9: 27: 00: 00: 00: AF: A2: DA: 45

7 PUBLICKEY 140

9 CERTIFICATE 902 19 8F 07 C4 99 20 13 51 C5 AE BF 95 03 93 9F F2
CC 6D 93 90 (SHA1 Hash HEX)

10 TIPADDRESS 4

This etoken was not used to sign the CTL file.

CTL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN008580ef ";ou=IPCBU;o="Cisco Systems
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems
6 SERTALNUMBER 10

83: E9: 08: 00: 00: 00: 55: 45: AF: 31

7 PUBLICKEY 140

9 CERTIFICATE 902 85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 BO 93
3E 8B 3A 4F (SHAl Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

The CTL file was verified successfully.



Z0i M IP PhoneO| ChA| A[E &l = AC|O|EE CTL Tt HHE CH2ZER =X
A&LICHCUCMe| £33} H| e i MD5 &2 40] L x[E.

el 23 20 06/03/15

v Trust List
n=

o 3
-I><D

- 8 ITL File
79 79 CE 05 94 E9 92 69 A2
73 BB CF 16 EE 14 61

Select 'Sec:urrl:yr 'Setl_'lng .

0|710i eToken 2!5 ME CUCM Certificate Trust Store2 LHE LT CEZHO M IP Phoneodl A
CUCMOAM M- E|&= TVS(Trust Verification Service)od| CHaH CTL JLP % MEst= O AHESE o] &
T QlE QIS ME &lE = o2 o|g{8 $H4Z40| 7ts &L Ct.

O| 2 AL|IZI2 IP PhoneO| & == 9i= eToken @IS ME &Ql5tE &1 &7 CUCM TVSof ¢
Zste wWHE Ho{EL|C} 0| 213 A= Phone-SAST-trust2 Y2 ET|H AlZ|E £ l&LCt.
<tfroot>

//

In the Phone Consol e Logs we can see a request sent to TVS server to verify unknown
certificate

8074: NOT 23:00:22.335499 SECD: setupSocketToTvsProxy: Connected to TVS proxy server
8075: NOT 23:00:22.336918 SECD: tvsReqFlushTvsCertCache: Sent Request to TVS proxy,
Ten: 3708

//

In the TVS | ogs on CUCM we can see the request coming froman | P Phone which is being



successfully verified

23:00:22.052 | debug tvsHandleQueryCertReq

23:00:22.052 | debug tvsHandleQueryCertReq : Subject Name is: cn="SAST-ADN0O08580ef
";ou=IPCBU;0="Cisco Systems

23:00:22.052 | debug tvsHandleQueryCertReq : Issuer Name is: cn=Cisco Manufacturing
CA;o0=Cisco Systems

23:00:22.052 | debug tvsHandleQueryCertReq :subjectName and issuerName matches for
eToken certificate

23:00:22.052 | debug tvsHandleQueryCertReq : SAST Issuer Name 1is: cn=Cisco
Manufacturing CA;o=Cisco Systems

23:00:22.052 | debug tvsHandleQueryCertReq : This 1is SAST eToken cert

23:00:22.052 | debug tvsHandleQueryCertReq : Serial Number is: 83E9080000005545AF31

23:00:22.052 | debug CertificateDBCache::getCertificateInformation - Looking up the
certificate cache using Unique MAP ID : 83E9080000005545AF31cn=Cisco Manufacturing
CA;o0=Cisco Systems

23:00:22.052 | debug ERROR:CertificateDBCache: :getCertificateInformation - Cannot find
the certificate in the cache

23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - Looking up the
certificate cache using Unique MAP ID : 83E9080000005545AF31cn=Cisco Manufacturing
CA;0=Cisco Systems, len : 61

23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - Found entry
{rolecount : 1}

23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - {role : 0}

23:00:22.052 | debug convertX509ToDER -x509cert : Oxa3ea6f8

23:00:22.053 | debug tvsHandleQueryCertReq: Timer started from tvsHandleNewPhConnection

//

In the Phone Consol e Logs we can see reply from TVS server to trust the new certificate
(eToken Certificate which was used to sign the CTL file)

8089: NOT 23:00:22.601218 SECD: clpTvsInit: Client message received on TVS proxy socket
8090: NOT 23:00:22.602785 SECD: processTvsCIntReq: Success reading the client TVS
request, len : 3708
8091: NOT 23:00:22.603901 SECD: processTvsCIintReq: TVS Certificate cache flush
request received
8092: NOT 23:00:22.605720 SECD: tvsFlushCertCache: Completed TVS Certificate cache
flush request

EZalA CTL 24749 B M MAA

ol 4 MofAl= EZB|A CTL £2M0| ABE I CUCM SBIAE] Hot QIS ME Radste W
ofl CHaH M erLict,

CUCM £ x| Z2| ZZMA|MH CUCM H AR L E CallManager /5 M7t HEE|E BRIt Y&
L|Ct.

Ol

Olo{st A &0l LME = U AlLIE|R0E ZAE 0|F #HE, THQI HA £= Q8 M otz Ut
AH A
o o

=2 o=
S22 Qe 2B M Al go| ZeHELICt

CTL Tt0| ACl0|E ™ IP Phoneoll MX|E CTL Ttofl 2= B At CHE QB ME MEEL
=



o

s} TL T2 &2 E|X| X2 IP PhonedllAM CTL T2 AHHEHSE Ol AR K=

&0 C
- 81% IBSME &2 = CUCML| TVS MH[Ao0f dZA%fLICH.

e

4

1. TVS M| S 52 IP Phone ZIZ[12i|0|M o /204 IP Phone Device Pool(IP
Phone C|HIO|A &) > CallManager Group(CallManager 1 &)2| CUCM AE{ofl DHZE Z|o{ Q!
&Lct.

TVS Mol cHet & elol| 435t IP Phone2 CTL IS M HHSE Ao|o|EfLCH o[24&t Of
HEE CISo 242 AlLtE[0i M Ed gL

1. CTL I} 2 CUCM % IP Phone0l| & LICE CCM AA|RF wE0i CHE CCM+TFT(AH) 215
Me CTL I ol MHSH= Ol AFRE LICE.

<#root>
admin:

show ct

The checksum value of the CTL file:

7b7c10c4a7f a6de651d9b694b74db25f ( MD5)

819841c6be767a59ecf2f87649064d8e073b0fe87 (SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Mon Mar 09 16:59:43 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1156
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL
4 FUNCTION 2

System Adni ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL
6 SERIALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB



7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1156
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.



Certificate Defails for cucm-1051-a-pub, CallManager

[E.L Regenerate [E.L Generate CSR |'a'| Download PEM File | 8| Download DER File

— Certificate Settings

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Cescription{friendly name) Self-signed certificate generated by system

— Certificate File Data

[ -
Wersion: W3
Serial Number; FOCAFG4ED20751B2DF22F49F7S4FCSEE
Signaturedlgorithm: SHA1withRSA (1.2.5840.113549.1.1.5)
Issuer Mame: L=Krakow, ST=Malopolska, CM=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Walidity From: Thu Jun 05 18:31:39 CEST 2014
To: Tue Jun 04 15:31:38 CEST 2019
Subject Mame: L=Krakow, ST=Malopolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100950c9f8791e7677c5hf1a48f1a933549f73ef58d7c0cB871b5b77d23a842aa14f5h293
Q0e586e5945060b109bdf359b4c283cdf21699e3edabdbiad 7hbasf3c0dcd7dafaefeffdac0fecf3cadb
2ec3?938605%ae4352e77d647da25faes19dedf9ebb0e0bdd98f8ce70307bal106507a8919df8bafdofa
N3068a52640a0a84487a90203010001

Extensions: 3 present P

2. CallManager.pem It &(CCM+TFTP 215 M)O| CtA| M E|D RIE Mol Ul HE I} |

S g =y £ JaLich



Certificate Details for cucm-1051-a-pub, CallManager

[ﬂ Regenerate [ﬂ: Generate CSR 'a'| Download PEM File 'a'| Download DER File

- Certificate Settings

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description(friendly name) Self-signed certificate generated by system

— Certificate File Data

[

WYersion: V3

Serial Mumber: BB1D357B6841740B078FEE2A1813D5D6

Signaturedlgorithm: SHAZS56withRSA (1.2.840.113549.1.1.11)

Issuer Mame: L=Krakow, ST=Malopolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL

Validity From: Mon Mar 09 17:06:37 CET 2015

To: SatMar 07 17:06:36 CET 2020
Subject Mame: L=Krakow, ST=Malopaolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)
kKey value:

3082010a0282010100c363617e37830eal5312fdeb3fet8c74e7a037453d26a0514e52476e56d02f78
c19e83623952934279b8dee9b394452a43c21714502db749c4141edc4666358974f 2248200158928
8ab08e%albcief74267e413e03d5d53e61f0705fb5a4aldd2744553840f579a183cd29e9bh3e0d5d689 -
e067b6426c8c8c49078c5cd4cclbicbbfectiid3leetta61517bfS60ef0c01fSec0S6db0docd746402af2a
b3ed4dea521fad0b795acd8f78deaafh324dc30962ffa%e 960861 5ccebelanl247f217cA3bf324fb3d5c .

3. CTL It AUClo|E5H7| I3l utils ctl update CTLFile &2 CLIoi| &/=248rL|C}.

<#root>
admin:

utils ctl update CTLFile

This operation updates the CTLFile. Do you want to continue? (y/n):y

Updating CTL file

CTL file Updated

Please Restart the TFTP and Cisco CallManager services on all nodes 1in
the cluster that run these services

admin:

4. TVS MH|AE= M CTL Tt MEAE S ZE CIEM FHAIE HUOIO|EFLICE.

<#root>



17:10:35.825 | debug CertificateCache::TocalCTLCacheMonitor -

CTLFile.tlv has been
nodi fi ed

. Recaching CTL Certificate Cache
17:10:35.826 | debug updatelLocalCTLCache :

Refreshing the local CTL certificate cache

17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::

6B1D357B6841740B078FEE4A1813D5D6
CN=
cucm 1051- a- pub

;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL, length : 93
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::

6B1D357B6841740B078FEE4A1813D5D6
CN=
cucm 1051- a- pub

;0U=TAC;0=Cisco;L=Krakow;

ST=MaTlopolska;C=PL, length : 93

17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::
744B5199770516E799E91E81D3C8109BCN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL, length : 91

17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::
6BEBFDCDCD8CA277CB2FD1D183A60E72CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL, length : 94

(o)

iy

.CTL It LIS 2 | HAIRI ==o0i CHEF M CallManager M 21ZMHZE otlo| HHEE A
= =olg = &Lt
<tfroot>
admin:
show ct

The checksum value of the CTL file:

ebc649598280a4477bb3e453345¢c8c9d( MD5)

ef5c006b6182cad66197fac6e6530f15d009319d (SHAL)

Length of CTL file: 6113
The CTL File was last modified on Mon Mar 09 17:07:52 CET 2015



CTL Record #:1

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1675
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
4 FUNCTION 2

System Adni ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
6 SERTALNUMBER 16

6B: 1D: 35: 7B: 68: 41: 74: 0B: 07: 8F: EE: 4A: 18: 13: D5: D6

7 PUBLICKEY 270

8 SIGNATURE 256

9 CERTIFICATE 955 5C AF 7D 23 FE 82 DB 87 2B 6F 4D B7 FO 9D D5
86 EE EO 8B FC (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1675
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERTALNUMBER 16

6B: 1D: 35: 7B: 68: 41: 74: 0B: 07: 8F: EE: 4A: 18: 13: D5: D6

7 PUBLICKEY 270
8 SIGNATURE 256
9 CERTIFICATE 955 5C AF 7D 23 FE 82 DB 87 2B 6F 4D B7 FO 9D D5

86 EE EO 8B FC (SHA1l Hash HEX)



10 TIPADDRESS 4

The CTL file was verified successfully.

. Unified Serviceability(Unified MH|A 7+-&%4d) H O|X|ol| A TFTP & Cisco CallManager AH|A
= O|g48t MH|IAE A™SIE E{AES| 2E =20 M CHA| A|ZHEL|CH

. 1P PhoneO| CtA| A|ZE|T TVS AH{of| @25t04 TR M 12| CTL mHofl MBskE o At
2I|= of & ol= O|= A= 0I5t |}

HA — =

<#froot>

//

In the Phone Consol e Logs we can see a request sent to TVS server to verify
unknown certificate

2782: NOT 17:21:51.794615 SECD: setupSocketToTvsProxy: Connected to TVS proxy server
2783: NOT 17:21:51.796021 SECD: tvsReqFlushTvsCertCache: Sent Request to TVS
proxy, len: 3708

//

In the TVS I ogs on CUCM we can see the request conming froman | P Phone which is
bei ng successfully verified

17:21:51.831 | debug tvsHandleQueryCertReq

17:21:51.832 | debug tvsHandleQueryCertReq : Subject Name is: CN=cucm-1051-a-pub;
OU=TAC;0=Cisco;L=Krakow;ST=Malopolska

17:21:51.832 | debug tvsHandleQueryCertReq : Issuer Name 1is: CN=cucm-1051-a-pub;
OU=TAC;0=Cisco;L=Krakow;ST=Malopolska;

17:21:51.832 | debug tvsHandleQueryCertReq : Serial Number is:
6B1D357B6841740B078FEE4A1813D5D6

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - Looking up the
certificate cache using Unique MAPco;L=Krakow;ST=Malopolska;C=PL

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - Found entry
{rolecount : 2}

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - {role : 0}

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - {role : 2}

17:21:51.832 | debug convertX509ToDER -x509cert : 0xf6099df8

17:21:51.832 | debug tvsHandleQueryCertReq: Timer started from

tvsHand1leNewPhConnection

//

In the Phone Consol e Logs we can see reply from TVS server to trust the new
certificate (new CCM Server Certificate which was used to sign the CTL file)

2797: NOT 17:21:52.057442 SECD: clpTvsInit: Client message received on TVS
proxy socket
2798: NOT 17:21:52.058874 SECD: processTvsCIntReq: Success reading the client TVS



request, len : 3708

2799: NOT 17:21:52.059987 SECD: processTvsCIintReq: TVS Certificate cache flush
request received

2800: NOT 17:21:52.062873 SECD: tvsFlushCertCache: Completed TVS Certificate
cache flush request

8. OFX|2 22, IP Phone0iM CTL Zt 0| M {2 = AH|O|EX|ZT Af CTL THU S| MD5 #| =2
ol cucmel M3 Mdnt Lxlst=x| &elg = A&

el 17:33 09/03/15 3001
4 Trust List al=
8=

- 8 ITL File
94 ED 3B A0 C9 5F 2A DO 31
CC 35 12 21 5C 70 FA
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Select Security 'Settlng
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