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27 Abg
ABEIE T4 @4
24

=943 choloia

o

0| Mol AHE CUCM(Cisco Unified Communication Manager)Z CA(Certificate Authority) A& QI
S ME AH83HE Cisco CUBE(Unified Border Element) ZH0dl SIP TLS(Transport Layer Security) &
TdstE ddof cHal AEELICH.

AN T ALY

Cisco= O|2{8F FAlof Ciall & Rl= 20| E&LICH

SIPZEEZ

ELRSEYE

QT ME

R AZF2 AEZQIEO| M LR[S OF RLICHS YUE NTP AAE AFE5t= X0l E&LICH.
. CUCM2 &% 2 =040} ghLct.

. TCP Q10| 2L ch 2 E EAMA Lo M ZE 5061 ¥7|).

. CUBEO{= 22t & UCK9(Unified Communication K9) 20| M A 7} A x|£|o{ Qlo{ok grL|Ct

& 1:Cisco IOS-XE BT 16.102| B Z81E 0| AODIE Elo|MA S 2 MEHEI{&LICEH

ABElE T 24

- SIP

- 15 7|Et ME B M

. Cisco 10S 2! 10S-XE H|0|E$)1012900/3900/4300/4400/CSR1000v/ASR100X HH%:15.4+
. Cisco CUCM(Unified Communications Manager)tH%4:10.5 O| 4}
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1EHA|. CHE HEE A8sto FE 2

Kl @17 M Zolot Yxlsts RSA 71 AadstLiC

0l

Crypto key generate rsa label TestRSAkey exportable modulus 2048
O] B2 Z 0|7} 2048H|E(xICHZt 2 4096)2 RSA 7|E ‘A& LICt

2EH7A|. Chg BEE AL851041 CA MB QIBME ERY ME X|™ME BFELUICH

Crypto pki trustpoint CUBE_CA_CERT

serial-number none

fgdn none

ip-address none

subject-name cn=ISR4451-B.cisco.lab ! (this has to match the router’s hostname
[hostname.domain.name])

revocation-check none

rsakeypair TestRSAkey ! (this has to match the RSA key you just created)

3EHA. Olx| &2 X|Ho| Y22 = ol BHE AtE5t01 CSR 2T ddgLict

Crypto pki enroll CUBE_CA_CERT
stpdo| ZEof HHEE O CSR REE FAsto{ mhdol| K&t CHE CAN| & ELICEH

4B R E QB M Aloll S QIE M7 JEX| & elstior gfLICHE7F 215 7[&0| gls 97
Az dUF T, 2EX| f2 32 6E Az T™FLICH

5. RE QIEME Efe Az X|HE BFEX, CUBE 2BS M| MBst= CAZL US WX &
ZF CAE ERE A= X|™S BrELICHotel OIEIIXI SES)



| General | Details | Certification Path |

Certification path

2] Root CA
-] Intermediate CA
-] intermediate CA
~Lgl Identity Certificate

ol ool M 19™ ge 2 £ caolz, 2P g & vy 3
ME Must= CAQILICE A o|2{3 Zado 2 & wm 27H0| QIS ME H 3t AlF
Haliok grLCt.

Crypto pki trustpoint Root_CA_CERT
Enrollment terminal pem
Revocation-check none

Crypto pki authenticate Root_CA_CERT
Paste the X.64 based certificate here

Crypto pki trustpoint Intermediate_CA
Enrollment terminal

Revocation-check none

Crypto pki authenticate Intermediate_CA

6EF7l. CA MB ABSME &2 = 42| X|™E 2lSstt{™ &2 X[Z0| CUBE 21EM HIZ ¢Hof
CA IBME ERslof HLICHLRIBME 7Kg + e BB2

Crypto pki authenticate CUBE_CA_CERT

7EHA|. QIS M7 M%|Z|™ CUBE QIS ME 71K 2d™ o] IS AlsHEof &Ho|C}

Crypto pki import CUBE_CA_CERT cert

8EA|. A ME| X|HE MBS S SIP-UAE Fg&LIcH

sip-ua
crypto signaling default trustpoint CUBE_CA_CERT
ottA| CtZxt Zro| Cto|d Z[o{& FdELct.

dial-peer voice 9999 voip
answer-address 35..
destination-pattern 9999
session protocol sipv2



session target dns:cucml0-5
session transport tcp tls
voice-class sip options-keepalive
srtp

O|= | 5t CUBE #+440| &t 2 ElL|C}.
10Et7H| O|X| CUCM CSRE MAdst1 ofafo| x|ES S LCt.

. CUCM OS & E|Rtof|7H =22l

. Hot 32|

. QIEAM BE|IE F2IFLICH

- Generate CSR(CSR M4)2 =/ Lct.
CSR %2 Ct31 20| Z AlE[ofof & LICH.

Ll

awm Generate Certificate Signing Request - Google Chrome - ==

s

fik bhaps:/ /cucm10-5.cisco.lab/cmplatform/certificateGenerateNewCsr.do

Generate Certificate Signing Reqguest

Lg_l:, Generate Close

r Status
!5 Warning: Generating a new CSR for & specific certificate type will averwrite the existing CSR for that bype
~Generate Certificate Signing Request
Certificate Purpose® CallManager v
Distribution ® cucm10-5.cisco.lab hd
Common Name* cucm10-5.cisco.lab
Subject Alternate Mames (SANs)
Parent Domain cisco.lab
) Eey Len;ll:h" | 2048 bl |
Hazh Algorithm ™ SHAZSE ¥

Generate Close

@ . indicates required item.

o &S Central Tirme: 11:26 am S Eastern Time: 12:26 pm S5 Pacific Time: 9:26 am S5 Mountain Time: 10:26 am
4 E

11Et7. CSRE CI2=Z =5t CAo| M&ELICH
12EHAH|. CA MY QB M ARl cuCMo| Y2 E8fL|ct EHAl= ctSa Z &Lt

H o}

2ot g 28 01 QIEM BElE 2B

fjo




- QIBM/ICIB M Al Y= =8 S =8t
- BM 8 EECHR HIFoM St #EIRHE MEIELICH
- melg &Lt
- YECE ZEELcH
13Et7|. CUCM CLIo| 2aQlst1 o] HHES ALt

utils ctl update CTLFile

14E7|. CUCM SIP EE3 Hot =21l 1M

. A|AE EHOot SIp EE3 Hot T2 el % A2 =2
- O|0|X|ofl EAIE OH2E T2 0tS +

SIP Trunk Security Profile Configuration

E Save x Delete Copy % Reset £ Apply Config |:|'}: Add New

rStatus

@ Status: Ready

—SIP Trunk Security Profile Information

% " =
Mame |CUBE_CA Secure SIP Trunk Profile

Description 5ecure EIF' Trunl-c: F‘ru:uflle authentlcatad I'J';.-' null Strlng

Device Security Mode | Encrypted v
Incoming Transport Type® [TLS v
Qutgoing Transport Type TLS v

| Enable Digest Authentication

Monce Validity Time (mins)* 500

X.509 Subject Name |cucm10-5.cisco.lab

e b .50.61 SRR
Enable &pplication level authorization

¥ pccept presence subscription

¥ pccept out-of-dialog refer™™

¥| pccept unsolicited notification

¥ accept replaces header

¥ Transmit security status

! Allow charging header

SIP V.150 Outbound SDP Offer Filtering* Use Default Filter r_"
21:0] B2 X.509 F| O|§2 o|0|x|o] ZZx EAIE RE0| ZAIE CUCM QIEM =X 0|
st °E'7'<I%H F=FLIch.



Certificate Details for cuocm10-5.cisco.lab, CallManager

[_% Regensrate @;IJ Generate GSR |'g':] Download PEMFie | @11 Download .DER File

— Certificate Settings

Locally Uploaded 10/02f16

File Mame CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description(friendly name) Certificate Signed by AD-CONTROLLER-CA

— Certificate File Data
[ .
Version: V3 =
Serial Number: 1D255E00000000000007
Signaturealgorithm; SHA2S56withRSA (1.2.840.113549.1.1.11)

Issuer Mame: CN=AD-CONTROLLER-CA, DC=cisco, DC=lah

Validity From: Wed Feb 10 10:45:23 C5T 2016

To: FriFeb 10 10:55:23 CST 2017
Subject Mame: CN=cucml0-5.cisco.lab, OU=TAC, O=CISCO, L=RICHARSON, ST=TEXAS, C=US
Key: RSA (1.2.840.113549.1.1.1)
key value:

3082010a02820101008e8db062881c35163f1b6eedbed4951158fdb3495d3c8032170cofb8bafb385a2
27b00ecl1024807f0adc49dfe75189779c7delacle7endba5enfI917fabcas687d2aeaf20d70018e8d5
58a832360bA2702249fc98855012c7d2cc29eealf92fad9e739d73b0fa24d7dd4bdafc96be 7 75fda937 -
fi3ad40645ada4faofia3edi5445e200187dda775aa543b2bab11a5e223e23ef03bbacbbafd969h3d9
|3ba2550c35ea06ed5149aef2253c2455a622122e0aa3b649a090911995069a2cfddabdabife15b242 |

15EHH|. CUCMOIA] LEHXo 2 +3l5t= A Z 0| SIP EFIE gL

o2
ol

- SRTP Allowed(SRTP 31&) & ¢l2to| MEix|of R{=X| & elghL|ct.
. MAE SR FTAE 2MED T E 50602 L E 50612 WA|SHoF g L|Ct.
. SIP EE3 Hot T2 EO|M 14 A M8 SIP T2 0|2 MEHSHoF & LICE.

SIP | nformation =

d
~ et imathon -
Destnabion Address = an SRY
[kl inaticn Raddre, Deslimation Addrews 1Pt Dxearination Port
1"  —— 5061

MTP Prefermed Onginating Codec® h

BLF Presence Group® Standard Presende group i
SIP Trunk Security Profie® ISR4451-B Secure SIP Truni Profie -
Rercuting Caling Search Space < Mo > =
Out-0f - Depiog Refer Caling Seanch Spaoe o Mone > =
SUBSCRIBE Caling Search Space < Mone > -
SIP Profie* Standaed SIP Profle. ophons * View Detals

DTMF Sigrang Method * Mo Preference -



Cte& &Qlghuct.

2K R E I aeioldo] HefolH

CUCMO{M SIP EE 3 A#ElfE= O|O|X|0of| EA|E! CHE Full ServiceE EA|IEFLICE.

(=2 i Kl Bl T - r
Hame = Donorplon Spaoe Deroce ool . Partlion - Prianty | 3 SIF Trunk SEshus S0P Trurik Dhar gt

I36442)-8 TP . R 5 Full Service Tamee By Fill Sevvice: O day O oo O
Tk MaErRAs

CUBEO{| M CtO|Y Z|o{E CFS EE EAIRLICH

TAG TYPE MIN OPER PREFIX DEST-PATTERN FER THRU SESS-TARGET STAT PORT
KEEPALIVE
9999 voip up up 9999 0 syst dns:cucml0-5 active

O| St Z=MATCHE 2tRE0| MBI 7 UEH xH0|H2 CUCM QB ME Yz Est= B
CHA MEDE|OM M3 B MHE Y2 =st= 2L

=X &

CUBEO{|A] O[248F CIHZ AtE

debug crypto pki api

debug crypto pki callbacks
debug crypto pki messages
debug crypto pki transactions
debug ssl openssl errors
debug ssl openssl msg

debug ssl openssl states
debug ip tcp transactions
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