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=wvatem Configuration  w Uzer Configu

Gueue Device Groups

Synchronize with CUCH

Directory Source Management

2. Microsoft Active Directory& MEHSI T S7|8F A& & QIEHS MEAEFL|CY,

-Directory Sources

Source HName
Select CCMSource
Select Microsoft Active Directory
Select IPlanet
—General
Source name: ¥ Microsoft Active Directory

Directory platforrn: Microsoft Active Directory

¥ Enable synchrnnizatinn"::::

3. Active Directory ME{0| CHEF 7143 MR HEE I=dFL(C.



—Connection

Host name or IP:* 10.106.958.209

Host port:* 339 (0-65
Hee S50

0| od|of M= administrator@aloksin.lab7} 215 04| A2 ElLICH.
—Authentication

Username:* administrator@aloksin.lab

Password:™ T

i
4. Property Settings(&4 AH) MMM Unique( ) &80i| CHEF 4 M HEE Q=48

Cl. Ol MIE HEECHE MR HEE 2245t 1 Save(ME)E Z2I5tH LIEFLLICEH

Property Settings
Unique property: saMaccountMarne -

Mative property
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-Container

Base DM * dc=aloksin,dc=lab

Object class:* User (Case

Scope: Sub Tree Level -
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ISnun:c Fields Destination Fields Defaul
telephonaNumber ExbEnsion
rriail Ernvail
grvanbame First Nams
& Last Mame
7.CIRHEE &4 HO|X|2 O|S3t CIHEEE| 732 +§LCt
iner
I dc=alaksin,dc=lab
class:® user (Case Sensitive)
Sub Tree Level -
] [ Test Connection ] [ Directory Synchronization ] [ Directory Field Mappings ] [ Directory Rules ]
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Sub Tree Level -

nnection ] [ Directory Syvnchronization ] [ Directory Field Mappim
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3. ADE AF2XIE Q0155 CUACPEO BIND Success 222 ELHL|Ct,

4. CUACE M Hel M, M mE, ZE{2E AF2Xtol CHEt §40| /= ADO| SEARCH £
Mg g2t

5. ADE AM 7|gtollM 2EEl 7iAi|(Object Class 48 | 1T8)E AMELICHSEARCH 238
HIAIKR[of REAIS] LIS Rl= 718 (EE) 2 LX[shs 2% E EE{EELICH

6. ADE= AM A2 CUACO SEELICH
CHE S Ozt EHAIE Hod £ ALK AL

3.209 10.106.98. 208 TCFP Tdap > 49392 [SYN, ACK] Seq=0 Ack=l Win=8152 Len=0 M
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—Authentication

Username:* administrator@aloksin.lab

Passwoard:® TTIIIIIL
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I Lightweight Directory Access Protocal
= LDaPMessage bindrRegquest(3) "administrator@aloksin.]

messageIb: 3
= protocolop: bindrequest (0D
= bindreguest
version: 3
name: administrator@aloksin. Tab
= authentication: simple (0)
simple: 633173633031323321
lDackHmnrneoca Th =211

CHS2 BIND SE 2| &

e I—IEP.
E Lightweight Directory Access Protocaol
= LDaPMessage bindResponsze(3) success

messageIb: 3
= protocolop: bindresponse (1)

= bindrezponse
resultCode: success (0]
mat chedDM:
errorMesszage:

[Response To: 807
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Li ght wei ght Directory Access Protocol
"dc=al oksi n, dc=Il ab" whol eSubtree

LDAPMessage sear chRequest (2)

nmessagel D 2
prot ocol Op: searchRequest (3)
sear chRequest
baseObject: dc=aloksin,dc=lab
scope: wholeSubtree (2)
deref Al i ases: deref Always (3)

sizeLimt: O
timeLinmt: O

L|Ct. O|l= AFEA}(O[ 0404 A administrator) 2| 43
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typesOnly: Fal se
(& (& (objectclass=user) (! (objectclass=Computer)))

Filter:

filter:

| —
—

simple

LIt O] 244
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(! (UserAccountControl:1.2.840.113556.1.4.803:=2)))
and (0)
(&( &( obj ect cl ass=user) (! (obj ect cl ass=Conputer)))

and:
1.2.840.113556. 1. 4.803:=2)))

(! (UserAccount Control :
and: 3 itens
Filter: (objectclass=user)
and item equalityMatch (3)

equal i tyMat ch
. objectclass

attri but eDesc:

assertionVal ue: user
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Filter:

Filter: (!(UserAccountControl:1.2.840.113556.1. 4.
803: =2))
and item not (2)
Filter: (UserAccountControl:1.2.840.113556
.1.4.803: =2)
not: extensibleMatch (9)
ext ensi bl evat ch User Account Cont r ol
mat chi ngRul e: 1. 2. 840. 113556.
1.4.803
t ype: User Account Contr ol
mat chVal ue: 2
dnAttributes: Fal se
attributes: 15 items
AttributeDescription: objectguid
AttributeDescription: samaccountname
AttributeDescription: givenname
AttributeDescription: middlename
AttributeDescription: sn
AttributeDescription: manager
AttributeDescription: department
AttributeDescription: telephonenumber
AttributeDescription: mail
AttributeDescription: title
AttributeDescription: homephone
AttributeDescription: mobile
AttributeDescription: pager
AttributeDescription: msrtcsip-primaryuseraddress
AttributeDescription: msrtcsip-primaryuseraddress
[ Response In: 103]
controls: 1 item
Cont r ol
control Type: 1.2.840.113556.1.4.319 (pagedResultsControl)
criticality: True
Sear chCont r ol Val ue
size: 250
cooki e: <M SSI NG
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(! (objectclass=Conputer))
and item not
Filter:

(2)
(obj ect cl ass=Conput er)
equal ityMatch (3)

equal i t yMat ch
attribut eDesc:
assertionVval ue:

not :

obj ectcl ass
Comput er
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Rirectory Source

Maorosoft Active Darechory

Fiekd HMappings -

| Bowrce Fields [postination Fiolds [Default value
[Gabnct atephanetumbar £ sranasen
L:;:-;-: ::-:-'-Hﬁﬂ'-f F::Il'iwe
jasincy r Jast Mama
LA ZE ME = SEARCH 28 HA|X[oA ADE H&EILICHAD7F SEARCH & HIAIX|E E'AH
[f O|2{8t Zt2 CUACPEZL| Destination Fields0i| X{Z}ElL|C}.

7|22 Z CUACOHI= Object Class(7HA| ZEi2A)7F 282 M E[0] [&LICH 0| 7|2 M™E
A835tH ADE MEEl= EE{Jt ChEt 20| LB LTt

Filter: (& & objectclass=contact)( ............
Ol ZE|E AME5tH AD:: ALEAE7L obLIE ZHAH T |Htol M 9IEfXHE ZHMStE 2 CUACPEO 04
AR BHEHSEX| E & LICHIDER M ZM| 2 EHAE ALSKLE BHEsHoF gfLict

—Container
Base DN * dc=aloksin,dc=lab
Cbject class:* User (Case Sensitive)
Scope! Sub Tree Level -

O| A7t X] CUACOIM o|2{8F Dol T EEI&LICH.
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0| 0d|0f M Unique £ 432 sAMAccountName2 £ T ELICH.CUACH A LDAP %H 212 CHA|
AlZH3l 1 SEARCH 2% MHIAIX|E & Q15T ObjectClass=userE A|2|st E4 £ = ZE{7}
x| et Lch.

Li ghtwei ght Directory Access Protocol
LDAPMessage sear chRequest (224) "dc=al oksi n, dc=l ab" whol eSubtree
nessagel D. 224
prot ocol Op: searchRequest (3)
sear chRequest
baseObj ect: dc=al oksin, dc=l ab
scope: whol eSubtree (2)
deref Al i ases: neverDeref Aliases (0)
sizeLimt: 1
timeLimt: O
typesOnly: True
Filter: (ObjectClass=user)
filter: equalityMatch (3)
equal i tyMat ch
attributeDesc: Objectd ass
assertionVal ue: user
attributes: O itens



[ Response In: 43]
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Field |Dpcrut~ur Wal

talephanalumber ]- -
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Li ghtwei ght Directory Access Protocol
LDAPMessage sear chRequest (4) "dc=al oksin, dc=l ab" whol eSubtree
nessagel D: 4
prot ocol Op: searchRequest (3)
sear chRequest
baseObject: dc=aloksin,dc=1lab
scope: wholeSubtree (2)
deref Al i ases: neverDeref Aliases (0)
sizeLimt: O
timeLimt: 15
typesOnly: Fal se
Filter: (& & objectclass=user)(telephoneNumber=*))
(! (UserAccount Control :1.2.840.113556. 1. 4. 803: =2)))
filter: and (0)
and: (& & objectclass=user) (tel ephoneNunber =*))
(! (UserAccount Control :1.2.840.113556. 1. 4. 803: =2)))
and: 3 itens
Filter: (objectclass=user)
and item equalityMatch (3)
equal i tyMat ch
attri buteDesc: objectclass
assertionVal ue: user
Filter: (tel ephoneNunber=*)
and item present (7)
present: tel ephoneNunber

Filter: (!(UserAccountControl:1.2.840.113556

1.4.803:=2))
and item not (2)

Filter: (UserAccountControl:1.2.840.113556

1.4.803:=2)
not: extensibleMatch (9)
ext ensi bl eMat ch User Account Contr o
mat chi ngRul e: 1. 2.840. 113556. 1.

4.803

type: UserAccount Contro
mat chVal ue: 2
dnAttributes: False
attributes: 10 itens
AttributeDescription: TELEPHONENUMBER
AttributeDescription: MAIL
AttributeDescription: GIVENNAME
AttributeDescription: SN
AttributeDescription: sAMAccountName
AttributeDescription: Objectd ass
AttributeDescription: whenCreated
AttributeDescription: whenChanged
AttributeDescription: uSNCreated
AttributeDescription: uSNChanged
[ Response In: 11405]



controls: 1 item
Contr ol
control Type: 1.2.840.113556.1.4.319 (pagedResultsControl)
Sear chCont r ol Val ue
size: 500
cooki e: <M SSI NG
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10, 106. 36. 208 TCP Tdap » 49992 [SvN, &CK] Seqel Ackel wWin=8197 Lens0 M33=1460 wi=§ SACK_PERMsL

10.106.98. 208 LiAF bindresponsed3) success

10,106, %8, 208 LiaP  searchResEntry{4) "CH=Suhail angi ,CMe=lsers,DC=aloksin,0C=Tab™ | searchResEntryid) “Ch=Pra
£ g £
B. 209 10.106. 8. 208 LOAP  searchaeshef(d)

SearchResEntry H|A|X|= Ct&1t Z&LICEH

Li ght wei ght Directory Access Protocol
LDAPMessage sear chResEntry(4) "CN=Suhail Angi,CN=Users,DC=aloksin,DC=1lab" [4 results]
nmessagel D: 4
prot ocol Op: searchResEntry (4)
sear chResEntry
objectName: CN=Suhail Angi,CN=Users,DC=aloksin,DC=lab
attributes: 9 itens
Partial Attri butelList item objectd ass
type: objectd ass
vals: 4 itens
top
per son
or gani zat i onal Per son
user
Partial AttributeList item sn
type: sn
vals: 1 item
Angi
Partial Attri buteLi st item telephoneNumber
type: tel ephoneNunber
vals: 1 item
1002
Partial Attri buteList item givenName
type: gi venName
vals: 1 item
Suhail
Partial Attri butelList item whenCreated
type: whenCreated
vals: 1 item
20131222000850.0Z
Partial Attri buteLi st item whenChanged
type: whenChanged
vals: 1 item
20131222023413.02z
Partial AttributelList item uSNCreated
type: uSNCreated
vals: 1 item
12802
Partial Attri buteList item uSNChanged
type: uSNChanged
vals: 1 item
12843
Partial Attri butelLi st item sAMAccountName



type: sAMAccount Name
vals: 1 item
sangi
[ Response To: 11404]
[ Ti me: 0.001565000 seconds]
Li ght wei ght Directory Access Protocol
LDAPMessage searchResEntry(4) "CN=Pragathi NS, CN=Users, DC=al oksi n, DC=l ab" [5 results]
nmessagel D: 4
prot ocol Op: searchResEntry (4)
searchResEntry
obj ect Name: CN=Pragat hi NS, CN=User s, DC=al oksi n, DC=I ab
attributes: 9 itemns
Partial AttributelList item objectd ass
type: objectd ass
vals: 4 itens
top
per son
or gani zat i onal Per son
user
Partial AttributeList itemsn
type: sn
vals: 1 item
NS
Partial AttributelList itemtel ephoneNunber
type: tel ephoneNunber
vals: 1 item
1000
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