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172 2017-00-20 14:22:13%, 305898 146.20.193.45 172.16.2.2 TR 48520 5062 266 48520-5062 [PSH, ACK] Seégel Ackel Win=14720 Lén=200 TSVal=3875387349 TSecr=444315303
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Filter: | tcp.port==5062 B&pmsmn Clear Apply Save
Mo. Time Source Destination Protocol 5 Port D Port Length Info

2017-09-26 R
- - Mark Packet (toggle)
6 2017-09-26 12:29:22.812818  146.20.193.73 172.16.2.2 TcP 39427 5062 Ignere Packet (toggle)
7 2017-09-26 12:20:22.813951  146.20.193.73 172.16.2.2 TP 39427 5062 (@ Set Time Reference (toggle)
8§ 2017-09-26 12:29:22.813967 172.16.2.2 146.20.193.73 TcP 5062 39427 e
9 2017-09-26 12:29:22.842476  172.16.2.2 146.20.193.73 TCP 5062 39427 i o2
10 2017=-09-26 12:29:22.842491 172.16.2.2 146.20.193.73 TCP 5062 309427 £dit Packet
11 2017-09-26 12:20:22.854838 146.20.193.73 172.16.2.2 TCP 39427 5062 if! Packet Comment...
12 2017-09-26 12:29:22.855441 146.20.193.73 172.16.2.2 TP 39427 5062
13 2017-09-26 12:29:22.856148 146.20.193.73 172.16.2.2 TCP 39427 5062 Manually Resolve Address
14 2017-09-26 12:29:22.886778 146.20.193.73 172.16.2.2 TCP 39427 5062 Appiy as Filtex »
15 2017-09-26 12:29:22. 888012 146.20.193.73 172.16.2.2 Tcp 39427 5062 e
16 2017-09-26 12:29:22.888027  172.16.2.2 146.20.193.73 TcP 5062 39427 Prepare a Filter ’
17 2017-09-26 12:29:22.889249 146.20.193.73 172.16.2.2 TCP 39427 5062 Conversation Filter b
18 2017-09-26 12:29:22.890429  146.20.193.73 172.16.2.2 TCP 39427 5062 Colorize Conversation 3
19 2017-09-26 12:20:22.890441  172.16.2.2 146.20.193.73 TP 5062 30427 scTe v
20 2017-09-26 12:29:22.890861 146.20.193.73 172.16.2.2 TcP 39427 5062 e
21 2017-09-26 12:29:22.931331  172.16.2.2 146.20.193.73 TCP 5062 39427
22 2017-09-26 12:29:22.948520  146.20.193.73 172.16.2.2 TcP 20427 5062 FoRow DR, Stremn
23 2017-09-26 12:29:22.948537  172.16.2.2 146.20.193.73 TCP 5062 39427 Follow SSL Stream
24 2017-09-26 12:29:22.948868 172.16.2.2 146.20.193.73 TcP 5062 39427 = 5
25 2017-09-26 12:29:22.964782  146.20.193.73 172.16.2.2 TP 39427 5062 oy
26 2017-09-26 12:20:22.965978 146.20.193.73 172.16.2.2 TCce 39427 5062 Prstocol Praférences ,
27 2017-09-26 12:29:22.965986 172.16.2.2 146.20.193.73 TcP 5062 39427 [EI e
28 2017-09-26 12:29:22.967140  146.20.193.73 172.16.2.2 TCP 39427 5062 : it I
29 2017-09-26 12:29:22.968398 146.20.193.73 172.16.2.2 TCP 39427 5062 = Print.. o
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SIP TCP ports: | 5060
SIP TLS Port: | 5062
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1. ssl.handshake.certificate && tcp.port--5062§ oz & EEd

2. Webex M L0 A AE|T Info(HE) AlMof| Certificate(215 A) 7} 21 mZlg &L
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3. {Z! M5 H 2 0i| A Secure Socket Layer > TLS Certificate > Handshake Protocol >
Certificates® & & &FL|CH & 1:&[Q1o| TH ofel/obX|e QIZE M= FE CARILICH
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Selected Packet

Pl | adhandshabeceriicans B tcpportas 3062 d— -] Bipressionis Clese Ay Save /

No.  Time Source Destination Protecol % Port O Port Length Info %
260 2017-06-13 18:31:36.719696  195.101.251.5 172.17.31.10 TUSVI. 3 5062 28351 776 Server Hello, certificate, Server-Kdy Exchange. Certificate Request, Server Wello Done
263 2017-06-13 18:31:38.721009 172.37.31.10 198.101.251.5 TLSVvA. 28351 062 2222 certificate
282 2017-06-13 18:31:38.913856  104.239.149.135 172.17.31.10 T,z 5062 28352 776 server Hells, certificate, server key Exchange, Certificare Request, Server Hella Done

28% 2017-08-13 18:31:38.9152790 172.17.31.10 104,239.149.135  TLSVL. 28352 5082 2222 certificate
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5. I} UL .cer® A&EHLICH

s F H 22{stod o|0|X|o] ZAIE CH= QIBAME ALICh

Certificate

General !DEE"E Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
» Proves your identity to a remote computer

» Allows secure communication on the Internet
e 2.23,140.1.2.2

» 1.3.6.1.4.1.8024.0, 3.900.0

*Refer to the certification authority's statement for details.

Issued to: |Zsip-cfa-01.dscospark. com
Issued by: HydrantID 55L ICA G2

valid from 11/ 16/ 2016 to 11/ 16/ 2018

|In5ta|| Certiﬁcate...| [ Izsuer Statement

Learn more about certificates

-
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Cisco Webex2| M 215 Ao CHEt SAN ZHALE 35l = Expressway-E2| 0.

2017-09-22T11: 11: 19. 485-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 485"

Modul e="devel oper.ssl" Level ="I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f576cbee700": Detail ="Handshake in progress"
Reason="want read/wite"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper.ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1960)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f576chee700": Detail ="Handshake succeeded"
2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1629)"
Met hod=":: TTSSL_retri eveCommonNane" Thread="0x7f576cbee700": Detail="Found common name in peer
certificate" CommonName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-01l.wbx2.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper.ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l-web.wbx2.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanmes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="l2sip-cfa-web.wbx2.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper.ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.call.ciscospark.com"

MTLS @122 Cisco Webex Hybrid DNS 3230 O & 5l = Expressway-E2| 0f:

2017-09-22T11: 11: 19. 564- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-22 15:11: 19, 564"

Modul e="devel oper. zone. zonengr" Level =" DEBUG'

CodelLocat i on="ppcnai ns/ oak/ zones/ ZoneManager . cpp(1226) "

Met hod="ZoneManager : : get DNSZoneByTLSVer i f ySubj ect Name" Thr ead="0x7f577f 0a0700":

t hi s="0x56408ff 81220" getDNSZoneByTLSVerifySubjectName classified subject name
callservice.ciscospark.com into DNS zone Hybrid Call Services DNS
2017-09-22T11: 11: 19. 564- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-22 15:11: 19, 564"

Modul e="devel oper. zone. zonengr" Level =" DEBUG'

CodelLocat i on="ppcnai ns/ oak/ zones/ ZoneManager . cpp(1183)"

Met hod="ZoneManager : : get DNSZoneByTLSVer i f ySubj ect NaneLi st" Thread="0x7f577f 0a0700" :

t hi s="0x56408ff 81220" Detail =" Searched for DNS Zones by Subject Name" Found="True"

Candi dat es="1 2si p- cf a- 01. ci scospar k. coml 2si p- cf a- 01. ci scospar k. com 2si p-cf a- 01. wbx2. con 2si p-
cfa- 01- web. wbx2. com 2si p- cf a- web. wbx2. contal | servi ce. ci scospar k. con MatchedZone="Hybrid Call
Services DNS" MatchedIdentity="callservice.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-22 15:11: 19, 564"

Modul e="devel oper. zone. zonengr" Level =" DEBUG'

CodelLocat i on="ppcnai ns/ oak/ zones/ ZoneManager . cpp( 1054) "

Met hod="ZoneManager : : get ZoneByl dentiti es" Thread="0x7f577f 0a0700": thi s="0x56408ff81220"

Det ai | =" get ZoneByl dentiti es, match complete" |dentitites="{CN: | 2sip-cfa-01.ciscospark.com Alt-
DNS: | 2si p-cfa-01. ci scospark.com Al t-DNS: | 2sip-cfa-01. wox2.com Alt-DNS: |2sip-cfa-01-



web. wbx2. com Al't-DNS: |2sip-cfa-web.wbx2.com Alt-DNS: callservice.ciscospark.com Alt-DNS:
callservice.call.ciscospark.com, Alt-DNS: |2sip-a-Whbexcall.ciscospark.com Alt-DNS: |2sip-prod-
11-df w publ i c. wbx2. com Al't-DNS: | 2si p-prod-12-dfw public.wbx2.com Alt-DNS: |2sip-I|2sipprodal-
294-ri ad- public.wbx2.com Alt-DNS: | 2sip-I2sipprodal-817-riad-public.wbx2.com Alt-DNS: | 2sip-

| 2si p- prod- wpsj c- web. ci scospark.com Alt-DNS: | 2sip-I2sip-prod-wpsjc-web. wbx2. com Alt-DNS:

| 2si p- | 2si p- pr od- wpdf w- web. ci scospark.com Al t-DNS: | 2sip-12sip-prod-wodf wweb. wox2. com Alt-
DNS: | 2si p-cfa-02. wbx2. com Al't-DNS: Webexcnr-wpa. ci scospark.com Alt-DNS: Wbexcnr -

wpb. ci scospark.com Alt-DNS: Wbexcnr-wpc. ci scospark. com Alt-DNS: |2sip-wpa-01. wbx2.com Alt-
DNS: | 2si p-wpa-02. wbx2. com Alt-DNS: | 2si p-wpb-01. wbx2. com Alt-DNS: |2sip-wpb-02. wbx2. com Alt-
DNS: | 2si p-wpc-01. wbx2.com Alt-DNS: | 2sip-wpc-02. wbx2. con}" MatchMechanism="DNSZoneMatch"
MatchedZone="Hybrid Call Services DNS"

CH= 2 Expressway-E2} Cisco Webex 7t2| 4% TLS Z oot ZEE 71E LAl B2 SEQIL
Ct.

[0

2 XA 1. Expressway-EE= Cisco Webex 215 Aof| HHEEH CA(Certificate Authority)& AZI8HX| oF
&L|Ct.

Expressway-E2 1% S Al5HE Cisco Webex ME{E L2SIP Mu{2t1 &fLICH ol L2SIP MEE &
Ht O0|& Hydrant SSL ICA G2E A3l &+ A‘II:I-|01|A‘| MBgrLct. ol Z7HXt= ool x|of _..._AIE_l
CHE QuoVadis Root CA 22| & O|&2 7Tl R E 218 7|0l MEELICt,

&m0l Exde HEE = J&LICH

'8

Certificate £ Certificate 2
General | Detais | Certification Path | General | petais | Certification Path
ﬂ. Certificate Information ﬁ Certificate Information
This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):
» All issuance polices »2.23.140.1.2.1
« All apphcation pokcies +2,23.140.1.2.2

»1.3.6.1.4.1.8024.0.2.100.1.2
+1,3.6.1.4.1.8024.0.3.900.0
» All application policies

* Refer to the certification authority’s statement for details.

Issued to: QuoVadis Root CA 2 Issued to: HydrantlD 551 ICA G2
Issued by: QuoVadis Root CA 2 Issued by: QuoVadis Root CA 2
Valid from 11/ 24/ 2006 to 11/ 24/ 2031 Valid from 12/ 17/ 2013 to 12/ 17/ 2023
Install Certificate...| | Issuer Statement Install Certificate... | | Issuer Statement |
Learn more about cerbificates Learn more about certificates
[ o .
Serial: 05 09 Serial: 7517167783 d043 7e b556¢c357 94 6e 4563 b8 eb d3 ac

Expressway ZIEt 2#H0lM O] EcEig EM5t= X @m| HHAl= TCP edds AMst= Rl
.TCP Connecting® Z2$t £ Dst-port=5062 7/ = F&LICH0| AZ0| A= T|T MM E 2304 A
jodg Alddst Chg UBHX O 2 Handshake in progress(BIEAM 0|3 ZI&l )& LIEILIE 20 &5
OE EAE|l=TLS #HEMO|ZE & =+ J&Lct



2017- 09- 20T10: 49: 18. 427-04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 14:49: 18, 426"
Modul e="devel oper.ssl" Level ="|I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"

Met hod="::ttssl _conti nueHandshake" Thread="0x7f29ddef a700": Detail ="Handshake in progress"
Reason="want read/wite"

Expressway-E7} Cisco Webex ME RIBME AMEISHK| i A2 HEMo=7 2=2E F
Expressway-E7} QIEME HA| HEE = JU&LICHLO| 2O %*3% CS 2O 852 S5l
Expressway-E ZZ0i| A & 2ol %E* T A& LCt.

2017-09- 20T10: 49: 18. 724- 04: 00 aner-expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2" Dst-port="5062"

Detai | =" self signed certificate in certificate chain" Protocol ="TLS" Level ="1" UTCTi ne="2017-09-
20 14:49: 18, 724"

2017- 09- 20T10: 49: 18. 724-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-20 14:49: 18, 724"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl _openssl.cpp(68)"

Met hod=":: TTSSLError Qut put"” Thread="0x7f 29ddef a700": TTSSL_conti nueHandshake: Failed to
establish SSL connection i Result="-1" error="1" bServer="true"

| ocal Address="["IPv4'' TCP'' 172. 16. 2. 2:5062']" renoteAddress="["'I1Pv4'' TCP'' 146. 20. 193. 73: 58531' "'
ssl _error_reason="error: 14089086: SSL routines:ssl3_get_client_certificate: certificate verify
failed"

2017- 09- 20T10: 49: 18. 724-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-20 14:49: 18, 724"

Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2"

Dst - port ="5062" Detail ="TCP Connection C osed" Reason="self signed certificate in certificate
chain"

Expressway 27F HA|X|= 15 M Mol XA ME QUEME FXStEE A7t EHE
&LICt.WiresharkE At&5tH w2 AtAlS| 2 = A& LICHWireshark THZ! ZHA 249 23 0f A
Webex 80| Q15 MHE KN Al5HEH Expressway?t S0t A O|O|X|ofl EAIE CHE & £ Q

F7t U= QIBME HESIOHE WS YatstH =0l = s ot

Selected Packet
18 2007-09-20 14:40:18. 55 146.20.192.7 172:16.2.2 TLSVL. 57538 5062 204 cervificare, client mey Exchange N

19 2017-09-20 14:49: 765 172.16.2.2 146.20.193.73 TLSVL. 5062 57538 73 Alert (Level: Fatal, Description: unknown ca) d——

20 2047-09-20' 14 146 3.7 TP 30862 J5T538 6 S062-57538 [FIN, ACK] Seqe3THL Ack=5231 wine=i4d16 Len=0 T5val=G85604070 Toecr=3018095214

21 2017-09-20 14 1-_<,-.-1..' 57536 5062 386 certificate werify, change Cipher Spec, Hello Request, Hello Request
62 57536 81 a

]-16 PO 1‘1? 73

2007-09-20 14

3
-HE ‘I&H@ 73 172.16.2.2
s

E Frame 19: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)

# Evhernet 11, Src: veware_ 58:9f:31 (00:0c:29:58:9f:31), Ost: e0:iOeidaicBiBc:f3 (e0:0e:daicB:iBe:ifl) \\

# Internet Protocol Wersion 4, Src: 172.16.2.2 (172.16.2.2), Dst: 146.20.193.73 (148.20.193.73)

# Transmission Control frovocol, Src Port: 5062 (5062), DSt Port: 57538 (57538). Seq: 3774, ack: 5933, Lem: 7 \‘“‘HH

secure Sockets Layer e
TSV, 2 Record Layer: alert (Level: Facal, oescription: unknows Ca) T

Contént : Alert (21 .
version: “u’f 1.2 ( onoso)u Expressway-E RSTs Connection
Lem

alert Mes s:qe
Level: Faral (2)
Description: unknown Ca (48)

SHZEA:
O] EXME dl{Z25t24™ Expressway-E7} Cisco Webex 215 7|2& AZ|SH=X| &Ql5

Wireshark F£%{0{| M 0|2{8t QIS ME FE35l0q Expressway | AZ[& = Q= CA QABAM XEA
o Y2 =3+ Z| K| Expresswayes O ZHERSH e K|S ELiCt

. Expressway-E0i 210!

- Applications(Oi & 2/70|44) > Cloud Certificate management(222+<E QIE M #E)NZ OIS E
Lict.

. OlO|X|of ZAIE CHE IBM 7tX{27| SMES MEFLICH



Status System Configuration Applications Users Maintenance
| Cisco Collaboration Cloud certificate management
W i, VCS Expressway does not register for any Hybrid Services.. For Call Service Connect, it must have a secure traversal zong to VG5 Control

1 CA root certificate management

For some hybrid services, the VG5 Expressway needs fo frust the CAs that sign the Collaboration Cloud certificates, and you can install them here.

Get cerificates

Ol Cisco Webex 215 7|2t2 Expressway-E Trusted CA X% 2~ (Maintenance > Security >
Trusted CA certificate)0l| 42 =ELIC}

EA| 2. Expressway-E Cisco Webex Hybrid DNS Q2| TLS F&| S OB 2&/

Hybrid Call Service Connect= &3 TLS $HEM|O|Zo| YR Z TLS & QIS AFSELICHE,
Expressway= Cisco Webex CA QIS ME AlZ[e = /2 # otL|2t NS E 215 A2l SAN(Subject
Alternate Name) Z =& %2150 callservice.ciscospark.comzt Z2 7t0| Ql=X| & QlgL|Ct. 0l
2t0| giet™ QHIRE S35t7F AuiEhLct.

O] EH A|LI2|201 M Cisco Webex AH{E Expressway-E0f| QIZMHE AMIBELICEHASAMoE A
AMZ 25702 CHE SANO| Q& LICHExpressway-E 7} callservice.ciscospark.com SANO]| CH3H 0|x
ME & QI5HX|T 0|8 A X| R5tE BRE Ml EAAIR.0| 20| SFE|H TIE 22 LioiA
Ol2t RAtEH 27 7L .n.n.A|E|=|I|—|L_—|'.

2017-09-20T11: 17: 42. 701- 04: 00 aner - expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="46049" Dst-ip="172.16.2.2" Dst-port="5062"

Detail ="Peer's TLS certificate identity was unacceptable" Protocol ="TLS" Level ="1"

UTCTi me="2017- 09- 20 15:17: 42, 700"

2017- 09- 20T11: 17: 42. 701- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 15:17: 42, 700"

Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193. 45" Src-port="46049" Dst-ip="172.16.2.2"
Dst-port="5062" Detail ="TCP Connecti on Cl osed" Reason="Peer's TLS certificate identity was
unacceptable”

Wireshark& At&35t04 0| QIE M BHEMO|ZE EAE B, Cisco Webex7t /&5 MHE M A|SHH
Expressway RST7} O|0|X[ofl ZA|El CHE HIE Fof| dZAE &g = JU&LIC

Selected Packet

09 20 15: .46 0193 45
16,

.16 ?0 19

TLSwl. : 46049 5062 294 :_ernficaie. gHen: ney u(narqe 4+
46045 [A

" Dtc I|_Ilu neqw.—s( |tel|u Reqt.es[
253 Wine47104 Loen=0 TSval=247624799 TSecr=3878716745

Extension (id-ce-subjectaltyame)
Extension Id: 2.5.29.17 (id-ce-subjectalunase)

-
GenoralHan 25 items —
cener 11N, dusname () B
s Zsm efa- nl ciscospark, com G
Gener 3 wsName (2) S,
dnsName: lzsin cfa-01. whix2. com S =
Gener alname: dusname (2 .
dusnase: 1221p- cra 01 web. whx2. cos Expressway-E RSTs Connection
Gener aln 3}
dNsNam P f1 ..eu whx2. com
Generalna sname (2)
dugname: callzervice.ciscospark.com #—— SAN Value
GeneralName: dusname (2)
dnsName: callservice.call.ciscospark. cos
grel ZHu|aeo|ME #elstedH 1I H 7 E Webex Hybrid DNS ¥4o 2 0|SE =
ol gfel Zx|aao =gelke FMo 3El Webex Hybri Mo =2 0|5E =

i3l
A& L. Expressway E xConflguratlonOI £ 732 Zone Configuration(Q&3 711|218y 0|4d) Al
2 "*O} TLS &0l x| o|§0| +MHE WHE &olg £ ?A'QL—IEP xConflguratlonOI 4% 89 10|

5!
Q1 309 = M7} X|IHELICH ol A El 2X| Q| B2 xConfiguration ] L|C}.

A
HS
==

_|

>>*- m



*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "calllservice.ciscospark.com"

oMol 2 &= UX Ol TLS Verify Subject Name(TLS Q! FX| 0|§)2
callservice.ciscospark.com CH &l callservice.ciscospark.com2 2 A™ELICEH (F7"I" &)

H

Ol 2XME afidstcd™ TLS &l A o|§& +"dstiok gfLict

ol
[
12

. Expressway-EO0{ 212!

. Configuration(Z1Z| 12| 0|A) > Zones(¥2) > Zones(¥ )2 O|SEfLICH.
- Webex Hybrid Services DNS 232§ A&

- TLS &9l F&|| O/ 2 callservice.ciscospark.com2 2 A

CKE M

AtD7|2 22 S5 2 =%
11 Webex Hybrid DNS 2

mjo
o
9'|_|

2.0| MM ME Expressway7t Q1E M &0lg £

g 2o ELCH

10 M= M "Webex" Q30| sHA||4&LICH O] Webex
oio| Hu|agfo|ME O8] RHSLICHF, TLS X A5
Mg Zevt sl IEP T ZtASHE {5l x12.5 0|”°|

o= =
el a8« Webex g &35t= 7d0| E4&LICH

2} 1 :Expressway 2 E x12.5 0|4 H™
dod2 Webex2to| EAlof Eest A
2= 2TLS F&| 0|&

A

o
Expressway ZEE A &

02 IlIIO

£X 3. Expressway-E&= T 1& M ®[QI8 Cisco WebexZ &5t K| et &LICH.

43 TLS SHEM 0|3 2| YR ZE Cisco Webex Expressway E Q15 ME AlZ|HoF & LIC}.Cisco
Webex0ll= AZEE &= = HE 2! CAL| A S5 0| U&LICH YO 2 Cisco Webex0ll A K| 3
5= 28 CAOlM Expressway-E 2I5MHE HE o|'D|_=| TLS $HEMO|=Z 7 HSELICt A 4,
Expressway-EE && CAMAM HBF X2 TLS =M 0|3 B0 QIBME TS ELICHIS Mo ™
MAMNFE U F7hHE MESEI™ s 2B ME Expressway-E AtA| o] AZE|E &= Q= CA Q1B
M XHE A0 —’F7P0H0|: gt

| Z=740] %—#EIXI of © ™ Cisco Webex& Expressway E QIBEME HEELICHo| Xt &x|5t
= xHS Epe Expressway-EO|A ZIEH 27 2! tcpdumpE A2 E 4= Ql&LICH

=

2E H
.Expressway-E 7‘“: 25 EME | Ct20 SAFSH 0%7} E A=

2017-09-19T11: 12: 09. 721- 04: 00 aner - expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="33441" Dst-ip="172.16.2.2" Dst-port="5062"

Det ai | =" ss1lv3 alert certificate unknown" Protocol ="TLS" Level ="1" UTCTi ne="2017-09- 19
15:12: 09, 721"

2017-09-19T11: 12: 09. 721- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 15:12: 09, 721"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl _openssl.cpp(68)"
Met hod=":: TTSSLError Qut put" Thread="0x7fc67c6ec700": TTSSL_conti nueHandshake: Failed to
establish SSL connection i Result="0" error="1" bServer="true"

| ocal Address="["1Pv4' ' TCP' ' 172.16. 2. 2: 5062' ] " renoteAddress="["'1Pv4' ' TCP' ' 146. 20. 193. 45: 33441' ] "
ssl _error_reason="error:14094416: SSL routines:ssl 3_read_bytes: sslv3 alert certificate unknown"
2017-09-19T11: 12: 09. 721- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 15:12: 09, 721"

Modul e="network. tcp" Level ="DEBUG': Src-i p="146.20.193. 45" Src-port="33441" Dst-ip="172.16.2.2"

Dst - port="5062" Detail ="TCP Connection Closed" Reason="Got EOF on socket"
Wireshark2| #H0|AM O] HEE EA& 32 Expressway-E7F QIEMHE MA|SClE "E L = U
&ELICLINZ S 2 &stH HH °|’</\‘|':'F MEEICHE RS2 & RlE = U&LICHCisco Webex= 0|0

Klof ZAIE CHE & = 9= CA 27 HAIX|2 &7H OI TLS HEMO|ZE HEFLIC



— Selected Packet

—
A0 2017-03-19 15:12:00. 610059 172.16.2.2 146.20.193.45 TLEWL. I 5062 33441 2600 Server wello, Cervificate, Server wey Exchange, Certificate Reguest, Server HWello bone
42 2007-09-19 15:12:09. 664330 146.20,193.45 172.16.2.2 e 33441 3062 66 33441-5062 [ACK] Seq=201 Ack=1369 Win=17536 Len=0 TSval=3791983688 TSecr=360911709
43 2017-09-15 15:12:05. 654651 146.20.183. 45 172.16.2.2 TR 33841 5062 66 33441-5062 [ACK] Seq=201 Ack=2535 Win-20480 Len=0 TSval=37J1983685 TSecr=360011709

45 Capturad
1), pst: eD:0ecdat 3 (e0:0ezdaieB:Be:fl)
& INTarnet OrutDCD'l wersion 4, 72.16. (172.16.2.2), Dst: 146.20. 195 -Ii (146.20.193.45) . " o
® Tramsmission Control Protacal, src Port: 3062 {5062), DSt Port: 32441 (33441), seq: 1, Ack: 201, Len: 2534 Spnri( R’e]m the Handshake “Certificate Unknown™ error
= Secure Sockets Layer
# TLSV1.2 Record Layer: wandshake Protecal: Server wella
= TLSV1.2 Record Layer: handshake Protocol: certificate
content Type: Handshake (22)
version: TLS 1.2 (Ox0303)
Length: 1722
= andshake Protocol: certificate
Handshake Type: certificate (11}
Length: 1718
certificates Length: 1715
= cervificates (1715 bytes)
certificate Langth: 1713
S certificate (fd-ar-cossorianesamer -axpresoway0l, ciseotac. net, fd-at-organizatfonalunithasesoanain Control validated)
£ signedCertificate .
# algorftherdentifier (sha2sewithRsaEncryption —— g
paaing: ' ! IEIER) T Expressway-E Server Certificate

encrypted: 23238dab29addo1bed32266e5erf aef0eB52abfbas129a7. ..

i
r>
Ll

ZA5t24d™ Expressway-E 215 A MYof 22 E S7F LU FE CA
g = U= CARUBM ME Lo Y2 =5Hok gLlct.

1EtA|. Expressway-E0| 21 Q18tL|C}.

2EH7|. Maintenance( X| & 2l) > Security(:22F) > Trusted CA certificate( & 2|8 = 4= CA 21&
M)E o|SEL

3EHA. Ul 3FEH2] Upload(ZF 2 E) MM Choose File(Zh MEH)S MEHEHL|CH,

ATHA|. Expressway-E MB 1t 2ZE CA QIS ME MEHELICY.

5ttt CA RIS M FIHE *"E-‘H'EI'L—lEP.

67l Expressway-E QIS M(E7t, FE) Mol zt2E 2E CA 15 Mo chal EHAHE Br=F
Ct.

7EtH. CA Q&M FIHE M=EFLICH

Ol ZZMA7} 22 E|H 7| mEtofl ZEHEl Expressway-E ME{ Q15 M M1} B24E QIS Mol T
& XM Qlo| EAIELICECHS & WiresharkE AF83t0{ THZ! X E EAME B2 ofH 0| EO0|=X|

HoiF= ME LIt

—— Selected Packet

175 2007-06-20 14:22:13. 336358 172.16.2.2 146.20.193. 4% TLSVL. 3 S062 48520 1426 cortificate =

176 2007-09-20 14:22:13.354189 146, 20.193.45 7. TCR 48520 5062 65 485705062 [ACx] Seqe20l Ack=1369 Winel7536 Lene0 TSval=3875367398 TSecr=444315436

177 T0A7-09-30 14:22:13, 354615 146,30,193.45 TP 48520 067 65 48520-5062 [acx] 5eq=201 Ack=2737 Win=20460 Lens0 T5val=3675387390 Thecr=444315436

178 2017-09-20 14:22:13. 355085 146.20.193.45 TCR 48520 5062 66 485205062 [ACK] Seq=201 Ack=4007 wWin=23206 Léne0 TSval=3875387400 TSecr=444315436
: 353999 172.16.2.2 TLEVL. 062 48570 715 server Key Exchange

< 366330
. 568592

66 48520-3062 [ACK] Seq-201 Ack=4746 Win=26112 Len=0 TSval=38753857411 TSecr-44431545%5
73 Alert {Level: Fatal, Gescription: Certificate Unknown)

26112 LénmD TSval=1875 5 TSecr=L44715768

0f: 5 Be:
Internet Protocol version 4, see: 172.16.2.2 (172.16.2.2), DSti 146.20.193.45 (146.20.193.45)
Trarsmission control Protocsl, Src Port: 5002 (3062), Dst Port: 48520 (48520), Seq: 2737, Ack: 201, Len: 1360
[2 Reassesbled TCP Segments {3038 bytes): #l74(2642), #175(1238))
Sacure Sockets Layer
TLSv1. 2 Record Layer: Wandshake provocol: Certificate
Content Type: wandshake (22}
version: TLS 1.2 (0x0301)
Length: 3933
= Handshake Protecel: cervificate
Handshake Type: cervificate (11)
Length: 3829
Certificates Length: 3926
Certificates (3928 bytes)
certificate Length: 1712
5~ E certificate (1d-at-commonName=amer-expressnaydl, ¢ 15cotac, net, id-at-organi zat fonalunithase=cosain Control validated)
cervificate Length: 1236

&f @ Cortificate (id-At-commormane-Go Daddy Secure Certiffcate Authority - G2, §d-aT-orgariZationalmityase-hetp:/ /certs. godaddy. con/repos iEar, §6-1t-organi Zat formase-GoDaddy. com, Inc. ,Td-at-Tocal ftymanest
\@\p certificate Length: 963
@ ertificate (1d-at-commonMame-Go Daddy Root Certificate suthority - 62,fd-at-organizatiorsiame-GoDaddy.com, Inc. ,id-at-localityName-Scottsdale, #d-at-stateOrProvinceName=arizona, id-at-countrykame-us)
&
& oo

22X 4. watHo| 4= TLS Mo/ 8 S28Lct

Expressway £ F M2 Mo 2 Aaten &5 A ZHLICLEF M9 °._|EP°| YEHS H K| 7
ol o Z2(7i[0|M 2flofo] HALE Adst= E< 7t BE&LICHExpressway & F 4404 A &340 of
Z2|70]4 Bilojo AALE A™E M E[xtes X ote AntE EA| E'I—IEP ol 54 Exle &3t

10| oj S 2|7H|0lM Bfolo HAZE UAL7| A4S BUE AZIE mhetstE ol =&0| Euch



ExpresswayOll M ZITt 28 A& 340 A|Z 8 Mutual TLS 3._ MOIZE HE = UELICEAM A
=& CHZ ol iEM 0|3 = ZE 50628 &5 TCP 20| MHE == of etof gLCt ol AlLtE|2
olME Watedo| 48 o Tt 22 Lol M olzqst _CP_-rr P E AIELICE.

Thr ead="0x7f 6496669700": TTSSL_conti nueHandshake: Failed to establish SSL connection i Result="-
1" error="5" bServer="fal se" |ocal Address="["'IPv4'' TCP''172.17.31.10:28351']"

2017-06-13T13: 31: 38. 760-05: 00 vcse tvcs: Event ="oOutbound TLS Negotiation Error" Service="S|P"
Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062" Detail ="No SSL
error available, probably remote disconnect" Protocol ="TLS" Conmon-

nane="cal | servi ce. ci scospark. conf' Level ="1" UTCTi ne="2017-06-13 18: 31: 38, 758"

2017-06-13T13: 31: 38. 760- 05: 00 vcse tvcs: UTCTi me="2017-06-13 18: 31: 38, 758" Modul e="network. tcp”
Level ="DEBUG': Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062"
Det ai | =" TCP Connecti on Cl osed" Reason="Got EOF on socket"

mZ! X 20l M Expressway-E£= Cisco Webex0| QIZEMHE AMZ & L|CH o|O|X|ofl EAIE CHZ
Cisco Webex2| &0 TCP RST7I L& WS £ = U&LICh

___—Selected Packet

263 2017-06-13 18:31:38.7
264 2007-06-13 18:3

198.101.251. % TLSVL.: 28351 062 222 ?Ce ificate #—
172 1. TCPR s082 28351 & 283

M=40448 Len=0 Tsval=3255749920 TSecr=3080568402
Spec, Encrypred Handshake wessage

R T e e

108 519 172017, 31,10 T 5062 2835 0 500 1 [RST, AC m(}
5 Zﬁ' IN:? 06-13 18:31:38, "il!! 1TEATHL 10 104.239.148.13F  TCF 28352 5062 T4 28352-3062 wﬂn—m Len=0 Mss=1460 SACK_PERM=1 TSval=3580564447
e sy

W INT_AGCNI 1T 238 TORATY AALTI30 1403 TIFEAT-ITaAn o - anay: amaey T4 RARIZIEIE

1 7 t ® (L7770 BILS), 2222 b p FELEC
o Bthernet 1T, Src: Wmware S0:38:84 {on.sn.s:..su.za.t.—l} Ost: 9.:1 Alto_f 0001730 (00:1b:17:00:0L: 30,

# InTernet wu(ntol wersion 4, Src: 172.17.31.10 (172.17.31.10), Ost: 198.101.25L, 5 (198.101.251,5) .
# Transmission Comtrol Protocol, Src Port: ?B)il (28351), DSt PU( 5062 (5062), 5eqi 323, ack: 6087, Len: 1156 \“h.\_\_\
5 [2 Reassesbled TCP Segeents (5052 bytes): #262(2895), #263(2156) £
Secure Sockets Layer e
i =

cord Layer: Handshake Protocol: certificate
o shal 3

i.]nexpected RST with no error code

col: Certificate
Handshake Type: Certificate (11)
Length: 5043
cervificates Lengrh: 5040
Cervificates (5040 bytes}
certificate ungn 1611
ANARG=CSE. id-at-organizationalunituame=bosain control validated)

#=Go Daddy Secure certificate authority - G2,id-at-organizationalunitnase=hitp://certs. godaddy. com/reposivor, 1d-at-organt zat ionvase-GoDaddy. com, In. , Td-at-local ityNase=5¢

8¢ —prort lhi.ue (id-at-commonName=Go Daddy Root Certificate Authority = 62,1d-at-organizatiorMame=Gobaddy. com, Inc. . id-at-localitynase=Scottsdale,d-at-stateorProvinceNamesar{zona, id=at- countryName=Us)
& @\9 certificate Length: 1028
\ﬁ\ —p Cornificate (id-av-organizationalunitname-Go Daddy Class 2 Cervification aut,id-ar-organizationuaseThe Go Daddy Group. Inc. dd-at-countryNasesus)
W o
X — = S A | A =
=0l Expressway-E 21& Aol EXI7F QICtn dZhe + AU&LICEH Ol EXME siZsteds HA| o
(=) = (=) = S
= HZof oigt 22 ZA-shok gfuict

. Expressway-E& Cisco Webex7t 2 2|5t 38 CAM Q|5 MBELIT}?
. Expressway-E @15 A & Expressway-E 215 M MHED 224E 2 E 2B M7} Cisco Webex
Control Hub(https://admin.ciscospark.com)0l| &2 2 Y Z = EL|7}?
Ol EH 4&0o|M £F M2 Cisco Webex Control HubE At& 304 Expressway-E Q15 ME 2|5t
x| Ik &LICHZF, Cisco Webex7t £1Z2|5t= & CA0|M Expressway-E Q1S ME MBatofF &L
Ct.Wireshark 5.’='17<-|01|A-| Certificate(215 M) TZ/(Q & & x)2 MEiSIH QIZ M7 38 CAMM
MBEIRS M| XMR10| Cisco Webex2 MEEIRS S &OQIE = U&LICHIEIM O] EAME
Expressway-E 215 M2t 2tz M= o ELICtH

Ol AIHAIM F7HQl Ae|ot He ?_* 4 Hf ME
LIch O 2Lt ZIEH 2300 SSL =7t 9l 22 £23 olole Zols Lt} 2U(EA 3.
[ Cisco Webex7} Expressway-E °|’<A‘I% ME[SHR| b= B SSL o34 Sl ALR 98
OF &fLICH.O| =M AL 7h5 8 SSL 277t gig LIt

gt o| Q|F QIE{H| 0| A0f M Z4R

A OlA
= T AI]E

E —
)E &7
x|

12
d
o
o
i
o
-III
X o
n

O|A0|M IHZ! ZHX{E 7IX{LEd= B Cisco Webex 30X TCP

-

O| EY £F Mo F? EL{ = T2 Hot Eloi| o|EsHok gLICH 0| B2 Expressway &5 4



of CHel o{d ZF/ 2| ofZ2|#H 0|4 Bi[o]o] HALE ALESHERI, AHESHEX| R E ZALSHOF 6HH,
Ar&8tCtE O|E HIE M3tal ok & LICtHVCS Control and Expressway 75 Ao 25 40 =
1Z40| 0| 7|s&€ = Aol HEEl= ol CHal B LICH.

EX1 5. Expressway-E= 38 CAMIM AHBEIAX|BF Cisco Webex Control Huboll= CHR| 215 M
7} REEE|UR&LICE

ess ay E£RME XSRE Z5tT & CA0|A MBS Expressway-E Q&

=L -’l‘- SLICLO| ALIZI20ME 45 TLS A S HBXoZ 228 £+ T
E HEMoZ MHEE Expressway E MbB{ 2/15 ME Cisco Webex Control Hubol dZ E8tL|CH
H 2 B8 CANM ME S Expressway-E 15 MHE X|BF Cisco Webex Control Hub01IA‘| A
RIEME MHste A2 L&t 218 M7t Cisco Webex Control Hubol| {2 =& [[H g elEM
7t TLS SHEM[0|3 S0l Expresswaydl M M3 35t= IS MELCH MHE 71X UCte WE Lot
OF grLCt,

Expressway-E ek 22 #™oiAM o] 2X|E Cisco Webex7} Expressway-E QIS AME AZ|EHK| of
2 M SFEl= 24 AU fASHH EY = /&LICH o & E04, Expressway-E7P A Al
M&SHR| @ 7-||—P Cisco Webex7} A Z|5HE S8 CAO|A Expressway-E QIS MHE HHESIX| &t =
elL|ChCS 2 TLS $HEM0|3 & Expressway-E 2220 ZICHE 4 U= ol A|LCH

ox' Mo mlo

2017-09- 20T10: 22: 13. 669- 04: 00 aner - expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="48520" Dst-ip="172.16.2.2" Dst-port="5062"

Det ai | =" ss1lv3 alert certificate unknown" Protocol ="TLS" Level ="1" UTCTi ne="2017-09- 20
14:22: 13, 668"

2017- 09- 20T10: 22: 13. 669- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 14:22: 13, 668"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl _openssl.cpp(68)"

Met hod=":: TTSSLError Qut put" Thread="0x7f4a2c16f700": TTSSL_conti nueHandshake: Failed to
establish SSL connection i Resul t="0" error="1" bServer="true"

| ocal Address="["1Pv4' ' TCP' ' 172.16. 2. 2:5062']" renoteAddress="["'I1Pv4' ' TCP' ' 146. 20. 193. 45: 48520' ] "
ssl _error_reason="error:14094416: SSL routines:ssl 3_read_bytes: sslv3 alert certificate unknown"
2017- 09- 20T10: 22: 13. 669- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 14:22:13, 668"

Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="48520" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connection Closed' Reason="Got EOF on socket"

Wireshark2| &t&0{ A Expressway-E7t ST QB ME & &5 17501 EAl5 FE neE g + QU
&LCH LFEof T o] 3 2 =0 90 Gisco Webex 2HZ40lA Q15 Mol 2 & gi= OIZ A © =
7} Q)= QIEME HESLICHOIDIX[o] EAI=)

146 T
17. TCP 48520 7 =3875387308 TSecr=444315436
17 TP 48520 5062 2 20480 Ll‘ﬂ-lD IT.'.-.\] =3575387300 Tecr=444313436
17 TCP 48520 5062 K J Win=23296 Len=0 TSval=3575387400 TSecr=444315436
9-2 " 2 14 TSVl § 062 48320 q
180 2017 2 213, 366530 146,320,193, 45 17 TP 48520 S062 56 48520-5062 [ =201 Ack=2748 Win=26112 Len=0 TSval=3875387411 TSecr=444315455
197 2017-09-20 14:22:13. 668592 146.20.193.45 17. TLSVL. ¢ 48520 5062 3 alert (Lmel! Fatal, peser ilJ fong Certificate unknown)
198720174 095200 1473213 668644 “146.20.193745 b & TR EELEn] SO62 ﬂ E8520-5062 TFIN. ﬂ'l/d&f‘!. WinsZEITZ Lonel TSUal=I87538T711 TSocrad8431
i Frame 175: 1426 bytes on wire (11408 bfits). 1426 byres captured (11408 birs)
4 Ethernet II, Srci veware_58:9f:31 (00:0c:29:56:9f:31), Ost: e0:Oe:daicd:Bc:f3 (e0:0e:da:chisc:ifi) /
i Interndt Protocol Version 4, Src: 172.16.2.2 (172.16.2.2), Dst: 148.20.153.45 (134.20.153.45) =
i Tramsmissfon Control Protocol, Sre Port: 5062 (5062), ost Port: 48520 (48520, Seq: 2737, ack: 201, Lenm: 1360 /
i [2 Reassesbled TCP Segments (3938 bytes): #174(2642), #175(1296)] =

secure Sockets Layer
TL5vl. 2 Record Layer: Handshake Protocel: certificate
content 'ypr Ha.l'd\h\-tf‘ (223
version: TLS 1.2 (0x0303)
%9,3
2 Protocel: certificate
wandshake Type: certificate {11)
Length: 1929
cervificares Length: 3926
cercificates (3926 bytes)
ot  certificate Length: 1712
A% _p cervificate (1d-at-commonnasesamer-expr esswayDl, ciscotac. net, id-at-organizationalunitranesoomain contral validated)
a® Certificate Length: 1236
5\" ¢ cervificate (id-at-cosmonnase-Go Daddy Secure Certificate authority - G2,1d-at-organizationalunithase-hrop://certs. godaddy, com/repositor, 1d-at-organizat ionvase-Gobaddy. com, Ind. ,id-at-Tocalitys
certificate Length: 960
w\b‘ n P Certificate (id-at-commonname=Go Daddy Root Certificate sutharity - 62,4id-at-organizationname=GoDaddy.com, Inc.,id-at-localitynamesscottsdale, fd-at-stateorProvincenane=ari zona, id-at-countrynane
L

Spark sends a “Certificate Unknown™ Error
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/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-9.pdf

1.Cisco Webex7} AZE[5HE 28 CA0 o|a MBL|U2H,

2 .0|(7t) MBof| 22 E HA M lS Z gLt

0| B & = 25 SZELICLO|= Expressway-E Q1S5 AMof| EA|7} i8S LIEFLICH.

1EtA|. Cisco Webex Control Huboll 2218 L|Ct.
2EHA|. 2% oM MH|AE MEfRFLICE

3EHA|. Hybrid Call Card(5tO|EE|= &3} 7t=) of2H0d| A Settings(A )& MEEHLIC.
ATHA|. Call Service Connect(& 3} MH|A @14) Mo 2 A3 E5l09 Certificates for Encrypted
SIP Calls(¥ £ 3}E SIP §3t8 215 M) of2ioi| M Hotx| b= QIE M7t LIGE[=X| #QlgL|cha

H Z2 QB M Fof UeE FXIS ofo|ES FEIELICH

5EF7Al M7HE MH=RiLICH

A 3:EAM0| £ z|o{of 5t04, 20| Webex Control Hubol Y2 EEl QIS ME M 7Hst7| A
ol AL 35HK| ot = 2o 2 & Qlx|oqoF EFLICE

Cisco Webex Control HubOl| A Expressway-E /&AM YZ =0 CHEt AFMIEH L& 2 Hybrid Call
Deployment Guide2| O| MIMS & EHAIAIL.

2™ 6. Expressway?} IHI2E &3}E Cisco Webex Hybrid DNS ¥jofl of &3t x| et &L|Ct.

QHI2E TLS OHE 7|52 TLS &l £A| o|F1 &7 2 S5tH, & Ct 5t0|E2|=E S5 DNS ¥
ol T ELICH Ol ALt |20 M= x12.5 O|F Expresswayoll M ZE & X2t otME HHEgLc
x12 O| &0l M= "Webex" FH0[2t T 5t MER FH RAF0| FHEIRELICEHO| FH2
Webex2to| Sgfof| 2 et 2E Zu|asl|o|M2 0|2 RS L|Ctx12.58 A& 5t Webex Hybrid
Call2 #535l= B Webex Zone 82 A& 35104 Hybrid Call Services
Domain(callservice.webex.com)O| At S £ FHE|EF St= 20| EZ&LICE. 0| 2f2 Mutual TLS
= Mo|3 B0 EAIZ|= Webex 218 M| Subject Alternate Name(FA| CHA| 0|&)1 & x|5tH
ExpresswayOll CHEF 2424 4 QlH2E ofE 0| 83 st 5 & Lict.
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xpressway 7}
RlHt2E S3FE Webex Hybrid DNS Bdof 0fE et x| &t = EME AlHE5t D +=Hst= Y2 dY
St ot MHEE A& TI—-ELICH

Ol 7|s2 3EHH Z2NAZ B ELC.

1. Expressway-E+£ Cisco Webex 218 ME 2 g LICH.

2. Expressway-E= Cisco Webex 215 ME ZAAI5t0{ TLS 2 2l =& o|F1t Yx[st= FA| CHA

0|& 0| U =X| &QlgtL|C} callservice.ciscospark.com.

3. Expressway-E = Cisco Webex Hybrid DNS @42 S35l QIHIRE 442 o & &Lct.
15 0| MufstH IEM REY HAAlo| Ui S S 2|0[ELICHExpressway-E0 M Business-to-
Business7t Tt El A2 837t 7|2 Yo 2 FIstn B2B AlLtE|20 CHEH MBS E AA 7=lof
2k 2t 2 E L Ch.

CHE AlLtE[et OrRt7tR| 2, FiE 222 2 7] WX E 25 AL85t01 0| 2 72| 2 S FHelgh ot

rot


https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://admin.ciscospark.com/#/login
/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_01001.html#reference_48C1397691BF52CE705EA4BDAC105133
/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_01001.html#reference_48C1397691BF52CE705EA4BDAC105133

rr

= M7 HME AL8St01 RSTE & ste FHE FHldtof FLICLOSE2 AlElT Y= TCP
O

2017- 09- 22T10: 09: 56. 471- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 14:09: 56, 471"

Modul e="network. tcp" Level ="DEBUG': Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst-port="5062" Detail =" TCP Connecting”

2017- 09- 22T10: 09: 56. 471- 04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-22 14:09: 56, 471"

Modul e="network. tcp" Level ="DEBUG': Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst-port="5062" Detail ="TCP Connection Established"

O|M| TCP 21Z40| MHEIRS2Z TLS #HEMO|Z 7} ErAEh &~ Ql&LCh
HFZ &fQlgt £ Qlom, = 2 F 7| ghaistct.

E Moo=t AlRtE =

el

2017- 09- 22T10: 09: 57. 044- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 14:09: 57, 044"

Modul e="devel oper.ssl" Level ="|I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f044e7cc700": Detail ="Handshake in progress"
Reason="want read/wite"

2017-09-22T10: 09: 57. 123-04: 00 aner - expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2" Dst-port="5062"
Detail ="Peer's TLS certificate identity was unacceptable" Protocol ="TLS" Level ="1"

UTCTi me="2017- 09- 22 14:09: 57, 123"

2017- 09- 22T10: 09: 57. 123- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 14:09: 57, 123"

Modul e="network. tcp" Level ="DEBUG': Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connection Closed' Reason="Peer's TLS certificate identity was
unacceptable"

pcap(pcap) 20l o] A& S MM

. RSTE H&ste
. BHHE QB ME

2lst7| flal TE El= 2B A
Ol §H ZAME B4 Expressway E7} RSTE 7&'-33*% ?‘*O.JsF T UELICET |:E+5|_| Cisco
Webex Q1 ME EH T A QS MSsE WS —1‘— ChEESH ZIEF 2090| @ F HIAIXIE

7|82 2 Expressway-E 7} Cisco Webex Public C E AEISHX| et= AlUEIRE F 2 %* = A&
CtOZEX| eto "elEAM &Ml XHA| AHH QIS A"2 F Z2 277t EAIELCE o|O|X|ofl EAIE
CHE B MR HEE = = J&Lch

I

MNo.  Time Source Destination Frotocol S Port 0 Port Length Info ___—Selected Packet
BU 2UL/-U8-22 14109257, UIBbUS 148.bl.40. 52 1/2.10.2.2 TCP 442 SUbe 1434 |TCP Segment or a |'eassetg;M-PuUJ
61 2017-09-22 14:09:57. 038610 172.16.2.2 148.62.40.52 TR 44205 66 506244205 [ACK] Seawt7i6 Ack=5673 Win=41728 Len=0 T5val=100928489 Tse
62 2017-09-22 14:09:57. 039488 148. 62.40. 52 172.16.2.2 TLEVL. 5062 294 certificate ®Tient Key cxchange
63 2017-00-22 14:00:57. 0B0318 172.16.2.2 14E.62.40.52 TCP 44205 66 5062-44205 [ACK] Seqed746 Acks5801 Winsdd416 Lens0 TSval=100028531 TSe
64 2017-09-22 14:09:57.122634 148.62.40.52 172.16.2.2 TLSVL. 3 5062 386 certificate verify, change cipher spec. wello Request, Hello Request
65 2007-09-22 14:09:57.122648 172.16.2.2 148.62.40.52 TR 44205 66 S062-44205 [ACK] Seqmd746 Ack=6221 Wine47104 Len=0 T5val=100028573 Tse
66 20017-09-22 14:09:57.122947 TLSVL. 3 4205 117 change Cipher Spec. i_rcryntea |1ar|csnake vessage
1123364 TER 4a205 66 5062-44205 [FIN, ACK] Seq=4797 Acke=6221 Wine47104 Len=0 Tsval=10092857
64863 TCP 5062 66 44’0‘» 5062 [ACK] Seqm6221 aclc ~4797 un-zss-u Len=0 1$»a1-1:s¢-:>2-1 3 Tse
6 T e=bled PDU]

GF Win=0 Lén=0

i [th:rnﬂ :' sr: 008 da:cB8c: I (qO:O::da::S:Sc:\‘;) Dst 'vm.v:u-e 58:9F:31 (00:0c:29:58:9F:31)

# Internet Protocol Versiom 4, Src: 148.62.40.52 (148.62.40.52), Dst: 172.16.2.2 (172.16.2.2) \\

# Transmission control Protocol, Src Port: 44205 (44205), DSt Port: 5062 (5062), Seq: 5673, ack: 4746, Len: 228 ‘\‘\

@ [5 Reassesbled TCP Segments (5700 bytes): #54(1368), #56(1368), #39(1368), #60(1368), #62(228)] ™

= Secure Sockets Layer \
TLSv1.2 Record Layer: Mandshake Proteocel: multiple mandshake Messages

Content Type: Handshake (22} Expressway-E sends the RST
version: TLS 1.2 (0x0303)
wrh: 5695

wishake Protocol: certificate
jandshake Type: Certificate (11)
-ength: 5553
servificates Length: 5550
ervificates (5550 bytes)
cervificate Length: 2338
clﬁ —p-cervificate (id-ar-commonname=12sip-cfa-01. ciscospark.com,id-at-organizationname=Cisco Systems, Inc,,id-at-localityname=San Jose,id-at-statedrProvincename=Ca,id-at-countryNames=us)
o W& Certificate Length: 1736
S Pecertificate (id-at-commonnames HydrantID S5 ICA G2,id-at-organizationMames=kydrantID (avalanche cloud Corporation),id-at-countryNames=us)
certificate Length: 1467
\0@ P Cervificate (fd-at-comanuame-Quovadis RGOt CA 2,1d-at-organizationtime-quovadis Limited, id-at-countryNant-gm)
& Hamdshake Protocol: Client Key Exchange

Webex A Q1B AE 22|56t & & 5tH Subject Alternate Names (dnsName)(F#l| CHl| 0|8
(dnsName)2 &} 215104 callservice.ciscospark.comO| LIQE|RF= K| &olgh = Q& LICH.

WiresharkZ O|SgfL|CHRIBE A > LI HE > bt o|F > it o|F >
dNSName:callservice.ciscospark.com



O|= Webex 215 M7t & olete WE 2rHstH| &gt

O|X|| TLS Verify Subject Name(TLS & Q! F£X| 0|F)0| SHIEX| &g = U&LICt oA A5 5t
CHZ xConfigurationO| & ZA< Zone Configuration(&3 Zix|1g|o|A) MMHE R x50 TLS &
Ql x| O|&0| oY H FHEIRA =K &g = Q&LICt xConfigurationOll CHEH =5 3ok & & 7}
e GY 11 1 GUYE FE5te [0l A Hm| MMolgte JAuch o 2AME 22Xl #HE 9o
xConfiguration/L|C}.TLS Verify Subject Name(TLS & Q! =& 0|&)ol EX7I Qi W2 EHE L

ct.

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "callservice.ciscospark.com"

CtZo 2 ZASHOF 3t 242 TLS &2l PlHRE D ELCETLS @122 Webex Hybrid DNS &34
o 227 ofEst=X| & QIgfLICt xConfiguration2 & &350 O|2{et HEE 2ME =& USL
Ct.xConfiguration0l A TLS & ¢! @IHI2E OiE2 DNS ZIP TLS Verify InboundClassification 0|2}
I ghLjch ol ool 2 = YUX0| 0| L2 Off 2 Md™EELICH.

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify InboundClassification: "Off"
*c xConfiguration Zones Zone 6 Nane: "Hybrid Call Services DNS"

O| Zto| Off2 M- El B2 0l VCS7I QIHFRE TLS AL o] Yol o &E35t2dm A= 35X Z3t
T2 stl= A€ ololgfLct. et M Expressway-E0ll M Business-to-Business7F 43 El B
Business-to-Business A|Lt2(204| CHal &S & A4 2o M2t S3471 7|2 SH¥SE S047HM
ol al gt EIEL(CH

aeM

O|E alZE5tE{™ 510|EHE|=E S35 DNS QY0 M TLS &2l QHI2E OHEE 747 |2 MTSHok &L
Cl. 0| &2 35t= EHAlE Cl2 3 Z&Luch.

1. Expressway-E0i| 219

2. Configuration(Z1IZ| 22| 0| M) > Zones(¥<]) > Zones(F )2 0|SEHLICE.

3. 5t0|2E|= S DNS ¥ M&y

4. TLS &9l eld2E oi®oi sl On(7471)2 ME4FLICY.

5. X% M=y
Fn.T1g 224 SEH2 E FZX5HAAIL.0| MMM = Expressway 7t Q1B M & 2l2 =35t
T Webex Hybrid DNS F<3of OiEst= &S 204 ELCH

£Xl 7. Expressway-E&= 7|8 A& ME QIS MHE AFSELCH

StO|EEIE S8t MH|A Ao YR AlF LH0|M Expressway-E Q1M MBEL2 FAIE[HL 7|2
MH QIS ME AH8E £ Qlcta ZHFEILIC} Cisco Webex Control HubE AFHE 3 AFE R X|H €l
SME Z=-o| E=g £ U7 {20 0|Z0| 7hs5tctD Mzt ste AFRE U/ &LICH (Services(AH|
2) > Settings(Hybrid Call Card(5t 0|2 E|E £& 7= ot2lf) > Upload(¥ £ 38IE &&t2| I&E A of
cH))

ot S 3HE SIP 88t Ciet QI Mol CHst 270l REMIS| F=2|E 7|20|H CHS Lol EAIELICH
.'Cisco Collaboration 7|2 A Z| SE0|M M3 E QUSMHE AIESHHLE 2 UZESHAAI ALE
Xl O|EE A%l AR EAE O|E0| &QlE = HQlof A EX| EHQISHAAIR. 0| 2| SHAl 2 A

E "2 AE 0|F/0| gelE = el JA=X| Heleluct.



Ol =izt Ux[st= EME EC{E+2E M 40| 3 Lol et FetE Lot 2-Z80jAa ™
32 E3}7} AEHEl B2 Cisco Webex 0| EEIXI olg Wo2 of&de = QJQLIEF.EE?_F
Expressway Search Hlstory(Expressway AM 7|1F)0lH S3tE FH5ledD stH S35t
Expressway- EE ME K0 H7 M BSXIE LlEF S8l 7t Cisco Webex ol M AlZFE|o{ = &|0]A CH
Ao Z XHE 2 2 d0|A Me7L 22IK| E&LICH 0| B2 Expressway-E2F Expressway-C
Seach History0ll= O} F & EA|Z|X| i &LICt

Ol £ AlLtE|0iM= 2-Z3|0|A e 7| M &7 AR E|}& LICHExpressway-E Search
HistoryE At&3t04 &3t71 M| HAZE|}=X| &Holg —’F A&LICt ol Aol BIEt 222 Sl
St ¥ S EOlE = JU&LICHO| 2ME AIESEd™ HA ZE 50628 S5l TCP 40| Al
Eln MHEE|RE=X| &QIELICHExpressway-E TIEF 2104 M "TCP Connecting"S A3t "Dst-
port=5062"2t= Ef 1 & At85to] & &S 2 HMstM 40| M™YE|=X| &g = A&t

2017- 09- 26T08: 18: 08. 428- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 426"

Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connecting"

2017- 09- 26T08: 18: 08. 428- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 426"

Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Established"

O|M| TCP 0| HHEIRNZSE AU OE JA| LHst= &3 TLS HEMO|ZE 2ME = U
&LICHo{7| ZE RZIolM & = UK 0| MEM 0|37t Aulstn Q %A-I% o = olaLict
(Detail="sslv3 ¥ & QIEA & = SIZ").

0

2017- 09- 26T08: 18: 08. 441- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 441"

Modul e="devel oper.ssl" Level ="I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f930adab700": Detail="Handshake in progress"
Reason="want read/write"

2017- 09- 26T08: 18: 08. 455- 04: 00 aner - expressway0Ol tvcs: Event="1nbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="59720" Dst-ip="172.16.2.2" Dst-port="5062"
Detail ="sslv3 alert certificate unknown" Protocol ="TLS" Level ="1" UTCTi ne="2017-09- 26

12:18: 08, 455"

2017- 09- 26T08: 18: 08. 455- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 455"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1997)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f930adab700": Detail="Handshake Failed"
Reason="want error ssl"

2017- 09- 26T08: 18: 08. 455- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 455"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(68)"
Met hod=":: TTSSLError Qut put"” Thread="0x7f 930adab700": TTSSL_continueHandshake: Failed to
establish SSL connection i Resul t="0" error="1" bServer="true"

| ocal Address="["1Pv4' ' TCP' ' 172.16. 2. 2: 5062"' ] " renoteAddress="["'1Pv4' ' TCP' ' 146. 20. 193. 45: 59720' ] "
ssl _error_reason="error:14094416: SSL routines:ssl 3_read_bytes: sslv3 alert certificate unknown"

2017- 09- 26T08: 18: 08. 455- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 455"
Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Got EOF on socket"

Expressway-E £IEt 221 &7 MSE 2! X E RHMI5| A2, o|0/X|ofl EAIE =
Certificate Unknown( &= @i 218 A) 27/ 7t Cisco Webex2| B &0 A&E[T /S S &l
= A&Lct.

Fiter: | tep ports 15062 v | Eprecsion_. Clewr 4 Save

Drstination Proteced § Fart 0 Pea Length infa
IT16.2.2 TR 9T 3062 T4 5AT20-5062 [SvN] Seg=d win=14600 Len=0 m5S=1380 SACK_PERM=1 TSwval=31375168 mtl‘-ﬂ -
145.20.193:65 e 5062 59720 74 5062-59720 [SYN, ACK] 56q=0 Ack=l WiM=2B960 Lefi=0 MSSw160 :m:_pm-a TEVA)=0552705
.16 2 K 59720 5062 66 59720=5062 [ACK] Seqel Ack=l Wirml4720 Lenw=0 TSval=9li7si7 Secr=955270515%

1 '_'. 16 TLSvl. @ 59720 5062
146, 20,193, 45 e 5062 59720
146,.20.193.45 TLSvl. § 5062 59720

2.16.2.2 TP 59720 5062
TCP 59720 5062

SVl.5 E SDE

9720 [AcK] Seg=1 Ack=201 win=30080 Len=0 TSval=955270527 TSecr-91375178
Hallo, Certificate, wz-.-u- Key Exchange, certificate Request, Server Hello Do
A1=G1375204 TSecr=355270540
a1=01375204 TSeor=95527 0540

201 -l(.lc 69 hlnul 53 6 Len

Certificate Unknown
Sourced from Spark



Expressway-E0|A 7|2 MH QIEME AALE 3 'Common Name' 2! 'Subject Alternate
Names'0l 'Verified Domain'(rtp.ciscotac.net)0| Z & | X| ot 22 &olg £ Ql&Lich ae{™ o|0|
Xlol ZAIE CHZ o] Ex|e §lelol ChEt Z747F EAIEILICH

B 2017-09-26 12:18:08. 440978 172.16.2.2 146.20.193.45 TLSvl.: 5062 59720 1780 Server Hello, certificate, Server wey
9 2017-09-26 12:18:08. 453269 146.20.193.45 172.16.2:2 TCP 59720 5062 66 59720-5062 [ack] =201 AcCk=1369 wWif=
secure -S-OCIEEES--L.;y!:f B e e e s e e e
B TLSvA. 2 Record Layer: wandshake Protocol: server wmello Selected Packet

TLEVL. 2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
wversfon: TLS 1.2 (0x0303)
Length: 1158
Handshake protocol: Certificate

Wandshake Type: certificate (11)
Length: 1154
certificates Length: 1151
cervificates (1151 bytes)
certificate Lengoh: 1144
certificate (id=at= -RApr il . id=at-organizationalunitNane=Temporary Certificate b3s21ad e
signedcertificate = Do Wenhnation
wersion: w3 {2}
sérialnumber: 1
¥ signature (sha25éwithRSAEncryption)
rdnsequence (0)

Centificate

Genersl | Detnls | Certieason Path

& val v
# subject: rdnSequence (0)
# subjectPublickeyInfo
extensions: 6 fress
— = Exténsion (id-ce-basicConstraints)
Extension Id: 2.5.29.19 {id-ce-basicConstraints)
Basicconstraintssyntax Tength)]

§f  Certificate Infermation

Windows does not have encugh information to verfy
this certificate.

Ex! _Cert_exts.comment)
H 16.540.1.113730.1.13 {ns_cert_exts.comment)
crreyIdentifier) \\‘

X
Extension Id: 2,5.29.14 (id-ce-subjectkeyrdentifier)
SubjectieyIdentifier: f236e03coblcaab256cd?db07964e099c4510ccs

extension (id-ce-authorityreyrdentifier)

Extension Id: 2,5.29.35 (id-ce-authoritykeyIdentifier) Tsssed by: Temperary CA 011624226215 47005910

& authorityxeyIdentifier e lse?

d-ce-keyusage)
EXTanS Id: 2.5.29.15 (id-ce-keyusage) Valid from 9/ 26/ 2017 be 9/ 25/ 2018

Tssued to: amerwrpressnd ]

No SAN
A

id-
Extension Id: 2.5.29.37 (id-ce-extkeyusage) |instal Certificate. .
 KeyPurposelIDs: 2 items "
rithmidentifier (sha?56withrsaEncryprion) Learm mone about (erSficates

ing: 0
'—  ypted: aaSacfl23856ab22a57f0adas12b37c54843cc55eb0dc13v. ..
¥ TLSv1.2 Record Layer: Mandshake Protocol: Server Key Exchange o
 TLEv1. 2 Record Layer: Handshake Protecel: Multiple Mandzhake Messages

O| A0 M Expressway-E MH QIS MHE S8 CA E= LHE CA0M MBSt oF &2 =felFi&LICH

1. Expressway-E 215 ME Cisco Webex7} 21Z[5t=_3& CAHM MESHEE §fLICE.
Expressway0ll 21218 LICt Maintenance( K| #2l) > Security(&2 2t) > Server certificate(M
tH QIS A)E OIS EfLICt Generate CSR2 MEARTLICI 28 QIZE M HEE =35t
Additional alternative names(F 7t CHA|| 0|&) E =01 Webex Control Huboi| Lt 3 El Verified
Domain(® lEl = HIR)0| Z&t |0 /=X| & IErL|Ct.Generate CSR(CSR 44)& E=&
LICt MEXtE| IHZ 2| CAM| CSRE ME5t0{ MBELICH IS M7t BHetE|T Maintenance(®
X| #2|) > Security(5 2 > Server certificates(MH 1S M)E O|S gLIC. Select the server
certificate file(AH 215 A Il MEH) 2d0i /= Upload New Certificate(A I1EA Y2 E) Al
M0ollA Choose File(T & &) S MENSI T AHE IS MHE MEHELICH Upload server
certificate data® A=§fL|C}t Maintenance(® X| &2l) > Security(&2.2}) > Trusted CA
certificate( & Z[& == = CA 2IE M)E O|SBfLIC}.Select the file contains trusted CA
certificates({ 2|8 = U= CA QIS ZEE mtd MEd) 39| Upload([RE) Al Mol A
Choose File(Z} 2 M) ME{ELICLE 8 CAUM MB35 FE LU S7FCAQUSMHE M=
grL|Ct Append CA certificate(CA 215 A F71)& =Y BILICt Expressway-EE CHA| A|ZHEL
Ct.

2. L& CAO0{| M Expressway-E QIEME MBS CtE LIE CA L Expressway-EE Cisco Webex
Control Huboll 42 E#hLct.

Expressway0l 21 2IMaintenance( Xl #2l) > Security('22}) > Server certificate(AH 2IF
M)2 o|SgfLICtCSR MY MEYAdditional alternative names /=01 Webex Control Hubof|
Lt & El Verified Domain0| ZH L& ER 3 QIE M HEE 2% L|Ct.Generate CSR(CSR
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MA)g F2IerLch HETE| I{E 2! CAM| CSR MB35 M7} HEHE|TH Maintenance(R K|
Z2l) > Security(2 2F) > Server certificates(A1H{ 215 )2 0[5 & L|Cf.Select the server
certificate file(A{H{ 2IZ A B} £EH) Qofl /= Upload New Certificate(A 215 LZE) Al
90| M Choose File(Tt@d ME)) S MEHGI T MBE QIS MHE MEAFILICE AH 215 M HI0|H
HEZE MEiMaintenance(FX| #2l) > Security(5 2H > Trusted CA certificate(2MEE = U&=
CA 1B M)2 o|SEFLICt.Select the file contains trusted CA certificates(21 2| & 4= YUE CA
RIS M7t Z&HEl ml MEl) 23 9| Upload(YZ2E) Al 440{ A Choose File(td AE)g ME4E
LICt.3& CAOM M3B5te FE L 57t CA QIS ME MEHFLICH Append CA certificate(CA
CIEM FE7HE MEYEILICH Expressway-ES CHA| A|ZHELICH.
2a.Cisco Webex Control Hub0il LI5* CA Z! Expressway-E 21EM Y2 E
. #2|XIZ Cisco Webex Control Hub0oll 2 118t L|C}.
. MH|AE MEdgFL|C.
. SHO|EE|E S8t MH|A FtE ofZfol| A M S MEdFFL|CE.
4. Certificates for Encrypted SIP Calls(gf £ 2l SIP S8 QIS M) MMo|A Upload(¥FZ=
)= M=
5. LIS CA 2! Expressway-E QIS ME MENEILICY.

WN -

QlH}I2 E:Cisco Webex0 A 2= |0|A

Webex YoM CHE S22l Yoz HM3tE AH S=o| ¥o| SRIXIEF 2z a0ja ME= 22X
A&LICH" O] AILIZIR & ERfS#EotciH o]l Rl S&7t YalE mf st S5t =& =
2|§ 25 Olslist= Zdol =&o| Lot

ol gl 2% =&/

1. Cisco Webex & &t &Rt S3HE A|ZFELICE.

2. M5tEk Acidtol o &

3. £3}7} Cisco Webex &0 ¢1Z2F

4. Cisco Webex 732 Cisco Webex Control HubOllA T Zio] 2438t SIP CHA of| tth2F DNS =
3§ s&stoF gLiCt

5. Cisco Webex & ZE2 ZE 50628 S5l Expressway0ll 445241 A|=&LCH

6. Cisco Webex 8t 45 TLS HEM|O|3E £&lstEin A

| = &LiCt
7. Cisco Webex 42 2z pj|0|A Y A= xQIE/ P M3t 7|2 MY E|= SIP INVITES
Expressway2 M&&LICH
8. Cisco Webex2t 7|2 SIP 42 22 LICt.
9. Cisco Webex2t 7|42 O|C|0{& 2L 87| A[&FghL|Ct.
s3I 28

o|O|x|ofl EA|E! CHZ Cisco Webex app > Cisco Webex environment > Expressway-E >
Expressway-C > On-Premises Collaboration Endpoint/IP Phone2 £ 0|& & L|LC}.


https://admin.ciscospark.com/#/login

o Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

HekClemmplmpan Bob’s endpoint rings; Spark Remote Device

is triggered.

2
x&’
. park-R
o Call is extended to Cisco Collaboration
RD ob@example.call.ciscospark.com Cloud through remote destination on Spark

Remote Device; Cloud blocks the loop.

W ‘ Expressway-C Expressway-E

\ / z nle.com

bob@example.com 4

Cisco Unified CM  bob@example.call ciscospark.com

22

+14085551235
alice@example.com

313106

B
10
r§
A
pal
°
C

CHHS 2 Webex0ll M 2-Z2f|0|A QIZEtz o] QIHI2E S3tollM 2HEE & 7
Ct.

£A 1. Cisco WebexMIA Expressway-E DNS SRV/ZAE O|F& &Ql& + igLiCt.

Cisco Webex0lM 2 Z3|0|A E35t 520 CHal| 2ZHE [ Cisco Webex2| 3 #HmH =2|%] CHA|=
2z |0|A Expressway0l 2dZst= L L 2o A B CHE Cisco Webex= Cisco Webex
Control Hub°| Hybrid Call Service Settings | O|x|0{| L+ 3El 74 El SIP Destination0i| [[}2f SRV
Z 3|2 +d5tod 2-=Z|0|A Expresswayoll @122 Al & LICH

Expressway-E £IEt 27 #Hof| A O] EXE 2t AL 5tH Cisco Webex2| EZH{EO| E A
E|X| &£ &LICETCP Connecting2 ZAA5t24 1 1™ Dst-port=50627+ E A|E|X| 22, Cisco
Webex0l M £& MTLS $HEM|O|3 E&= SIP |nv.te7+ E AR et &LCH

o| Z L Cisco Webex Control Hub0{| A SIP DestinationO| 01 H| M E|{= K| &lsloF & L|C}
St Hybrld Connectlwty Test Tool@ AFE35t0{ EFERE S XYY = U&LICHSO|HEIE HE

HAE & £ 8t DNS F47t U =X, Cisco Webex7t SRV Z 3|0 A BHEHEl ZEof (IZAE
-’i A=K, 9 JLFJIDIA Expressway0i| Cisco Webex7}t £ 2|5t= R 8 QI8 M7t U=X| &elgL
Ct.

1. Cisco Webex Control Hub| 23 QI

2. MH|A =S

3. 3to|EE|E 83 FtENAM dHEE MEfghLct.

4. Call Service Connect(& &} AMH[A 247Z) 4lM0f A SIP Destination(SIP CH&)) EEOM S

SIP SRV A0 AFE Ll THIQIE EQlghL|ct.
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5. 2= 8 B2 U B2 BAEE 22stod MASIH REEK| HLIBLICH
6. OF2§ TLBIT 20|, HES| THQI0] ST SIP SRV B2 =7} ¢ZIEI0f K| 2SS BHolE 4

A& LICH

SIP Destination @

I

0 Your SIP Destination is not configured comectly. View test results

ElAE ZAn 7|8 MEISHH
L{Ct.

olO|x|oll EAIE CHE Alosh LIKo] CHet XEAISH ME =

Verify SIP Destination

DMS Lookup failed. Check that a DNS or SRV record exists for your SIP Destination and that it resolves to one or more valid IP addresses.

£ OB YO 2 nslookup2 AL&35t0{ SRV BIZEE Z3[& =& U&LIC TS 2 SIP CHA O] Q!
=X| 2lt7| s A™-E £ U= FHEAULICH
C: \ User s\ pst 0j ano>nslookup
> server 8.8.8.8
Def ault Server: googl e-public-dns-a. googl e. com
Address: 8.8.8.8
> set type=SRV
> sips._tcp.ntls.rtp.ciscotac. net
Server: googl e- public-dns-a. googl e. com
Address: 8.8.8.8
DNS request tined out.
ti meout was 2 seconds.
DNS request tined out.
ti meout was 2 seconds.
*** Request to googl e-public-dns-a.google.comtined-out
flol 2 2E50M & = UKO nslookup BHO0| AlZHEl £ MHE 3& Google DNS AME{Q
8 8.8.82 = MHELICI DPIIE.*QE HIZE RYS SRVAUIER Z3[6t§ AMetLct.as ot
2 = 3|5te{= M| SRV HZEE AlISHE £ QA LICH AT RO ZE 30| AlZt Z1HE L}

Edte ol AH83t= AFO|E Q| Expressway-E0f| CHEH & SIP SRV

FAE F-FLCH

2. Expressway-EQ| S & IP TAZ &0l SAE 0|EE FMFLICH

3 150 M A A#H SIP SRV Z40l ABEIS CHiolg Ligisle = SiP Chale TAstLICH
Cisco Webex Control HubH| 2 2 Q1§ L|CtH MH|A MEN5H0/E 2= §3f 7I=0H A 33
£1EHCall Service Connect(S &t AH|A 21Z) MMM S & SIP SRV FL400 AFE El= = Q!
2 SIP Destination(SIP CH&) E=of J23gfL|ct X{& AEH

A T:AE35tE4= SIP SRV HIZE 7} B2B E4lof o|0| #2E&|D
THele| 5+2 =HI@l2 Cisco Webex Control Hub2| SIP 2 7"*”
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DNS SRV HIZEE X|HstE Zdo| E&LICE.

MH|A W Z2EZ:_sips._tcp.mtls.example.com
M =21

F7A:10

EZE H3:5062

CH&:us-expe1.example.com

g

?lo| H

oA

F Aleh2 Cisco Webex Hybrid Design Guidell A 217 71 x4 & &LCt

CHA| £ F M

TZ40| SIP SRV BIZEE 7HX|T UX| Lo H(AMAE H&lo| 9is ZALR) "5062"2 MOIALE £¢
Expressway & IP FAE LIEE =% U&LICH O|F 7| 512 Webex 2tE0|A SRV ZZ|E Al
St X| 2t 11 %Expressway_Pub_IP%:50620 =% 04 Z24& L|CH04:64.102.241.236:5062)

1. SIP CHAME %Expressway_Pub_IP%:50622 Z 5= & FH&L|ct. (of:
64.102.241.236:5062) Cisco Webex Control Hubo| 2 2 QI8 L|CE MHH|A MBY5to/E2/= &
3t 7tEoM A 213 A7EHCall Service Connect(S & AH|A @473) AlMoi M SIP
Destination(SIP CH&) & =0{ %Expressway_Pub_IP%:50628 /248L|Ct A& MEd

MA5HOF t= SIP CHAY A 2/tt= SRV HlZEof CHE REMIBH LHR 2 OIS 8 A ESIAMAIR
.Cisco Webex Hybrid Call Service *+& 7}0|= EE &= Cisco Webex Hybrid Design Guide2| Enable
Hybrid Call Service Connect for Your Organization AMME E X5 AAL.

B 2. A3 Mul: Z E 50627} Expressway 22| @IHI2 = 2]L|C}.

=0
ol
=0

DNS & 2l0| 2t = £|™ Cisco Webex B30l A DNS = 3| o BHetE IP A0 CHEH ZE
S8t TCP ddg MHESE{D A|Z&LICEO| IP FAE 2-Zd0/A Expressway-ESQ| S IP
7t ElLICt.Cisco Webex BZE0{| A O| TCP 91242 MHE £ Qie= 4%, O & Za|0|A QlH2
37t AlmfgtL|ch ol & ArEfof CHE SA4 2 CIE 2 E Cisco Webex QIHI2E S3 Aluljet S &
L|Ch2-Z8|0|A 87t 22[X| et& Lt

Expressway &It 28 AH&36t04 O] ZXIE sl Zst= B Cisco Webex0l M 0{FH EE{EIE EA|
Z|X| 2E&LICEHTCP Connecting ZAH5l241 5+ Dst-port=506201 CHEF 4 A= 7 EAIZ|X| o
O TMH Cisco Webex0| M £& MTLS $iEM|0|3 == SIP Invite7t EA|E|X| L& LICHO| &0l A
= Expressway-E Tt 222 MA8E = ¢ie2 2 H 7tx| =l &qo| U&LCh.

1. Y3t 9| QIE{HO|AMAM THZ! ZHX 7HKAL 7|

2. ZE QI QEIZE 8

3. 5l0|EHE|E (IAE|AE 7 AL
slo|EE|E 3 H|AE T3 &= Cisco Webex Control Hubof| HF 2 LHEE|o{ Qo 2= 7|ojA
Expressway0 21Z35t24= Cisco Webex EZEE AlZE0|Mt2E 7HE 0|4 Q1 4S5 W lL|ct
ZElof CHEl TCP 42 E|lAEStE{H

. Cisco Webex Control Hubo{l £ 12!

. MH|A B

.StO|EE|IE &3 FIE0 M MEE HEigrLCt

. Call Service Connect(&3} MH|A 24Z) MAMoi| M SIP Destination(SIP CHAN 0| 1238 240
ZHHEX| =elgLICt

5. 0|0|X|ofl EA|E CHZ Test(EIlIAE)E Z=IEtLICH.

A WON -
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SIP Destination @

 64.102.241.236:5062 '] o

a Your SIP Destination Is not configured correctly. View 1est results

6. HAE7I AIjFlco 2 E|AE ZN H7| 23 8 =24 o[|0|X|ol| EAIEI CHE Y ALIES &elg

= A&Lch

Verify SIP Destination &

IP address lookup
P
64.102.241.236

Test for 64.102.241.236:5062

Tests Result Deatails
Connecting 1o IP Successful
Socket test Falled TCP Connection failure: Check network connectivity, connection

speed, and/or firewall configuration.

55L Handshake

Ping
2| o|O|X|of| A &HEFSH ZdX{3] 64.102.241.236:506201 24736240 A= [ A% EHAE 7 Al
HS 2 & = U&LICHExpressway TIEH 2 /pcaps0ll 912 A= 7t EA|E|X| %*E ClolH 2
of| = 23lE] ACL/NAT/EHR ' AI|2do|ME TALE &= U= S8 577 U&LICH
£2M

O| 2Xl= Cisco Webex 84 == 2ZH0|A Y TH|0M L5t Zd0| ofL|E 2 &sied 714
o Z=245Hof &L|Ct A S X2 &t uhgied of -.‘?r%% HIE Al o 5 & E doo 2 sliE EHx|of CHaH
& ot Ql= AbEbol| A o|ZEsHok g L|ct wEted ACL, NAT B = 2R E AHI|ado/d F S &

E._’|5._| EA7F g & JA&LICH

—_

E2A 3. 431 Aluf:Expressway-E7} ZE 50620l =41 Ci7| S0]| o=

Ol EYH A& 535 2R TILtELICHYSIE0| X E 5062E S8t Ecli®o| XtEEl= o|Rel He
2 ¢tFE|E d7t BE&LIchol §H EXE si1Z25t2{H 22 "Port 5062 is blocked inbound to the
Expressway" ALI2|20|AM 7|2 Ar& & = /U &LICtHHybrid Connectivity Test 20t ZE A4S
E0l5t= O AFS El= CHE E0| A FELICHA M 7E 2 wst=o| EgfZ 8 AEHstm EF"
ZdelLch.aH oS cHE B 2| A SRt Expressway-EoilA'I TIEt 22 ChA| #olstod MHstEd=
TCP 2142 2 £ K| &QlgLct Yutxo 2 o|O0|x|ofl EA|E 740t 22 21 22l %5% &

AN —
&Lch

2017-09-19T14: 01: 46. 462- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 18: 01: 46, 461"
Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.73" Src-port="40342" Dst-ip="172.16.2.2"
Dst-port="5062" Detail =" TCP Connecting"



Ed 23 50| EXfst x| ef&LICHIEIM B2 AREO0

0%
i
i
b
>0
A
il
gh
kl
x

ol Z2 2|9
Isfoicta
T2 2747k FE 2 20| ZEE ZS Wkut0] 24210] O] 2Ol £ 9

= Al

st
D I_

Expressway-E7} ZE 50628 S35 =415t x| 28t AlLt2[22] T3] ZR

O|X|ofl ZAIE CHE M E ZE{Z tep.port==50625 Ar&35t0{ ZE{JELICH

Nh

I=

. Filter Capture Spark TCP SYN packet received
Filter: | tep.port==5062 S T Expression.. Clear Apply  Save e

Deestination Protoced 5 Port
7 F}

# Frame 55: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) /
# Ethernet II, src: eQ:Oe:da:c8:8c:f3 (e0:0e:da:cB:8c:f3), Dst: vmware_58:9f:31 (00:0c:29:58:9f:31) A
i Internet Protocol version 4, Src: 146.20.193.73 (146.20.193.73), Dst: 172.16.2.2 (172.16.2.2) -

+ Transmission control Protocol, Src Port: 34351 (34351), Dst Port: 5062 (5062), Seq: 0, Len: O /

Immediate RST sent from the Expressway

Expressway-EO-ﬂA‘l 71X 2 2! XM 2 5= UK Ol tecp ZE 50628 S&F ECi= 2 &stHo] 9f
off RAAEHEIX| ot MXE EEet T U&LICHIZ! #HE 560] M Expressway-E7F Z7| TCP SYN I
7'0| T A8 X% RSTE ™M&stn QS22 E—fc’._léaF —’F— A&LICHO| HEE AL&sto X7 HAE

£ AEHE Expressway-EE A |ACtT A8 LR &= U&LICHExpressway-E #7H0IM EXE SH
7=’ sliof &L|Ct&HE neqstctH Expressway-E 712 RSTSHE O|R0l| CHEt 7}58H O|RE 1
E#cf*'*lo.ol sSItol g 0lE = U= F 7M1 7tsd€2 ot Z&Lct

hl
=
»\

OIF

1. Expressway-EOl= EEfEE AHE + U= U7 S| Y3ty 30| BHE/o{ U&LICH

2. Expressway-E7} &% TLS E2{EE F4I5HK| &L ZE 50628 S8t ECiEE s 4I5HK] &
&Lt
Expressway-E2| & §F 7|2 System > Protection > Firewall rules > Configuration OFEH0l| QU &

LICt.ol 32 A P g2k 5ol el&Lch

m°l'

Expressway-E7} &
22

E 50622 E35H Mutual TLS EBlEI2 £ AISHEX| &0l5t
AREH = r
U&LICHO| B2 ¢ f

gl QIE{H|O|A EE= CLIE Sall FE AISXIE e & &L

Expressway2| FE0{ M netstat -ang A&5t= Z% | grep :5062', ot EA|E 2410t H|x et &3

~ # netstat -an | grep ':5062'

tcp 0 0 172.16.2.2:5062 0.0.0.0:* LISTEN <-- Outside
Interface

tcp 0 0 192.168.1.6:5062 0.0.0.0:* LISTEN <-- Inside Interface
tcp 0 0 127.0.0.1:5062 0.0.0.0:* LI STEN

tcp 0 0 ::1:5062 A LI STEN

O| MHE = Expressway-E2| &l QIE{H|O|AE Safl XY =% U&LICHO| HEE =Elste{™ o}

o EHAIE HZSHAAIR.
1. Expressway-EO| 221918 L|C}.
2. RX| HEIEF>ZEANST > 2ZH QH2E ZER O|S§LCt.

AlE).

0%
FH

SIP 2 IP ZE 50628 AMELICHO|O|X|of ZA|E CHZ WztMo=z Z X

3.7



Local inbound ports

O|X| FNS Htok st=Xx| €1 Qo2 3R &0 H|wE 5= QU&LICHCLIS| #70i M netstat -
ans AEE m | grep :5062', E2 LIS 1

~ # netstat -an | grep ':5062

tcp 0 0 127.0.0.1:5062 0.0.0.0: * LI STEN

tcp 0 0 ::1:5062 o LI STEN

~ #

Eet @ uus 24 Qut2E X E of2of LEEE Mutual TLS ZEE EAISHX| §f&LICH

Local inbound ports

TLS pent

O| OIO|E{E AL 3t Expressway-E7} Mutual TLS E2H

O] EXME sllZ2324™ Mutual TLS 2 E7}+ #4311 Expressway-E0l M Mutual TLS ZE 7}
50622 MH|R=X] & latoF gL|Ct.

—

. Expressway-E0{| 219!

. Configuration(Z4I|224|0|44) > Protocols(Z 2 E&) > SIPZ 0| S &fLIC}.
3. Mutual TLS 27} One 2 MHE|o{ Q= X| &elghct,

4. Mutual TLS ZE 7} 50622 MY EIR=X] &olgLct.

N

5. o|O|X|o] EAI=E CHE X{&tE Z2I5tL|C}.
sIP

Configuration
SiP COn ¥ I

DP off v | i

P 5060

P On ¥ I

Pp 506
TL e On ¥ | Li
TL 506
Mutual TLS mode On¥ | 1
Mutual TLS port * | 5062 1

£X 4. Expressway-E = CE AIX 2EE SIP A2 S E x|t X| of&Lct



SO|HEIE S8 MH|A HAAS AIE5tH ZR FIEHE 7|HFOE &t 2t 2ol +HELICLEE §
E-| = &F 49| Call Service Aware(Expressway Connector) £ = 0| Cisco Webex0ll MSst= HE

E 7|gto 2 M ELICExpressway HHE] 3 AE &= Unified CME # 2|50 Call Service0d| CH3H
g AM35tz|1 C|-E 2] URIQ Unified CM & SEAEQ| 22{AE FQDNE 25 7FK{ S LCH Alice2t
Bob2 A&35t0{ Ctg K& FESIMAIL.

C|AE{Z| URI CHa B2 35l
bob@example.com emea-cucm.example.com
alice@example.com us-cucm.example.com

2 AE

_,_
mjn
ne

Alice B = BobO| M3E A™ 37 2-Z8|0|A Unified CM2 2 BIREE|IE 2 &35
Kpof| Al EPOE'oUI Mo s E3}7} Cisco WebexRDO| T& = £ Q)& L|CH

Alice7} BobOllH| M3tE A B2 &3t Alice2/ Unified CM & 22/AE{ FQDN(us-
cucm.example.com)2 2 E’f—? E/E/L|C}. Cisco Webex7} Expressway-EZ QIHIREE ™M&
SIP INVITEE 2415l H SIP 5l LHO|M CHS HEE &8 =+ JU&LIch

o

t=

2% URI sip:bob@example.com
A2 3|H sip:us-cucm.example.com;Ir

Expressway ™M AM 722 2% URIZE ofL|2t Route Header(us-cucm.example.com)(0| &
2 Alice2| Unified CM & 22AE)0IM S5tE et EstES FHELICH

0| 7|8t ZIgt2 AL 5t Expressway7t B2 LAE Age 5128 & Qlond, 0| B 99| =27}
X S5tx| f&LCHOIE 7o ZE QHIRE 5 F A A
7HXI2 2Z0/A HetZ|7F 2E|x] &E=Ct=E S40] LIEFLLICE.

ExpresswayOll M ZIEF 238 244517| 7ol 0] S&tE AHEst= LS DBt A2,

1. SIP 28 URIE ==aIxte| C[-E 2] URIZL ELCt.
2. SIP FROM Z =& Calling Party('&f £1X}) 7| "First Name Last Name"
<sip:WebexDisplayName@subdomain.call.ciscospark.com>2 £ LI ¥ E "HAlo 2 X|HE L]

Ct.

O| HE E AF&3lo{ WalXto| CIER| URI, & AMXEO| O|F T o E&= B 4IX2] Cisco Webex SIP
FAR ZE 208 AMY = J&LICHO| HEI §l= B ExpresswayE Safl A&l Q2
SIP Z&& &= "INVITE SIP:"E A& & 9Agu:+ RHI2 = &3tol CHEr SIP INVITEE Aledst
CI2 SIP 535} IDE atof EM%* £ Ql&LICH ol gfol Qle™ E3} IDE VIHIeZ FIEF 208 M

&to O] 3t 2|12t HAZEE 2E HAIXKIE 2 %JQI—IEL

_I

AT o I'
OiL— | =t
AR =

=
2 LICHExpressway-Co| @i EAIEl HEE M504 S87F JEH 2t *E
A& LICHEMSF OHCHH, 022 IR0 ZALE AlZStD 48 Lot

A& ZER 4 Qe E CH2 WS S5i7t B Zalo| 52 Wit Y| 0155
|

oI = A&LICH

l]IO

k=2
=

ok

O| A|LtE|R 0| AH = Expressway-C7t Expressway-E0 M INVITEE &I

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-t pdne-118-VCSC tvcs: UTCTi me="2017-09-19 18:16: 15, 830"

Modul e="net wor k. si p" Level ="DEBUG': Acti on="Received" Local -ip="192.168.1.5" Local -port="26847"
Src-ip="192.168.1.6" Src-port="7003" Msg- Hash="11449260850208794722"

S| PMSG

| NVI TE sip:jorobb@rtp.ciscotac.net SIP/ 2.0

Via: SIP/2.0/TLS 192.168. 1. 6: 7003; egr ess-

zone=Hybri dCal | Servi ceTraver sal ; branch=z9h&bKc81c6c4dddef 7ed6be5bdce9868f b019913; pr oxy-cal | -

i d=a82052ef - 6f d7- 4506- 8173- e73af 6655b5d; r port



Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bKb0eba6d700df df 761a8ad97f f f 3c240124; x- ci sco-

| ocal -service=nettle;recei ved=192. 168. 1. 6; r port =43119; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK6f e399bae58f b0d70c9d69b8e37e13e5912. 4248943487bf f 4af 6f 649b586¢c769
6bb; proxy-cal | -i d=f 2d15853- c81f - 462f - b3e5- c08124f 344a3; recei ved=172. 16. 2. 2; r port =25016

Via: SIP/2.0/TLS

192. 168. 5. 66: 5062; br anch=z9hG4bKO0f 455ca79cf 1b0af 5637333aa5286436; r ecei ved=146. 20. 193. 45; r port =35
464; i ngr ess- zone=Hybri dCal | Ser vi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1:5070; branch=z9hG4bK- 383039-

8f 0d64025c04d23b6d5e1d5142db46ec; r port =52706

Call -1 D 9062bca7ecaafe71b4a225048ed5101@127.0.0.1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>;call-type=squared

From "pstojano test"

; tag=872524918
To: <sip:jorobb@tp.ciscotac. net>
Max- Forwar ds: 15
Rout e:

Recor d- Rout e: <si p: proxy-cal | -i d=a82052ef - 6f d7- 4506- 8173-
e73af 6655b5d@92. 168. 1. 6: 7003; transport=tls;lr>
Recor d- Rout e: <si p: proxy-cal | -i d=a82052ef - 6f d7- 4506- 8173-
e73af 6655b5d@92. 168. 1. 6: 5061; transport=tls;lr>

2t A2 E& s(FAE FQDN)7t 04745] & & &l K| = Zdictasu E2 sl
(E212AE FQDN) cucm.rtp.ciscotac.netE 7|82 2 st= HAM 2 2|2 £H-E|X| et&L|CH.CH Al 404
Not Found(4& %2 = Q2)E HAIX|I7} EA| HRElE A golg &= UL

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event="Call Attempted" Service="S|P"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-
test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Cal | -seri al - nunber ="a3e44231-f 62a- 4e95- a70e- 253701a89515" Tag="73c276e2-3917- 4a0c- 9f c5-
ddde83b49f dO" Protocol ="TLS" Aut h="NO' Level ="1" UTCTi ne="2017-09-19 18: 16: 15, 832"
2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event =" Search Attempted" Servi ce="S|P"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com' Dst-alias-type="SIP"
Dst-alias="sip:jorobb@rtp.ciscotac.net" Call -seri al - nunber ="a3e44231-f 62a- 4e95- a70e-
253701a89515" Tag="73c276e2-3917-4a0c- 9f c5- ddde83b49f d0" Detail ="searchtype: | NVI TE" Level ="1"
UTCTi ne="2017-09-19 18: 16: 15, 834"

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event =" Search Completed’ Reason="Not
Found" Service="SIP" Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com"
Dst-alias-type="SIP' Dst-alias="sip:jorobb@rtp.ciscotac.net" Call-seri al - nunber="a3e44231-f 62a-
4e95- a70e- 253701a89515" Tag="73c276e2-3917- 4a0c- 9f c5- ddde83b49f d0" Detail="found:false,
searchtype: INVITE, Info:Policy Response" Level ="1" UTCTi ne="2017-09-19 18: 16: 15, 835"
2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event="Call Rejected" Service="SI|P"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-
test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Cal | -seri al - nunber =" a3e44231-f 62a- 4€95- a70e- 253701a89515" Tag="73c276e2-3917- 4a0c- 9f c5-
ddde83b49f d0" Detail="Not Found" Protocol ="TLS"' Response-code="404" Level ="1" UTCTi ne="2017-09-
19 18:16: 15, 835"

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi me="2017-09-19 18:16: 15, 830"
Modul e="net wor k. si p" Level ="I NFO': Acti on="Recei ved" Local -i p="192.168.1.5" Local -port="26847"
Src-ip="192.168.1.6" Src-port="7003" Detail ="Receive Request Method=I NVI TE, CSeq=1, Request-
URI=sip:jorobb@rtp.ciscotac.net, Call-|D=9062bca7eca2af e71b4a225048ed5101@27.0.0.1, From
Tag=872524918, To-Tag=, Msg- Hash=11449260850208794722, Local -

Sessi onl D=daf 7¢278732bb5a557f b57925df f chf 7, Renot e- Sessi onl D=00000000000000000000000000000000"



2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-19 18: 16: 15, 836"
Modul e="net wor k. si p* Level ="INFO': Action="Sent" Local -i p="192. 168. 1. 5" Local - port="26847"
i p="192.168. 1. 6" Dst-port="7003" Detail =" Sending Response Code=404, Method=INVITE, CSeqg=1,
To=sip:jorobb@rtp.ciscotac.net, Call-1D=9062bca7eca2af e71b4a225048ed5101@27.0.0.1, From

Tag=872524918, To- Tag=96b9aleaf 669a590, Msg- Hash=254718822158415175, Local -

Sessi onl D=00000000000000000000000000000000, RenDt e- Sessi onl D=daf 7¢278732bb5a557f b57925df f cbf 7"

Dst -

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-t pdne-118-VCSC tvcs: UTCTi ne="2017-09-19 18: 16: 15, 836"
Modul e="net wor k. si p" Level ="DEBUG': Action="Sent" Local -ip="192.168.1.5" Local -port="26847"
i p="192.168. 1. 6" Dst-port="7003" Msg-Hash="254718822158415175"

S| PMSG

| SIP/2.0 404 Not Found

Via: SIP/2.0/TLS 192. 168. 1. 6: 7003; egr ess-

zone=Hybri dCal | Servi ceTraver sal ; branch=z9h&4bKc81c6c4dddef 7ed6be5bdce9868f b019913; pr oxy-cal | -

i d=a82052ef - 6f d7- 4506- 8173- e73af 6655b5d; r ecei ved=192. 168. 1. 6; r port =7003; i ngr ess-
zone=Hybri dCal | Servi ceTraver sa

Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bKb0eba6d700df df 761a8ad97f f f 3c240124; x- ci sco-

| ocal -service=nettle;recei ved=192. 168. 1. 6; r port =43119; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK6f e399bae58f b0d70c9d69b8e37e13e5912. 4248943487bf f 4af 6f 649b586¢c769
6bb; proxy-cal | -i d=f 2d15853- c81f - 462f - b3e5- c08124f 344a3; recei ved=172. 16. 2. 2; r port =25016

Via: SIP/2.0/TLS

192. 168. 5. 66: 5062; br anch=z9hG4bKO0f 455ca79cf 1b0af 5637333aa5286436; r ecei ved=146. 20. 193. 45; r port =35
464; i ngr ess- zone=Hybri dCal | Ser vi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1: 5070; br anch=z9h&4bK- 383039-

8f 0d64025c04d23b6d5e1d5142db46ec; r port =52706

Call -1 D 9062bca7ecaafe71b4a225048ed5101@127.0.0.1

Dst -

CSeq: 1 INVITE
From "pstojano test"
; tag=872524918
To: <sip:jorobb@tp.ciscotac. net>;tag=96b9aleaf 669a590

Server: TANDBERG 4135 (X8.10. 2)

War ni ng: 399 192.168. 1.5:5061 "Policy Response”

Sessi on-1D: 00000000000000000000000000000000; r enpt e=daf 7c278732bb5a557f b57925df f cbf 7
Content-Length: O

AlLF2I20l A 2H2E| SICi(2RAE FQDN)E J|Hto 2 24 =

At AlLtE|29t HIm RS m &y
27k $#E|D Rl3e Held 4 e

2017-09-22T13: 56: 02. 215-04: 00 rtpl2-tpdne-118- VCSC tvcs: Event =" Search Attempted" Service="S|P"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP"

Dst-alias="sip:jorobb@rtp.ciscotac.net" Call -seri al - nunber="17aa8dc7-422c- 42ef - bdd9-
b9750f bdOedf " Tag="8bd936da- f 2ab- 4412- 96df - d64558f 7597b" Det ai | =" sear cht ype: | NVI TE"

UTCTi ne="2017-09-22 17:56: 02, 215"

Level =" 1"

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-t pdne-118- VCSC tvcs:
Modul e="network. cpl " Level ="DEBUG': Renote-ip="192.168. 1.
<routed> "

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-t pdne-118- VCSC tvcs:
Modul e="network. cpl " Level ="DEBUG': Renote-ip="192.168. 1.
<l ocation clear="yes" url="sip:cucmrtp.ciscotac.net;|r"
nessage="si p:j orobb@tp. ci scotac. net" sip-route-set=""
sip:cucmrtp.ciscotac.net;lr to |location set "
2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-t pdne-118- VCSC tvcs:
Modul e="network. cpl " Level ="DEBUG': Renote-ip="192.168. 1.
<proxy stop-on-busy="no" tineout="0"/>"
2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-t pdne-118- VCSC tvcs:

UTCTi ne="2017-09-22 17:56: 02, 217"
6" Renote-port="7003"

UTCTi ne="2017-09-22 17:56: 02, 218"
6" Renote-port="7003"
di version="" dest-url-for-

dest -servi ce=""> added

UTCTi ne="2017-09-22 17:56: 02, 218"
6" Renote-port="7003"

UTCTi ne="2017-09-22 17:56: 02, 218"

Det ai | =" CPL:

Det ai | =" CPL:

Det ai | =" CPL:



Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'Inbound M5 to CM5' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"

Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'nultiway' did not match destination
alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"

Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule ' WbEx Search Rule' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"

Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'ISDN | nbound' ignored due to source
filtering"

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"

Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'recalls into CM5 did not natch
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"

Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule ' CEtcp-rtpl2-tpdne-118-ucnpub’ did
not match destination alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"

Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rul e ' Conference Factory' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"

Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'Inbound B2B Calling'" did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"

Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule "Calls to C sco Wbex' did not nmatch
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"

Modul e="net wor k. search" Level ="DEBUG': Detail =" Consi dering search rule 'as is local' towards
target 'Local Zone' at priority "1" with alias 'cucmrtp.ciscotac.net;lr""
2017-09-22T13: 56: 02. 219-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"

Modul e="net wor k. search" Level ="DEBUG': Detail="Considering search rule 'Hybrid Call Service
Inbound Routing' towards target 'CUCM1ll' at priority '2' with alias 'cucm.rtp.ciscotac.net;lr'"

J12{™ Expressway-C7t &3S Unified CM(192.168.1.21)2 2 SHIE2H MY sl= WS &g +
A& LIt

2017- 09- 22T13: 56: 02. 232-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi me="2017-09-22 17:56: 02, 232"

Modul e="net wor k. si p* Level ="DEBUG': Action="Sent" Local -ip="192.168.1.5" Local -port="25606" Dst -
i p="192. 168. 1. 21" Dst-port ="5065" Msg- Hash="866788495063340574"

SI PMBG

| INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

Via: SIP/ 2.0/ TCP 192. 168. 1. 5: 5060; egress-

zone=CUCM11; br anch=z9h&4bK251d6daf 044e635607cc13d244b9ea45138220. 69ccb8de20a0e853¢c1313782077f 77b
5; proxy-cal | -i d=17aa8dc7-422c- 42ef - bdd9- b9750f bdOedf ; r port

Via: SIP/2.0/TLS 192. 168. 1. 6: 7003; egress-
zone=HybridCallServiceTraversal; br anch=29h&4bKba323da436b2bc288200d56d11f 02d4d272; pr oxy-cal | -

i d=32c76cef-e73c-4911- 98d0- e2d2bb6f ec77; recei ved=192. 168. 1. 6; r port =7003; ingress-
zone=HybridCallServiceTraversal

Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bK06cde3f 662d53a210b5b4b11b85500c19; x- ci sco-1| ocal -
servi ce=nettl e;recei ved=192. 168. 1. 6; r por t =42533; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK297799f 31d0785f f 7449e1d7dbe3595b271. 2ed90cbed5b79c6cf f ad9ecd84cc8
337; proxy-cal | -i d=3be87d96- d2e6- 4489- b936- 8f 9cb5ccaabf ; recei ved=172. 16. 2. 2; r por t =25005

Via: SIP/2.0/TLS

192. 168. 4. 146: 5062; br anch=z29hG4bK043ca6360f 253c6abed9b23f bef f 9819; r ecei ved=148. 62. 40. 64; r port =36
149; i ngress- zone=Hybri dCal | Servi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1:5070; branch=z9hG4bK- 353038-

8c648a16c2c5d7b85f a5¢c759d59aa190; r port =47732

Cal |l -1 D. daala6f ab546ce76591f c464f 0a50ee32@27.0.0.1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>;call-type=squared

From "pstojano test" <sip:pstojano-test@nzlab.call.ciscospark.conm;tag=567490631

To: <sip:jorobb@tp.ciscotac. net>



Max- Forwar ds: 14
Route:

Recor d- Rout e: <si p: proxy-cal |l -i d=17aa8dc7-422c- 42ef - bdd9-

b9750f bdOedf @92. 168. 1. 5: 5060; transport=tcp;lr>

Recor d- Rout e: <si p: proxy-cal |l -i d=17aa8dc7-422c- 42ef - bdd9-

b9750f bdOedf @92. 168. 1. 5: 5061; transport=tls;lr>

Recor d- Rout e: <si p: proxy-cal | -i d=32c76cef-e73c-4911-98d0-
e2d2bb6fec77@92. 168. 1. 6: 7003; transport=tls;lr>

Recor d- Rout e: <si p: proxy-cal |l -i d=32c76cef-e73c-4911-98d0-
e2d2bb6fec77@92. 168. 1. 6: 5061; transport=tls;lr>

Al l ow. | NVI TE, ACK, BYE, CANCEL, | NFO, OPTI ONS, REFER, SUBSCRI BE, NOTI FY
User - Agent: TANDBERG 4352 ( X8.10. 2-b2bua-1.0)

Expressway-Coll 2XIE Za|st 1 S5 98404 §S 4 9/2)8 WMAIZ Tt 228 BAE
oS olzist &0 Satg YMAIZ £ U 2400 HEE 4 aLIchTRislor & B THx| AME

2 Chsot &L

1. 88t AM 7|2 S35l Expresswayl| ¥ LHE 2 9|2 2 0|5 gfLC}.

2. Expressway= ttE SllEHHE X & 5tE SIP INVITE 282 & 2[5H= Preloaded SIP B2 K|
HHolete =28 AFSELICH O] 2t Expressway-C ! Expressway-E2| 24(Traversal A,
Traversal 22t0|21E, Neighbor)0llAH A = SHAE &= Q& LIC.

O|A| xConfiguration2 A& 3}04 Expressway-E Traversal AMH 2! Expressway-C 22+0|21E ¥,
£ 3| Hybrid Call Service Connectoi| CHalf AHE Hu|a20|ME & + USLICH B Hu|ad o]
M Qo= Ol SEHE Bt B OHE FUo = St T FHE AM =g 24 = USL
Ch.EE 8+ Expressway-E7t Expressway-C2 &3H& ME 5104 Traversal A{H{ 3 741|12{|0|M 0]
SHIE2A - 7tsdo| &Lt

02

O| ZX|E sHZstz4 ot xConfigoll A O] ¥32| 0|F & Hybrid Call Service TraversalO|2t 1 &f
LICk.TraversalServer @ f&9| R QILICLHSIP TCP ZE 70032 S35l Expressway-Coll 218t
LICt.

Hybrid Call Servicel| &84l @ A= On(7471) SIP BZ X|HE 0|2 Z=36HoF stche ZdLICh

.Expressway # QIE{H|0|AE O] Zf2 Preloaded SIP A& X|¥& #&38l= P xConfiguration2
O|£ SIP PreloadedSipRoutes AcceptZ FE A|EfLICE.

Expressway-E

*c xConfiguration Zones Zone 7 Name: "Hybrid Call Service Traversal"

*c xConfiguration Zones Zone 7 Traversal Server Authentication Mde: "DoNot CheckCredential s"
*c xConfiguration Zones Zone 7 Traversal Server Authentication UserName: "hybridauth"
*c xConfiguration Zones Zone 7 Traversal Server Coll aboration Edge: "O f"

*c xConfiguration Zones Zone 7 Traversal Server H323 H46019 Demul ti pl exi ng Mode: "OFf"
*c xConfiguration Zones Zone 7 Traversal Server H323 Port: "6007"

*c xConfiguration Zones Zone 7 Traversal Server H323 Protocol: "Assent"

*c xConfiguration Zones Zone 7 Traversal Server Registrations: "Allow'

*c xConfiguration Zones Zone 7 Traversal Server SIP Media AesGcm Support: "Of"

*c xConfiguration Zones Zone 7 Traversal Server SIP Media Encryption Mde: "Auto"

*c xConfiguration Zones Zone 7 Traversal Server SIP Media | CE Support: "Of"

*c xConfiguration Zones Zone 7 Traversal Server SIP Miltistream Myde: "On"

*c xConfiguration Zones Zone 7 Traversal Server SIP ParaneterPreservation Mde: "On"
*c xConfiguration Zones Zone 7 Traversal Server SIP Poison Mde: "Of"

*c xConfiguration Zones Zone 7 TraversalServer SIP Port: "7003"

*c xConfiguration Zones Zone 7 TraversalServer SIP PreloadedSipRoutes Accept: "On"
*c xConfiguration Zones Zone 7 Traversal Server SIP Protocol: "Assent”



*c xConfiguration Zones Zone 7 Traversal Server SIP TLS Verify Mde: "On"
*c xConfiguration Zones Zone 7 Traversal Server SIP TLS Verify Subject Name: "rtpl2-tpdne-118-
VCSC. rt p. ci scotac. net”

*c xConfiguration Zones Zone 7 Traversal Server SIP Transport: "TLS"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server TCPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server UDPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Type: "TraversalServer"

O BA0l H*4 X 3(Webex Hybrid) O] HE|o] UEX| &Hole += 2l&LICL7|2Mo2
Search Rule2 Hybrid Call Services2| DNS @22 Sdll S0{2 &= "Any" &2 EL{1 0|E <9
Hybrid Call Service Traversal Yo 2 MEEL|CHO|ACHZ Expressway-E_Q_I Search Rule(Zd24
=) Traversal Server(S1 M) Qo 25 SHt2H FAELICH.

Aut henti cation: "No"
Description: "Calls to VCS-C'
Mode: "AnyAlias"

Name: "Webex Hybrid"
Pattern Behavior: "Strip"
Pattern Repl ace:

Pattern String:

Pattern Type: "Prefix"
Priority: "15"

Progress: "Stop"
Protocol: "SIP"
SIPTrafficType: "Any"
Source Mode: "Named"

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule Source Name: "Hybrid Call Services DNS"
State: "Enabled"

Syst enGener at ed: " No"

Target Name: "Hybrid Call Service Traversal"
Target SIPVariant: "Any"

Target Type: "Zone"

Expressway-C 2| xConfigurationof| F£235t= B3 X Webex Hybrid2| Traversal Client 332 %
{

2 & U&LICtExpressway-E xConfiguration(SIP ZE:"7003") [t 2+ A xConfiguration0i| A SHIE

Qjoig Ml&al AlgE & &Lt

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule

W W Wwwwwwwwwwowwowowwwowuw

*c xConfiguration Zones Policy SearchRules Rule

1t 20| Zone Name(Hybrid Call Service Traversal), Type(Traversal Client) 2! SIP
PreloadedSipRoutes Accept(AtM ZEE SIP ZZ X|&)of Cial 2 HEE LIS Hig & Y&Lc.
0| xConfiguration0i| A = = U= 0| O /2 Off2 MHELICt.Cisco Webex Hybrid Call Services&
75 7I0|EE 7|gt2 2 0] gf2 One E Mok g LCt.

= ol- A|.x-| EEEI SIP 7=|§ 7;|$_|o| 7c-lo|E 9_I-O|°|.|:|=| o| 7/I:o| Off2 gg5|o.| (2/] INVICEe01| 74 E
SH7 L8]0 Q= B Expressway-CH M HAIX|E HESHOF Bt A2 E=H5| &felg =
U&Lict ol 37t & E SIP INVITE & YoM HE S =5 524 Switch Preloaded
SIP routes support Off& A+ &fL|C}H."

Expressway-C

*c xConfiguration Zones Zone 6 Name: "Hybrid Call Service Traversal"

*c xConfiguration Zones Zone 6 Traversal Cient Accept Del egated Credential Checks: "Of"

*c xConfiguration Zones Zone 6 Traversal Client Authentication Mde: "DoNot CheckCredential s"
*c xConfiguration Zones Zone 6 Traversal Client Authentication Password:

"{ci pher}qeh8eq+f uvY1GHGRLder / 11 YDd76Q 6Kr HGA7g8bJs="

*c xConfiguration Zones Zone 6 Traversal dient Authentication UserNanme: "hybridauth”

*c xConfiguration Zones Zone 6 Traversal dient Collaboration Edge: "O f"



Traversal dient H323 Port: "1719"
Traversal dient H323 Protocol: "Assent"
Traversal Client Peer 1 Address: "amer-expressway01l.ciscotac. net"”
Traversal Cient Peer 2 Address:
Traversal Cient Peer 3 Address:
4
5

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

Traversal dient Peer Addr ess:

Traversal dient Peer Addr ess:

Traversal Cient Peer 6 Address:

Traversal Client Registrations: "All ow

Traversal Client Retrylnterval: "120"

Traversal Client SIP Media AesGecm Support: "OFf"
Traversal Client SIP Media Encryption Mde: "Auto"
Traversal Client SIP Media | CE Support: "OFf"
Traversal Client SIP Miultistream Mode: "On"
Traversal dient SIP ParaneterPreservation Mbde: "On"
Traversal dient SIP Poison Mde: "Of"
TraversalClient SIP Port: "7003"

TraversalClient SIP PreloadedSipRoutes Accept: "Off"
Traversal Cient SIP Protocol: "Assent"
TraversalClient SIP TLS Verify Mde: "On"
Traversal dient SIP TURN Server Address:

*c xConfiguration Zones Zone Traversal Client SIP TURN Server Port:

*c xConfiguration Zones Zone TraversalClient SIP Transport: "TLS"

*c xConfiguration Zones Zone 6 Type: "TraversalClient"

O| A|Z40i| A Expressway-C Traversal 22}0|1E ¥ AHu|apfo|Me| 2R E Hu|ago|/Mez
2ME Ael#&LIChPreloaded SIP B2 X|¢E On2 2 T&tsof gFLCh.

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

DD OO OO OO0 oo oo,

£2M
M ZEEISIP B2 K|S SHI2AH MH5E{H

1. Expressway-Cof| 210!

2. Configuration(Z1IZ| 22| 0| M) > Zones(¥<]) > Zones(F )2 O|SELILCE.

3. Hybrid Call Service Traversal Z22I0|HE JA 2 MENRLICHO|E2 1LZ0ICH CHE &= U).
4. Preloaded SIP ZZ x| One 2 M™

5. XM M=y

#1:0| ALI2|20ME Expressway-C2o| 4 TLH H0o{F I X|BF Webex Hybrid Call
Traversal Server J0|M Al ZEE SIP Z2 X|0| SAE E< Expressway EOM S
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O| £ EXl= 8317t Z7IX| et= et QHIRE &3t AlLt2|2LICH 0| 2X|2 #2450
SIE W2 A %( 21ROl x*SP% A AN AR 2 2 2 E| Cisco Webex RH0A{ 2749 L EI(EA
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Jonathan Robb

Message Decline

jorobb-CSC Test Phone

oF Z(toast)2 Cisco Webex F0I|M S3HE 7HAISHE AFRH(E 4

At
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° Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

bob@example.com Bob’s endpoint rings; Spark Remote Device

\\‘“ is triggered.

park-R i . .
Call is extended to Cisco Collaboration
= rD bob@example.call.ciscospark.com Cloud through remote destination on Spark
Fle Remote Device; Cloud blocks the loop.
7 Expressway-C Expressway-E

.....

Cisco Unified CM  bob@example.call.ciscospark.com

+14085551235
alice@example.com

313106

Alice Bob

0| 2 &2lo{ M Alice7} Cisco Webex {0i| A Bobol| | H3lE A1 YoM S5t 2x0jAaz2 ME
o QS22 ElE £+ A&LICHO| 3= Bobl| H&H7|ol & E CIHE 2| URISF x| oF & L
CH 2= o] A0l CIEE{2] URIZF CTI-RD EE £ Cisco Webex RDM| T &S EICH= MelL|Ch
2k CTI-RD EEE= Cisco Webex RDO| £31 7t M Z&£|H sHE C|HO|A0]
bob@example.call.ciscospark.com0i| CH3H T &dEl #4234 CHat ol 7| IHE | &5t7 Cisco Webex2
CtAl & ELICH.Cisco Webex7t O|243t &2 XElote A2 EY S5t IO E F4AschHe A
ILCt.

Cisco Webex7} 83} Bl 2& 2HI27| F|A5t2{™ Cisco Webexe XS0 X|HE M2 E F A4S
241 St= Oi7HEd=2 SIP sl ol Zo{of FH&LICH Cisco Webex7F SIP INVITEO| 4 5= OH7H
B4~ & "call-type=squared"2t1l 5tH O| 7t Contact 3lCH0f| &I2AELIC}. Of ZLO| HIA[X|o A &7
T Cisco Webex= &HE F A 5Hs WS & x| Z&HL|CH

O] HE £ &3l Cisco Webex AL& Xl Jonathan RobbO| TSHE ZHU S [ AF& X+2| Cisco Webex
HOol 2712 dE(EAE)E sl ol HHF ALI2[RE CHA| A T{E = U&LICHLO[2E F18
o| 2X|E sl Zdsted™ &4 Expressway-C 2! Expressway-E0| M ZIEH 222 £ Z5H0oF S LICH A
Mo 2 Expressway-E 218 HE 3104 SIP INVITEZF AKX 2 %X Cisco Webex INVITEZ} Q1H}
22 2 042X &0l Q= call-type=squared 7t 0| U =X| & QIg = QlaLCH ol A ot &
gtHof| A ofH Ao 2 E MHAIXK|IE ZESHX| & LICHOHE2 O AlLE|20 M Expressway-E2
QIHIR2EL|E INVITES| MZ =ZtQL|ch.

2017- 09- 19T14: 01: 48. 140- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 18: 01: 48, 140"
Modul e="net wor k. si p* Level ="DEBUG': Action="Received" Local -i p="172.16.2.2" Local - port="5062"
Src-i p="146.20.193. 73" Src-port="40342" Msg-Hash="11658696457333185909"

S| PMBSG

| INVITE sip:pstojano-test@rtp.ciscotac.net SIP/2.0



Via: SIP/2.0/TLS 192. 168.5. 164: 5062; branch=z9hG4bK564cd36d87f 3417513¢c9b559dc666f 71, SI P/ 2. O/ TLS
127.0. 0. 1: 5070; br anch=z9hG4bK- 3237- 5¢5060d07ecc546a0bb861ef 52a5f 507; r por t =43306

Cal |l -1 D: 6bc0OcaB8210c0b48df 69f 38057ecle48b@27.0.0. 1

CSeq: 1 INVITE

Contact: "I 2sip-UA" <sip:l2sip-UA@ 2si p-cfa-01. wox2. com 5062; transport=t| s>; call-type=squared
<-- Webex inserted value

From: "Jonathan Robb"

; 1ag=540300020
To:

210l .
Webex Hybrid Traversal Server 330{| A &35l o &
Expressway-EOlM S3t7t MEE LS &g 4+ Q& LICH221H Expressway-E7F 0fH 422
E INVITEE Z&fst=X| & = JU&LICH

2017-09-19T14: 01: 48. 468- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 18: 01: 48, 468"

Modul e="network. si p" Level ="DEBUG': Action="Sent" Local -ip="192.168.1.6" Local -port="7003" Dst -
i p="192.168. 1. 5" Dst-port="26686" Msg- Hash="1847271284712495612"

SI PMBG

INVITE sip:pstojano-test@rtp.ciscotac.net S|P/ 2.0

Via: SIP/2.0/TLS 192. 168. 1. 6: 7003; egress-
zone=HybridCallServiceTraversal; br anch=29h&4bKec916b02b6d469abad0a30b93753f 4b0859; pr oxy-cal | -

i d=d7372034- 85d1- 41f 8- af 84- df f ed6d1a9a9; r port

Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bKd91699370129b4c10d09e269525de00c2; x- ci sco-| ocal -
servi ce=nettl e;received=192. 168. 1. 6; r port =43119; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK52aac9a181192566e01b98ae0280bdf f 858. 0e65cdf e078cabb269eecb6bcel32
8be; proxy-cal | -i d=ec51e8da- ela3-4210- 95¢c9- 494d12debcd8; recei ved=172. 16. 2. 2; r port =25016

Via: SIP/2.0/TLS

192. 168. 5. 164: 5062; br anch=z9hG4bK564cd36d87f 3417513c9b559dc666f 71; r ecei ved=146. 20. 193. 73; rport =4
0342; i ngress-zone=Hybri dCal | Servi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1:5070; branch=z9h&4bK- 3237- 5¢5060d07ecc546a0bb861ef 52a5f 507; r por t =43306
Call-1D: 6bc0ca8210c0b48df 69f 38057ecled48b@27.0.0. 1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls> <-- Webex inserted value is now missing

From: "Jonathan Robb"

; 1ag=540300020
To:

Max- Forwar ds: 15
Rout e: <sip:cucmrtp.ciscotac.net;lr>

Expressway-E0| A Expressway-CE &= 0| SIP INVITEE AEE [l Contact SlIH0] call-
type=squared7} QI&LICH 3Lt O] X|HE A2 2t &= 401 0|22l A ¥eio|



HybridCallServiceTraversaldt & 2 5tCH= ZARILICH O|X| Cisco Webex 40| T3HE A [ F
of 2(toast)2 = O| R = Expressway-E7} SIP INVITE Contact 30l M call-type=squared E{f 1
E MAZ| MEOIEtD AES &= U&sLIctEHHE EE2 0| sl M7 elo| FeIeIx|of CHEt
At

S35} 7| ExpresswayOllA &t 510|22|E S8 HH|A S1HE S35l 2B L

AlEre = I&LCh xConfigurationO| = Z2 0| B0| oL H FHEIR=X

Ct.xConfiguration0l A Zone2 AlEdsted™ 2 10f QIMEIE Via &oll 7|ZE 0|22 A2 st ElL
|

sl Q| Via 01 Q1M | S H 0| M7 EL|Ck.xConfiguration(xZ1 | 1 2{|0 M) 2t &0l M ALK
Ol BYE ZE5IH st0|EE|= S8 AMH|A Sotol| A ZBEL|CH

Traversal Server Authentication Mde: "DoNotCheckCredenti al s"
Traversal Server Authentication UserNane: "hybridauth"
Traversal Server Col | aboration Edge: "Of"

Traversal Server H323 H46019 Denul ti pl exi ng Mode: "OFf"
Traversal Server H323 Port: "6007"

Traversal Server H323 Protocol: "Assent"

Traversal Server Registrations: "All ow

Traversal Server SIP Media AesGecm Support: "OFf"

Traversal Server SIP Media Encryption Mde: "Auto"
Traversal Server SIP Media | CE Support: "OFf"

Traversal Server SIP Multistream Mbde: "On"
TraversalServer SIP ParameterPreservation Mode: "Off" <--

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

9NN NN NN N NN NN

Possible Suspect Value

*c xConfiguration Zones Zone 7 Traversal Server SIP Poison Mde: "Of"

*c xConfiguration Zones Zone 7 Traversal Server SIP Port: "7003"

*c xConfiguration Zones Zone 7 TraversalServer SIP PreloadedSipRoutes Accept: "On" <==
Possible Suspect Value

*c xConfiguration Zones Zone 7 Traversal Server SIP Protocol: "Assent”

*c xConfiguration Zones Zone Traversal Server SIP TLS Verify Mde: "On"

*c xConfiguration Zones Zone 7 Traversal Server SIP TLS Verify Subject Name: "rtpl2-tpdne-118-
VCSC. rtp. ci scotac. net”

~

*c xConfiguration Zones Zone 7 Traversal Server SIP Transport: "TLS"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server TCPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server UDPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Name: "Hybrid Call Service Traversal"

Hybrid Call Service Traversaloi| CHslH A% E HHE AHE5t01 CHE 3 20| =of == & AHEel M

e & + AGLch

- SIP PreloadedSIPRouts Accept: 74 &
. SIP O§7H 420t S x| 2 ETHE
Expressway2| & QIE{H|0|AE At 35T O|2{8t Ztol Hol I 242 =olg = U&Lct

A ZEE SIP E2 X|H

Switch Preloaded SIP routes support On2 A& 35tH 0| ¥240i M Route dllH7 Z & El SIP
INVITE 2E& *2|g = J&LICH

Hdof o] SlH7F Z & E SIP INVITE &S HE 5= 5248 Switch Preloaded SIP routes
support Off2 AFSEFL|C.



SIP OH7H He E&E

Expressway2| B2BUA7I O| ¥ig Sl 2t EE SIP LHO| D7 -8 BEEE K| L= CHA| &4
=X ZHEELICH.

0| Y1} B2BUA 79| I & QX9 SIP 28 URI & 243X oi7fed~8 EEErLich.

EQ 8 A2 B2BUAMIA 0] W21t B2BUA 7Holl 2R EElE 2% 9| SIP 2% URI X e42Hx{ Of7H
HEF NEGE = UGLICh

ol248t Moo rr2t xConfiguration} call-type=A|= 240l SIP INVITEL| "Contact" 3|01l BH x| EIC}
= &2 &3l Hybrid Call Service Traversal 3230{|A SIP Of7H B+ 2 & 2/ 2 Off2 MHEStH EfT
7t M7{E|1 Cisco Webex 240i|A{ O|F HAE| S&IS &1 Q= ZES2 UE = A&

Mg
i

=
=

SIP INVITEZ| Contact SlICH0] call-type=All= gt R XI5tE{T Expressway7t S3t& *EI5te &2
dodof chall SIP Oi7H B~ EE S X|st=X| = QlsoF g LCt
. Expressway-E0i| 219!
. Configuration(Z1IZ| 28| 0|M) > Zones(¥™) > Zones(P )2 0|SerL|C}.
cStolEE|E ™2 Mo AHE S¢l 3 M=
.SIP O = HE ZfS OneE 4H

5 M™E XMEELICH
HHH R
&t 1:0| A|LEE|20 M E Expressway-EL| Webex Hybrid Traversal Server 3230| &2
L|Ct.Webex Hybrid Traversal 22}0|E = CUCM Q18 Fof| A SIP Oi7iHds~ E& 22
Off2 MHEE == UrCt= ™Mol fF2lstAAIL.0] & HI|2ei0|M2 25 Expressway-Co| A == E
LICt. O] < Expressway-E7} call-type=squared Z! 2 Expressway-CZ M&3HE 20|
Expressway-COllA O| {2 EEIMS [ALIct

Ol RHIRE:2 X g|0]A-Cisco Webex

=
[

A OWODN -

Cisco Webex0i| CHEt O} R HI2E 2 2|0|A(on-premises)et 2HZAEl 7{o| &2
S 40| 2 nELICt "Unified CM S& Z2l7|0{| A Call Service ConnectE At2%&t
A2 M E 2™ siiY AFS XS 2 |0lA MM3k7H %KDt Cisco Webex &2
O] AlLIZ|2E EE{E#TsIE{™ 0| Rl S5t7 &AlE I HMst= 88t 58
OlsHst= Aol SLELIC.
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stolold 2X =&

AP RFATE 2 ZE[0|A HE 7|0 AFE A Be| CIREE| URIZ TSHE ZHLCt

. AHE XL Bl 2-Z0|A T3 2 CTI-RD/Webex-RDO|A S8t =5f

CAFE X BO| 2-Z|0|A ™ 7(7F 22|7] AR

. At Xt BO| CTI-RD/Webex-RDE 0| &3tE8 S X X|(UserB@example.call.ciscospark.com)2
2 ™EHghlct.

. Unified CM2 0| &3} & Expressway-CZ e &fL|C}.

. Expressway-C= &32 Expressway-EZ EHLICI

. Expressway-E£ callservice.ciscospark.com THQI0{ A DNS Z3|& =& & L|Ct.

. Expressway-EE£ E E 50628 &3l Cisco Webex 30| 42524 AT &LICH.

. Expressway-E2} Cisco Webex & Z0IM &5 HEMO[ZE A|ZFErLICY.
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11. AtE Xt Bl AL& 7158 Cisco Webex 40| 2E(7| A& ELICH
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o|O|x|ofl EA|E! CHZ User B on-prem phone > Unified CM > CTI-RD/Webex-RD > Expressway-C
> Expressway-E > Cisco Webex environment > Cisco Webex appZ 0|5 & LILC}.

o Alice calls Bob using her endpoint.

+14085551234
bob@example.com o Bob’s endpoint rings.

Call extended to the Cisco Collaboration
Cloud through remote destination on
Spark Remote Device; Bob answers on

ob@example.call ciscospark.com Spark.
Expressway-C Expressway-E

Cisco
Unified CM

bob@example.call.ciscospark.com

9 Dial bob@example.com or
: +14085551234

+14085551235 Bob
alice@example.com

313105

£t 1:Cisco Webex Hybrid Design Guide0| A O|0|X|E 7t A& & LICH

23 EME

Cisco WebexZ2 2| O} ZHIRE ZEE S5/t et EXE sHZAst= B Unified CM,
Expressway -C & Expressway-E 21& Z&sHok &LICL.olzet 21 TS & E5tH S8t &
a2 Sl 7“":*E|" HHAlE Eolg = laLIch2-Z0|A 2t Eol M S3t7t Lot He| AZE K|
=X A L g Qe E L‘_I-E Y2 Expressway "HM 7|F"E A& st= ZLICH Expressway

Search History(Expressway M 7|&)& A& 3+ Cisco Webex0| CHEH 23 El &317t
Expressway-C e = EOf| 42T | x| golg = d&Lct

HdM 7|58 Ar8stt{H CteE 88 + U&Lc

1. Expressway-E0{| 210!
HAE &
Status(%E) > Search History(Z4 7|%)& O|S &rL|C}.

2 E£5l0F 3t= Webex SIP URIS| CHaF =47t e 8871 U=X| & elgLct
(user@example.call.ciscospark.com).
AM 7|20l Expressway-E 32 S|AEE| S317F EAIZ|X| ot 2™ Expressway-COi|A O] =
EMNAE EHFELICH

ExpresswayOll M ZIEt 238 244517| Hoi o] S3+& AlHst=

0L
s
mjo
kl

G

FHAAIL.
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1. SIP 2% URIE Cisco Webex AF&Ato| SIP F 47+ ELICH
2. SIP FROM ZE &= gFAIXt7} "First Name Last Name" <sip:Alias@Domain>L 2 E AL 5


/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

&Alo| xIHE Lt
O| HEE AF235lod ehAXIo| CIHER | URI, & 2lxtol o|& 1t o EE= 2 AXEQ| Cisco Webex SIP
AR TIH 2O E Mg METI Qe B2 ExpresswayE Safl A&l 50l 2 E

ol
SIP S&& ¥= "IN . 7.:1*#5* 2 Q& LICHobRHF2E E5H0] ThE! SIP INVITES ol

<
Pk 5
S m

Mo SIP Call-IDE 3ol SAE = U&LICH ol 2 g = EF F0l|ls S IDE 7|HeZ TIE
208 M504 0| S8t 12t BT ZE HIAIXIE 8 = U&LICH

CHZ 2 Call Service ConnectE AIEE = U= AL X0 A MsHE 4 [ Unified CM 5§ Z3}7|0]
M Cisco Webex Bt 4O 20| O} RHI2E S3t0{|M 713 ddtxdol H 71 x| EA[L|Ct.

£A 1. Expresswayol| A callservice.ciscospark.com &4 & & QI8 = gigLICt.

H>|
2 Fo
0
fl
>

Expressway DNS @Qio| &
OS2 DNS Z3|8 —’?—%‘iorf [dedL|ct o|E dFEste{H
test@dmzlab.call.ciscospark.com2| 23 URI7
Expressway DNS @32 23 URICQ 9_%
.|
|=l

2|& =8 & LIt Expresswayd| A O &
Al-ol' A O|A|_||:|.

= Q™ URIC| 2EF 4 Mo ZAIEE THQIS 7|8t

F £E0{ 24 A|2.DNS ¥210| pstojano-
o+o|= 5= 742 QlHbRiQ|
0s

.call.ciscospark. com01|k| DNS SRV Z&| =
5= AR OIS 3| L SEHO| LYY Ro= o

_sips._tcp.dnel ab. cal | . ci scospark. com
Response: 5 10 5061 | 2si p-cfa-01. wbx2. com
| 2si p-cfa-01. wbx2. com

Response: 146. 20. 193. 64

AHMS| AEH SRV BIZE EH0M HH 4 L ZE 50612 MS35HX|TH 5062 ME35HK| &
&L|Ct

&, ZE 50628 Sall ¢stE Mutual TLS SHEM|O| =27} M5 R| of © H Expressway @t Cisco
Webex 7t2| Al dRlol| = o| L EJ} AFSELICHEX|IE Cisco Webex Hybrid Call Services& 7
= J7t0/=E7F ZE 50612 A2 BAIMoR S &E5HX| S =Chs ALt L e FolHe= "=
A SEE 585tK| 27| HE ULICH

ExpresswayOll A O] Z&E DNS ¥4 SRV = 3| =2|2 S5t WHS AFE X7 ME 8 22 7|8
O 2 HAM HMZ £+l == Expressways 7 AsHE

OlF| O] EX S5t2 28 mf S517} 0T FHEIQGSS (M 7|2 AFR) EYsicna
Expressway-E0| & & = U &LICtHExpressway-EE & X SIP INVITE—‘?'—E-I A=t 5104
E0{RE ¥, A8 50 AM 72| 8517t L7t & °"° ,DNS o2 SHtE2H| MESE E< 0o
™ DNS _._2| =27} e MsHE K| & OIBHLICH
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2017-09-19T13: 18: 50. 562- 04: 00 aner - expressway0l1l tvcs: UTCTi ne="2017-09-19 17:18: 50, 556"
Modul e="net wor k. si p" Level ="DEBUG': Action="Recei ved" Local -i p="192. 168. 1. 6" Local - port="7003"
Src-ip="192.168.1.5" Src-port="26686" Mg-Hash="4341754241544006348"

S| PMSG

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SI P/ 2.0

Via: SIP/2.0/TLS 192.168.1.5:5061; egress-
zone=HybridCallServiceTraversal; br anch=29hG4bK6d734eaf 7a6d733bd1e79705b7445ebb46175. 1d33be65c99c
56898f 85df 813f 1db3a7; pr oxy-cal | -i d=47454¢92- 2b30- 414a- b7f e- af f 531296bcf ; r port

Via: SIP/2.0/ TCP 192. 168. 1. 21: 5065; branch=z9h&4bK13187594dd412; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: 991f7e80-9cll1517a-130ac-1501a8c0@92. 168. 1. 21

CSeq: 101 INVITE



Cal | -1 nfo: <urn:x-cisco-renotecc: callinfo>; x-cisco-video-traffic-cl ass=DESKTOP
Renot e- Party-1 D: "Jonat han Robb"
<si p: 5010@t p. ci scot ac. net >; party=cal | i ng; screen=yes; pri vacy=of f

Cont act: <sip:5010@92. 168. 1. 21: 5065; t ransport =t cp>; vi deo; audi o

From: "Jonathan Robb"

; tag=332677~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106860
To:

Max- Forwar ds: 15

Recor d- Rout e: <si p: proxy-cal |l -i d=47454¢c92- 2b30- 414a- b7f e-
af f 531296bcf @92. 168. 1. 5: 5061; transport=tls;lr>

Recor d- Rout e: <si p: proxy-cal |l -i d=47454¢c92- 2b30- 414a- b7f e-
af f 531296bcf @92. 168. 1. 5: 5060; transport=tcp; |l r>

Al ow. | NVITE, OPTI ONS, | NFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
User-Agent: Cisco-CUCM11l.5

Expires: 180

Date: Tue, 19 Sep 2017 17:18:50 GVI

Supported: tinmer,resource-priority,replaces, X-cisco-srtp-fallback, X-cisco-original-called
Sessi on- Expi res: 1800

M n- SE: 1800

Al |l ow Events: presence

X- TAATag: 2272025a- ce36-49d0- 8d93- cbh6a5e90f f el

Session-1 D 75957d4f b66a13e835c10737aa332675; r ennot e=00000000000000000000000000000000
Cisco-Qui d: 2568978048- 0000065536- 0000000148- 0352430272

Cont ent - Type: application/sdp

Content - Length: 714

<SDP Om tted>

0| SIP INVITEOI M 2% URI(pstojano-test@dmzlab.call.ciscospark.com), &8 ID(991f7e80-
9¢11517a-130ac-1501a8c0), From ("Jonathan Rob" <sip:5010@rtp.ciscotac.net>) 2! (pstojano-
test@dmzlab call.ciscospark.com)2 =& & = U&LICH ALt 01|0|"*E(Cisco-CUCM11 5). O]
INVITEZ} =2l Z|™ Expresswaye= S3HE CHE ZoneL Z CIREE + U=X| 48 E ZAHE 7| S
3t =2l Z2H2 LH2{oF & LICt Expresswaye= AM #&l0f 2t O] s =& LICt

2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"
Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"
2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"
Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"
2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"
Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"
2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"
Modul e="net wor k. search" Level ="DEBUG': Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"
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2017-09-19T13: 18: 50. 565- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-19 17:18: 50, 565"
Modul e="net wor k. dns" Level ="DEBUG': Detail ="Sendi ng DNS query"

Name="dnzl ab. cal | . ci scospar k. con' Type="NAPTR (I Pv4 and | Pv6)"

2017-09-19T13: 18: 50. 718- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18:50, 718"
Modul e="net wor k. dns" Level ="DEBUG': Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com" Type="SRV (| Pv4 and | Pv6)"

2017-09-19T13: 18: 50. 795- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 795"
Modul e="net wor k. dns" Level ="DEBUG': Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.64:5061'] (A/ AAAA) Hostname:'l2sip-cfa-0l.wbx2.com' Port:'5061"
Priority:'5' TTL:' 300" Weight:'10' (SRV) Nunber of relevant records retrieved: 2"

—?—IOI Ic _75_7*01IA-I Expressway-E7F 278 URI(_sips. tcp dmzlab.call.ciscospark.com)2| 2L EZ 0
£ SRV =32 #%‘izﬂem 12sip-cfa-01.wbx2.com %! ZE 50612| Z3AE 0|E2Z EOIZ|US
Folgh = U&LICH S AE O|F I2sip-cfa-01.wbx2.com 146.20.193.642 2 = QIEL|C}. O] H
I 5104 Expresswayoﬂkl &g Chs =2l% E7Hl= TCP SYN IZ!S 146.20.193.640{
o S8l 2 M™5tedn AT dHE ZLICH Expressway-E 2Z0{M 0|28t EXl|7} 2 M5 = K|
ek /‘I—lEP

9
fr

-|-_I-I_>'

oY OF HI 1o
HT} el 1] J\OI'
(]l

2017-09-19T13: 18: 51. 145- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18:51, 145"

Modul e="network.tcp" Level ="DEBUG': Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst-port="5061" Detail="TCP Connecting"

2017-09-19T13: 19: 01. 295- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:19: 01, 289"

Modul e="network.tcp" Level ="ERROR': Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst-port="5061" Detail="TCP Connection Failed"

2?|o| Expressway-E ZIEH 221 =20 M Expressway-E7} 0|70 TCP ZE 50612 S3H ST
= 1P 146.20.193.640{ 21Z45t241 A|=5FX|BH O] 40| 2tT6| Mufst= /2 &HQlE &= UaL
Che&E A Ao SLE LHES = = A&t

et
3878 2017-09-19
T38TR 20170919

The Expressway-E doesn't receive a SYN-ACK
s0 it retries the SYN packet again 3 times

o243t Zotof 2™ ZE 50612 St ECHE 0| H3 3| £ot= A2 2BELICH 2Lt Hybrid
Call Service Connect= 50610]| ot'l TCP ZE 50628 Ar&35t7| 9|8t 7/:'?=.|—|EP 2t M
Expressway-EOHA‘I ZE 50625 HI&tsl= SRV HIZEE &QI5HX| &= 0|]RE 1eqslof &huicH

O| ZZoil &35t7| 2|8 Expressway-E Webex Hybrid DNS ¥40{| A 75 &t -_rL* EME ¥E
A& LCH.

Name: "Hybrid Call Services DNS"

DNS SI P Aut hentication Trust Mde: "Of"
DNS SI P Default Transport: "TLS"

DNS SIP DnsOverride Name: "ciscospark.com"
DNS SIP DnsOverride Override: "Off"

SIP Medi a AesGcm Support: "OFf"

DNS SI P Media Encryption Mde: "On"

DNS SI P Media I CE Support: "OFf"

DNS SI P Par anet er Preservati on Mode: "Of"
DNS SI P Poi son Mdde: "Of"

DNS SI P Prel oadedSi pRout es Accept: "On"

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

[e) IR >RN o> RN e RN BN I - o) NN o R - )}



*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

DNS SI P Record Route Address Type: "IP"

DNS Sl P Sear chAut oResponse: "OFf"

DNS SI P TLS Verify I nboundd assification: "On"

DNS SIP TLS Verify Mde: "On"

*c xConfiguration Zones Zone DNS SI P TLS Verify Subject Nane: "call service. ciscospark. cont
*c xConfiguration Zones Zone DNS SI P UDP BFCP Filter Mde: "Of"

*c xConfiguration Zones Zone 6 DNS SIP UDP I X Filter Mode: "Of"

Expressway-E 2| xConfiguration0flA{ DNS = 3|9} #21El & J7}X| S8t 24 Zfo| USS &g
£ l&L|CH.DNSOverride Name ! DNSOverride Override.O| xConfiguration2 7|EtS 2

(o)l N>R o) RN o) RNe)]

DNSOverride Override7} Off 2 A& E|0{ 22 2 DNSOverride NameO| M& £|X| gt &L|C}H 0|2
8t Zto| =&slE &2 o & 0|3l5HEdT Expressway # UIE AFE 350 Zto| HolE = 3|8 £

&L|Ct.

DNS 2% £ xConfigtll A DnsOverride Override2 #HEt)

O] ¥Aoi etdl SIP SSHE CHO|YE CHA S| EHIQI CHAl S22 X|HE SIP ZHISE 2t
BIgfLICt. o] M2 FZ Cisco Webex Call Service2t &7 A& 37| 2I8F ZdL|CH
.www.cisco.com/go/hybrid-services2 I X5t &AL

ZHME T M 2lxConfigHlA DnsOverride Name2 2 §4Et)

SIP URIVIM =HIQIE AASt= CHAI DNSO|A &2 FQDNE U=3gfLIch 2El SIP

-
&S Exl ef&Lh

Of = Hf
URI=

02 Ho

O[X| ol248t Ho|7t o= 2 SHtEH| MY E[™ O[248F 2t0| DNS £ 3| 2 &1 M
A& LICt.Cisco Webex Hybrid Call Services& 75 70|=2| 2% 1t o| HEE A
Modify DNS Request(DNS 2% £8)7} On(FHZ)22 HdHElof 1 ZHAHE =@l
callservice.ciscospark.com2 2 Ax&fof &fL|Ct 2HIE HEE X|&H5H7| {6 0 2k

™ DNS SRV £ 3| =2|7t 75| E2tX|H ELICt.otel= Expressway-E TIE 222 &0 Z|CH
g Ae Ro| LR ALt

2017- 09- 19T10: 18: 35. 048- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 048"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (| Pv4 and | Pv6)"

2017- 09- 19T10: 18: 35. 126- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 126"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Resolved hostname to:

['IPv4' 'TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4' 'TCP''146.20.193.64:5062'] (A/AAAA)
Hostname: 'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)

Hostname: 'l2sip-cfa-01l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Nunber of
rel evant records retrieved: 4"

&M
1. Expressway-E0{| 210!
2. Configuration Zones(Z1xZ| 121 0|Md ) > Zones(¥ )2 OIS ELIC.
3. 4 El Webex Hybrid DNS 4 MEY
4. Modify DNS request(DNS =3 2%)E One2 MH
5.2t AME T M QIS callservice.ciscospark.com 2 AXELICE.
6. 148 L& X%
AL ol{et k2 €88 £ e stolEE

2 1 :Expressway0il DNS 230
=]

| StLIEF ALE &
E S& MH|Aet & AH8E HT 2| DNS &

[

—
[eL k=]
=

2%l 2. LE 50627} Cisco WebexZ2 2| O} RHIE X EHE


http://www.cisco.com/go/hybrid-services

Cisco Webex0ll CHet Z3 Fl o} 2HI2E S35 Amof Cis /et & 7t X[= HEE 74 AR O] 7§t

E d Mol gigolz =75t T3tet A CHE of Cisco Webex 10| sHE 40| Join(7HY) H-I%% x

AlBtctE ™Meuichflel AlLtz|22t 20| O Ao #h2dsto] LR 7F e et 2IXIE 7H& & ot
|x

StodH SUSH E0t 222 CHA| Ab8lok ELICH S5 24 2| Y 21 2ol ci#t &2 ol0
o ZAIE CHE O] EMOo| MME R X SHAA|2L.

EANEls = EtFo| O3

1500 3pE

pstojano test

[}

Active 15 minutes ago ™

(& Al v~ @ |
. test was unavailable.

™

PT

Ol2HIRE £35 24 #11t OiEH7Ix|2 Expressway_QI AM 7|88 Ar&3stod S&7F 2= A HE
X| O|S3tEX| EOlg oo 2 Expressway-E TIEH 220 M -E"-&.'é Al&HE = Q&LIC ol 20|
Expressway-COll M Expressway-EE2 E0{2= X 7| INVITER A[ZFLICH &2 A2 Ci30t 2
&LCt.

. Expressway-E7} INVITEE £ &ISH=X| 048

. AM 7= =2|7} 50|EE|= DNS H¥o 2 SSHE M EX| o4F

. DNS ¥240| DNS = 3|8 s&st=X|, 2HIE TH QoM =-T|l=%| oi¥

. A AEI0| ZE 506201 CHEt TCP SHEMO|ZE AT 3t0{ SHIZ A HHM=X| 048
. HE TLS HEMO|T ol 3 048

g WON -

2017-09-19T10: 18: 35. 023- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 017"

Modul e="net wor k. si p" Level ="DEBUG': Action="Received" Local -i p="192.168.1.6" Local - port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg- Hash="3732376649380137405"

S| PMSG

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com S|P/ 2.0

Via: SIP/2.0/TLS 192.168.1.5:5061; egress-
zone=HybridCallServiceTraversal; br anch=z9h&4bk57d8d5c823824bcddf d62f 6f f 7e09f 9939482. 899441b6d60C
444e4ed58951d07b5224; pr oxy-cal | - i d=696f 6f 1c- 9abe- 47f 3- 96a4- e26f 649f b76f ; r port

Via: SIP/2.0/ TCP 192. 168. 1. 21: 5065; br anch=z9h&G4bK12d4b77¢c97a64; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: 6a48de80-9cl11273a-12408-1501a8c0@l92. 168. 1. 21

CSeq: 101 INVITE

Call -Info: <urn:x-cisco-renotecc: cal linfo>; x-cisco-video-traffic-cl ass=DESKTCOP
Renot e- Party-1D: "Jonat han Robb"
<si p: 5010@t p. ci scot ac. net >; party=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip:5010@92. 168. 1. 21: 5065; t ransport =t cp>; vi deo; audi o

From: "Jonathan Robb"



; tag=328867~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106829
To:

Max- Forwar ds: 15

Recor d- Rout e: <si p: proxy-cal | -i d=696f 6f 1c- 9abe- 47f 3- 96a4-

e26f 649f b76f @92. 168. 1. 5: 5061; transport=tls;lr>

Recor d- Rout e: <si p: proxy-cal | -i d=696f 6f 1c- 9abe- 47f 3- 96a4-

e26f 649f b76f @92. 168. 1. 5: 5060; transport=tcp;lr>

Al low. | NVITE, OPTI ONS, | NFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
User-Agent: Cisco-CUCM11l.5

Expires: 180

Date: Tue, 19 Sep 2017 14:18:34 GMI

Supported: tinmer,resource-priority,replaces, X-cisco-srtp-fallback, X-cisco-original-called
Sessi on- Expi res: 1800

M n- SE: 1800

Al l ow Events: presence

X- TAATag: b2967a3b- 93f b- 4ca4- b0d7- 131f 75335684

Session-1 D 75957d4f b66a13e835c10737aa328865; r ennot e=00000000000000000000000000000000
Cisco-Guid: 1783160448- 0000065536- 0000000126- 0352430272

Cont ent - Type: application/sdp

Content - Length: 714
<SDP Onmitted>

2 INVITEOM & 4= /KOl INVITE E Yoz SAEL
CIP FA0M 7tMSLICHOIM HM 72l 2Xo2 0|8 E

|Ct.Ol= "= 41" 2 40|0H Expressway-

2017-09-19T10: 18: 35. 023-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T10: 18: 35. 023-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-19T10: 18: 35. 023-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T10: 18: 35. 023-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"

?lel 23 =2t & 7|82 2 Expressway-E7} 4712 AM A E 6l F2 24 E[AXIE EF &
A =gk —E—*"EIO"22 2oIgh &= U&LICH (Webex Hybrid - Webex Cloud) _T'_E=IE|°"* L|C}
.Search Rule2 M &=2|7} 900| 11 5/0/2 2= S35} A{H|A DNS 29215571 DNS Qo2 ™
T|2 2 Expressway-EOll A & 45t= DNS SRV Z 3|8 HAEE =+ U&LICLO| 2E AR J"dﬁl H
Aro|Ct.O|X| DNS Lookup Z %0 El& & £ Q&LICH

-

o

o

OF

2017-09-19T10: 18: 35. 048- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 048"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (| Pv4 and | Pv6)"
2017-09-19T10: 18: 35. 126- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 126"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4''TCP''146.20.193.64:5062'] (A/AAAA)
Hostname: 'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)

Hostname: 'l2sip-cfa-0l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Number of
relevant records retrieved: 4"

0| QIAEIAO| M callservice.ciscospark.com SRV | Z =7} =
2 4ol M2 C}E RE3 HZCO0|H 25 ZE 50628 AR



A ch2ol & TCP $EMO0|ZE BAe
HTCP O=|7:|||O 7-|AH6 DSt pOI't "5062"%
2|20M 2 = U= MELLICH

&LICHEXM0|M oM A= Ci = TIE E:LOHA‘I
dots et =2 HE + J&LICH OS2 o] Al

2017-09-19T10: 18: 35. 474-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 474"

Modul e="network. tcp" Level ="DEBUG': Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193.70"
Dst - port ="5062" Detail ="TCP Connecti ng"

2017- 09- 19T10: 28: 35. 295-04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:28: 35, 289"

Modul e="network. tcp" Level ="ERROR': Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193.70"
Dst - port ="5062" Detail ="TCP Connection Fail ed"

Lt FICH 22 HE | ZEEl tcpdumpE A2 5104 0|0|X|ol EA|E CHE TCP $1=M|0|=30f CHE
AEMEt HEE g = UBLICH

Expressway-E attempts TCP Connection twice

Filter: | tep.port==5062 ::Expms&nn... Clear Apply Save

No. Time Source Desti

Protocol 5 Port D Port Length fo
=il : sl T Lo i

% 250275062 [SYN] Sedep win 00 Lenad

Tty

The Expressway-E doesn’t receive a SYN-ACK
50 it attempts to retransmit.

[nt)

0| A|’“01|/\-I Expressway-E7| S3& 2HIE2H 2t 85t QCtD ZEXIS = U&LICHO| AlLtZ|

o EX|= Webex EZ0iM TCP ‘?_47;'2 A%xst £ QictE ZdLICH Webex 30| TCP SYN If
7'01| °E*o+7<| 17| =20l o248t EX|7F 2hdleh = UX|BH HAZAE XMEISte MH7F B2 12 7t
o ={n

of 2RzlE Z0E oz 27t 'é* & £ QELICHO| AILIZI20M e ME JHs 0] =2
%O.JS S ER(EEHY, IPS )2 80| ECfEE 5K b= ALt

£FM

EXN7F 42|22 o| Clo|EE nZo| HIERIT ZE|Rtol|AH ME3HoF gfL|ch et 71 HE
7t et 2 o|X| ClHio|A Q/EE= %iP“"OI Q[F ClE{H| o|A MM ZAE SHASt0] F7F 57
E U2 £ Q&LICHExpresswayl| 20l A, O] 2= siE ClHIO|A 4 F6tX| o2 2 I O
A =g ol giaLct

=Xl 3. Expressway M % M8 27

e

AM 72! 3
LIHRE & 4 ZQ35tD ofRHHRE S3tof CHEt A4 -Fn"ilol o3V 2
of AM 73 M EXls LU = JU&LICHO| EME 4 T{E MM Expresswayol M= regex &
M7t o< "E'EF’C—*.OIXIPJ AM 7= 2ol Helo| &4 ot Wg & = UELICHO| EY MOHE
M= o7t Leliet ol RHIRE S3HE AHELICICHE 2E Ot RHIR2E ZZE S8 AlLIEIR
o OtEF7ER|E, ’o‘é!S J0H2 | XIEU

ZE Hu|zaeio|M2 Expresswayol M 7HE 2 Au|adgo|M &3 X & shukluct
3l |
|

. Called At A}2| Cisco Webex 0| Join(E 7+ EHFRE EAIZI&LICEH
- T T M A ZE Ml StT URELICE.
. T3t At Rte| 2-Z |0jA MEIF 22|12 U&LCh
. T3LE 74 AF8XI2] Cisco Webex 2 22IX| &S
CIE 2 E AlLt2|22et OrEH7HR[2 Expressway-C 2 E ZIE 2 :LQ} 3174 CUCM SDL £xi2 &
St AF gfLCH Ot OMEHIERIZ, AM SIAER 28 L RIEt 2EO0|M SEHE AldHsts B2
Z5HoF ELICt o1} OrEt7H K| 2 Expressway-E 24 7|2 AF&35104 O] 3517t aliE S&HE



x| Amisties & & LICt ol2= Expressway-COll A Expressway-E2 E0{2 = X 7| SIP
INVITEE #T{E = E499| A|ZFL|Ct.

2017- 09- 25T11: 26: 02. 959- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-25 15: 26: 02, 959"

Modul e="net wor k. si p" Level ="DEBUG': Action="Received" Local -ip="192.168.1.6" Local -port="7003"
Src-ip="192.168.1.5" Src-port="25675" Msg- Hash="1536984498381728689"

S| PMSG

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SI P/ 2.0

Via: SIP/2.0/TLS 192.168.1.5:5061; egress-
zone=HybridCallServiceTraversal; br anch=z9hG4bKlc7bf 93f f 08014ca5e00bb0b5f 8b184b272412. a81f 2992e38
63ac202a000a3dd599763; proxy-cal | -i d=f 79b8631- 947b- 46d4- a888- 911bf 0150bf e; r port

Via: SIP/2.0/ TCP 192. 168. 1. 21: 5065; branch=z9hG4bK1¢c8c419938648; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: d58£2680-9¢91200a-1c7ba-1501a8c0@92. 168. 1. 21

CSeq: 101 INVITE

Cal | -1 nfo: <urn:x-cisco-renptecc:callinfo>; x-cisco-video-traffic-class=DESKTOP
Renot e- Party-1D: "Jonat han Robb"
<si p: 5010@t p. ci scotac. net >; party=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip:5010@092.168. 1.21:5065; transport=tcp>;vi deo; audi o

From: "Jonathan Robb"

t ag=505817~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106972
To:

Max- Forwards: 15

Record- Rout e: <si p: proxy-call-id=f79b8631-947b- 46d4- a888-
911bf 0150bf e@ 92. 168. 1. 5: 5061; transport=tls;lr>

Record- Rout e: <si p: proxy-call-id=f79b8631-947b- 46d4- a888-
911bf 0150bf e@ 92. 168. 1. 5: 5060; transport=tcp;|lr>

Al'l ow. | NVITE, OPTI ONS, | NFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
User-Agent: Cisco-CUCM11l.5

Expires: 180

Date: Mon, 25 Sep 2017 15:26:02 GVIr

Supported: tiner,resource-priority,replaces, X-cisco-srtp-fallback, X-cisco-original-called
Sessi on- Expi res: 1800

M n- SE: 1800

Al'l ow Events: presence

X- TAATag: 8e8c014d-5d01-4581-8108-5ch096778f c5

Session-1 D 75957d4f b66a13e835¢10737aa505813; r ennpt e=00000000000000000000000000000000
Ci sco-Gui d: 3582928512- 0000065536- 0000000240- 0352430272

Cont ent - Type: application/sdp

Content-Length: 714

<SDP Onitted>

SIP S|C40ll A Call-ID(d582680-9c91200a-1c7ba-1501a8c0) & ALE5+04 0| CH3} Alxfol HZE 2
E HAIXIE t2H AME = & LICHExpressway-E7F Expressway-COoll CHElH 2 20| A M| 1
XZ AMet2 2 [ Expressway-E7} 5 Al 404 Not Found(404 & 8 4 918)E ™M& 8L

2017- 09- 25T11: 26: 13. 286- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-25 15: 26: 13, 286"
Modul e="networ k. si p" Level ="DEBUG': Action="Sent" Local -i p="192.168.1.6" Local -port="7003" Dst -
i p="192.168. 1. 5" Dst-port="25675" Msg-Hash="12372154521012287279"

S| PMSG

|SIP/2.0 404 Not Found



Via: SIP/2.0/TLS 192.168. 1. 5: 5061; egr ess-

zone=Hybri dCal | Servi ceTraver sal ; branch=z9hG4bK1c7bf 93f f 08014ca5e00bb0b5f 80184b272412. a81f 2992e38
63ac202a000a3dd599763; proxy-cal | -i d=f 79b8631- 947b- 46d4- a888-

911bf 0150bf e; recei ved=192. 168. 1. 5; r port =25675; i ngr ess- zone=Hybri dCal | Servi ceTr aver sa

Via: SIP/2.0/TCP 192. 168. 1. 21: 5065; br anch=z9hG4bK1c8c419938648; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: d58£2680-9¢91200a-1c7ba-1501a8c0@92. 168. 1. 21

CSeq: 101 INVITE

From: "Jonathan Robb"

; tag=505817~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106972
To:

Server: TANDBERG/4135 (X8.10.2) Warning: 399 192.168.1.6:7003 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa505813 Content-
Length: 0

o| tlo|E& Ct& = 7HX|& E{&FLICh

1. Expressway-E= Cisco Webex0l| INVITEE 2 LHX| f A &LCt.

2. Expressway-E= 404 Not Found(404 & = g18) 2/ 7t U= S&HE 7{557| «tt 2&

2dEE U2 AR L] ct

404 Not Found 27 £ Y™ 2 2 ExpresswaydllAM CHY FAE &2 £ ¢l ol0lguct
.Expressway= H4 #&[E Al&3dto{ Af4lat CHE & F 7Hol| S8t E 2t E67| mE ol
Expressway-E 2| xConfiguration0l| ZX%&& & 0] A|&gL|Ct. O] xConfiguration L0 A Webex
Hybrid DNS &jo 2 S5tE TEE AN 738 &8 £+ U &LICh.xConfiguration(xZ1I| 12{| 0] 44)
#HE M Expresswayd| + & E AN &2 3F22{H "xConfiguration Zones Policy SearchRules
Rule(xConfiguration 3 &3 ZHM A &|)'g HMYE = U&LICt. o|FAH| 5t Expresswayod| 244
= ZF AN Eof et A 73| AHoagolM §50| EAIELULCHRule” ol LE =A= 12 ©
X AGE A 5o met S AN &g &= o 22Xt 9,!: 7c’>’%’—“Webex“2|' ol
gHso 2 ALSElE OB x| 28 AL8stol ZM Rl ol & #8 % UaLch7alg Mgse
IE CHE Y " *@.*\.ciscospark\.com"2 2 & E Pattern String Z}:E A= Z4Q L 2 A E W
H BEAtL_ILCH (@ E EA0] SHIEAH FEE A= 7f7é'>)0| AlLt2|20 M xConf'guratlonE
ZHE#t ¥ Search Rule 60| Cisco Webex0l| 88 TE 3= SHIE HE[S &E = J&aLCh
*c xConfiguration Zones Policy SearchRules Rule 6 Authentication: "No"
*c xConfiguration Zones Policy SearchRules Rule Description: "Outbound calls to Webex"
*c xConfiguration Zones Policy SearchRules Rule Mode: "AliasPatternMatch"
*c xConfiguration Zones Policy SearchRules Rule Name: "Webex Hybrid - to Webex Cloud”
*c xConfiguration Zones Policy SearchRules Rule Pattern Behavior: "Leave"
*c xConfiguration Zones Policy SearchRules Rule Pattern Replace:
*c xConfiguration Zones Policy SearchRules Rule Pattern String: ".*@.*\.ciscospark\.com"
*c xConfiguration Zones Policy SearchRules Rule Pattern Type: "Regex"
*c xConfiguration Zones Policy SearchRules Rule Priority: "101"
*c xConfiguration Zones Policy SearchRules Rule Progress: "Stop"
*c xConfiguration Zones Policy SearchRules Rule Protocol: "SIP"
*c xConfiguration Zones Policy SearchRules Rule SIPTrafficType: "Any"
*c xConfiguration Zones Policy SearchRules Rule Source Mode: "Named"
*c xConfiguration Zones Policy SearchRules Rule Source Name: "Hybrid Call Service Traversal"™
*c xConfiguration Zones Policy SearchRules Rule State: "Enabled"
*c xConfiguration Zones Policy SearchRules Rule SystemGenerated: "No"
*c xConfiguration Zones Policy SearchRules Rule Target Name: "Hybrid Call Services DNS"
*c xConfiguration Zones Policy SearchRules Rule Target SIPVariant: "Any"
*c xConfiguration Zones Policy SearchRules Rule Target Type: "Zone"

A O h Oh O O O O Oy O O O O O Oh O O O©



O| S E|AES 7| {8l o MEE Check T 7|52 AISE = JU&LICL0{7|H SE AHE
2 g U2 F8s5tete AUt |X &2l > =+ > TE &ol

. HE&:E 7| INVITE%M %URI 2&(l:pstojano-test@dmzlab.call.ciscospark.com)

- e RE:dHA

- IE EXHd . *@.*\.ciscospark\.com

- e S5
T2|of| CH Bt Regex7t HI2H| AEE ZA 0| Check I Succeeded2| A& & QI ok gLICH
&2 o|0|x[ol] ZAIEl HAx{H ol 2o F& a2 &Lt

Check pattern

Aliaz

Alias # | pstojano-test@dmezlab.call ciscospark com

Pattern
Pattemn type Regex ¥ | 1
@ " ciscosparkLcom i
wior Leave ¥ L

Check pattern
Result
Details Aliaz matched pattern
Aliaz pstojano-test@dmzlab. call.ciscospark.com

AN 1=|o| 1 SHIEAH R HEIIEX| &l = U222 Expressway?t =8 Sl HMN =2
E XIHI5| & Qletod 404 Not Found & = LIE Expressway-E0l A& O|x|EX| &l 4 &L
Ct.CH& 2 Expressway’t &3t A4 7% 2%[o| MZF/LCt.

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search" Level="DEBUG": Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"™

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search" Level="DEBUG": Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search" Level="DEBUG": Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"™

2017-09-25T11:26:02.967-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,967"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'to DNS' towards target
'DNS' at priority '100' with alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.968-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,968"
Module="network.dns" Level="DEBUG": Detail="Sending DNS qQuery" Name="dmzlab.call.ciscospark.com"
Type="NAPTR (IPv4 and IPv6)"

2017-09-25T11:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Could not resolve hostname"
2017-09-25T11:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com"™ Type="SRV (IPvd and IPv6)"

O| M ZF ol A= Expressway7t 4712| A &g X2|et A& &Qlgh = J&LCHA 38|= o] O]
R 2 DE|X| AKX 4(2 DE{FCHED|2 2 CIOIE/E= ExpresswayZt DNS =8| 2%[0 2 F
TlElE FA| g grL|Ct. xConfigurationd| A & 18 LIE & 7|2438HH Webex Hybridol| CH3H &
HM 72|0] O|& 0| Webex Hybrid - Webex Cloud2 X|™HE[R2 22| o] HM 72| 2EofAMT
12| X| ek k&LIC0{7|MHE Webex Hybrid Search T#&/2| Al20i| W& & O|x|lEX| o & o|a&
2= A= 5 DNSol| Ci5lf n2{E A 72[0] o{EH FHENEX 4 HE BRI U&LICHO|E 2



&l o[¢dol= "to DNS"El= A4 %8 &ol xConfig CtA| M TI{E 5= U&LICEH
*c xConfiguration Zones Policy SearchRules Rule 1 Authentication: "No"
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
xConfiguration Zones Policy SearchRules Rule 1 Target Type: "Zone"

ol AM 7#5|8 HES ¥ OIS S 22 Y £ UsLCh.

. I|E B X2 Cisco Webex 2 URISH Y x|EHLICEH

.M E=2E 10022 A™EELUICH

- Progress(Pattern behavior)7} Stop(ZX)2 2 X ELICt.
o| Mol =™, &5|E= Cisco Webex Request URIZ} O] TH&|1} x|5tH, 7%/ 0| Y%|6HH
ExpresswayH| A CIE AN 72| ZHM(12{ )35 x| et&LICH 0|28t ol & &3l Rule Priority 7}
& ATt EHLICHExpressway A4 & 24 =207 7H1E ¥ 2 M =9 3o HA Al=EL
Chohg2 oleluct A #E2HME S3:H S = 1AM 75U o|HIfE S&:H KM
=9 1044 F=|:DNSI{E SZ:S X[ =2 500| o0l A Local(1)0l2t= HM 7F&|8 HA Al
StH YxlstE 50| Y74k Pattern(TE) S2H0| Continue(Hl<)2 A& |0 Y222 Search
rule Neighbor(1)2 O|& gL|Ct. Z4Y 7#%| Neighbor7l [ x|5t X| 28 2™ Search Rule DNS(50)£ A|
% 0|S35t0q OFX|2t 22 1 e4EfLICt.Search Rule DNS7} & %|5tH Pattern(IiEl) S2t0| Stop(& K|
1SR MYEEIeOE M =97t 50ECH £2 CHE A4 #3|0| U= X| oF ol A gio| HA0|
SXIEUCt ol2{#t o|3HE S5 "DNS"2 "Webex Hybrid - to Webex Cloud(Webex Cloud)" T+
Atolol AN & 24 =& AmE = JAgLICH
*c xConfiguration Zones Policy SearchRules Rule 1 Name: "to DNS"

*c xConfiguration Zones Policy SearchRules Rule 1 Priority: "100"
*c xConfiguration Zones Policy SearchRules Rule 1 Progress: "Stop"

Description:

Mode: "AliasPatternMatch"
Name: "to DNS"

Pattern Behavior: "Leave"
Pattern Replace:

Pattern String: "(?!.*@%localdomains%.*§).*"
Pattern Type: "Regex"
Priority: "100"

Progress: "Stop"

Protocol: "Any"
SIPTrafficType: "Any"

Source Mode: "Any"

Source Name: "Please Select"
State: "Enabled"
SystemGenerated: "No"

Target Name: "DNS"

Target SIPVariant: "Any"

PRRRRRRPEPRPRPRRBPRBPRRRRR

*c xConfiguration Zones Policy SearchRules Rule 6 Name: "Webex Hybrid - to Webex Cloud”
*c xConfiguration Zones Policy SearchRules Rule 6 Priority: "101"
*c xConfiguration Zones Policy SearchRules Rule 6 Progress: "Stop"

047|A "DNSE2" 1%/ 2| 24 =2|7} "Webex Hybrid - to Webex Cloud" 7#&|ELCt Y222 "DNSZ
"nEo| HA AT ELChmE S2H(FId)o| FX|(Stop)2 MHE ZHR Expressway-EE Webex
Hybrid - Webex Cloud T+&|&€ 11245t X| Qi &&l7| 32 AlmgL|ct #8M0|2E 3
o] 2X|&= Hybrid Call Service Connectol| A B3 O £X|1 UGLICLEFMHO| T/ E TR, AHR
B2 Cisco Webex HMof| At8& 24M =71 £2 738 AI1F dHEch M7 I 7|8
T&[0] XI5t lo{ M El o] #E|o| ZEEIX| e ARVt BoH, 0|2 Qldl| 2 /7 ElEL
Ct.o] Al Cisco Webex0d CHiEt QIHIRE W ol RHIRE &8 2ol wgiLct.ol| 2x|& &
Aste{H Chs BAHIE 8 st ok guct
1. Expressway-E0| 210!

. Configuration(7t4d) > Dial Plan(C+0|®d & &) > Search rules(Z4] 71%|)2 O|SgLCt.
. Webex Hybrid Search 7+2|& 3ol & 2| &rL|C}(0f: 0/F:Webex Hybrid - Webex Cloud)
M = U O dM 720 I 2 e R Y5t CHE AISKIoH dEE FXI AT

8 585 LIt (of- 24 =2/:99)

HWN



Search T2|0| A= thumb2| YEHE{9l &2 Pattern XM 2Lt 7% 0| Search rule
priority(A 4 & 24 &¢l) SHol| BiX[E = U&LICH UL = DNS g2 =24 = H|2lo| of
Il B E 52 catchdlod QIEHIS 2 E L= Pattern ALY Z M ELICEH Ol M2 T 89
AM A=|o| OiX|Ye 2 2EE T8 24 = E 4 d™s= Aol F&LICt 24 4.
Expressway CPL Z1I| 18| 0|4d @ RExpressway & F M2 MH0|M AHS 7Hs 8 CPL(Call
Processing Language) =2|& At&3%t0{ 23 Al7| &8lE S LICH. 75 52! Expressway &5
40| Cisco Webex Hybrid Call Service & Mobile & Remote AccessOl|Zt AF El= 74 CPL &Y
2 1&g gdslstn 85t 20| E4LICH.Cisco Webex Hybrid& Expressway2| CPL 42
Of < ZHeHstx|gh, &2 5t &8 A& 2H AEE = J&gLcholz] AlLEuMHE TIE
2Zg A830{ CPL T T80l QFB AlHsts WS 2oIFLICLOE BE WA YT B
3t AlLt2|l2t OfEIERIZ, B2 SYSHAH R XIZIR&LIC
- BEE M8X2| Cisco Webex {0l A Join(E 7t) HE & X3 &Lt
. T8 7|ollM ol 22| UACH
- Tgtet Aol 2-zh0jA &7 221 U&LICE
- BETMEXI A2 22X A=F
CHE 2E AlLI2|29} OF &7 X|2 Expressway-C & E TIEF 239} 874 CUCM SDL £ g A8
& = AaLch. ol ofe7t X2 8 B ESHAA|2.0|7 1t Of & 7L K| 2 Expressway-E 24 7|5
= AL835t04 0| &80 T3f6tn AWM S E Sl &LICHCHE 2 Expressway-Col| A
Expressway-E2 E0{2E =7| SIP INVITEE & & UE BAo| AFtluCt.
2017-09-25T16:54:43.722-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,722"
Module="network.sip"™ Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26404" Msg-Hash="17204952472509519266"
SIPMSG:
| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0
Vvia: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK781lal30d234ed%9aaec86834368739430283256.34216c32a0d
e36e16590bae36d4£388b6;proxy-call-id=3bbbf94a-082e-4088-8£5a-5ea7e82£8aac;rport
Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1lcf344a8bll7e;received=192.168.1.21;ingress~
zone=CUCM11
Call-ID: c030£100-9¢916d413-1cdcb-1501a8c0@192.168.1.21
CSeq@g: 101 INVITE
Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<8ip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off

Contact: <s8ip:5010@192.168.1.21:5065;transport=tcp>;video;audio
From: "Jonathan Robb"

2tag=512579~c9cc7ddc=-9592-49e8-al3c-79e26£48eebc=-30107000
To:

Max-Forwards: 15

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5061; transport=tls;lr>

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5060; transport=tcp;1lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM1l.5

Expires: 180

Date: Mon, 25 Sep 2017 20:54:43 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800



Allow-Events: presence

X-TAATag: 4fffefed-0512-4067-ac8c-35828£f0a1150

Session-ID: 75957d4fb66al3e835¢c10737aa512577; remote=00000000000000000000000000000000
Cisco-Guid: 3224432896-0000065536-0000000264-0352430272

Content-Type: application/sdp

Content-Length: 714

<SDP Omitted>
SIP &lIiol A Call-ID(c030f100-9¢916d13-1cdcb-1501a8¢c0) & A& 3tod O] CH3} A xjof| HAE =2
E HAIXIE B2 A Z A8 L|CHExpressway-E7F Expressway-COll CH3H 204 Al HM| SIEE &
AlstE B Expressway-E7F & A| Expressway-COll 403 Forbidden2 F& 2t W2 &0lg £
U&Lct.
2017-09-25T16:54:43.727-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,727"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.6" Local-port="7003" Dst-
ip="192.168.1.5" Dst-port="26404" Msg-Hash="9195436101110134622"

SIPMSG:

|SIP/2.0 403 Forbidden

via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bK781a1304234ed%aaec86834368739430283256.34216c32a0d
e36e16590bae36d£388b6;proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac;received=192.168.1.5;rport=26404; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1cf344a8bll7e;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: c030£100-9¢916d13-1cdcb-1501a8c0@192.168.1.21

CSeqg: 101 INVITE

From: "Jonathan Robb"

;tag=512579~c9cc7ddc-9592-49e8-al3c-79e26£48eebc-30107000
To:

;tag=64fe7f9eab37029d4

Server: TANDBERG/4135 (X8.10.2)

Warning: 399 192.168.1.6:7003 "Policy Response"

Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa512577
Content-Length: 0

Expressway-E7} O| S&I& 7155t 11 Expressway-Col 403 2X|El 2R & £ o|RE o|&l5l2{H
Expressway-Coll 2124 El #i2}f SIP INVITESH 403 S X|H Ato|e] 21 g5 EAstein gLt o]
HEt 20 58 245 o2 MY 52 2 E =2 82 & = U&LICL.3 & s A4
2|2 EAIE|X| ofX|BF £ & | CPL(Call Process Language) 2% T & £ U&LICHolgiE O
o8t Aol et

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:



2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

n
fleol 20 A8 7|gte 2 grLCH.CPLO| &8HE HE S8 A™WE + UsLch
2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: Event="Search Completed"
Reason="Forbidden" Service="SIP" Src-alias-type="SIP" Src-alias="5010@rtp.ciscotac.net" Dst-
alias-type="SIP" Dst-alias="sip:pstojano-test@dmzlab.call.ciscospark.com" Call-serial-
number="48c80582-ec79-4d89-82e2-e5546£35703c" Tag="4fffefed-0512-4067-ac8c-35828£0al1150"
Detail="found:false, searchtype:INVITE, Info:Policy Response" Level="1" UTCTime="2017-09-25
20:54:43,726"
2017-09-25T16:54:43.725-04:00 amer-expresswayOl tvcs: Event="Call Rejected" Service="SIP" Src-
ip="192.168.1.5" Src-port="26404" Src-alias-type="SIP"

2t1:0] ZL CPL, FindMe &/ Transforms7f D= A & o|Fof HE|E[2 2 HA #&[o] EEE|
£ 712 8 £ & LIct| R 2 o AL Expresswayll xConfigE &850 482 O & o|alE &
U&Uctan{Lt cPLe| Z Mol g d3stE d<oot 7é>-15| &S E AeuchOs2 of
Expressway-E7} 22 CPL EEIE AM88trhe A8 E0{F £ xConfig £ &JLCt.

*¢ xConfiguration Policy AdministratorPolicy Mode: "LocalCPL"

72| Aulaglol4de o & ol&l5t2{™ Expressway-E0l 21215t1 o|O|X|ofl EAIE CHE
Configuration > Call Policy > Rules2 0| & H{of gfL|C}

Call Policy rules

o| Ax|asojMde HEE M EP°0| ?%E‘ NE SHOIE = UL EX: *CH A
*@dmzlab\.call\.ciscospark\.com.*Z} ?J.?-ITCIsco Webex Hybrid Call Service 7% _7}0/=0f MH
E A0 "o E m &4 S Ciao| FE FHE WS &l = UA&LIC

Field Setting

Source Type From address

Rule applies to Unauthenticated callers

Source pattemn J@examplel.calll.ciscospark\.com.”, where example is your

company's subdomain.
W

Destination pattern

Action Reject

!

&R Mo| BAIE siZAsted™ A4} *@%Webex_subdomain%\.call\.ciscospark\.com.*(2)2 X
|7 cHe mfEo]
1. Expressway-E0| 210!
. Configuration(Z1I| 22| 0|M) > Call Policy(S &} Z2) > Rules(Tt2])2 0|S&fLIC}.
. Cisco Webex Hybrid Call MH|A0]| CH5H A E 728 ME{gL|C.
. A IEHE *@%Webex_subdomain%\.call\.ciscospark\.com.*(04:
*@dmzlab\.call\.ciscospark\.com.*)
. Destination Pattern(Clii & IE)& Ct&2 =2 J={#fL|C}.*
6. X% A=y
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/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html
/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html
/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html

Webex Hybrid& CPL 7#10fl CH 3t XF A2t LIE 2 Cisco Webex Hybrid Design Guide® £ 7 5 &/ A/
2. FgF:Cisco Webexol M 22 3|0/A = 2 8|0/A0| A Cisco WebexE 2]
M 1. IP Phone/Collaboration EndpointE= G.711, G.722 £ AAC-LD 0|e|e] @C|2 A& 2 N2 &
LICt.Hybrid Call Service Connect= Ct&1t Z2 M| 71 x| 2C|2 IEE X|¥eFLCG.711, G.722
2! AAC-LD.Cisco Webex A0 83 Mo =2 SSIE MH5E{H 0|28 2C|2 Z =S A3l of
ghLich2xyoA #E2 ClYdt 89| 2C|2 AHE A58 e £ UX|E SAlol o|E
Mgtet= 5 MHEE = U&LICHOl= Unified CMAHIA AFEAL X1H S/EE 7|8 ¥ M™H2 A&l
o o|=X E= o5t X| A HHE = UsLICH OB & &2l 42 &8 Y& Unified
CMO| Early EE= Delayed Offerg& A58 F4E F¢ 2Z IEO0| CHE = JU&LICLCIE2
O| S&0| AtXMHMe = LIEHE == e R 7t X[ &0 CiEt o &L ct.
1. Cisco Webexe G.711, G.722 = AAC-LDE X|Z35l= 2HI2E INVITEE SDP2 &7 &
HLICtExpressway-CE O| H|A|X|& Unified CM2 2 %35t X| 2t Unified CM2 0| S&lod| Cj
&l G.7298 25 T |0 Q&LICEIEIM Unified CM2 AFR 7158 ZH|0] 87| mi
2ol S8 ¥ Lo
2. Unified CM2 O} RHI2E S&H& Cisco Webex0ll Cif#F Early Offer2 Al &LICH &,
Expressway-CE F&E Z7| INVITEO|E G.729 2C|2 B X|¢5tE SDPRF X gHEL|CH O™
Cl= Cisco WebexE G.7298 X|¥slXx| ez 2C|28 MEZ LHE L = SDPE AH83§0d
2000KE E'HLICHm=audio 0 RTP/SAVP). Expressway-C7} O| INVITEE Unified CMOi| %
S5tH A = o 2H 0] 47| M E0i Unified CMO| &8 S=&LICt.
3. Unified CM2 O} RHI2E. S38 Expressway-CZ EiH 7| INVITEO| SDP7} =& EIX| kS
= Cisco Webex0ll Cf3t x/2dEl Mot 2 A& L|CH 2™ CHE Cisco Webex7t X[ #35tE 2
E 2rC|2 3= o| & E SDP7} Z & El 2000KE TS & LICt.Expressway-CE= 0| 200 &l
£ Unified CM2 2 X431 X|2t Unified CM 0| 380l Cisl G.7298t 55T & T Ax|o]
AU&Lct.mek M Unified CM2 ALE 7tsEt 280 17| M 2ol S3t& 7{5 &LCt.
o| A2t & xI5t= Hybrid Call Service Connect &3} 2 7 & A|#H35l2{= A< Unified CM SDL &
X Q|oi| Expressway 21 & 7Fx{2} ok &L|C}. Unified CMO| Ol R HI 2= SEH& Early Offer2 AT
Ste A9 x| &E #2 olelol| U 21 A= =Zt0| Y&LICH S8t Cisco WebexZ2 HZEICH
EAME 21 Qoo 23 E4M0| Expressway-E0| M A|ZHELICHCHZ 2 Cisco Webexd| CHEF
Z7| INVITES| LR ILICL7 |2 2C|2 I H 0| G.729(H 0|2 E 18)2 M E|0] USS &elgr
A&LICt 1012 DTMFE0|H 0| § AlUt2|2E #&o| gigLct.
2017-09-19T10:46:10.488-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:10,488"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="172.16.2.2" Local-port="25034" Dst-
ip="146.20.193.64" Dst-port="5062" Msg-Hash="4309505007645007056"
SIPMSG:
INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0
Via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6b15ad0cbbf409751£67848136falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea25642; rport
Via: SIP/2.0/TLS 172.16.2.2:5073;branch=z9hG4bK350703fed6645f0acddef05b35adc5¢c157 ; x-cisco-local-
service=nettle;received=172.16.2.2;rport=41511; ingress-zone=DefaultZone
Via: SIP/2.0/TLS 192.168.1.6:5061;egress-
zone=DefaultZone;branch=z9hG4bKf71£2bf47233d6ca52b579364594ac6cllld.ad02e3£25603£5a77b60bl7ead7d4
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6c-14872e007efb;received=192.168.1.6;rport=25025
Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKfcf4dc£fd09d213a88bd2331cef0bc82b540559.494a140082bd
66357134b9%eedd3354£8;proxy-call-id=d4d4e950-babc-45d5-ada7-
c60a8bl7a8bd; received=192.168.1.5;rport=26513; ingress-zone=HybridCallServiceTraversal
Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK12dd82194c4£f7;received=192.168.1.21;ingress-
zone=CUCM11l
Call-ID: 44bdd400-9¢112dbl1-12d95-1501la8c0@192.168.1.21
CSeq: 101 INVITE
Remote-Party-ID: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;privacy=off;screen=no;party=calling
Contact: <sip:172.16.2.2:5073;transport=tls>;video;audio
From: "Jonathan Robb"



/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
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Max-Forwards: 14

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d2@64.102.241.236:5062; transport=tls;lr>

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d42@172.16.2.2:5061;transport=tls;1lr>

Allow: INVITE,ACK,BYE,CANCEL, INFO,OPTIONS, REFER, SUBSCRIBE, NOTIFY
User-Agent: TANDBERG/4352 (X8.10.2-b2bua-1.0)

Supported: X-cisco-srtp-fallback,replaces,timer

Session-Expires: 1800;refresher=uac

Min-SE: 500

X-TAATag: 14a0bd87-1825-4ecf-9f3d-4a23cfa69725

Session-ID: 75957d4fb66al3e835c10737aa329445;remote=00000000000000000000000000000000
Content-Type: application/sdp

Content-Length: 1407

v=0

o=tandberg 0 1 IN IP4 64.102.241.236

8=-

c=IN IP4 64.102.241.236

b=AsS:384

t=0 0

m=audio 52668 RTP/SAVP 18 101 <-- CUCM is only supporting G.729 for this call
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccocscsccscsccscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inline:...ccccccecccccccccccoscscsccscsccscccscscscsssssscscs
UNENCRYPTED_ SRTCP

a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..ccccccccecccccccccccoscscscscscsccscscscscssssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inlines..cccccccecccccccccccescscsccscsccscccscscssssssscscs
UNENCRYPTED_ SRTCP

a=sendrecv

a=rtcp:52669 IN IP4 64.102.241.236

m=video 52670 RTP/SAVP 126 97

b=TIAS:384000

a=rtpmap:126 H264/90000

a=fmtp:126 profile-level-id=4280le;packetization-mode=1;level-asymmetry-allowed=1
a=rtpmap:97 H264/90000

a=fmtp:97 profile-level-id=4280le;packetization-mode=0;level-asymmetry-allowed=1
a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inlines...cccccceeccccccccccocscsccscsccscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccoscscsccscsccscccscscssssssscscs
UNENCRYPTED_ SRTCP

a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..cccccccccccccccccccescscscscscscscscccscscssssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inlines..cccccccecccccccccccoscscsccscsccscsccsoscssssssscscs
UNENCRYPTED_ SRTCP

a=sendrecv

a=content:main

a=label:11

a=rtcp:52671 IN IP4 64.102.241.236

ol Z7| INVITEO| CHEt S22 Cisco Webex= 200 OK HIA|X|2 S&&tLICt ol HIAIXIE RtAIS]
AHEHC|2 FHo| 022 22|k USE &HUE = J&LICHols EXJt EHuc 2Cj X
EJ #YEX| o™ &8l7 s AERIS HYE = 87| mE L.
2017-09-19T10:46:27.073-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:27,072"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="172.16.2.2" Local-port="25034"
Src-ip="146.20.193.64" Src-port="5062" Msg-Hash="5236578200712291002"

SIPMSG:

SIP/2.0 200 OK



Via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6b15ad0cbbf409751£67848136falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea256d42; rport=38245; received=192.168.5.26,SIP/2.0/TLS
172.16.2.2:5073 ;branch=z9hG4bK350703fe46645f0acddef05b35adc5¢157 ; x-cisco-local-
service=nettle;received=172.16.2.2;rport=41511; ingress-zone=DefaultZone, SIP/2.0/TLS
192.168.1.6:5061;egress-
zone=DefaultZone;branch=z9hG4bKf71£f2bf47233d6ca52b579364594ac6cl114.a402e3£f25603£f5a77b60bl7ea47d
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6¢c-

14872e007efb;received=192.168.1.6; rport=25025,SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bKfcf4cfd09d213a88bd2331cef0bc82b540559.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-

c60a8bl7a8bd; received=192.168.1.5;rport=26513; ingress-
zone=HybridCallServiceTraversal, SIP/2.0/TCP

192.168.1.21:5065;branch=z9hG4bK12dd82194c4£f7; received=192.168.1.21;ingress-zone=CUCM11

Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21

CSeq: 101 INVITE

Contact: "l1l2sip-UA" <sip:12sip-UA@l2sip-cfa-01l.wbx2.com:5062;transport=tls>

From: "Jonathan Robb"

Record-Route: <sip:1l2sip-cfa-0l.wbx2.com:5062;transport=tls;lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@64.102.241.236:5062; transport=tls;1lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@172.16.2.2:5061; transport=tls;1lr>

Allow: INVITE,ACK,CANCEL, BYE, REFER, INFO,OPTIONS, NOTIFY, SUBSCRIBE

User-Agent: Cisco-L2SIP

Supported: replaces

Accept: application/sdp

Allow-Events: kpml

Session-ID: ed35426ed3ade6fdc3b058792333df2b;remote=75957d4fb66al3e835c10737aa329445

Locus: 4711a33f-9449-11e7-9bf6-deal2d0£2127

Locus-Type: CALL

Content-Type: application/sdp

Content-Length: 503

v=0

o=linus 0 1 IN IP4 146.20.193.109

8=-

c=IN IP4 146.20.193.109

b=TIAS:384000

t=0 0

m=audio 0 RTP/SAVP * <-- Webex is zeroing this port out

m=video 33512 RTP/SAVP 108

c=IN IP4 146.20.193.109

b=TIAS:384000

a=content:main

a=sendrecv

a=rtpmap:108 H264/90000

a=fmtp:108 profile-level-id=42001E;packetization-mode=1;max-mbps=40500;max-£fs=1620;max-
fps=3000;max-br=10000;max-dpb=3037; level-asymmetry-allowed=1

a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:..cccccccecccccccccccccscscscscscscccscsccncsss
a=label:200

O|A| TranslatorX®& At&3tof CH3t & Xte| LIHX| #2828 HAEE = JU&LIchoist o &t x| 7}
ACKE H*EEISS &g &= AaLctol BEAle chst 417t 2t2=|H FA] olO|X|ofl EAIE
CHE Expressway-C & &0l BYE7} &4 gh|ct



— — — — — —

Expressway-C Expressway-E [nside Expressway-E Qutside Spark
192.168.1.5 392.1§8.1.6 146.20.193.64
14:46:09.825 INVITE w/ SDP (101 INVITE)
14:46:09.839 100 Trying (101 INVITE}
14:46:00.979 C) INVITE w/ SDP (101 INVITE)
14:46:09.985 (__-_:) 100 Trying (101 INVITE)

[ INVITE wy SDP (sendrecv) (101 INVITE)

(> 100 Trying (101 INVITE)
INVITE w/ SDP (sendracy) (101 INVITE)

14:48:10.735 100 Trying (101 INVITE)
14:46:11.537 180 Ringing (101 INVITE)
(_—_:) 180 Ringing (101 INVITE)
(:') 180 Ringing (101 INVITE)
180 Ringing (101 INVITE)

200 OK w/ SDP (sendrecv) (101 INVITE)
|

7 ( _:) 200 QK w/ SDP (sendrecv) (101 INVITE)

14:46:27.078 C | ACK (101 ACK)

14:46:27.080 ACK (101 ACK)
4:46:27.101 (: ™ 200 OK w/ SDP (sendrecv) (101 INVITE)
14:46:27.105 200 OK w/ SDP (sendrecv) (101 INVITE)
14:46:27.133 ACK (101 ACK)
____c:_?;:cm {101 ACK)
BYE (102 BYE)
'['_':) BYE (102 BYE) | > BYE from
(D 2000K (202 BYE) CUCM
200 OK (102 BYE)
14:48:27,183 C:j BYE (102 BYE)

CHZ2 BYE HA|X|2] RFA|BH 4 & lL|C} User-Agent7} Cisco-CUCM11.5%8 B& 3| & + U&
LICt. &, Unified CMOlIM HIA|X|7} Y E|IRIS&E o|O|gFL|ctE COHE X|={sHof & W2 olf Z=
7} cause=472 AHEE|0] UCtE W L|Ct O B¢ dEtEHo =2 ASE = JE 2l4&ATt el&LCh
2017-09-19T10:46:27.175-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:27,175"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg-Hash="237943800593485079"

SIPMSG:

BYE sip:192.168.1.6:5071;transport=tls SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK90a666b3461356£8cd605cec91e4538240575.494a140082bd
66357134b9%eed4335d£8 ;proxy-call-id=d4d4e950-babc-45d5-ada7-c60a8bl7a8bd; rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK12ddd10269d39;received=192.168.1.21;ingress-
zone=CUCM11l

Call-ID: 44bdd400-9cl112dbl-12d95-1501a8c0@192.168.1.21

CSeq: 102 BYE

From: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;tag=329447~c9cc7ddc-9592-49e8~-al3c-
79e26£48eebc-30106833

To: <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=£3734601fb0eb541

Max-Forwards: 69

Route: <sip:proxy-call-id=bel7a470-0bca-4ad5-8a6c-

14872e007e£fb@192.168.1.6:7003; transport=tls;lr>,<sip:proxy-call-id=bel7a470-0bca-4ad5-8a6c-
14872e007e£fb@192.168.1.6:5061; transport=tls;lr>

User-Agent: Cisco-CUCM11l.5

Date: Tue, 19 Sep 2017 14:46:09 GMT

X-TAATag: 1l4a0bd87-1825-4ecf-9£3d-4a23cfa69725

Reason: Q.850 ;cause=47

Session-ID: 75957d4fb66al3e835c10737aa329445; remote=ed35426ed3ade6£dc3b0587923334£2b
Content-Length: 0

Cisco Webex 7+ @47} 0| &8 MZFo| Cigt 2C|2 T HE 022 ECIMcaz 3 MEo B

2 F040k BFL|C}.a.Cisco WebexZ & E =7| INVITE b.Cisco Webex7 SiE ZE& AN 20}
&t Ol Ar28t =2l FUULZ?0IM 7| INVITELS| IRt EME AT{EM G.7290F Z & E|
o] U&LICt O|F &1 = 7L Cisco Webex Hybrid Call Service +& 7}0|E& HE S



Prepare Your Environment & ZE gFL|C}. 0{7|X Completes The Preferences for Hybrid Call
Service Connect 4449| 5EtAH|0M X[kl £ I3 EE SELICH.o{7|o| M CtSa 22 W&
2 &olgh = QI&LICHCisco WebexEe CHS ZHE g K| gftLCt.

. QC|2 - G.711, G.722, AAC-LD

. HIC|L - H.264
2f 11:0Opus= Cisco Webex Hybrid Calloll CHEF S$Fo] 2x0/A 2|20 ALEE/X] St&LCt. Of
HEE &3l Unified CMO| X|HElX| &= LI ZEE M&st D rte ZES UE = A&t
o| 20l Cisco Webex7t ZE& H|SL|Ct. siZM:0|2{E 5 A& 2 si@siedH 2z d|0/A0
S3l8 1183 = Cisco Webex RD2+ Expressway-Col| CH8 SIP E- 3 7+9o| x| #Hu|ago|MdE
ZHEsHoF & = U&LICE o|FA ste{H Y F 47 U= ClHIO|A &8 AX L CClHrolA
E2 Aol cHet =& ZE & ELICH Expressway-C SIP E™E 39| C|HlO|A &2 &QlsteiH

1. Unified CMoi| 2218}
. Device(C|HFO|A) > Trunk(EE3)2 O|SEfLICt.
.Ed@3 o|&/E AMstHU & V|8 =gt
. Expressway-C EEI & ME{grLICH
. C|Hto|A E2o| O|B 2 7[H &Lt
S3E et CTI-RD £ Cisco Webex-RD2| C|HHO|A E& 2 Ql5tE{H Chg & =& EhCH.

1. Device(C|HFO|A) > Phone(F18t7))2 2 o|S & LIC}.

2. Mg i Device Type contains Webex =& CTl Remote Device(Webex =& CTI 42 C|H}

OlA ZEhHE MEE £ JUgLIch(nZel A& W40 e} CHE).

3. C|Hto|A E2o| O|EE 7|F/EiLCH
Zt C|diolA &Eoll 2iFEE X|¥E &elghLct.

1. System(A|AH]) > Device Pool(CIHIO|A &)2 2 O|S & LCE.

2. Expressway-C SIP EE3 0]l AHEE|= ClHIO|A E& ZHAYghL|Ct.
3. Device Pool(C|HIO|A &)& &={§LICt.
4,
5.
6.

AaAb wODN

x| o|&2 7ISELIct.
Webex-RD E£ CTI-RDO| AFSElE= & x| £ ZHMgtCh.
Device Pool(C|H}O|A &)& & =|§LC}.
7. x| Oo|& = 7ISELICH
Xl #A 2.
1. AAE > P HE > PHo = o|SELLCH
2. AHE X[ & 5tLHE At
3. G.7298& M85l F X[ Ztof x| A7} Q=X =elghct.
O] AIHMIM G.7298 AH8 S #HAHE A/'"# F< Cisco Webex7} 0| 7|52 X[#dE 2IF0|
£ OE x| 22 MA8357{L AH835lE XIpElE QLI I HE K|S &HE =- sl oF gL
Chelol dHE AlLI2|20M CHe S &l &LICHExpressway-C E- T 9.0 2FCHI FWebex-
RD X|2j:RTP-C|H}O|AO| 182 RTP-Devices?t ReservingBandwidth 2] 7to| #HAIE O Be 2
LEEHH ZdRILICt

-------------------

G.729 Not Supported by Spark

Expressway-C EZ 37} QIE Cl|HlO|A E8 HEsH x| &H 7 HAELICHM C[HHO|A EollE
RTP-Infrastructure 2 4% E! Region0| A2 2 2 Cisco Webex-RD2} Expressway-C EE 3 7+H9|
MZ2 x| #H = RTP-Devices®t RTP-InfrastructureR3& LICt 181} Z0| o] #AHIE Cisco



/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_011.html
/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_011.html

WebexH| M X|#El= 2C|2 FEQI AAC-LDE X2 2 &7t SHIE2H dHECHE WA &el
& = AgLct 24 2. Unified CM ZICH =41 HIAIX[ 27| 23471 LHIM BIC|27} S 2 EE}
=lofl w2t SDP7F Z#HEl SIP HIAIX|S 3717t A2s| Z7t&LICt ol 8t HIAIX|E ®2l5ts M
He 2 A +88 = UL S FAa ok EfLICHE2 &8t Ao] AHolM 7|Egt2 Mt &Lt
.Cisco Unified CM(Unified Communications Manager)HIA £ 0|Z &2|A0|A SDPE Z&35tE 2
SIP HAIX|& ®2|5t= Z7IB4t0l AL ElX| &k k& LICt.Unified CM2| 0| BIZ|A0|MHE SIP HIA|
Xloll 8 El= gt 27|71 S7FX|2t o] gt Yadl|o|=7t otlzt M Adx[olB - EL|CHolef
&7 Unified CM2] O|F ZI2|A & Hybrid Call Service Connect® X| ¥t 8 ado|l=ss 1Y
£ Unified CM2] Max Incoming Message Size(Z|CH =& HAIX| 27])7 LT R &= JU&Lct.of
Ex|et L xI5HE Hybrid Call Service Connect S8t 2 R & 4/H3te{E A< Unified CM SDL £H
2|0l Expressway 218 7tA{2tof grL|Ct. ZolE A{EHste{H HA ofE do| es=X| mfefsn
o7 WMg £ e AluE|2e| 88 ot gL Ch.Unified CMO| LI 2 SIP HIAIX|E 2415
™ TCP &% & B Expressway-Coll SE5tX| Qi =Lt AbalE ook grLiCh ol &7 Chsat
&2 Chefst & ga Yol g = U&Lct

1. Cisco Webex= L15 2 SDP7t L&l QIHI2E INVITEE E'JL|Ct.Expressway-C= O|&

Unified CM2 2 FE 3t 1 Unified CM2 TCP £Zg B 1 SIP L8} & X7} Alzk ZEaHEluct,

2. Unified CM2 Webexd| C&t & 7| @ I (Early Offer to Webex)2 O RHIR2E SEHE AT L
Ct. &, Expressway-CE & E £7| INVITEM SDP7h Z# EL|CH 13 CH§ Cisco Webex
SDP7} B £l 2000KE& S5 3t Expressway-CH A{ Unified CML 2 ME &|&= 2000K &
O] L4F ZELIct. Unified CMO| TCP &34 g T o™ SIP CHSt 4At7t AlzH Z3HELICH

3. Unified CM2 & &1 S38 Webexd| Ci#t x|2dEl 2 H(Delayed Offer to Webex)2 A| = &L
Ct. &, Expressway-CE ©&E £7| INVICEO| SDP7F Z & E|X| ek&Lict. a3 & Cisco
WebextE Expressway-COol|A Unified CM2 2 FE E|&= 2000KE SDPet &7 M&st 1
2000K 27} L45* &LIC}.Unified CMO| TCP AZ1& E oM SIP CHst & X7 Azt =g L
Ct.

Expressway-C 218 &3l 0| & =718 &elstH HA|X| &8 O3l g + A&LICH
TranslatorXe} Z2 T2 E AE& 4 Expressway-C7} Cisco Webex 200 OK(SDP X&) &
Unified CM2 2 §2t5t 1 UYSE & = U&LICEEX E Unified CMO| O|O|X[o EA|E! CHE SIP
ACKEZ 8&35t%| ettt AUt


http://translatorx.org/

— — — —

CUCM Expressway-L Expressway-E
14:05:01.183 INVITE (101 INVITE)
14:05:01.190 100 Trying (101 INVITE)
14:05:01.216 | INVITE (101 INVITE)
14:05:01.226 S 100 Trying (101 INVITE)
14:05:04.021 ® 180 Ringing (101 INVITE)
14:05:04.025 & 180 Ringing (101 INVITE)
200 OK w/ SDP (sendrecv) (101 INVITE)
= 200 OK w/ SDP (sendrecv) (101 INVITE)

28 CANCEL (101 CANCEL)

14:06:22.829

< 481 Call Leg/Transaction Does Not Exist (101 CANCEL)
1 |

No SIP ACK

Unified CM2 8535t X| ot= MeXlo|2 2 SDL F£X& ZHE 5104 Unified CMO| O] ZZH& o{EA|
*ElSteX| EFolg B 7t &uct ol AlLt2|20IME Unified CMO| Expressway-C2| 2 MIAIX|
B FAIECHE A o = U&LICH o|et Z2 21 2ol g5 o] eI ELICH

CUCM Traces

53138762.000 |09:05:19.762 |AppInfo |SIPSocketProtocol(5,100,14,707326)::handleReadComplete
send SdlReadRsp: size 5000

53138763.000 |09:05:19.762 |SdlsSig | Sd1ReadRsp |wait
| SIPTCp (5,100,71,1) | sd1TCPConnection(5,100,14,707326)
|5,100,14,707326.4410.36.100.1404* | *TraceFlagOverrode

53138763.001 |09:05:19.762 |AppInfo |SIPTcp - SdlRead bufferLen=5000

53138763.002 |09:05:19.762 |AppInfo |//SIP/Stack/Error/0x0/httpish cache_header_val: DROPPING
unregistered header Locus: c904ecbl-d286-1lle6-bfdf-b60ed9145494

53138763.003 |09:05:19.762 |AppInfo |//SIP/Stack/Info/0x0/httpish msg process_network_msg:
Content Length 4068, Bytes Remaining 3804

53138763.004 |09:05:19.762 |AppInfo |//SIP/Stack/Info/0x0/ccsip_process_network_message:
process_network msg: not complete

53138763.005 |09:05:19.762 |AppInfo |SIPTcp - Ignoring large message from %Expressway-
C_IP%:[5060]. Only allow up to 5000 bytes. Resetting connection.

SIP CH&t & XE71 Alzt =1 E|™ Cisco WebexeE 21 M&of| EA|El CHZ Expressway-EO| 21HI2
C SIP 603 7{¥ HA|X|& 2FLICt

Expressway-E Traces

2017-01-04T09:05:40.645-05:00 vcs-expressway tvcs: UTCTime="2017-01-04 14:05:40,645"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="%Exp-E%" Local-port="25150" Src-
ip="%Webex_ IP%" Src-port="5062" Msg-Hash="2483073756671246315" SIPMSG: SIP/2.0 603 Decline

UM A8 CHE, o]l 8% & & = JUE M 7HK| AlLt2| 7t U&LIcH B AL E dl o] 2 &dl A|
SE 23 ¥MES2 §3}7} Cisco WebexZE Delayed 2THE O} RHIREE 4% 31 AX|ErLICt sHA
2.

1. Unified CMoi| 218 L|ct.

2. System(A|AE]) > Service Parameters(MH|A Oj7H#H4)2 0| S &LIC.

3. Call Manager AMH|AE A& 52! HHE M={EFLICEH

4. Md|A MEdg E& HA|IX|7} LIEILFH Cisco Call Manager AMH|A & ME{EFLICE



.0g SME MEfEFLIC

6. Clusterwide Parameters (Device - SIP)(2&E =& of7HH=~(CIHFO|A - SIP) A ol2fo|
X SIP Max Incoming Message Size(SIP Z|CH 5= &1 HIA|X| 2.7])& 1800022 A gIL|Ct

7. &8 MEghLc

8. Cisco Call Manager A{HIAE A& S¢| 2 E Unified CM =E0i Ci3H O] Z2 MAE HHSE

LICt.

%} 1:IP Phone, Collaboration IEZQIE S/ = SIP Trunko M O] A& AL235te{™ CHA| A%}
sliofF BrLiCt.ol2{8 & x[= 2380 O|XlE HES 2|4 8517| /6 7HEXMS 2 ChA| AIZFEF = Q!
&LICH. CUCMOIAM 2 E ExIg MA™SHX| OrAAl2. CUCMOIM 2 E ExIE M- =E Zd0|

UM Z 518 + UsS Z2E 729 MAHsHK oA 5 FExpressway 28| 817
T o &0l R EIEIE[Expresswayol= HEO| B3 WA UX|GH=X| HIAESD HATIZ
gElEX| iR 8 E|AEE I R8¢t WEH HA fFERE2[EI7 UA&LICH 0| RBIEIE|E Expresswayd|
M Maintenance(? X| #2l) > Tools('=. 1) > Check pattern(Z{E! & Q) HF+ SM2| ofeiol Q&L
ChoMa etxo 2, HM 13| regex7t WE EXME0] CHEt EEH MO 2 Yx[StEX| BIAES C
SHEEo R EXYEE 3o E ZAE = U] stode 20l Ar8EUCh5tolEE|= 838
MH|A 2dZ4d 29| AL Unified CM  HHAE FQDNO| Unified CM 2 HHAE FQDNO]| CH&H A% &
B EXEY dX[StEX| HAEY = A&GLICLO| REZIEIE AHSE m S3t7} Ci & URIZE OfL
2t Z2 slof| LI El Unified CM E2{AE| FQDN O§7H#H4-8 7|t 2 22 E e ™ol |82
St Al2.0l & &0 CHg =CH7t Expressway0ll £ 012 2 jorobb@rtp.ciscotac.netO| Of !
cucm.rtp.ciscotac.net0l| Cidll Check E 7|58 EIAE#LICE

SIPMSG:

| INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKcac6d95278590991a2b516c£57e75827371;proxy-call-
id=abcba873-eaae-4d64-83bd-c4541d4e620c; rport

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bK837b03£2cd91b6bl9bedfc58edb251b£fl2;x~-cisco~
local-service=nettle;received=192.168.1.6;rport=41913; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK524£89592d00££c45b7b53000271676c370.88b5177ac4d7cfcaeleb8£f8be78da
055;proxy-call-id=2db939b2-a49b-4307-8496-23716a2c090b; received=172.16.2.2; rport=25010

Via: SIP/2.0/TLS
192.168.4.150:5062;branch=z9hG4bK92£9e£952712€6610c3e6b72770c1230; received=148.62.40.63; rport=39
986; ingress-zone=HybridCallServicesDNS

via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-313634-
3d27a6£914badee6420287903c9c6ad5; rport=45939

Call-ID: 3e613afbl185751cd£019b056285eb574@127.0.0.1

CSeqg: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>

From: "pstojano test" <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=145765215

To: <sip:jorobb@rtp.ciscotac.net>

Max-Forwards: 15

Route:

(S

gol mEE AM835t0d 5t0|E2|= 8§38 MH|A A Z2 5 AN 7| 2t*E 8 EHAE S E{H
Cte BHE s38ghct

1. Maintenance( X| #2l) > Tools(E) > Check pattern(IiE &) 2 o|S gLt

2. ¥43l0of| Unified CM AE FQDN& /= 8rL]C}.

3. Pattern Type(IE R8)2 Prefix(HFAE A& grLct.

4. Il X4 Unified CM 224 E| FQDN2 2 A& gLCt.

5. Pattern(Z{ &) S&& Leave(Lt7t7)2 A grLCH.

6. T{E &olg MEeigh|ct.



Expressway | 44 F2|0| 2HI2AH T+ 4E Z? Results return a Succeeded HA|XIE & = U&
Lct. ch& o|0|x|ofl EAIE CHE €3l ZHAt TiE ElAE Q| of @lLict

Check pattern

Alias

Alias ¥ |cucm.rip.ciscotac.nst

Pattern
Pattem type Prefix ¥ | |1
Pattern string ¢ |cucm.rtp.ciscotac.net

Pattern behavior Leave v |
Check patiem

Result
Dietails Alias matched pattern

Alias cucm.rip_ciscotac net

o| &d&lo| HE 8t o|fE 0| %! (cucm.rtp.ciscotac.net) 0| HFAF I{E 2 X
(cucm.rtp.ciscotac.net) x|5t7| 2 ILICH olz{#t Zotol et S317 2B EIE WHE Of
8l 5t2{™ AHEl Expressway Locate * BEIE|E AISE = JU&LICH R BIEIE| & 7|Expressway?)
Locate FEICIEIE XIHE €2 & 7|22 Expressway7t B JHo = 538 clLEE £+ UE
X| iR & HAES B E A0 REELCEO| 2E &2 AN HM3lE EXI AT AEE $ °'
& LIC} Locate 1+ & 2|E|= Expressway2] Maintenance( x| &2l) > Tools(E) > Locate(& 7[) [HITr
ol2follM && &= U&LICExpressway-CHIA Locate(& 71) 7152 AHE35104 AH{ 7} SIP Route 3|
ol 4= Unified CM Cluster FQDN& 7[BI2 2 38 2l EE + UE=X| &elsts Widol chEt
5 JtX] x|§1° EolIf = &Lt

1. Maintenance(® X| #2l) > Tools(&) > Locate(&7|)2 O|S&rL|C}.

2. Alias(%&) E =0l Unified CM Cluster FQDN2 /=4 &L|C}.

3. SIPE Protocol2 ME{EFL|C.

4. 2201 CHBt Cisco Webex Hybrid Traversal @ 2t0|HE Jd & ME{EIL|CT.

5. Locate(& 7|)& M= EFL|Ct.
PIE{H o|A 2| PH of2Hol| AA Axt7t EAIEILICL.CHE 2 o|O|X|ofl EAIE A3t Zo| [x|5t= ot
B ALE35t0 A™E MEF EHAEQ| of &LCh

Locate
Locate
Alias % |cucm.rtp.ciscotac.net
Hop count ] i
Protacol SIF v |1
Hybrid Call Service Traversal T !

Yes ¥ | L

CHS Locate(& 71)2| Aat@lLch 227} #4lo| 7hx(o|ch.CchSt &2 ZAnt7t EAIELICH
- H3E 2R YE = AT AHA(True)
- AL HE(EY o|R/RE)
. OH4 HE@EILE S0 E3)



- HR|tE A A E(Sto|E 2= S3t MH|A IHIRE 2t E)
- SEE TS SY(CUCM11)

Search (1)

State: Completed

Found: True

Type: SIP (OPTIONS)
SIPVariant: Standards-based
CallRouted: True

CallSerial Number: ae73fb64-c305-457a-b7b3-59€a29688c630
Tag: 473a5bl9-9a37-40bf-bbee-6£7bc94e7¢c77
Source (1)

Authenticated: True

Aliases (1)

Alias (1)

Type: Url

Origin: Unknown

Value: xcom-locate

Zone (1)

Name: Hybrid Call Service Traversal
Type: TraversalClient

Path (1)

Hop (1)

Address: 127.0.0.1
Destination (1)

Alias (1)

Type: Url

Origin: Unknown

Value: sip:cucm.rtp.ciscotac.net
StartTime: 2017-09-24 09:51:18
Duration: 0.01

SubSearch (1)

Type: Transforms

Action: Not Transformed
ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubSearch (1)

Type: Admin Policy

Action: Proxy

ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubSearch (1)

Type: FindMe

Action: Proxy

ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubSearch (1)

Type: Search Rules

SearchRule (1)

Name: as is local

Zone (1)

Name: LocalZone

Type: Local

Protocol: SIP

Found: False

Reason: Not Found

StartTime: 2017-09-24 09:51:18



Duration: 0
Gatekeeper (1)
Address: 192.168.1.5:0
Alias (1)
Type: Url
Origin: Unknown
Value: cucm.rtp.ciscotac.net
Zone (2)
Name: LocalZone
Type: Local
Protocol: H323
Found: False
Reason: Not Found
StartTime: 2017-09-24 09:51:18
Duration: 0
Gatekeeper (1)
Address: 192.168.1.5:0
Alias (1)
Type: Url
Origin: Unknown
Value: cucm.rtp.ciscotac.net
SearchRule (2)
Name: Hybrid Call Service Inbound Routing
Zone (1)
Name: CUCM11l
Type: Neighbor
Protocol: SIP
Found: True
StartTime: 2017-09-24 09:51:18
Duration: 0
Gatekeeper (1)
Address: 192.168.1.21:5065
Alias (1)
Type: Url
Origin: Unknown
Value: cucm.rtp.ciscotac.net
et 2ZExpressway & M2 815t 8ol Ci#t S8t == O|Clo] EX|& sHEE = A
EX| gt 242 A8 8ok gLICt. 0] Expressway 7|52 AH835HH A X|L|o{7} S&HE SetHAM
Expressway?l Hx|l= ZE 22 A0l CiEt HEE MR 2 8 &= JgLctTx 22 siP Ol
AlX|, Expressway7} SiE S&& HEstE Wi L ExpresswayZ} O|C|of AM'dE MHSE Yy
gOolgh = UELICLEIE 2Zol= o] 7ie| CHE 2 &0| X ko] J&LICLEZD &8 =5
o x|, 2f, 411, M2, C|HI, FXHE EAIE = UGLICLIIEXH2oE ZE Z{0| INFOE M
HEloi 24X Fitto] Het He RE A HXMELICLIHME £ & 24 &8 INFOO|M
DEBUGE Z=%5lo{ x| 4 &S o & metsof & = A&LICHof2] EAHME (&) TLS #
cMo|=0f CiEt MEE M B8tE developer.ssl ZELS| 2Z gldE 2H5te w2 HHELICE
1. Expressway Aol 21218t L|CHExpressway-EQF C 250l A &5l of &).
2. Maintenance(* X| #2l) > Diagnostics(Z!E) > Advanced(IZ1&) > Support Log
Configuration(X|¥ 21 Z4x|ad|o|M)2 2 o|SEtLICt.
3. O] QUAFHANM =HE DER A3 53504 developer.ssig & =2/ LIC}
4. Level OH7H g4~ 49| M0 A DEBUGE MEYEFLICE.
5 M&E& = ELICt
olxl R 22 HRE FHI7H ElRigLIC
1. Expressway Aol 21218t L|CHExpressway-EQF C 250l A &5l of &).
2. Maintenance( X| #2l) > Diagnostics(ZT!EH) > Diagnostic logging(TIEt 2Z)2 2 o|S&fLCt

3. Start New Log(Ml 21 AlF)E &&{ &L CHtcpdump &2 M=YsHof gFLICt).
4. EM & xHEELIC



5. Stop Logging(2Z X|)& 2 2/grLch.

6. Download LogE & 2|&LCt.
Expressway TItt 2219| 2 Expressway-C2 Expressway-E DT 2ZE HRZE A|F5oF
grLICt.HX| Expressway-E0|A 2Z& Al&H gt CHE Expressway-CE 0|&38+0{ A|ZFEILICH T Al
HolM ENE e = U&Lch 213X Expressway/VCS Tl 21 HE Ol Expressway A
H oIS £ AMEE = U= CA S50l Cif#t W2 T E|of UX| &&LICHO| 7[S0| /8
0|27t U Z2 0| Ztol AolAE Hestase BT HE

. Cisco Webex Hybrid Call Services -5 &'EM

. Cisco Webex Hybrid A 7}0|=

. Cisco Expressway #2|xt 7}0|=

. 7|1& X % M - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCvc70955
https://www.cisco.com/go/hybrid-services-call
/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
https://www.cisco.com/c/ko_kr/support/unified-communications/expressway-series/products-maintenance-guides-list.html
https://www.cisco.com/c/ko_kr/support/index.html
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