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Time Leg 1 Leg 2 CSeq Source Destination Expires
21:17:42.610 -» REGISTER 200 REGISTER 10.2.60.26 10.2.60.24 0
21:17:42.613 —» REGISTER 200 REGISTER 10.2.60.24 10.2.60.21 0
21:17:42.614 4+ 100 TRYING 200 REGISTER 10.2.60.21 10.2.60.24
21:17:42.614 <+ 200 OK 200 REGISTER 10.2.60.21 10.2.60.24 0
21:17:42.615 < 200 OK 200 REGISTER 10.2.60.24 10.2.60.26 0
21:19:42.726 - REGISTER 202 REGISTER 10.2.60.26 10.2.60.24 0
21:19:42.728 —» REGISTER 202 REGISTER 10.2.60.24 10.2.60.21 0
21:19:42.729 4+ 100 TRYING 202 REGISTER 10.2.60.21 10.2.60.24
21:19:42.730 <4 200 0K 202 REGISTER 10.2.60.24 10.2.60.26 0
21:19:42.730 4 200 OK 202 REGISTER 10.2.60.21 10.2.60.24 0
21:21:42.813 -+ REGISTER 203 REGISTER 10.2.60.26 10.2.60.24 0
21:21:42.816 —» REGISTER 203 REGISTER 10.2.60.24 10.2.60.21 0
21:21:42.817 <+ 200 OK 203 REGISTER 10.2.60.24 10.2.60.26 0
21:21:42.817 <+ 100 TRYING 203 REGISTER 10.2.60.21 10.2.60.24
21:21:42.817 <+ 200 OK 203 REGISTER 10.2.60.21 10.2.60.24 0
21:23:42.900 —» REGISTER 204 REGISTER 10.2.60.26 10.2.60.24 0
21:23:42.903 -+ REGISTER 204 REGISTER 10.2.60.24 10.2.60.21 0
21:23:42.904 4+ 100 TRYING 204 REGISTER 10.2.60.21 10.2.60.24
21:23:42.905 4 200 OK 204 REGISTER 10.2.60.24 10.2.60.26 0

A #Hm REGISTERO|A SIP ©3t7|= CHE ol0|X|of| £ A|E! CHZ SDP(Session Description

Protocol)2| Content-Type 444 L{o| =71 A|

SIPMSG:

|REGISTER sip:cucm@l SIP/2.0

Via: SIP/Z.8/TLS 172.16.84.116:53479;branch=29hG4bKEAo06TbE
Call-ID: @8585696-ff30005:-0000513d-200001172172.16.84.116
CSeq: 2150 REGISTER

Contact: <s5ip:81d82b06-cB92-2dea-0794-46b5b9e55f6d@172.16.84.116:53479; transport=tls=;+sip. instance="<urn:uuid:

+u.sipldevicename. cem.cisco. com="alimad" ;+u.sip!model.com. cisco. comn="503"; video
From: =sip:2001@2cucm@l-;tag=00505696130067500002408-00000a90

To: =sip:2081@cucm@l=

Max-Forwards: 7@

= =
EMHEHETH

SELCH

2000-PR0R-20R0-0R5R5606F F30=";

Route: =sip:expe@l.apolo.local;transport=tls;lr=,<sip:10.15,13.15:5061; transport=tls; zone-id=1;directed; lr=,<sip: cucmdl; transport=tcp; lr=

User-Agent: Cisco-CSF
Expires: 3688
Date: Thu, 17 Jun 2021 23:56:04 GHT

Proxy-Authorization: Digest username="Alimad", realm="expe@l.apolo.local", wri="sip:cucm@l"

response="32872bf3edae8def fO@f8f415cdfe2a”,

nonce="2876968fd795de0B9669fE0Ta2 f381f09dc5ab24d18febaf2d673a337F71", opague="AQAAAGU AquV02MEX4gBBYpmF/32TP0x", cnonce="00R@43af", qop=auth, nc=00000801, algorithm=MD5

Supported: replaces,join,sdp-anat,norefersub, rescurce-priority,extended-refer,X-cisco-callinfo,X-cisco-serviceuri,X-cisco-escapecodes,X-cisco-service-control,X-cisco-srtp-fallback
cisco-monrec, X-cisco-config,X-cisco-5is=7.8.8,X~cisco-x5i-8.5.1,X~cisco-graceful-reg, X-cisco-duplicate-reg,path

Reason: SIP ;cause=200;texts"cisco-alarm:111 Name=alimad Activeload=Jabber_for_Windows-12.8.1.52494 Inactiveload=Jabber_for_Windows-12.8.1.52494 Last=Application-Requested-Destroy"

me-Version: 1.8
Content=Type: multipart/mixed;boundary=uniqueBoundary
Content-Length: 1271

==uniqueBoundary
Content-Type: application/x-cisco-remotecc-request+xml
Content-Disposition: session;handling=cptional

<Pxml version="1.8" encoding="UTF-B"?> <x-cisco-remotecc-request> <bulkregisterreq= <contact all="true"s <register></register> </contact> </bulkregisterreq>
</x-cisco-remotecc-request>

——unigueBoundary

Content=-Type: application/x-cisco=remotecc=-request+xml

Content-Disposition: session;handling=cpticnal

<?xml version="1.8" encoding="UTF=B"7> <x=cisco=remotecc=-request> <optionsind> <combine max="g"» =remotecc» wstatus»</status> </remotecc>
<service-controle</service—control> </ combines <dialeg usage="hook status"= <unot=</unot> =sub=</sub> </dialog> <dialeg usage="shared line">
=unot=<funot= =s5ubz=</sub> =/dialog= <presence usage="blf speed dial“= =unot=<funot> =sube</sub> </presences <joinreg></joinreq>
=cfwdall=anyline»</cfwdall=-anyline> =coaching=</coaching> <oosalarm=</oosalarm= <x=Cisco=number></x=cisco=number> <bfcp></bfcp> <ixwefix>

<gatewayrecording=</gatewayrecording>
——unisue&nundary——
[

<conferenceDisplaylnstance=</conferenceDisplayInstance> <foptionsind> </x-cisco-remotecc-requests

Ct= REGISTER HIA|X|0ll= &7} Content-Type HE 7t L& E|X| L& LIC.



SIPMSG:

JREGISTER sip:cucm@l SIP/2.8

Wia: SIP/2.8/TLS 18.15.13.20:7001;egress-zone=MRAZOne; branch=z9hG4bK53395b99167575179b@29f@d5799277033. eb5al2fcd592fc1768578e8bchad2dfe;
proxy-call-id=7783cb29-e531-42eb-8dca-fT7b6a2667b5a; rport

Via: SIP/2.8/TLS 172.16.84.116:53479; branch=29hG4bK@R8@aBb38; received=10.88.246.8; rport=53479; ingress=zone=CollaborationEdgeZone

Call-ID: @B505696-Tf300085e-00085f3d-00000F17@172.16.84.116

CSeq: 2156 REGISTER

Contact: =sip:@81d82b96-cB92-24ea-0794=-46b5b9e55f6d@172.16.84.116:53479; transport=tls>;+sip. instance="<urn:uuid: A0000000-0000-0000-0000-B0505696f 38"
i*u.sip!devicename.ccm, cisco.com="alimad";+u.sip'model.ccm.cisco.com="503" ;video;bfcp;+u.sipluserid.ccm.cisco.com="Alimad"
From: <sip:28@l@cucm@l=>;tag=00585696ff30067c00000647-000026e9

To: <sip:288l@cucm@l
Max-Forwards: 15

Route: =sip:cucmBl;transport=tcp;lr
Path: <sip:108.15.13.20:7001;transport=tls;1r
Path: <sip:18.88.246.8:53479; transport=tls;apparent;ds;lr

User-Agent: Cisco-CSF

Expires: 36808

Date: Fri, 18 Jun 2021 @@:03:44 GMT

Supported: replaces,join,sdp-anat,norefersub, resource-priority,extended-refer, X-cisco-callinfo,X-cisco-serviceuri,X-cisco-escapecodes,X-cisco-service-contral,
X-cisco-srtp-fallback,X-cisco-monrec, X-cisco-config,X-cisco-sis-7.8.8,X-cisco-xsi-B.5.1,X-cisco-graceful-reg, X-cisco-duplicate-reg,path

P-Asserted-Identity: <sip:2@@1@cucm@l

X-TAATag: a678a7Bf-f348-4485-acbd-1495bcd5253d

Session-ID: 4c@6cOf1002550002000094FdadfEERR; remote=R0ABRRP0000ABRRR00RR0B00RAABRRDE

Content-Length: @
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https://video.cisco.com/video/6039539294001
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https://www.cisco.com/c/ko_kr/support/docs/collaboration-endpoints/ip-phone-8800-series/200770-How-to-Collect-a-Collaboration-Endpoint.html
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B log - root@10.15.13.15 - WinSCP

Local Mark Files Commands Session Options Remote Help

BB & 53 Synchronize B¢ B @& (7 Queue ~ Transfer Settings Default - @~
& root@10.15.13.15 x & New Session
& My documer ~ (5 - @ - BEEe|% log ~E-E- e~
5 New~ [H - @
CAUsers\administrator APOLO\Documents, /mnt/harddisk/log/
Name Size Type Changed . MName
.. Parent directo.. 6/17,/2021 5:26:3.. | sensors.2
Lab File folder 6/17/2021 5264.. | sensors.1
RTMT File folder 6/14/2021 7105.. | sensors

| packagesd.log
| network_log.11
network_log.10
| metwork_| 09_9
| network_log.8
| network_log.7
| network_log.6
network_log.5
| network_log.4
| network_log.3
| network_log.2

network_log It loi| Z& &l
=X| &olgh = Qlom EA|7t ehdlet =
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. 8t cUCME SIP Profile(SIP = 2 1} )0l A Timer Register Delta
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el

Size
51,39..
5140..
36,04...

1KB
10,24..
10,24..
10,24..
10,24...
10.24...
10,24...
10,24...
10,24..
10,24..
10,24..

=)C! SIP TH3t7[of 22 &

72
HA S

B @™ & [Q Find Files %

T New ™

Changed

6/22/2021 &:17:2.
6/23/2021 6:233..
6/24/2021 11:17-..
6/17/2021 4:54:5...
6/18/2021 9:39:2..
6/19/2021 4:59:3...
6/20/2021 1:42:2...
6/20/2021 10:25:..
6/21/2021 6:41:5...
6/22/2021 4:31:1..
6/22/2021 2:21:0..
6/23/2021 12:10:.
6/23/2021 9:59:5..
6/23/2021 T47.3..

i

Rights

rw-r--
MW-r--
TW=-r-=
FW=F==F==
W=Fe=r==
rW-r--r--
MW-r--r--
TWeF==l==
FW=F==F==
rW-r--r--
W-r-=r--
rw-r-—-r--
rw-r--
W=Fe=

r--
r--

r--

r--

[==

el HEE A3 REGISTER HIA|X|7F M A|ZHoll CUCM AMB{of| =
IP PhoneO| stLt EE= 2 E 3|40 REGISTER HIA|X|E

Owner
root
root
root
roof
root
root
root
root
root
root
root
root
root
root
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