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Select type as Traversal Server

Configura usemarme for Traversal Chent 1o
autherbcate with with senser

H.323 Mode must be set to off

Fort 7001 is default listening pon for Traversal Chent
connection

Unified Communications senvicas must be enabled

Must match CHN from cerificale presanted by Traversal
Client (Exprassway C)

Must be set to 'Do not check credentials” as
expressway does not register any endpoints
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1. MSI(Media Services Interface)& Sl JabberE MXI|E [ O| OH7H H=+E OH7H =2 F7t
guict.

msiexec /i CiscoJabberSetup.msi VOICE_SERVICES_DOMAIN=domainl CLEAR=1



2. %APPDATA% > Cisco > Unified Communications > Jabber > CSF > Config2 O|S 31 IS
C|2l £ 2|0l jabber-config-user.xml It & BHEL|C}

<?xml version="1.0" encoding="utf-8"?>
<config version ="1.0">

<Policies> <VoiceServicesDomain>domainl</VoiceServicesDomain>

</Policies>
</config>
10| &2 AEZQl B 0|0 CiscodlM 2AIX o 2 X|EHK| et&LICH
3. jabber-config.xml Tt Y& FAZEIEFLICH 0| A 6t24 ZE0|HE T HA| LIR X2 2 12I5)
of &fL|Ct.Jabber Config File GeneratorE A& 4= Ql&L|Ct

<Policies>
<VoiceServicesDomain>domainl</VoiceServicesDomain>
</Policies>

4. 3 2 HIY Jabber 22I0|HUEE B LHEMoZ 218 HRIt =5 Voice Services
Domaing At&3tod A8 4= /& LICHOl= ME|A ZHM Fol 5 2l M| 7t0|= oM MY
ErLICh A AE7E 2 2IsHok st Zim| ol URLE st ok B Lict.
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PR ; Use dual network inferfaces set o Yes

Extemal L&H immmisos i External LAM interface used to connect to intemet
Cwd cplmvay 1045 36 Ah I

Use dual network interfaces(F Y LHIE L3 QIE{H| O|A AF&)7} Yes(0) 2 7+ HE B2
Expressway-E+= Expressway-C2t2| XMPP & &2 2[al| LiF QIE{m| 0| A0 AMEt =&l CHZ[ &Lt
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Bl 712 UHESR3 F50f chet RtAIEH LI 2 Cisco TelePresence Video Communication
Server Basic Configuration(Control with Expressway) 75 AP O| B8 4E E X5HAAR.
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Lo FLTHIP FAE FEE|HLE I|0 F47F CN(Common Name) 2t Y x|5HX| §f= <2 20
CtE LHEO| EAIELICH.

Event="Outbound TLS Negotiation Error" Service="SIP" Src-ip="10.48.80.161"
Src-port="25697" Dst-ip="10.48.36.171" Dst-port="7001" Detail="Peer's TLS
certificate identity was unacceptable" Protocol="TLS" Common-name="10.48.36.171"

2t S 7t Z2HIEX| &t 2™ Expressway-E 230 CtS LI& 0| EA|ELICE

Module="network.ldap" Level="INFO": Detail="Authentication credential found in


/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-1/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-1/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-1/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
https://cway.cisco.com/tools/CollaborationSolutionsAnalyzer

directory for identity: traversal"

Module="developer.nomodule" Level="WARN" CodeLocation="ppcmains/sip/sipproxy/
SipProxyAuthentication.cpp(686)" Method="SipProxyAuthentication::
checkDigestSAResponse" Thread="0x7f2485cb0700": calculated response does not
match supplied response, calculatedResponse=769c8f488f71eebdf28b6labldc9f5e9,
response=319a0bb365decf98clbb7b3ce350f6ec

Event="Authentication Failed" Service="SIP" Src-ip="10.48.80.161"
Src-port="25723" Detail="Incorrect authentication credential for user"
Protocol="TLS" Method="OPTIONS" Level="1"

F& NIC

Dual-NIC7t EMS E[AX|B F Y| CIE{H|O| AT} AFE EE= QAAK|X| 2f2 B Expressway-C=
ZE 740001 XMPP & 412 2|3l Expressway-E0| 91728 £~ 1o Expressway-C 2 10{ & C}
20| EAIELCE,

xwayc XCP_JABBERD[23843]: UTCTime="2014-03-25 17:19:45,843" ThreadID=
"139747212576512" Module="Jabber" Level="INFO " CodeLocation="mio.c:1109"
Detail="Connecting on fd 28 to host '10.48.36.171', port 7400"xwayc

XCP_JABBERD([23843]: UTCTime="2014-03-25 17:19:45,847" ThreadID="139747212576512"
Module="Jabber" Level="ERROR" CodeLocation="mio.c:1121" Detail="Unable to
connect to host '10.48.36.171', port 7400:(111) Connection refused"

xwayc XCP_JABBERD[23843]: UTCTime="2014-03-25 17:19:45,847" ThreadID=
"139747406935808" Module="Jabber" Level="ERROR" CodeLocation=
"base_connection.cpp:104" Detail="Failed to connect to component
jabberd-port-1.expresswayc-vngtp-lab"

DNS

Collaboration Edge0i| CiE+ SRV HIZE _7F_2|01|A'| HH2HEl FQDNO| Expressway-E0i| A El
FQDNZ} & x|5tK| 2™ Jabber 20| CtS @7 7F E AIELICE.

WARNING [9134000] - [csf.edge] [executeEdgeConfigRequest] XAuth Cookie expiration
time is invalid or not available. Attempting to Failover.

DEBUG [9134000] - [csf.edge] [executeEdgeConfigRequest]Failed to retrieve
EdgeConfig with error:INTERNAL_ERROR

Expressway-E2| £IEF 2 704|A HTTPS HIA|X[ofl 7|7} MHE T H QIS = lE = A&LCt

Set-Cookie: X-Auth=lellllel-dddb-49e9-ad0d-ab34526e2b00; Expires=Fri,
09 May 2014 20:21:31 GMT; Domain=.vngtp.lab; Path=/; Secure

SIP =l

ZReh SIP =HI2l0| Expressway-Cof| F7HE|X| &t 2 Z2 Expressway-E= O =H|@I0f| CHEH M| Al
|E #2f5tx| efom ZIEt 230 22t0|ME R TS L= 403 Forbidden HIA|X|7 EAIELICEH

ExpresswayE traffic_server[15550]:

Module="network.http.trafficserver" Level="DEBUG": Detail="Sending Response"
Txn-id="2" Dst-ip="10.48.79.80" Dst-port="50314"

HTTPMSG:



|HTTP/1.1 403 Forbidden

Date: Wed, 21 May 2014 14:31:18 GMT
Connection: close

Server: CE_E

Content-Length: 0

ExpresswayE traffic_server[15550]: Event="Sending HTTP error response"

Status="403" Reason="Forbidden" Dst-ip="10.48.79.80" Dst-port="50314"
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