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Q. Cisco NX-OSE= BFDE X |5l 58t ZE0| BFD &S H{Z & = oo E2 ARP I|Z! AE
0| Nexus 7000 ZEHZ 0| BFD MIMof &2 Ol&ILE?
2 ME NS ME

ARP AE A|&

ARP AEOQO| ZHEE ZdQlof AFEHFE F7| AlEH
ARP I§Z! AE 0| S X|E|H oA ElL|7I?
742

= L

A0

O] EMHMHE= Nexus 7000 22| x|ofMH MM E|= BFD, OSPF §2| ZIEE E&(2 Z2EEZ0{ ARP
7l A=0| Olx|= S&o s dFgfLict

7| X} Nishad Mohiuddi, Nikolay Kartashev, Cisco TAC I X|L|04.
Q. Cisco NX-OSE= BFDE X|¥35t= 28 &0 BFD =2 HY

& £ Qo2 ARP INZ! A&O| Nexus 7000 EEH& 2| BFD
MlMdol| g& O|&L7t?

A. 2Et*o 2 ARP Packet Storm2 Nexus 7000 £ 2| x| M M- E|= BFD MA9| eHdo| Jg
2 0|& = U&LICHHEE 542 ARP Packet Storm O[HIE 9 tHOlsar 2ol et E*EI-"'LII:I-
CHE 2 Cisco TAC & HE3 9| E|AE ZntLct,

HAY MR R

A& ™2 Nexus 7000 A2|x[2| CPUOI ARP EziZ0| O|x|= W&ES EHIAESY| 2/5H ot
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Eth3/10

IXIA

0{7|M N7k-A= DUT(Device Under Test)2 AL EILICHDUTE
Mol ZEEl Nexus 7009 A x|ILIC}H.

N7k-A# show module
Mod Ports Module-Type Model Status

1 0 Supervisor module-1X N7K-SUPl active *

2 0 Supervisor module-1X N7K-SUP1 ha-standby
3 32 10 Gbps Ethernet Module N7K-M132XP-12 ok
4 32 10 Gbps Ethernet Module N7K-M132XP-12 ok
N7k-A#

N7k-A0llE CHE1 22 ClHto|A7F AZAE|o] J&LICH

. N7k-BE 2lE{m|0|A o4l 3/1501 @dZA=E! VPC Z|o{QL|Ct.
. ASR1kE QIE{HO|A O|HY! 3/1404 A

S 22 st=9of I ze o]

1=l B|ofo1 3 @17 C|Hto|AfLCt.

= -
. N7k-CE QIE{TH|O|A ol 4/1001 @12 =l B§|0|0o4 3 H|O|B{ &L},
- IXIA Traffic Generatore vian 60| /20, 2IE{H|0|A Ethernet 3/1001] 42 E|0H 24|0[0{ 2 4 Al

A ZTEZ ZMEL|CH

DUTOl= 37H2| BFD M4, &% 42| EtQl 7t=(& R 40IM N7k-C2), &% 32| 2t 7t=(& % 301

M N7k-B & ASR1kZE)

N7k-A# show bfd neighbors

OurAddr NeighAddr LD/RD RH/RS Holdown (mult) State Int
10.80.6.173 10.80.6.174 1090519061/4105 Up 4951 (3) Up Eth3/14

10.80.1.162 10.80.1.161 1090519054/1090519044 Up 4203 (3) Up Eth4/10

10.80.1.61 10.80.1.62 1090519060/1090519059 Up 5921 (3) Up Vlan6



N7k-A#

EEeF DUTOl= 37K 9 OSPF MM, &€& 40{M N7k-C

2747} N7k-B 2 ASR1kE &l ?)§L|E|'.

N7k-A# show ip ospf neighbors
OSPF Process ID 1
Total number of neighbors: 3
Neighbor ID Pri State Up Time Address Interface
10.80.0.2 1 FULL/ - 00:13:26 10.80.1.62 Vlant
10.80.4.25 1 FULL/DR 00:12:40 10.80.6.174 Eth3/14
10.80.0.3 1 FULL/DR 20:15:07 10.80.1.161 Eth4/10
N7k-A#

OSPF7t BFDOl| S& &

router ospf 1
bfd
router-id 10.80.0.1

CE ot et 7tE 171, &% 39| 2tQl 7t=

EE 3t N7k-A2| ARP El|O|E0ll= 37H2| BFD/OSPF WIO|HH 250 CHEt &= 0| A&LIC

N7k-A# show ip arp

Address Age MAC Address Interface

10.80.1.62 00:13:30 4055.390f.48cl Vlané6
10.80.6.174 00:12:46 88f0.774b.0700 Ethernet3/14
10.80.1.161 00:15:13 6c9c.ed44.6841 Ethernet4/10
N7k-A#

ARP A B Al

IXIA Traffic Generator= HE|30| E0ot%{st

HHo
TE=E

oM 2 £ A 0| DUTE MEE|E ARP EBf=E

ol &

il

AlZoilo|M3t= ol AHZ k|, ofel Cholo{a
o &Lt
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Eth3/15 | |

Peer—liﬁk Po2

Eth3/10

High Volume ARP Traffic

IXIA

IS &332 IXIA Traffic Generator7} 0474 =| OIE{H| 0| A Ethernet 3/100{|A 124 EgHZlo| 72
Ho4ZELICt0lE vian 60 £AIE EE EFHAE ARP I{Z/QIL|CEH

n

N7k-A# show interface Ethernet3/10 | grep "30 seconds input rate"
30 seconds input rate 3102999976 bits/sec, 6062053 packets/sec

N7k-A#
o] A|L-|'E|_<|>_0'“A-IE Zt HECEIFIAE ARP IHZlo| 2 AIE 0| N7k-A2| CPUER MEE|7| [[H_"O'”
CoPPo| 2 & 301 @{etE HIO|EQ| BIIE & & U&LICt

N7k-A# show policy-map interface control-plane class copp-system-p-class-normal

Control Plane
service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-normal (match-any)
match access-group name copp-system-p-acl-mac-dotlx
match protocol arp

set cos 1

police cir 680 kbps , bc 250 ms
module 3 :

conformed 2295040 bytes; action: transmit
violated 20569190016 bytes; action: drop

module 4 :
conformed 128 bytes; action: transmit

violated 0 bytes; action: drop

N7k-A#

AD:HECI|AE ARP AL AAJI B E 39| QIE{H|O| A0 A |IEE £ 2 40/ D E
off HE HIOIE= Q& L]t



ARP AE0| AlEHEl AIEolM 9lo| e Yuttoz WEYI 0| SME LIEtLE & HAy(X
28t EAIS UIET SRR} 257{L 2HTEH0] £ o

Ssh 72 ULichoi RSl E2 0l
|

Zd 2x|2 0olox|= Moz HH+E7+| O|S&LCt.

ARP A&/O0| ZHEE & 2loll &2 F7| AlE

712X 22 Nexus 7000 ZSHEZC| ARP AlZF =1t Zf2 258 = 1500 2 3 ELICHNexus &
Qlxl= EZ ARP FHA| =22 F7|xo 2 ME 1 Xof Ct2 &2l 8lo]oq 3 @17 C|Hto|A Q| IP-
MAC AT E %A MNEZ SK[E = U&LICH.

Ct22 ARP FHA| AEZ|7} B2 El = DUTO|A ARP FHA| Ef|0|E 2| &242]L|C}.

rlH)il

N7k-A# show ip arp

Address Age MAC Address Interface

10.80.1.62 00:00:06 INCOMPLETE Vlan6
10.80.6.174 00:00:10 INCOMPLETE Ethernet3/14
10.80.1.161 00:12:59 6c9c.ed44.6841 Ethernetd4/10
N7k-A#

&2 39| 2121 7t=0f e4Z2=l C|HFo|A0f CHEE ARP 7HA| IE 2|= INCOMPLETE A EHE E A|SHK|
ot &2 40| 212! FIE0] 1A= AL %K| N7k-Co| MEZ|= I AMCHE M2 T R{ZElL|C},

CHE DUT 21 HAIX|E HEE Z82 elleol 0|x|= S&S LIEHLICH

N7k-A# show logging log

2016 Nov 16 22:12:55 N7k-A $BFD-5-SESSION_STATE DOWN: BFD session 1090519060 to neighbor
10.80.1.62 on interface Vlan6 has gone down. Reason: 0x3.

2016 Nov 16 22:12:55 N7k-A %OSPF-5-ADJCHANGE: ospf-1 [10600] Nbr 10.80.1.62 on Vlan6 went DOWN
2016 Nov 16 22:12:55 N7k-A $BFD-5-SESSION_REMOVED: BFD session to neighbor 10.80.1.62 on
interface Vlan6 has been removed

2016 Nov 16 22:12:56 N7k-A %$OSPF-5-ADJCHANGE: ospf-1 [10600] Nbr 10.80.1.62 on Vlan6 went
EXSTART

2016 Nov 16 22:13:40 N7k-A %$OSPF-5-ADJCHANGE: ospf-1 [10600] Nbr 10.80.6.174 on Ethernet3/14
went DOWN

2016 Nov 16 22:13:40 N7k-A $BFD-5-SESSION_STATE DOWN: BFD session 1090519061 to neighbor
10.80.6.174 on interface Eth3/14 has gone down. Reason: 0x3.

2016 Nov 16 22:13:40 N7k-A %$OSPF-5-ADJCHANGE: ospf-1 [10600] Nbr 10.80.6.174 on Ethernet3/14
went EXSTART

2016 Nov 16 22:13:46 N7k-A $BFD-5-SESSION_REMOVED: BFD session to neighbor 10.80.6.174 on
interface Eth3/14 has been removed

2016 Nov 16 22:15:45 N7k-A %$OSPF-5-ADJCHANGE: ospf-1 [10600] Nbr 10.80.6.174 on Ethernet3/14
went INIT

N7k-2A#%

I £330 = OSPF7} DOWNS EXSTART &EZ ™ers CHE CHA| INIT & EfE ™EHEL|CH ol
= OSPF7I RUIFHAEE AFE35I0{ EXSTART &EH S0 MFAIE netst7| HEof g L|ct
ARP IZ! AEO| HME [ £ 32| ZE0|AM ARP EQI0| 2R E|X| Yo 2 ZAZ wEto| &
= E|X| eto} OSPF O_I’.;.*’S | FEE[X| t&LCt

-MAC SH& = BFD 24t Ot & 7H K2 RLIFHAEE AFSELICH

H2:CHS &2| ARP-IP t
SIS H ARPE afiZdstioF EtCt ZE S + UA&LICH

IP
BFD7 X33 &5 2 9

(o][]
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High Volume ARP Traffic
.\

IXIA

CH& &322 &% 39 ZE0iA BFD X OSPF AlMofl CHEF ARP I{Z! A
0l BFD & OSPF AIMTf 22| &% 49 2E 0|4 BFD 2 OSPF Al&40| A

N7k-A# show bfd neighbors

OurAddr NeighAddr LD/RD RH/RS Holdown (mult) State Int
10.80.1.162 10.80.1.161 1090519054/1090519044 Up 5764 (3) Up Eth4/10

N7k-A#

N7k-A# show ip ospf neighbors
OSPF Process ID 1
Total number of neighbors: 3

Neighbor ID Pri State Up Time Address Interface
10.80.0.2 1 EXSTART/ - 00:02:54 10.80.1.62 Vlané6
10.80.4.25 1 INIT/DR 00:00:05 10.80.6.174 Eth3/14
10.80.0.3 1 FULL/DR 20:29:28 10.80.1.161 Eth4/10
N7k-A#

ARP IZ! 2% 0| FX|=IH oA EL7H?

ARP Packet StormO| SX|Z|HCIE |77 KIS 2 ™8I0 HEXIT}

IHAE AE O|MO| OHEIR{QI AFER7} ELICH

1. ARP FHA| & 50| N7k-A0|AM SHZEE
2. 42 39| ZE9|BFD MM RHA X
3. 2% 39 ZE°| OSPF MM ~iAE™

a8

E st
S H

L=l

ARP EZE



X|2F, Nexus 7000 ZHE
o2 ARP EZfZ! 0|

Cisco NX-OS= BFDE X|2lst= 58 R E0{| BFD 2 EAte 4= 9
OlM ZZ ARP FHA| S 2 MZ D& K| F2 AlZE S0 AQ|X|2| CPUO B2 |
T35 BFD MM 2! BFDO| S&E ZE SCI0|HE ZZEZ0| 2oHH5HA FELICt.
EOolo| 2R3 BFD 2 IHE Y = U&LICHCHS Eof Cist
2lot BFD Al440| AuHEfLiCt.

Ol |RLIFHAE QI next hopl| ARP
ARP i A| IE 2|7} M AlZHo| A2 T A{ K| K| &k
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