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https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://software.cisco.com/#module/SmartLicensing
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https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf
https://software.cisco.com/download/home/286285506/type/286285517/os/Linux/release/
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

H|7AA| 2FO|MA 0| ADLE 2}O|MAZ OFO|28|0|AM

Bl 7{A| 2Ho|MIAE H#HEHEHE Eedofl= RTU(Right-To-Use) EE = PAK(Product Activation Key)2F Z

o |
2 F 7FX7 &L WS Wetok st=XIof CHEr REMIEF L8 2 £ Cisco & x|0f| CHE
e 2Ela E 3

- ok
= Zu|agold 7Io|E & HZEsHA A2,

=/
DLC(Device LED Conversion)E & &+ &t

« DLC(Device Led Conversion)= Cisco A& 0| 0{&H EtO|MAE AESI=X| EXE = U2,
2to|MA 7} CSSM(Cisco Smart Software Manager)2| 3 Smart Account0l| AtS2 2 X%
El= U3 Lt DLC ™A= £7 Cisco C|HFO[A 2] CLI(Command Line

o oHH
Interface)ollA{ &3 4 #EILIC
ol AEH RIBEILICH S 2t

- DLC ZZMN|AL Catalyst 3650/3850 2 AMEHSE 2L E| ZEH
E RS AAIL. ofl: Fuiji 16.9.x

A
B RE2 71y %F— Z Au|agio|M 7tole &l 2Z|Aa ME
2Ig|AE Al =0l Catalyst 38502] DLC &%

' Y '
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3. Convert PAK EE = Convert LicensesE MEHEFL|C}

Software Central > Smart Software Licensing

Smart Software Licensing

Convert to Smart Licensing Reports Preferences Sateliites

License Conversion

Convert PAKs Convert Licenses Conversion History Event Log

The Product Activation Keys (PAKs) below conlain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart
Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/configuring_smart_licensing.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/configuring_smart_licensing.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/configuring_smart_licensing.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/configuring_smart_licensing.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/configuring_smart_licensing.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/configuring_smart_licensing.html#id_75699
https://software.cisco.com/

License Conversion

Convert PAKs Convert Licenses Conversion History

The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart

Software Licenses, use the 'Convert o Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the lable, ensure that it has been assigned to your Smart Account in the Product License Regisiral

n Portal.

© The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-17 05:30:35 @
3

PAK SKUs

C1-ISE-PLS-T (25)

Order Number

C1-ISE-BASE-T (25)

C1-ISE-BASE-T (25)

"CEO|MA HHE O AN &3 90| 2|X|:

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Repons Preferences

License Conversion

Convert Licenses

ersion History

Satellites Activit

o,
Order Date Virtual Account Status Actions

 2018-May-01 7 > CORETAC Convertto S
;1 B-May-07 CORE TAC
2018-May-07 CORE TAC Convert to Smart Licen

English [ Change |

TAC Cisco Systems, Inc.

Feedback Support

‘2]

Help

Virtual Assistant

The table below contains devices in your Smart Account that are using traditional licenses that can be converted to Smart Software Licenses. If you do not see a device you expect to see in

the table, ensure that it has been assigned to your Smart Account in the Product License Regisiralion Perial. You can also try entering the device information in the License Cenversion

wizard

Last Updated : 2018-Nov-14 10:31:53 @

h

Device Identifier Product Family Eligible SKUs
5. Hote 2tolda A ME =g 271

6. (Actions(Zr2d) of2i2| Convert to Smart Licensing(Smart Licensing2 2

L|C.

License Conversion

Convert PAKs Convert Licenses Conversion History Event Log

The Product Activation Keys (PAKs) below contain licenses that can be used for traditional li

Software Licenses, use the ‘Convert to Smart Licenses' action in the table below.

Ses Iddery tual Account Q,

Virtual Account Actions

No Records Found

No Racords to Display

or Smart To add some or all of them to a Virtual Account as Smart

If you do not see a PAK you expect to see in the lable, ensure thal it has been assigned to your Smart Account in the Product License Regisiration Porlal

® The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-16 09:30:4% @

3 Search PAK, S Q,
PAK SKUs Order Number Order Date Virtual Account Status Actions
CT1-ISE-PLS-T (25) 2018-May-07 CORE TAC '_‘_‘_E,DT:EO Snuar_lL_:e_F.___'
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Lice
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...
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I Convert to Smart Software Licenses l

1 Z

Select Licenses

Select the licenses you want to convert to Smart Software Licenses and the Destination Virtual Account to contain them. If the PAK allows partial fulfilment, you will be able to choose the
number of licenses to convert, otherwise all licenses in the PAK will be converted.

PAK Details:
PAK Numbar: I
Partial Fulfillment: Mot Allowed
PAK Virlual Account; CORE TAC
Destination Virtual Account CORE TAG —
SKUs
SKU Licenses Type Expiration Date Available to Convert Cuantity to Convert
C1-ISE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Tarm 2023-Jul-06 25 25

Cancel Back Next

8. MEf At 2 AESHCOHS BlolMdA B 28]

m
Convert to Smart Software Licenses

1 v .

Select Licenses Review and Confirm
PAK Details:
PAK Number: I
Partial Fulfilment: Not Allowed
PAK Virtual Account: CORE TAC
Destination Virual Account CORE TAC
SKUs to Convert
SKU Licenses Type Expiration Date Available to Convert Quantity to Convert
C1-ISE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Term 2023-Jul-06 25 25

o Since all of the licenses are being converted to Smart Licensing, they will no longer appear in the Product License Registration application.

—
Cancel Back @

LRP(License Registration Portal) & &:

1. LRP(License Registration Portal)ol 2 218t L|C},
http://tools.cisco.com/SWIFT/LicensingUl/Home
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3. MME MEZ L uDI(D® x| AHEA) ME Dt YTt HE E = CHZ
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http://tools.cisco.com/SWIFT/LicensingUI/Home
http://tools.cisco.com/SWIFT/LicensingUI/Home

PAKSs or Tokens Licenses Devices ran

Get Licenses v Move Licenses v Agd Devices

Device Virtual Accod

CSRI000Y
UDI Product ID-CSR1000V
—

CSR 000
UDI Product ID-CSR 1000V

4. Z7LEI C|HIO|IAE

PAKs or Tokens Licenses
Get Licenses

Device

UDI Product ID:CSR1000V

UDI Serial Numbs

UDI Product ID:CSR1000V

UDI Serial Numbs

5. &8t Virtual Accountod] &t

L|C.

Move Licenses v

Add Device
Virmual AGoount CSR1000v v Requied w art A
Product Family Cloud Services Router -
Device
Identifier 17]
Ui PID CSR1000V
UDI SN |

MENSET BHO|MAE ADLE BlOo|MA O = g

Devices Transactions History

Add Devices Download Licenses Email Selected Licenses

Virtual Account Family

Cloud Services Router

®

Download license...

Email license...

Rehost license...

Rehost license from failed device (RMA)... pliceleos

Assign to Smart Account...

Convert licenses to Smart Licensing...

Get device information...

= HEte 2to|MAE MBSt 1 Submit(ME)S S EIE



Convert to Smart Entitlements

Device I1D: UDI Product ID:CSR1000V,UDI Serial Number

Product Family: Cloud Services Router

Smart Account: cisco.com
Virtual Account: CSR1000v -
SKU Type Term Date Quantity Available  Quantity to Convert

¥ L-CSR-5G-SE

9]
il

Perpetual - 1 1

“ Once these entitiements have been converted they will no longer appear in this portal.

Cancel Submit

=
L|Ct. PAK/Token o] M'E °._4 ':EEP° 2 28 8P Convert to Smart Llcensing% MEASHL
Ct.
PAKs or Tokens | Licenses  Devices | Transactions History
Get Licenses ¥ Add Mew PAKs/Tokens Smart Accounts + Manage Paks « Export to CSV Show Filter

Licenses

PAK/Token Virtual Account Order Number Product Status Used Available
DEFAULT : Y
Family: ASR1001 SKU: ASR1_MFGINSTALL CONVERTED 1 0
Cisco ASR 1000 Advanced IP._.
SKU: SLASR1-AIS CONVERTED 4 0
@ DEFAULT NX-085 Advantage license for...
Family: Cizsco Nexus 9000 5... SKU: NXOS-AD-XF2 UIRIAIEY C L
Get Licenses... NX-OS Advantage license for... o 7 .
Family: Cizco Mexus 901 Assign to Smart Account... SKU: NXOS-AD-XF2
Convert to Smart Licensing MNX-0S Advantage license for...
Family: Cisco Mexus 801 SKU: NXOS-AD-XF2 CLAIEAEEE C L
Get PAK or Token Information... TR . ;
- vantage license for...
S 9 UNFULFILLED 0 1

Family: Cisco Mexus 9000 S... SKU: NXOS-AD-XF2
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https://globalcontacts.cloudapps.cisco.com/contacts/contactDetails/en_US/c1o2
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a) Cisco {1 ID CSCvp30661

b) Cisco {71 ID CSCvt01955
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C9500 32C NW Essentials
C9500 32C NW Advantage
C9500-32C
C9500 32C DNA Essentials
C9500 32C DNA Advantage
C9500 32QC NW Essentials
C9500 32C NW Advantage
C9500-32QC

C9500 32C DNA Essentials

C9500 32QC DNA Advantage

C9500-24Y4C

C9500 24Y4C NW Essentials
C9500 24Y4C NW Advantage
C9500 24Y4C DNA Essentials

C9500 24Y4C DNA Advantage

C9500-48Y4C

C9500 48Y4C NW Essentials
C9500 48Y4C NW Advantage
C9500 48Y4C DNA Essentials

C9500 48Y4C DNA Advantage

LICE.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp30661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp30661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp30661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt01955
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt01955
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt01955
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C9500-32C

C9500 Network Essentials
C9500 Network Advantage
C9500 32C DNA Essentials

C9500 32C DNA Advantage

C9500-32QC

C9500 Network Essentials
C9500 Network Advantage
C9500 32C DNA Essentials

C9500 32QC DNA Advantage

C9500-24Y4C

C9500 Network Essentials
C9500 Network Advantage
C9500 24Y4C DNA Essentials

C9500 24Y4C DNA Advantage

C9500-48Y4C

C9500 Network Essentials
C9500 Network Advantage
C9500 48Y4C DNA Essentials

C9500 48Y4C DNA Advantage
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp30661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp30661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp30661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt01955
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt01955
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt01955
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt01955
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/web/fw/softwareworkspace/smartlicensing/SSMCompiledHelps/c_Creating_a_Product_Instance_Registration_Token.html
https://www.cisco.com/web/fw/softwareworkspace/smartlicensing/SSMCompiledHelps/c_Creating_a_Product_Instance_Registration_Token.html

L|C}. Cisco C|HFO|A Q| CLI(Command Line Interface)0il A show license all £ £ show license
statusE =Ql5t04 0|23t H4EHE EAIE =+ JU&LICt
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L|C}.

« C|HIO|AE EF %Mil MNEEE1d K% ID QSME Er&LICH

o C|HFO|AOIM AFE S 2to|MA| CHEF IEIOIEHEE QIESIES CSSMO| 2 EH
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« Authorized(T3t £04E)= C|HIO|AT} AEIOIEHEE ASSID U1 #H &+ dEIY Mo
ol & HEfLICHE = T e18).

« O] &EjE= CSSMO| Virtual Account?} O] C|HFO|AO|| CHEH EFO|MIA A2 S &015t= O 22
gt 2HIE & 4l 2lo|MdA £ 71X /22 LIEFAL|CE.

« 30Y0| X[L}H C|HtO|ATE CSSI\/I01I M EE ELf et 20{E A AIFLIC.
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« Out of Compliance= C|HIO|A 7} YEIO|EHEE AL S0|1 HEZI0|QIA AEHT Of ] &
EHILICH( OOl LA =HeH).

« O| #E{= Cisco C|HIO|A T} Cisco AOME 072 E0 SEE Y 7t 04712 E0{ M C[H}O]
A0 AL 7S EF EFOIMATL Qi AR EAIE'L—lEP

« Compliance/Authorized(ZZ 20|14 /e H0q) AEZ E047I2{H SHIE 2lo|dA &= 4
342 Smart Account0d| F7}8H0oF &L|C}.

« C|HFO|A 7} Out of Compliance &fE{0ll /o™ i AtS S 2 HEH F o AA QES EHLICH
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« Authorization Expired(T3t £04 Bt2 &)= C|HIO|A T} RIFE AHE F0[H 90€! 0|4 HAZAE
Cisco Smart Account@} S A& = Qi AEfQILCH,

- O| &Ell= et o 2 Cisco & X7t QUEAH HMAE LHL =7 SF F tools.cisco.como|
@ = el d<of LIEFELCEH

« ADLE ElO|MAI9| 2ol WS AL 524 Cisco CIHFO|AOIM O HEHE W X|5t7| 2I5H
Z|4 90otct SAlatof gLct

« CSSM2 90%! S0t C|Ho|ALt SAIGHK| 2t 2 2 o] C|HFO|A0 CHEH AHS QI 2 E 2}
O|MAE E2 C}A| gFatsrLC},

- O| &Ejoi| M ClHtO|AE S5 7(ZHID @1&E AM)0| B2 & 77 K| TEH Fo{ AAIZ 2|5H oAl
CiscoOl 2122 Al ghLCt.

« AZEQ|0{ 00|MEE Ciscoltol S84l MAEHEStD Mt 04 @S B2 42 HA™o
2 3[plsteE HAE HMH HHEE HEl & oH—F Eo{ZrLct.

TE A W F o AR

AQX|C| B2 16.9.1, Bt RE{Le| B 16.10.158E CiscoTAC-10|2t= 7| Call-Home ZZE 0| A
‘dE|04 Smart LlcensmgQEQI olo|zdo|Me X|EtLICH 7|EXMoZ o] =21l Direct
Cloud Access 2240l CHaH A& ELICE

<#root>
#show cal | - horme profile G scoTAC 1

Profile Name: CiscoTAC-1

Profile status: ACTIVE

Profile mode: Full Reporting

Reporting Data: Smart Call Home, Smart Licensing

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Other address(es): default

<snip>



Cisco Smart Software Manager 2 Z|0|A MHHE AI&35t= B9 &% Call-Home M| CHA F=
27t Y FLAE 7270k FLICH(CH/AZ A T 28).

<ffroot>

(config)#call-home
(cfg-call-home)#profile "CiscoTAC-1"
(cfg-call-home-profile)#destination address http https://

<I P/ FQDN>

/Transportgateway/services/DeviceRequestHandler

Tools.cisco.come = 2I5t2{T DNS7F 2R LICt. DNS M 24Z0| VRFO| Ql= 89 MAS &

£ QlE{m|of& A VRF7F Holx[o] =X #QIELCt.

Global Routing Table Used:
(config)#ip domain-Tlookup [source-interface <INTERFACE>]

(config)#ip name-server <IP>

VRF Routing Table Used:
(config)#ip domain-Tlookup [source-interface <INTERFACE>] <<-- "ip vrf forwarding <VRF-NAME>" define

(config)#ip name-server vrf <VRF-NAME> <SERVER-IP>

E DNSE A28 4 Q= 729 2Z DNS-IP HZ 8 Mro=2 M5t HLHEIS Hxlel 2Z DNS

Ol 7|Z) call-home Z1Z|220|442| DNS 0|2 S IP T¢§ wAEUCH 2y FERE AMAE
04| = & Z3HA A2(Cisco Smart Software Manager 2 Z8|0|A 9| < tools.cisco.com CHA 1|
$t DNS O|& AFS).

|0II HA

(config)#ip host tools.cisco.com <X.X.X.X>

tools.cisco.com0| CHEF S 412 £ VRF(0: Mgmt-vrf) 2| QIE{H| O| A 0| A A|EFSHOF 5t ZE< Of
CLIE ++4d5H{oF gLiCt.

(config)#ip http client source-interface <VRF_INTERFACE>

StackWise &£ = StackWise Virtualol| A A& E|= Catalyst A2|{x|2F 20| Cisco C|HFO|A Q| AL
il oMo E[PEF MZ CHE ol ZIO|MAE AL E = U&LICH

7

r

AEH gEA] | AQ{X|(04: Catalyst 9300 Series):



HE®|T 2to|dA: ABOM AL|X|T 1702] 2tO|MA T} AH|E

DNA 2to|MlA: AEHO|AM AR 17H2] Eto|MA T} AHIE
E& MA|(0d: Catalyst 9400 Series):

HEQ|3 2to|MA: AHA|Q| £1{H}O| KM 2tO|MA 1747} AH|E

DNA ZHO|MA: MAIZ 17H9] 2lo|MATL AL H

T AR EEAIO| 74 K| AQ|X|(04: Catalyst 9500 Series):

HE 3 2tolMA: AERO|AM ALK 17H9| 2tO|MIA T} AHIFE

DNA 2tO|MlA: ABHO|M A% 17H2] E2tO|MIA T AH|H

« Smart Licensing®| CH3H 3tLEC| call-home T2 U0t M58 o~ Ql&LICH

- 2tO|MAE T 7|50| FEE BBt AFSELICH

« Smart Licensing& 22 7 El Cisco C|HO|AE SHE Cisco Smart Account®t SHIZ2H| S7|
SIE|= & SHHE AAR AlZt L I E F4d5HoF §LICH Cisco ClHFO|A Q| AlZH 2 ZA0|
{5 H™ C|HIO|AE S&3HXK| £ = A&t AlAE NTP(Network Time Protocol) £ &
PTP(Precision Time Protocol)2t Z2 EIO|U Z2EZES S S22 MY &= 7 5Hot
grLiCH olz{et A A2 F346tE Ol 2t HEs BHHlE S Cisco C|HEO|A 9| 71|
0| 7H0|=EE R ZEHAAIL.

« Cisco C|HIO|A S5 Soi ¥AE PKI(Public Key Infrastructure) 7|1 88 £ A5 2 HE
Z|X| otE A XESHok gLICH ClHo|A0|M PKI 7|18 XMEHSHR| 238 copy running-
config startup-config 2= write memory BE & &35 Z4I|a80|ME ME5tEt= HIAIXKIE
E AlStE syslog7h A ELICH

« Cisco C|HIO|A Q| PKI 7|7t MCHE KMEEIX| o &o ZX| EE= MEE Al 2H0[MA & El
7t 248 = AgLct

* Smart Licensing2 HTTPS ZSA| &0]| MELIE| ZHAIE AHSE M 7IRMS 2 HTTPS
LIS A SSL 215 M 7t2RZ|E K| ¥otR| et&LICt O] 7|52 KIH5E{H ZF Alof| A SSL
QIE| M E HIEMH3t5IHL TR A0 ST QIBMHE =822 7IX2 £+ USLICH

<tfroot>

How to Manually Inport Certification as a TrustPoint:

The certificate will need be in a BASE64 format to be copied and pasted onto the device as a TrustPoint
The following example shown below uses "LicRoot" as the TrustPoint name, however, this name can be chan

Device#conf t

Device(config)#crypto pki trustpoint LicRoot
Device(ca-trustpoint)#enrollment terminal
Device(ca-trustpoint)#revocation-check none
Device(ca-trustpoint)#exit

Device(config)#crypto pki authenticate LicRoot

Enter the base 64 encoded CA certificate.

End with a blank T1ine or the word "quit" on a line by itself



.9,9.9.9.9.9.9.9.9.9.9.9.9.9.9,.0.9,.0,9,.9,0,0,0,0,0,9,0,.9,.0.0.0.0.0.0.0.0,0.0.0,0,0,06,909960%¢

Certificate has the following attributes:
Fingerprint MD5: XXXXXXXX
Fingerprint SHAL: XXXXXXX
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

& HOIEQO|HTTP ZEAIE AIE
S A= HZsHok gLt
CH& A http https://tools.cisco.com/its/service/oddce/services/DDCEService

e 3 CHS odlQF 20| IP FAE tools.cisco.comOi| A

ol

CHAF 2= http https://<TransportGW-
IP_Address>:<port_number>/Transportgateway/services/DeviceRequestHandler

ME HOIEHO|IP L= HTTP ™o 2 0|S 3104 Cisco Transport Gateway GUIS| HTTP
Service URL(HTTP A{H|A URL) Of2Hoil A 2F QI8 4= Q& Lt

KEAMIEH LI 2 047|M Cisco Transport Gateway2| Z1I|12{|0|M 70| EE R TS AAL.

=X 2

Cisco C|HFO|AE Smart Licensing k|2 AZE Qo] HEISZ oto|2aio|ME [ O] =MHEZE A|
7t x| BF&4(Direct Cloud Access, HTTPS Proxy, Cisco Smart Software Manager On-prem) 25 0f
CHer it HEME ALSE = U&LICH

CIHFO|A7F 4|0l EE|7HLE Smart LicensingE X|¥etE AZEQo] ZIZ|A 8 &7
M ZE(X|HE|= Cisco I0S XE ZE|A B2 MM 1.3 &%)

Configure or Verify f Enter Token using
Call-home profile > "license smart register
for Smart Licensing Lidtoken <token=" on device
Y A J l
A 4 Device goes Device goes
Device fails to register REGISTERED and REGISTERED and OUT OF
Configure or Verify Layer 3 AUTHORIZED COMPLIANCE (OOC)
and DNS connectivity to
tools.cisco.com
h 4 l
Possible causes of failure and suggested remedies: Possible reasons why for 00C State:
« Check connectivity with a ping to tools.cisco.com. If « |[DToken was generated from wrong Smart Account
the ping fails, check layer 3 and DNS configuration or Virtual Account. Need to confirm comrect Account
« Check call-home profile is fully configured. Not was used.
Y missing a VRF? Correct Profile Active? « There is not enough licenses in Account. Need to
» Has the HTTPS certificate expired? Try renewing confirm on portal licenses are available for use.
Navigate to GSSM or with 'license smart renew auth’ « Wrong license is being used on device. Need to
On-premise Server and + Still seeing issues? - See "Common Failure confirm license is set correctly.
generate |DToken Scenarios" Section Below « License subscription has expired and needs to be
renewed.



https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf
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M & ADLE 2HO|MAIE & d35}5lEdH CSSM/Cisco Smart Software Manager 2 Z.8|0]A
oM dMEl= EES CLIE S8l C|Hto|A 0| SS35HoF & LCt.

Ticense smart register idtoken <TOKEN>

<#root>

I Smart licensing process starts

Registration process is in progress. Use the 'show Ticense status' command to check the progress and re

I Crypto key is automatically generated for HTTPS conmmuni cati on

Generating 2048 bit RSA keys, keys will be exportable... [0OK] (elapsed time was 1 seconds)
%CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or imported by crypto-engine
%PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new IOS PKI configur

! Call-honme start registration process
!
%CALL_HOME-6-SCH_REGISTRATION_IN_PROGRESS: SCH device registration is in progress. Call-home will poll

I Smart Licensing process connects with CSSM and check entitlenment.



%SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed
%SMART_LIC-6-AGENT_REG_SUCCESS: Smart Agent for Licensing Registration with the Cisco Smart Software Ma
%SMART_LIC-4-CONFIG_NOT_SAVED: Smart Licensing configuration has not been saved

YSMART LI C-5-1 N COWPLIANCE: Al entitlenents and |licenses in use on this device are authorized

%SMART_LIC-6-AUTH_RENEW_SUCCESS: Authorization renewal with the Cisco Smart Software Manager or satelTli

Call-home Z1XZ|22f|0|ME & QlstE{™ CHS CLIE A™FLICH

<{froot>

#show cal | -hone profile all

Profile Name: CiscoTAC-1
Profil e status: ACTIVE

Profile mode: Full Reporting

Reporting Data: Smart Call Hone, Smart Licensing

Preferred Message Format: xml
Message Size Limit: 3145728 Bytes

Transport Method: http
HTTP address(es): https://tools.cisco.conlits/service/oddce/services/DDCEService

Other address(es): default
Periodic configuration info message is scheduled every 1 day of the month at 09:15

Periodic inventory info message is scheduled every 1 day of the month at 09:00

Alert-group Severity
crash debug
diagnostic minor
environment warning
inventory normal
Syslog-Pattern Severity
APF-.-WLC_.* warning
* major

Smart Licensing 2 EHE = Ql5tZ{t CHF CLIE A= ELIC.

<#root>
#show | i cense summary

Smart Licensing is ENABLED



Registration:

St atus: REGQ STERED

Smart Account: TAC Cisco Systems, Inc.

Virtual Account: Krakow LAN-SW
Export-Controlled Functionality: ALLOWED

Last Renewal Attempt: None

Next Renewal Attempt: Nov 22 21:24:32 2019 UTC

License Authorization:

Status: AUTHORI ZED

Last Conmuni cation Attenpt: SUCCEEDED

Next Communication Attempt: Jun 25 21:24:37 2019 UTC

License Usage:

License Entitlement tag Count Status
C9500 Network Advantage (C9500 Network Advantage) 1 AUTHORIZED
C9500-DNA-40X-A (C9500-40X DNA Advantage) 1 AUTHORIZED

C|HIO|A S&of Aulist Z(2! AEf7} REGISTERED(SEH)2 CHE ZA) AEZeto|dA OIES
= AOLE 714 OZIREQ| 2to|MA F2f 2 E ofE(o: CHE 7+ o{7IRE Q| EZE0| 2to|MA

E MET + gl 8°?) S2l EXE S AIRLULE Chs 52 HlgLch

oA

Foll AlLt2| 201 CH

220

CIHFO|A 7} tools.cisco.com(ZI] UM A 0| AL)
ME{ofl AZ (2! TCP ZE ¥7))

]
1
30
rr
bal
I
ro

<#root>

#show run all | in destination address http
destination address http

https://tools.cisco.com

/its/service/oddce/services/DDCEService
1

! check connectivity
!

#t el net tools.cisco.com443 /source-interface gi0/0

Trying tools.cisco.com (x.x.x.x, 443)... Open



[Connection to tools.cisco.com closed by foreign host]

olE{3 HHO| SRl 242 J

Al2.

ZZEE2 HTTPS(TCP/443)QIL

| |

.
4432 AESHAAIL. DNS U HTTP MIRAFE S TA3sHs S0l CHEH 571 XI&I2 of 2MolM
TEASHOF B AT ROIAE S AESHAAIL.

#show tech-support Ticense
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#debug call-home smart-1licensing
#debug ip http client [all | api

L Clol B2 o

£ 4.1 XIHoM =8 CHZE CLIE Sdll Eto|AE CHA| &

[aT1l | trace | error]
| cache | error | main | msg | socket]



! enable debug
#set platform software trace ios [switch] active RO infra-s1 debug

!
! read binary traces infra-sl1 process logs
#show platform software trace message ios [switch] active RO

ARl Aol AlLtE|2
% 7hx| YEHEQI S0l AlLt

O] AlMoi| M Cisco CIHFO|A 0|
2|01 cHslf AHEFLICH
"Failure Reason: Product Already Registered"

x| S5

ALIBI2 #1: A

"ZE 2lo|MA ET["o| U

:l:
HL
-
=
N
Pl
o
)
N
orr
O

A& LI

AN EH

21 14:45:34 2018 EST

ChE EFHA:

- Cisco C|HIO|AE CHA| S& 38t ok g LCt.
- CSSMO1| Cisco & x|7} ZAlZl= B force D7 H~E ALE3HOF & LICHZ, license
smart register idtoken <TOKEN> force).

A AARE CHE1 20| EAE =& A&LICH
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- ADLE 2ol Al A CSSMo 2 M E2 2 MAISHT CHA| AIZ 3 AAIR.
ALEEI #3: Almj AFR "C|HIO|A YR} 15261352686530| 51& St Zotz 2L Al
&L ct
"D E 2lo|MA H7|"o| UL

S =.

—

0%

e £ %l

OII'I
0%

=
=

ofn

S
LHELHZ| Mo 7|5 1 =X &5
Z7| S5: 112 1117:55:46 2018 EST AlIf

Al O {"timestamp":["The device date '1526135268653' is offset beyond the
allowed tolerance limit."]}

Ct g ANz 112 11 18:12:17 2018 EST
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Jts8t 21 &9l

%PKI-3-CERTIFICATE_INVALID _NOT_YET _VALID: /&M &2l S of Alufsi&Lct.
7|2t

UF M(SN: XXXXXX)7t ot %] 7 &5t x| &LICE F & 7[2H2 2018-12-12:43Z01| A[ZE

LIC}.
CHS EHA:

- Cisco | AlA|7t S2HIE AZHAIA EA)E EAlst=X] &l

- 7ts8 B AMATE SHEH MHEE[= 5 NTP(Network Time Protocol)& 43 & LICt.
-NTPE A8 = Qe B2, AlHl 23 S & (calendar-valid) 7t 7t E|0{ Q= X| & Q1504
z St I(AIA Al MEE = U= A2t HESE F

T2z AYE AAH(AlA &EH7t E
HElo] QX FHelgtLict
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LHELHZ| Mo 7|5: 18 =Xl et =
Initial Registration(Z= 7| &5): FAILED on Mar 09 21:42:02 2019 CST
A O|R: &

Jhs8t 21 &9l

MTHSE AEY = &L

%CALL_HOME-3-CALL_HOME_FAILED_TO_ENABLE: Smart Agent for Licensing0i| A
Call-Home2 M3t & YK ZUSLICE 7|E &8 AISAt Z2EE Qla EHO|
Smart Call-Home2 A& st 5 M5t X| ZHA&LICH CiscoTAC-1 Z2E 0[2|o] AtEXR}
ZZ2Eg AH83510{ Ciscol| SCH MH{Z C|0|E{E EUlE B9 Z2Z 2 =0 A reporting
smart-licensing-data® .°=lE—"| Slod SiEY =222 AntE Zlo|MAlof SbA| 8L
SCHO1| CH8F RFAIEH LI 2 http://www.cisco.com/go/smartcallhomeS & X5HAAI2,
%SMART_LIC-3-AGENT_REG_FAILED: Cisco Smart Software Manager EE= Satellite 0|
CHSt ZHO|MA S5 8 Smart Agent ATH: S4l &S AIEE £ s L—|EP
%SMART_LIC-3-COMM_FAILED: Cisco Smart Software Manager E== 9|4 S41 Al

S TES ABY 4 gaLich

Ct= EHA:
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