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1874 APt 5 E X[2[H |x[e] F7t 2 EE FHELICE Ol= AP7I S§5tI AP #HE =
7ol ™ Tl X|EE EE = ULSE oP7| 2?5 = LIch GUIIM Configuration(Z4Z| 22|
0| M) > Wireless(41) > Access Points(M|& ZQIE)E 0|53t Country(F7h) B2 =18
Ct APS| 7 Tl YX|AZE ZE SHE =7t ZEE M= °*L—|EP.

&1 17.3.1~17.3.3 HE 0| M= EWC-Switch GUIO| A -_"7|' EE LIY¥stX|B Cisco H1 ID

CSCvw204780 AHWE CHZ CLIE S3f stLto 27 =74 X7 Wk x| M= A B S Mg
StX| et&LCt StLtel SV I EE FME F GUIE Sl CHE I71 2EE F7HE = UEL
Ct.

less = > Access Points

All Access Points

5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

¥ Country

for list of access point models and protocols supported per country and regulatory domain, A

Salected Country MX , US |

Regulatory Domain

802.11a/nfac: [ Indoor: =ABN, Qutdoor: =ABN ]
802.11b/gfn: [ Indoor: -A, Outdoor: -ABN ]
Country Code Mame
SRR -~
MO Macau
MT Malta
MX Mexico
MY Malaysia
NG Nigeria
ML Metherlands
MO Nonway

CLI 41| 20|4(17.3.1~17.3.3):

9300- 1#configure terminal

9300- 1(confi g)#ap dotll 5ghz shutdown

Di sabling the 802.11a network may strand mesh APs.
Are you sure you want to continue? (y/n)[y]: ¥
9300- 1(confi g) #ap dotll 24ghz shutdown

Di sabling the 802.11b network may strand mesh APs.
Are you sure you want to continue? (y/n)[y]: ¥
9300- 1(confi g) #wireless country MX

9300- 1(confi g) #no ap dotll 5ghz shutdown

9300- 1(confi g) #no ap dotll 24ghz shutdown

2BH. R HEED 7S g48stn APTH &4 F & VLANS F&ELICt Configuration(Z1I| 1


https://bst.cloudapps.cisco.com/bugsearch/CSCvw20478

£l 0|d) > Embedded Wireless Setup(&IHIC|E M QQ)OE 0|83t Embedded Wireless
Setup(HIC|E M HE)E Enabled(E H3HE)Z 21 Location Configuration(®l x| 241|228 0]
) of2Holl M + Add(FE7HE 2 =g LICH

Configuration™ » Embedded Wireless Setup

Embedded
Wireless Setup

Location Configuration

Administration
| Mo locations available

Troubleshooting

Walk Me Through >

Embedded Wireless SetupO| & &5tz 0| 0| CLIZ ¥ AIEL|CH O[2{8t CLIE= Catalyst 9K

ARAX|IM lisp HEERIS & M3I5t22 AP & 2Ct0|HEY RETE = ULE ZHEE Zoie/ of
Z Ao & WMIt WLCO| CHEF R ZElg Z8tste ZHEE “Eﬂolln” A‘lH-l e FHHEEH A
%EE gruct.

9300- 1(confi g) #router 1lisp

9300- 1(config-router-lisp)# locator-table default

9300- 1(config-router-lisp)# locator-set rloc_ewlc

9300- 1(config-router-lisp-locator-set)# IPvé4-interface Loopback0
9300- 1(config-router-lisp-locator-set)# auto-discover-rlocs
9300- 1(config-router-lisp-locator-set)# exit-locator-set

9300- 1(config-router-lisp)# locator-set WLC

9300- 1(config-router-lisp-locator-set)#

9300- 1(config-router-lisp-locator-set)# exit-locator-set
9300- 1(config-router-1isp)# service ipv4d

9300- 1(config-1isp-srv-ipv4)# encapsulation vxlan

9300- 1(config-1isp-srv-ipv4)# itr map-resolver

9300- 1(config-1isp-srv-ipv4)# etr map-server



9300- 1(config-1isp-srv-ipv4)# etr map-server

9300- 1(config-1isp-srv-ipv4)# etr

9300- 1(config-1isp-srv-ipv4)# sgt

9300- 1(config-1isp-srv-ipv4)# no map-cache away-eids send-map-request
9300- 1(config-1isp-srv-ipv4)# proxy-etr

9300- 1(config-1isp-srv-ipv4)# proxy-itr

9300- 1(config-1isp-srv-ipv4)# map-server

9300- 1(config-1isp-srv-ipv4)# map-resolver
9300- 1(config-1isp-srv-ipv4)# exit-service-ipvéd
9300- 1(config-router-lisp)# service ethernet
9300- 1(config-1isp-srv-eth)# itr map-resolver

9300- 1(config-1isp-srv-eth)# itr
9300- 1(config-1isp-srv-eth)# etr map-server

9300- 1(config-1isp-srv-eth)# etr map-server

9300- 1(config-1isp-srv-eth)# etr

9300- 1(config-1isp-srv-eth)# map-server

9300- 1(config-1isp-srv-eth)# map-resolver

9300- 1(config-1isp-srv-eth)# exit-service-ethernet

9300- 1(config-router-lisp)# ipv4d source-locator Loopback0

9300- 1(config-router-1lisp)# map-server session passive-open WLC
9300- 1(config-router-1isp)# exit

9300- 1(confi g)# interface LISPO
9300- 1(config-if)# exit

9300- 1(confi g)# router 1lisp

9300- 1(config-router-lisp)# site site uci

9300- 1(config-router-lisp-site)# description map-server configured from Wireless LAN Controller
9300- 1(config-router-lisp-site)# authentication-key

9300- 1(config-router-lisp-site)# exit-site
9300- 1(config-router-lisp)# exit-router-lisp



9300- 1(config)# ip dhcp relay information option

9300- 1(confi g)# wireless fabric

9300- 1(confi g)# wireless management interface Loopback0
9300- 1(config-ngnt-interface)# exit

9300- 1(confi g)# wireless fabric control-plane default-control-plane
9300- 1(config-wi rel ess-cp)# ip address

9300- 1(config-wirel ess-cp)# exit

3. 2CHAH| o|F M El EH ol A General( B & L0l Location Name($%x| O|&) & AP
Onboarding Details(AP 2 22 ME A2 (0f: VLAN & MEY oA 39)E Q2stLICH 7|BXez
VLAN Z == 20452 O|2| RHXELICH CHE VLAN IDE AFEE == UX|BF VLAN IDE 204504 M
4094 Mtolofof 5t Eeto|HE Ef =0t S&/Z{0oof ELICHR4M E= T4 E20[HET} O]
VLANS AM8E == g15). MR AIE 0| 2F2 £ Apply(H8)E F&(EHLCt

- » Embedded Wireless Setup

Location Configuration

= Back

General
Location Name* EWC-Location AP Onbearding
Description WLAN® 2674
Client Density B . = IP Address* 172.16.80.1
ow Typ High
Subnet Mask* 255.255.255.0
DHCP Server® 172.16.80.1

O|Z | 3t APS| VLAN, 3ilE AP VLANS| SVI(AP2| 7|2 HO|E]0]), AP 2|, 2424 2! RF Ef1,
L2 3 L3 VNID(Virtual Network Identifier) 7 244 ElL|CE 3EAH2| 2T Z CLIo| EA|Zl= BHE UL
CH.

9300- 1(confi g)# interface LISP0.4097

9300- 1(confi g-subi f)# router lisp

9300- 1(config-router-lisp)# locator-set rloc_ewlc

9300- 1(config-router-lisp-locator-set)# exit-locator-set

9300- 1(config-router-lisp)# instance-id 4097

9300- 1(config-lisp-inst)# remote-rloc-probe on-route-change

9300- 1(config-lisp-inst)# dynamic-eid APONBOARDING_ 0_2674_4097_8188
9300- 1(config-lisp-inst-dyn-eid)# database-mapping 172.16.80.0/24 locator-set rloc_ewlc
9300- 1(config-lisp-inst-dyn-eid)# exit-dynamic-eid

9300- 1(config-lisp-inst)# service ipv4

9300- 1(config-lisp-inst-srv-ipvd)# eid-table default

9300- 1(config-lisp-inst-srv-ipvd)# map-cache 172.16.80.0/24 map-request
9300- 1(config-lisp-inst-srv-ipvd)# route-export site-registrations
9300- 1(config-lisp-inst-srv-ipv4)# distance site-registrations 250
9300- 1(config-lisp-inst-srv-ipv4)# map-cache site-registration

9300- 1(config-lisp-inst-srv-ipvd)# exit-service-ipv4

9300- 1(config-lisp-inst)# exit-instance-id

9300- 1(config-router-lisp)# instance-id 8188



9300- 1(config-1isp-inst)# remote-rloc-probe on-route-change

9300- 1(config-1isp-inst)# service ethernet

9300- 1(config-lisp-inst-srv-eth)# eid-table vlan 2674

9300- 1(config-1isp-inst-srv-eth)# database-mapping mac locator-set rloc_ewlc
9300- 1(config-lisp-inst-srv-eth)# exit-service-ethernet

9300- 1(config-1isp-inst)# exit-instance-id

9300- 1(config-router-lisp)# site site uci

9300- 1(config-router-lisp-site)# eid-record instance-id 4097 172.16.80.0/24 accept-more-
specifics

9300- 1(config-router-lisp-site)# eid-record instance-id 8188 any-mac

9300- 1(config-router-lisp-site)# exit-site

9300- 1(config-router-1isp)# exit

9300- 1(confi g)# vlian 2674
9300- 1(confi g-vl an) # name AP_VLAN2674
9300- 1(config-vl an) # exit

9300- 1(confi g)# interface Vlan2674

9300- 1(config-if)# description APONBOARDING 0 2674_4097_8188
9300- 1(config-if)# mac-address 0000.0C9F.FAD1

9300- 1(config-if)# ip address 172.16.80.1 255.255.255.0
9300- 1(config-if)# ip helper-address 172.16.80.1

9300- 1(config-if)# no ip redirects

9300- 1(config-if)# ip route-cache same-interface

9300- 1(config-if)# no lisp mobility liveness test

9300- 1(config-if)# ip directed-broadcast

9300- 1(config-if)# lisp mobility APONBOARDING 0_2674_4097_8188
9300- 1(config-if)#exit

9300- 1(confi g)# wireless fabric name APONBOARDING_0_2674_4097_8188 12-vnid 8188 13-vnid 4097 ip
172.16.80.0 255.255.255.

42|, AP VLANO] CHEF DHCP AME{ 2d& & 3I= 5 Catalyst 90K A %|E #4512 siE DHCP &
= SEFLIC Admlnlstratlon(J—FEI) > DHCP Pools(DHCP E)2 0|55l + Add(E7HE 228t
Ch £ 0|8 2 HEQZ of7fH4-E M5t 7|2 HOIERO|7L SVIIP FAZ MHEIQR=X| &l
$HLiCh J%x| oW APTF RETO R HE B0 ZOIBLICH

LS — L—



Create DHCP Pool x

@ Basic (O Advanced

DHCP Pool Name* | access_points | (1-236 Characters)

IP Type | Pva v |

Network* | 172.16.80.0 |

Subnet Mask* | 255.255.255.0 v |

Starting ip* | 172.16.80.10 |

Ending ip* | 172.16.80.254 |

Reserved Only

Lease® | Mever Expires ¥ |

| | |
(0-365 days) (0-23 hours) (0-59 minutes)

Create DHCP Pool

Ix

() Basic | (@) Advanced

sl
Enable DNS Proxy
Default Router(s) IO XXX XK + DNS OO SOOI XK +
Server(s)
IP Address ~  Remove IP Address ~ Remove
172.16.80.1 x A No items to display ”
W
W
NetBios Name IO IO0C XXX LXK + Domain cisco.com
Server(s)
IP Address ~  Remove
Mo items to display ~
W
DHCP Options List
L

CLI #+:

9300- 1#configure terminal
9300- 1(confi g)#ip dhcp excluded-address 172.16.80.0 172.16.80.9
9300- 1(confi g) #ip dhcp pool



9300- 1(dhcp-confi g) #network 172.16.80.0 255.255.255.0
9300- 1(dhcp-confi g) #default-router 172.16.80.1

S5EtAHl. AAMA 20 M switchportE #4351 0|70 ol VLANO| &= &fLct.

3850- 1(confi g) #interface

3850- 1(config-if)#switchport mode access
3850- 1(config-if)#switchport access vlan

6E7l. Configuration(Z11| 22| 0|44) > Embedded Wireless Setup(HIC|= F4 ’é’g)gi o|s 3t

1 3CHAOAM T AHO|EE MEHFFLICE AP Provisioning(AP Z2H|X{'d) E”% 25t

Available APs(AtE 7t5EH AP) S50 Z2H|IMIE APE ME{ot T mpEtA Starx 0P0|—E-% 2

215104 S APE Associated AP(H4ZEI AP) E80 = E‘” BUCH Hats 22 APTHSE
S g™ ApplyE @2I8fLCt

F9|: EWC-SwitcholME 5 Ef1 M4 2l &Ehol 7
Qx| 2ol olsi Bt XMl Ef T Ol THsEL

H1

» Embedded Wireless Setup

Location Configuration

+— Back

AP Provisioning

AddSelect APs AP% on this Location

B> Salect Fig

AP MAC AP Namse

?zlof

IS35HX|RE Ol R|HEl= 40| ofL|Td
StLICH. EWC-SwitchOl A& stLEo| 2| x|BH
X222 DE AP7I SE MEUlof Qlo{ok 5t S UEH {Ixlof & |o{oF gFL|Ct.



AP Provisioning

Add/Select APs APs on this Location

AP MAG AP Nama Status

AP MAG AP Name

o| EtA0M= EWC-A2|X[oi o] x| oS FIHELICH

9300- 1(confi g)# ap location name EWC-Location
9300- 1(confi g-ap-locati on)# ap-eth-mac

9300- 1(confi g-ap-1ocation)# tag policy EWC-Location
9300- 1(confi g-ap-1ocation)# tag rf EWC-Location

ap-eth-mac <AP mac address> EE2 | x[0i| F7IE 2 & AP CHaH Bt=ELICH B AtO|E0]
M Z|CH 500702 APE X|§EfLCt.

Cte& & elRrLic

WMI L AP 2EE 250 CHEF VLAN 4 L AEE 2 2l5te{™ o] HEES AFZEhLCt

9300- 1#show wireless fabric summary
Fabric Status : Enabl ed

Cont r ol - pl ane:
Name | P- address Key Status

default-control-plane 172.16.0.1 ciscoeca Up

Fabric VNI D Mappi ng:
Name L2-VNID L3-VNID | P Address Subnet Control plane nane



9300- 1#show wireless stats ap join summary
Nunmber of APs: 1

Base MAC Et hernet MAC AP Nane | P Address Status Last Failure Phase Last Di sconnect Reason

ac4a. 569c. f 560 5cel. 7629. 2b40 AP5CE1.7629.2B40 172.16.80.10 Joined Run Tag nodified

9300- 1#show fabric ap sunmary
Nunmber of Fabric AP : 1

AP Name Slots AP Mddel Ethernet MAC Radi o MAC Location Country |IP Address State

AP5CE1.7629.2B40 2 9120AXlI 5cel. 7629. 2b40 ac4a. 569c.f560 default location US 172.16.80.10

Registered

0| HZIS AF23510{ APL| VXLAN E{ AEHE &Holgh 4= Ql& Lt

9300- 1#show access-tunnel summary

Access Tunnels General Statistics:
Nunmber of AccessTunnel Data Tunnels =1

Name RLOC | P(Source) AP | P(Destination) VRF ID Source Port Destination Port

AcO 172.16.0.1 172.16.80.10 0 N A 4789

Narme 1fld Uptine

AcO 0x00000069 0O days, 00:20:11
ol TS ALB5t0{ AP Ej1 BTS HOIBLICH APE 25 Ef17h SUsHoF 5hH Source(42) of

afofl Location(%I1)0| E AlElo{o gLk

9300- 1#show ap tag summary
Nurmber of APs: 1

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Nane M sconfigured Tag Source

AP5CE1.7629.2B40 5cel. 7629. 2b40 default-site-tag EWC-Location EWC-Location NO Location

21 0] 0d|0llA 172.16.0.12 Loopback0 IP FA(F4M #2])0|0H AP7F 047]0d| Z=IFLICt.

0lZie Hr4 ofof ol HE2l0l7| M2 2E HE2 T4 24 IHE 71873 UL

AT CIHZ WM B 5

I3t RA(Radio Active) £ & Zix{5t0{ ZQl ZE2MA EXE sHZAELICH.
RA Fx{2 RIHE Z74(0] 22 AP MAC F4)3 43583
ZMg MBgUC ZHE C|HOE &Mdstsie{H oS BHHE



124, &4stE ClH Zo| = x| =elgfu .

9300- 1#clear platform condition all
2BHA|. ZLIERE AP MAC FA9| C|HO =HE gM5HghLct.

— =
= UA&LCt,

J12xoz BL|E AlZt2 302(1800%)ILICH %|CH 2085978494% =

9300- 1#debug wireless mac

9300- 1#debug wireless mac

Dk

o

I.

2t1:C9800 C|HZE ME A Al ZEMA 2o & SEHLCtH &,

EAEX| St LIS 7| Qs 2E 207t LiREXMo =z HEHRIEL

3. AP AQIX|EZE &= capwapO| AP CLIOIAM APE RHAdZd5t04 &

487 7|2 £= FHE 2LH Alztol ZL7| Mol E2X7F MEEElE E

—_ -

9300- 1#no debug wireless mac

9300- 1#no debug wireless mac

ZLIE| AlZtol B3t 7LE Ll F40] =522 SXIEHE EWC-Switche CHEIH 22 0l
J =13

4O

A1 od2]{ APE C|HZsted™ Z AP2| 2iC|2 2 o|Y! MAC FAEZ debug wireless mac
HHS A™ELICEH o|HY MAC C|tHZ B DTLS ERHMME E A[EL|CT

ClHZ ol E{Ol'd Ml4dof|
Ct.

&% CIHIE SKIFLICH

9|

il

5EtH. MAC F4 g€80| ntdg +=&ELICE ratrace.logg 2 Z 22!
of SASHAHLE E{OlE MMol E232 2 EAE = U&LICH HYE EYOAZRTIO EF ME
of =zl & 240 M= EL|Ct



RA X mto| o|§ & = olgLCt.

9300- 1#dir flash: | inc ra_trace
o2 9 Mo A}

9300- 1#copy flash:ra_trace_MAC <AP_RADI O MAC>_HHMVES. XXX_t i nezone_DayWek_Mont h_Day_year. | og
tftp://

ra- AP_RADI O MAC. t xt
9300- 1#copy flash:ra_trace_MAC <AP_ETHERNET NMAC>_HHMMSS. XXX_t i mezone_DayWek_Mont h_Day_year. | og

tftp://

ra- AP_ETHERNET MAC. t xt

E{0|'d M|Mofl tracelogsE F Al5t24H

9300- 1#more flash:ra_trace_MAC <AP_RADI O MAC>_HHMVES. XXX_t i nezone_DayWek_Mont h_Day_year. | og
9300- 1#more flash:ra_trace_MAC <AP_ETHERNET MAC>_HHMVES. XXX_ti mezone DayWeek Mont h_Day_year. | og

6Tt 2 & §elo| Hetsl x| of2 AR tracelogs®E H AMM|5| 2oiF & LIE 28 SZgHLCH.
o| @™ o|0| £EElo UEHez MEE CIHI 202 8& MBs=22 Fcl0/HEE CHA| CIHZ

B EH2It el

9300- 1#show logging profile wireless internal filter

ra-internal - <AP_RADI O MAC>. t xt
9300- 1#show logging profile wireless internal filter

ra-internal - <AP_RADI O_ MAC>. t xt

HO: 0| BHEH2 E T2MHAQ ZE 2Z BHol Cift X2 dtetst 4T o] LoigE
LICt Ol2{8t FHg & EAE £ QT 5 TAC(Technical Assistance Center)0l| £ 2|35 & Al
(@)

9300- 1#copy flash:ra-internal - <AP_RADI O MAC>. txt tftp://

ra-internal - <AP_RADI O MAC>. t xt
9300- 1#copy flash:ra-internal - <AP_RADI O MAC>. txt tftp://



ra-internal - <AP_RADI O MAC>. t xt

E{0|'d MIMofl tracelogsE E AlStEdH

9300- 1#more flash:ra-i nternal - <AP_RADI O MAC>. t xt
9300- 1#more flash:ra-i nt ernal - <AP_ETHERNET MACS. t xt

78A. ClHD =2A

2021/ 09/ 30 17:49: 13. 823492 {wncngrd_RO-0}{1}:
acda. 569c. f560 | P:172. 16. 80. 10[ 5264],
2021/ 09/ 30 17:49:13.823519 {wncngrd_RO0-0}{1}:
acda. 569c. f 560 EW.C TAGS payl oad is not present
2021/ 09/ 30 17:49:13.823793 {wncngrd_RO0-0}{1}:

AN 74Er Lt

port: 12289MAC. 0002. 0002. ffff

2021/ 09/ 30 17:49:13. 824314 {wncrmgrd_RO- 0} {1}:
ac4da. 569c. 560 Public IP | earnt

TRUE.

2021/ 09/ 30 17: 49: 13. 824414 {wncrgrd_RO-0}{1}:
ac4a. 569c. f 560 | P: 172. 16. 80. 10[ 5264] ,

AFE Q|8 DTLS SHEM|O|3:

AIEM REN 7

2021/ 09/ 30 17: 49: 23. 259157 {wncd_x_RO- 0}{1}:

Enal=

0x

ac4a. 569c. f 560 DTLS session create callback received.

2021/ 09/ 30 17: 49: 23. 259393 {wncd_x_RO- 0}{1}:

172. 16. 80. 10[ 5264]

2021/ 09/ 30 17:
22, handshake
2021/ 09/ 30 17:
2021/ 09/ 30 17:
22, handshake
2021/ 09/ 30 17:
2021/ 09/ 30 17:
22, handshake
2021/ 09/ 30 17:
22, handshake
2021/ 09/ 30 17:
22, handshake
2021/ 09/ 30 17:

49:

49:
49:

49:
49:

49:

49:

49:

23

23.
23.

23.
23.

23.

23.

23.

172. 16. 80. 10[ 5264]

2021/ 09/ 30 17: 49: 23. 608757 {wncd_x_RO- 0}{1}:

22, handshake

Mac: PMIU 576, effective

. 259406 {wncd_x_RO-0}{1}:

259406 {wncd_x_RO-0}{1}:
260931 {wncd_x_RO-0}{1}:

260931 {wncd_x_RO-0}{1}:
267234 {wncd_x_RO-0}{1}:

267332 {wncd_x_RO-0}{1}:
267891 {wncd_x_RO-0}{1}:

270741 {wncd_x_RO-0}{1}:

M 743t oF g L|Ct.

Z2 AR50 AP} 0= CHAHO| A T &

[ capwapac- di scovery] [7353]: (note): MAC
Discovery Request received
[ capwapac- di scovery] [7353]: (note): MAC
in discovery request
[ew c-infra-evq] [7353]: (debug): instance :0
[ capwapac- di scovery] [7353]: (note): MAC

is FALSE, public IP discovery is FALSE, private |P discovery is

[ capwapac- di scovery] [7353]: (note): MAC
Discovery Response sent
[ capwapac-sngr-srvr] [7770]: (note): MAC
[ capwapac- sngr-sess] [7770]: (info): Session-IP:
capwap size 416

[ewl c-infra-evq] [7770]: (debug): DTLS record type:
[ewlc-infra-evq] [7770]: (info): DTLS client hello
[ewlc-infra-evq] [7770]: (debug): DTLS record type:
[ewlc-infra-evq] [7770]: (info): DTLS client hello
[ewl c-infra-evq] [7770]: (debug): DTLS record type:
[ewlc-infra-evq] [7770]: (debug): DTLS record type:
[ewlc-infra-evq] [7770]: (debug): DTLS record type:
[ewl c-dtls-sessngr] [7770]: (info): Renpbte Host:

MAC: ac4a.569c.f56 Completed cert verification, status:CERT VALIDATE_ SUCCESS

[ew c-infra-evq]

[7770] :

(debug): DTLS record type:



2021/ 09/ 30 17:49: 23. 608990 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
20, change ci pher-spec

2021/ 09/ 30 17:49: 23. 609255 {wncd_x_R0O-0}{1}: [ew c-dtls-sess] [7770]: (info): Renote Host:

172. 16. 80. 10[ 5264] MAC. ac4a. 569c.f56 DILS session established

2021/ 09/ 30 17:49: 23. 609348 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (info): Session-I|P:
172. 16. 80. 10[ 5264] Mac: PMIU 576, effective capwap size 456

2021/ 09/ 30 17:49: 23. 609361 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): Session-I|P:
172.16. 80. 10[ 5264] Mac: DTLS session has been established for AP

2021/ 09/ 30 17:49: 23. 650838 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
23, application data

CAPWAP 7}2l 2 gl St

2021/ 09/ 30 17:49: 23. 650970 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (info): Session-I|P:
172. 16. 80. 10[ 5264] Mac: Capwap nessage received, type: join_request

2021/ 09/ 30 17:49: 23. 650972 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (note): MAC

acda. 569c. f 560 Received CAPWAP join request

2021/ 09/ 30 17:49: 23.652901 {wncd_x_R0-0}{1}: [rrmclient] [7770]: (ERR): ac4a.569c.f560 Failed
to override default values inradio oper for slot 1, reg domain chk status failed

2021/ 09/ 30 17:49: 23.653789 {wncd_x_R0-0}{1}: [rrmclient] [7770]: (ERR): ac4a.569c.f560 Failed
to override default values inradio oper for slot 0, reg domain chk status failed

2021/ 09/ 30 17:49: 23. 653959 {wncd_x_R0-0}{1}: [apngr-capwap-join] [7770]: (info): acda.569c.f560
Retrieved AP SWversion: 17.3.4.30, for AP nodel: C9120AXI-B, AP inmge type: aplg7, site-tag:
default-site-tag

2021/ 09/ 30 17:49: 23. 653967 {wncd_x_R0O-0}{1}: [apngr-db] [7770]: (info): acda.569c.f560 COperation
state of AP changed to: Registered

2021/ 09/ 30 17:49: 23. 654039 {wncd_x_R0-0}{1}: [apngr-capwap-join] [7770]: (note): MAC

ac4da. 569c. f 560 Successfully processed Join request. AP nane: AP5CEl. 7629. 2B40, Mbdel: C9120AXI -
B, radio slots: 2, rlan slots: 0, site tag nane: default-site-tag, policy tag name: EWC-
Location, rf tag name: EWC-Location

2021/ 09/ 30 17:49: 23. 654112 {wncngrd_RO-0}{1}: [ewc-infra-evq] [7353]: (note): Mg type :nesg-
>msgtype Priority:1

2021/ 09/ 30 17:49: 23. 654233 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): MAC

ac4da. 569c. f 560 Joi n Response generated with MIU 1485. as per MIU payl oad, update flag: O

2021/ 09/ 30 17:49: 23. 654311 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (note): MAC

ac4da. 569c. f 560 Join processing complete. AP in joined state

CAPWAP T:

2021/ 09/ 30 17:49: 23.947851 {wncd_x_RO0-0}{1}: [apnor-ap-global] [7770]: (info): acda.569c.f560

Li spagent was triggered during ap join.

2021/ 09/ 30 17:49: 23.948023 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): Session-IP:
172. 16. 80. 10[ 5264] Mac: ac4a.569c.f560 Config status request was processed and Config status
response was sent. AP in Configuration state.

2021/ 09/ 30 17:49: 23. 948157 {wncd_x_R0-0}{1}: [lisp-agent-db] [7770]: (ERR): Invalid source IP
address type

2021/ 09/ 30 17:49: 23.948344 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (note): Map request mnsg
sent successfully for AP vnid 4097

2021/ 09/ 30 17:49: 23.949993 {wncngrd_RO-0}{1}: [hl-core] [7353]: (debug): Radio change on AP
ac4a. 569c. f560 not connected to a L1 cache entry

2021/ 09/ 30 17:49: 23.950130 {wncngrd_RO-0}{1}: [hl-core] [7353]: (debug): Radio change on AP
ac4a. 569c. f560 not connected to a L1 cache entry

2021/ 09/ 30 17:49: 24.889682 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
23, application data

2021/ 09/ 30 17:49: 24.889807 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
23, application data

2021/ 09/ 30 17:49: 24.889992 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (info): Session-IP:
172. 16. 80. 10[ 5264] Mac: ac4da.569c.f560 Capwap message received, type: config status_request
2021/ 09/ 30 17:49: 24. 890020 {wncd_x_R0-0}{1}: [capwapac-sngr-sess-fsn] [7770]: (info): Session-

I P: 172.16. 80. 10[ 5264] Mac: ac4a. 569c.f560 process config status request

2021/ 09/ 30 17:49: 24. 890045 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): Session-IP:
172. 16. 80. 10[ 5264] Mac: ac4a.569c.f560 Updating capwap path MIU: 1485 received in config status



request

2021/ 09/ 30 17:49: 24. 890048 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (info): Session-I|P:
172. 16. 80. 10[ 5264] Mac: ac4a.569c.f560 PMIuU 1485, effective capwap size 1368

2021/ 09/ 30 17:49: 24.890134 {wncd_x_R0-0}{1}: [apngr-nsgelem [7770]: (info): acda.569c.f560 AP
domain nane is not set in config status

2021/ 09/ 30 17:49: 24.890135 {wncd_x_R0-0}{1}: [apngr-nsgelem [7770]: (info): acda.569c.f560 AP
I Pv6 naneserver is not set in config status

[...]

2021/ 09/ 30 17:49: 24.890818 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): Session-I|P:
172.16. 80. 10[ 5264] Mac: ac4a.569c.f560 config status request was processed and Config status
response was sent. AP in Configuration state.

2021/ 09/ 30 17:49: 24.892967 {wncngrd_RO-0}{1}: [hl-core] [7353]: (debug): Radio change on AP
acda. 569c. f560 not connected to a L1 cache entry

2021/ 09/ 30 17:49: 24.892993 {wncngrd_RO-0}{1}: [hl-core] [7353]: (debug): Radio change on AP
ac4a. 569c. f560 not connected to a L1 cache entry

2021/ 09/ 30 17:49: 24. 964085 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
23, application data

[...]

2021/ 09/ 30 17:49: 24.964384 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Creating AP
ac4a. 569c. f 560

2021/ 09/ 30 17:49: 24. 964474 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Successfully
created AP ac4a. 569c. f 560

2021/ 09/ 30 17:49: 24. 964479 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Setting
capability

2021/ 09/ 30 17:49: 24. 964479 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Updating AP
ac4a. 569c. f 560

2021/ 09/ 30 17:49: 24. 964483 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Successfully
updated AP ac4a. 569c. f 560

[...]

2021/ 09/ 30 17:49: 25. 000954 {wncd_x_R0-0}{1}: [apngr-capwap-config] [7770]: (info):

ac4da. 569c.f560 AP is in config ready state. Initial configuration will be pushed.

2021/ 09/ 30 17:49: 25. 000972 {wncd_x_RO0-0}{1}: [apngr-capwap-config] [7770]: (info):

ac4a. 569c. f 560 Sendi ng FI PS vendor payload config, FIPS status O

2021/ 09/ 30 17:49: 25. 000975 {wncd_x_R0-0}{1}: [apngr-capwap-config] [7770]: (info): Preparing
FIPS config, fips status O

2021/ 09/ 30 17:49: 25. 000978 {wncd_x_R0-0}{1}: [apngr-capwap-config] [7770]: (info): Preparing
WLANCC config, wl ancc status O

2021/ 09/ 30 17:49: 25. 001064 {wncd_x_R0-0}{1}: [apngr-ap-global] [7770]: (info): acda.569c.f560 AP
is in Local node.

2021/ 09/ 30 17:49: 25. 001064 {wncd_x_R0-0}{1}: [apngr-ap-global] [7770]: (info): acda.569c.f560
Mode update on AP join : AP already in Local mode which matches site configuration

2021/ 09/ 30 17:49: 25.001081 {wncd_x_RO-0}{1}: [apnmgr-db] [7770]: (info): ac4a.569c.f560 Tag
process ap W an config mapping. W ans[0] associated to to AP

AP7t 24 ZE 7t ot AR, AP7I MR EElo] 22 HE AE S MEFLICH 0| 219 HIxE 2
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*Sep 29 20:54:07.769: %APMGR_TRACE_MESSAGE- 4- W.C_CONFI G_CHECKER WARNI NG Switch 1 RO/ 0: wncd:
config check: The node of AP ac4a.569c.f560 is changed from Fl exconnect to Local.

*Sep 29 20:54:07.769: %APMGR_TRACE_MESSAGE- 3- W.C EXEC MSG Switch 1 RO/0: wncd: % Error: AP:
AP5CEL. 7629. 2B40 will go for a reboot due to Mode change from Flexconnect to Local
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