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LACP Timeout(LACP AlZH ZT}): | =71 Alzt &3}, 3 x 30%(7|122h)
&/ 418 LACP AlZt Z1HE Lt
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LACP Timeout
Aggregation
Synchronization

Collecting

Distributing

Defaulted

Expired (most significant bit)

HIE9/3 choloi 12

LACP Activity (less significant bit)




9300 9300
Port-channel 1
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<#froot>

show | acp sys-id

show | acp <channel - group nunber > nei ghbor
show | acp <channel - group nunber> counters
show i nterfaces <interface | D> accounting
debug | acp [event| packet|fsn m sc]

debug condition <condition>
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<#root>
switch#

show | acp sys-id

32768,



f 04a. 0206. 1900 <--

od
o

(=}
[
<{froot>
switch#

show | acp 1 nei ghbor

Flags: S
F
A -

2=, 0| A|IAE! Dev ID, 2

Your system MAC address

29l

Device is in Active mode

Channel group 1 neighbors

Port Flags
Dev I D

Age key
Gil/0/1 SA

f 04a. 0205. d600

12s  0x0 Ox1

<-- Dev I D Neighbor

Gil/0/2 SA

f 04a. 0205. d600

24s  0x0 Ox1

<-- Dev I D Neighbor

Gil/0/3 SA

f 04a. 0205. d600

16s 0x0 Ox1

<-- Dev I D Neighbor

Gil/0/4 SA

f 04a. 0205. d600

24s  0x0 Ox1

<-- Dev I D Neighbor

LACP port
Priority

Key Number State
32768

0x102 0x3D
MAC Address
32768

0x103 0x3D
MAC Address
32768

0x104 0x3D
MAC Address
32768

0x105 0x3D
MAC Address

Zt QIE{H 0| AN M E L1 82 LACP THZ!
Ft2E7t Z7FELICH
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Device is requesting Slow LACPDUs
Device is requesting Fast LACPDUs

LACP Li|O|tH2| A&

AH

S

P - Device 1is 1in Passive mode

Admin

Oper

Port

Port

20|53t |C} & AHEl LACP THZ!0| ZH K| €24 Pkts Err



<#root>
switch#

show lacp 1 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 1
Gil/0/1

3111 3085

Gil/0/2

3075 3057

Gil/0/3

3081 3060

Gil/0/4

3076 3046

LACPOI CHEF QIE{H|O|& of7t2EE &elste M U&LICH

<ffroot>
switch#

show i nterface gigabitEthernetl/0/1 accounting

GigabitEthernetl/0/1
Protocol Pkts In Chars In Pkts Out Chars Out
Other 0 0 10677 640620
PAgP 879 78231 891 79299
Spanning Tree 240 12720 85 5100
CDP 2179 936495 2180 937020

DTP 3545 170160 3545 212700



3102 384648 3127 387748
G ELICH

LACP
= Z2 Syslog HA|X[7} 4

T

ol
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ClHH
LACP §7|3t7t i7{Lt ¥4 Z[o{of M LACPE
%ETC-5-L3DONTBNDL2: Gigl/0/1 suspended: LACP currently not enabled on the remote port.
%ETC-5-L3DONTBNDL2: Gig/1/0/1 suspended: LACP currently not enabled on the remote port.

2 A235t04 LACP C|H

Chs &Y

<#root>
debug | acp [event| packet|fsm m sc]

debug condi tion <condition>
=
=

LACP &4 EA|7F & 7dE|H LACP ClHH

<tfroot>

switch#
debug | acp event
Link Aggregation Control Protocol events debugging is on

switch#
debug | acp packet
Link Aggregation Control Protocol packet debugging is on

switch#
debug lacp fsm
Link Aggregation Control Protocol fsm debugging is on

switch#

debug lacp m sc
Link Aggregation Control Protocol miscellaneous debugging is on



o 29 & Emo|A0 CiE CIHO ZHE: EHEst T £3

switch#

debug condition interface gigabitEthernet 1/0/1

<tfroot>
switch#

show debuggi ng

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________

LACP:
Link Aggregation Control Protocol

m scel | aneous
debugging is
on
Link Aggregation Control Protocol
packet
debugging is
on
Link Aggregation Control Protocol
fsm
debugging is
on
Link Aggregation Control Protocol
event s
debugging is

on



Condition 1: interface Gil/0/1 (1 flags triggered)

Flags: G1/0/1

LACP CIHH2E £443t 1 show logging ™ & AF&35lo{ EAIELICH CIHO £l ZE a'd
CIE{mH|O|A 7} A|ZHE|Z7| ™ OFX|2 LACP = &i|I0| EAIE/LICE

<#root>
switch#
show | oggi ng

<omitted output>

LACP : | acp_bugpak: Send LACP-PDU packet via G 1/0/1
LACP : packet size: 124

LACP: pdu: subtype: 1, version: 1

LACP. Act: tlv:1, tlv-len:20, key:0x1l, p-pri:0x8000, p:0x102, p-state:0x3D, s-pri:0x8000, s-mac:f04a. 02(
LACP. Part: tlv:2, tlv-len:20, key:0x1, p-pri:0x8000, p:0x102, p-state:OxF, s-pri:0x8000, s-nmac:f04a. 02(

LACP: col-tlv:3, col-tlv-len:16, col-max-d:0x8000
LACP: term-tlv:0 termr-tlv-Tlen:0
LACP: HA: Attempt to sync events -- no action (event type 0x1)

LACP : | acp_bugpak: Receive LACP-PDU packet via G 1/0/1
LACP : packet size: 124

LACP: pdu: subtype: 1, version: 1

LACP. Act: tlv:1, tlv-len:20, key:0x1l, p-pri:0x8000, p:0x102, p-state:0x3D, s-pri:0x8000, s-mac:f04a. 02(
LACP. Part: tlv:2, tlv-len:20, key:0x1, p-pri:0x8000, p:0x102, p-state:0x3D, s-pri:0x8000, s-nac:f04a.0:

LACP: col-tlv:3, col-tlv-len:16, col-max-d:0x8000
LACP: term-tlv:0 termr-tlv-Tlen:0

LACP. G 1/0/1 LACP packet received, processing <-- beginning to process LACP PDU

Tlacp_rx Gil/0/1 - rx: during state CURRENT, got event 5(recv_lacpdu)
@@@ lacp_rx Gil/0/1 - rx: CURRENT -> CURRENT
LACP: Gil/0/1 Tacp_action_rx_current entered

LACP: recordPDU G 1/0/1 LACP PDU Rcvd. Partners oper state is hex F <-- operational state

LACP: Gil/0/1 partner timeout mode changed to 0
Tacp_ptx Gil/0/1 - ptx: during state FAST_PERIODIC, got event 2(long_timeout)
@@@ lacp_ptx Gil/0/1 - ptx: FAST_PERIODIC -> SLOW_PERIODIC
LACP: Gil/0/1 Tacp_action_ptx_fast_periodic_exit entered
LACP: Tacp_p(Gil/0/1) timer stopped
LACP: Gil/0/1 Tacp_action_ptx_slow_periodic entered
LACP: timer Tacp_p_s(Gil/0/1) started with interval 30000.

LACP: recordPDU G 1/0/1 Partner in sync and aggregating <-- peer is in sync
LACP. G 1/0/1 Partners oper state is hex 3D <-- operational state update

LACP: timer Tacp_c_1(Gil/0/1) started with interval 90000.
LACP: Gil/0/1 LAG_PARTNER_UP.
LACP: Gil/0/1 LAG unchanged
Tacp_mux Gil/0/1 - mux: during state COLLECTING_DISTRIBUTING, got event 5(in_sync) (ignored)



lacp_handle_standby_port_internal called, depth = 1
LACP: Tacp_handle_standby_port_internal: No Standby port found for LAG 1
lacp_handle_standby_port_internal called, depth = 1
LACP: Tacp_handle_standby_port_internal: No Standby port found for LAG 1
lacp_handle_standby_port_internal called, depth = 1
LACP: Tacp_handle_standby_port_internal: No Standby port found for LAG 1

LACP: Tacp_t(Gil/0/1) timer stopped
LACP: Tacp_t(Gil/0/1) expired

%_1 NEPROTO- 5- UPDOVWN:
%_1 NEPROTO- 5- UPDOVWN:
%_1 NEPROTO- 5- UPDOVWN:
%_1 NEPROTO- 5- UPDOVWN:

Li ne
Li ne
Li ne
Li ne

protoco
protoco
protoco
protoco

on
on
on
on

%.1 NK- 3- UPDOWN: | nterface
%.1 NEPROTO- 5- UPDOMN:  Li ne

Port - channel 1,
protoco

LACP C|HH1 9| 7t& &%t
= 3 7IX| 7id0] U &LCt.

fjo

FEoxH

<#root>

LACP:

Act

: tlv:1l, tlv-len:20,
key: Ox1

, p-pri:0x8000, p:0x102,
p-state: Ox3D

, S-pri:0x8000,

s-mac: f 04a. 0205. d600

LACP:

Par t

: tlv:2, tlv-len:20,
key: Ox1

, p-pri:0x8000, p:0x102,
p-state: Ox3D

, S-pri:0x8000,

s-nac: f 04a. 0206. 1900

Interface
Interface
Interface
Interface

G gabi t Et hernet 1/ 0/ 1,
G gabi t Et hernet 1/ 0/ 2
G gabi t Ethernet1/0/ 3
G gabi t Et hernet 1/ 0/ 4,

state
state
state
state

changed
changed
changed
changed

changed state to up
on Interface Port-channel 1,

changed state to up

to
to
to
to

up
up
up
up

250 Q= | ACP PDU JHEie &olste o 7kl 9

A4
= o

Hi?(you)& 2|O|&FLICH




EEZ  |ZtEL(neighbor/peer)E 2|0O|ErLIC}.
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<#root>
show pagp <channel - group nunber> nei ghbor
show pagp <channel - group nunber> counters
show i nterfaces <interface I D> accounting
SAE O|E, 4

od
o

PAgP QI Cl|HtO|A S| ME HE((: 2
ghoict.

<ffroot>

switch#
show pagp 1 nei ghbor

S - Device is sending Slow hello

Flags:
A - Device is in Auto mode.

—_—

2C OIE|q A|AHE D,

C - Device 1is in Consistent state.
P - Device learns on physical port.

L

ro



Channel group 1 neighbors
Partner

Par t ner

Partner Partner Group
Port Name

Device I D

Port Age Flags Cap.
Gil/0/1 switch

f 04a. 0205. d600

Gil/0/1 16s SC 10001
<-- Dev ID: Neighbor MAC Address
Gil/0/2 switch
f 04a. 0205. d600

Gil/0/2 19s SC 10001
<-- Dev ID: Neighbor MAC Address
Gil/0/3 switch
f 04a. 0205. d600

Gil/0/3 17s SC 10001
<-- Dev ID: Neighbor MAC Address
Gil/0/4 switch
f 04a. 0205. d600

Gil/0/4 15s SC 10001

<-- Dev ID: Neighbor MAC Address

Zt QI O|A MM EL D B2 PAgP THZ!o| £3 MR AIE S HSELICH &4 F PAgP Izl 0]
Z X| =™ Pkts Err 7F2E{7F &7+&FL|CE

<#root>
switch#

show pagp 1 counters

Information Flush PAgP
Port Sent Recv Sent Recv Err Pkts

Channel group: 1
Gil/0/1

29 17

0 0



Gil/0/2

28

17

Gil/0/
28

0
3
16
0 0
Gil/0/4
29 16
0 0
0
PAgPO CHE QIE{TIOlA 072 BT BolE 4 Q= S4Mo| Lt
<#root>
switch#
show int gi 1/0/1 accounting
GigabitEthernetl/0/1
Protocol Pkts In Chars 1In Pkts Out Chars Out
Other 0 0 10677 640620
PAgP 879 78231 891 79299
Spanning Tree 240 12720 85 5100
cbp 2179 936495 2180 937020
DTP 3545 170160 3545 212700
LACP 3102 384648 3127 387748
gd3tsto] O|f & EMELICt

Cle{2
PAgP 84 EA|7I $74Z|H PAGP CIHE

<tfroot>

switch#



debug pagp event

Port Aggregation Protocol events debugging is on
switch#

debug pagp packet

Port Aggregation Protocol packet debugging is on
switch#

debug pagp fsm
Port Aggregation Protocol fsm debugging is on
switch#

debug pagp nisc

Port Aggregation Protocol miscellaneous debugging is on

[
oh
o
M
i

5t 49 53 QlE{Ho|A0| CHEF CIHO =HS &4

<tfroot>

switch#

debug condition interface gigabitEthernet 1/0/1

<#froot>
switch#

show debuggi ng

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________

PAGP:
Port Aggregation Protocol

m scel | aneous
debugging is

on



Port Aggregation Protocol
packet
debugging is
on
Port Aggregation Protocol
fsm
debugging is
on
Port Aggregation Protocol
event s
debugging is

on

Condition 1: interface Gil/0/1 (1 flags triggered)

Flags: G1/0/1

PAGP CIH{18 EAIFLICH i B242 T & QIE{T0|AT} AlRtE|7| M O}x|2t PAGP
Blele EAIFLICH

<tfroot>

PAgP: Receive information packet via G 1/0/1, packet size: 89
flags: 5, ny device ID: f0O4a.0205.d600, |earn-cap: 2, port-priority: 128, sent-port-ifindex: 9, group-ce
your device |ID fO04a.0206. 1900, |earn-cap: 2, port-priority: 128, sent-port-ifindex: 9, group-cap: 10001

partner count: 1, num-tlvs: 2
device name TLV: switch
port name TLV: Gil/0/1

PAgP: G 1/0/1 PAgP packet received, processing <-- Processing ingress PAgP frane
PAgP: G 1/0/1 proved to be bidirectional <--

PAgP: Gil/0/1 action_b0 is entered
PAgP: Gil/0/1 Input = Transmission State, V12 0ld State = U5 New State
PAgP: Gil/0/1 action_a6 is entered
PAgP: Gil/0/1 action_b9 is entered

us

PAgP: set hello interval from 1000 to 30000 for port G1/0/1 <--

PAgP: Gil1l/0/1 Input = Transmission State, V10 Old State = U5 New State = U6
PAgP: set partner 0 interval from 3500 to 105000 for port Gil/0/1

PAgP: Gil/0/1 Setting hello flag

PAgP: timer pagp_p(Gil/0/1) started with interval 105000.

PAgP: pagp_i(Gil/0/1) timer stopped

PAgP: Gil1l/0/1 Input = Port State, E5 Old State = S7 New State = S7

PAgP: pagp_h(Gil/0/1) expired

PAgP: Send informati on packet via G 1/0/1, packet size: 89



flags: 5, ny device |ID fO04a.0206.1900, |earn-cap: 2, port-priority: 128, sent-port-ifindex: 9, group-cs
your device | D fO04a.0205.d600, |earn-cap: 2, port-priority: 128, sent-port-ifindex: 9, group-cap: 1000

partner count: 1, num-tlvs: 2
device name TLV: switch

port name TLV: Gil/0/1

PAgP: 89 bytes out Gil/0/1

PAgP: G 1/0/1 Transnitting information packet

PAgP: timer pagp _h(G 1/0/1) started with interval 30000 <--
%.1 NK- 3- UPDOMWN: I nterface Port-channel 1, changed state to up
%.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface Port-channel1l, changed state to up

Etherchannel Z 2122 =0l

O 44 Hofl A= EtherChannelofl CHEH 2 Z =90 U stEHof M oIt WiHof CsH Mt
LICt,

A ZESgo] &l

A X E Q|0

0%
o
fjo
fh
0
9-'-'
r
n

<tfroot>

show run interface <interface | D>

show et her channel <channel - group nunber> sumary

EtherChannel Z1I|1gi0|ME & Ql8L|Ct.

<#root>
switch#

show run interface gigabitEthernet 1/0/1

<output omitted>

interface GigabitEthernetl/0/1
channel-group 1 mode active
end

switch#
show run interface gigabitEthernet 1/0/2

<output omitted> interface GigabitEthernetl/0/2 channel-group 1 mode active end switch#

show run interface gigabitEthernet 1/0/3



<output

show run

<output

show r

<output

DE 3z E {7} TE &Ho]|

omitted> interface GigabitEthernetl/0/3 channel-group 1 mode active end switch#

interface gigabitEthernet 1/0/4

interface port-channel 1

un

i

<{froot>

switch#
1 summary

show et her channel

<output omitted>
Protocol

Pol(SU)

St= 2|0 2ol A

<#root>

show pl atform software fed switch <switch nunber or rol e>

show pl atform software fed switch <switch nunber or rol e>

i

>

xXE

<tfroot>

switch#

omitted> interface Port-channell end

ELE=X]

AN E

—_

al H
il

o4

Gil/0/1(P)
Gil/0/3(P)

sSt=2
o T

E QlE{H|o|A Q| IDE

Gil/0/2(P)
Gil/0/4(P)

show platform software interface switch <sw tch number or

show pl atform software fed switch <switch nunber or rol e>

k=1
=

QIgfLCt.

omitted> interface GigabitEthernetl/0/4 channel-group 1 mode active end switch#

Group Port-channel
—————— e e ettt
LACP

role> r0Q br

et her channe

show platform software interface switch active r0 br

ifmif-id <if

<channel - gr oup nunber > gr oup- nmask

i fm mappi ngs et her channel

| D>



Forwarding Manager Interfaces Information

Name

1D

<output omitted>
GigabitEthernetl/0/1

9

0
GigabitEthernetl/0/2

10

0
GigabitEthernetl/0/3

11

0
GigabitEthernetl/0/4

12

0
<output omitted> Port-channell

76

0

IF ID AlMol| =M 25T ZL(167I12)0| Of

<#froot>

switch#

show pl atform software fed switch active etherchannel

Group Mask Info

Aggport |1F 1d: 000000000000004c

Active Port: : 4

Member Ports
If Name

If Id

Tocal Group Mask

M

Ifld Hex Ox4c

01| A

HEE

1 group-nmask

76 deci nmal

GigabitEthernetl/0/4
000000000000000¢
true 7777777777777777

<-- |fld Hex Oxc = 12 decinma



GigabitEthernetl/0/3
000000000000000b
true  bbbbbbbbbbbbbbbb

<-- Ifld Hex Oxb = 11 deci nal

GigabitEthernetl/0/2
000000000000000a
true dddddddddddddddd

<-- Ifld Hex Oxa = 10 deci nal

GigabitEthernetl/0/1

0000000000000009

true eeeeeeeeeeeeeeee

<-- Ifld Hex 0x9 = 10 deci nal

<#froot>

Switch#

e B¥o=z ZE MAo| IF IDE 7HXSLCt o] Zt2 ol B

show platform software fed switch active ifm mappings etherchanne

Mappings Table

Chan Interface IF_ID

1 Port-channell

0x0000004c

CIS HWHol= IFIDE A ELICH EAIE HE &= o™ =& &

<#root>
switch#
show platformsoftware fed switch active ifmif-id 0x0000004c

0x000000000000004c
Port - channel 1

Interface IF_ID
I nterface Nane

Interface Block Pointer : 0x7f0178cala28
Interface Block State : READY

Y]



Interface State : Enabled

Interface Status : ADD, UPD
Interface Ref-Cnt H
Interface Type :  ETHERCHANNEL
Port Type ;. SWTCH PORT
Channel Nunber 1
SNMP IF Index : 78
Port Handle : 0xdd000068
# Of Active Ports : 4
Base GPN : 1536

I ndex[2] : 000000000000000c
I ndex[3] : 000000000000000b
I ndex[4] : 000000000000000a
I ndex[5] : 0000000000000009

Port Information

Handle ............ [0xdd000068]
Type ... .o [ L2- Et hchannel ]
Identifier ........ [0x4c]
Unit ..ovvvnnnnn... [1]
) [0x7f0178c058a8]
Port Logical Subblock
L3IF_LE handle .... [0x0]
Num physical port . [4]
GPN Base .......... [1536]

Physical Port[2] .. [0x7b000027]
Physical Port[3] .. [0x1f000026]
Physical Port[4] .. [0xc000025]
Physical Port[5] .. [0xb7000024]
Num physical port on asic [0] is [O]

DiBcam handle on asic [0].... [0xO0]
Num physical port on asic [1] is [4]
DiBcam handle on asic [1].... [0x7f0178c850a8]
SubIf count ....... [0]
Port L2 Subblock
Enabled ............. [No]
Allow dotlg ......... [No]
Allow native ........ [No]
Default VLAN ........ [0]
Allow priority tag ... [No]

Allow unknown unicast [No]
Allow unknown multicast[No]
Allow unknown broadcast[No]
Allow unknown multicast[Enabled]
Allow unknown unicast [Enabled]

Protected ............ [No]

IPv4 ARP snoop ....... [No]

IPv6 ARP snoop ....... [No]

Jumbo MTU ............ [0]

Learning Mode ........ [0]

Vepa .oviiiiii i [Disabled]

App Hosting........... [DisabTed]
Port QoS Subblock

Trust Type ....viiiiiinnnnnnn. [0x7]

Default Value ................. [0]

Ingress Table Map ............. [0x0]

Egress Table Map .............. [0x0]



Queue Map ......cciiiiiinanann. [0x0]
Port Netflow Subblock
Port Policy Subblock
List of Ingress Policies attached to an interface
List of Egress Policies attached to an interface
Port CTS Subblock

Disable SGACL ..........ccouui... [0x0]
TrUST ot ittt it et et e e [0x0]
Propagate ...........iiiiiiiiiin., [0x0]
Port SGT ... .. ittt ean [Oxffff]

Ref Count : 8 (feature Ref Counts + 1)

IFM Feature Ref Counts
FID : 97 (AAL_FEATURE_L2_MULTICAST_IGMP), Ref Count : 1
FID : 119 ((nul1)), Ref Count : 1
FID : 84 (AAL_FEATURE_L2_MATM), Ref Count : 1

No Sub B1ocks Present
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EPC(Embedded Packet Capture)

EPC(Wireshark)E A%st 1 Q112 A/0|28A LACP PDUS Zi&{stE F2dQlLc.

[N

<tfroot>

noni tor capture <capture name> [control -plane|interface <interface |ID>] BOTH

nonitor capture <capture name> match mac [any| host <source MAC address>| <source MAC address>][any]| host =

noni tor capture <capture name> file |ocation flash: <name>. pcap



show nonitor capture <capture name> paraneter

show noni tor capture <capture nane>

nonitor capture <capture name> start

moni tor capture <capture name> stop

show nonitor capture file flash: <name>. pcap [detail ed]

N 2D meie He moolA YsElLCH
Wireshark ZH&{ A4%]
< oIE|H|0|A

59 Bl S5 HE QIEHO|A WEE S8 AA MAC T4
mac 7|H=E LRIAIZLICH

<#root>
noni tor capture CAP interface G gabitEthernetl1l/0/1 BOTH

noni tor capture CAP interface G gabitEthernet1/0/2 BOTH

noni tor capture CAP interface G gabitEthernet1/0/3 BOTH
noni tor capture CAP interface G gabitEthernetl1/0/4 BOTH
noni tor capture CAP match nmac any host 0180. c200. 0002

show nonitor capture CAP file location flash: CAP. pcap

N ao
£ & LCt
=X| &olghL|ct

<{froot>



switch#

show nonitor capture CAP paraneter

monitor capture CAP interface GigabitEthernetl/0/1 BOTH
monitor capture CAP interface GigabitEthernetl/0/2 BOTH
monitor capture CAP interface GigabitEthernetl/0/3 BOTH
monitor capture CAP interface GigabitEthernetl/0/4 BOTH
monitor capture CAP match mac any host 0180.c200.0002
monitor capture CAP file Tocation flash:LACP.pcap

switch#

show nonitor capture CAP

Status Information for Capture CAP
Target Type:
Interface: GigabitEthernetl/0/1, Direction: BOTH
Interface: GigabitEthernetl/0/2, Direction: BOTH
Interface: GigabitEthernetl/0/3, Direction: BOTH
Interface: GigabitEthernetl/0/4, Direction: BOTH
Status : Inactive
Filter Details:
MAC
Source MAC: 0000.0000.0000 mask:ffff.ffff.ffff
Destination MAC: 0180.c200.0002 mask:0000.0000.0000
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:CAP.pcap
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

switch#

nonitor capture CAP start

Started capture point : CAP

LACP & 11& EtO|HE A8 3StX| e B9 |4 30% Fof X

<ttroot>

switch#

moni tor capture CAP stop



Capture statistics collected at software:

Capture duration - 58 seconds
Packets received - 16

Packets dropped - 0

Packets oversized - 0

Bytes dropped in asic - 0
Stopped capture point : CAP
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<{froot>
switch#

show nonitor capture file flash: CAP. pcap

Starting the packet display ........ Press Ctrl +

0.000000 f0:4a:02:06:19:04 bAFAR
2.563406 f0:4a:02:05:d6:01 bAFAR
3.325148 f0:4a:02:05:d6:04 bAFAR
5.105978 f0:4a:02:06:19:01 bAFAR
6.621438 f0:4a:02:06:19:02 bAFAR
8.797498 f0:4a:02:05:d6:03 bAFAR
3.438561 f0:4a:02:05:d6:02 bAFAR
16.658497 f0:4a:02:06:19:03 bAFAR
28.862344 f0:4a:02:06:19:04 bAFAR
.013031 f0:4a:02:05:d6:01 bAFAR
.756138 f0:4a:02:05:d6:04 bAFAR
12 33.290542 f0:4a:02:06:19:01 bAFAR
13 36.387119 f0:4a:02:06:19:02 bAFAR
14 37.598788 f0:4a:02:05:d6:03 bAFAR
15 40.659931 f0:4a:02:05:d6:02 bAFAR
16 45.242014 f0:4a:02:06:19:03 bAFAR
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<tfroot>

switch#

show nonitor capture file flash: CAP. pcap detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frane 1: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)

on interface 0

Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)

Interface name: /tmp/epc_ws/wif_to_ts_pipe

Encapsulation type: Ethernet (1)
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Arrival Time: Mar 28, 2023 15:48:14.985430000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1680018494.985430000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 124 bytes (992 bits)

Capture Length: 124 bytes (992 bits)

[Frame 1is marked: False]

[Frame 1is 1ignored: False]

[Protocols in frame: eth:ethertype:slow:lacp]

Ethernet II, Src: fO0:4a:02:06:19:04 (f0:4a:02:06:19:04), Dst: 01:80:c2:00:00:02 (01:80:c2:00:00:02)

Destination: 01:80:c2:00:00:02 (01:80:c2:00:00:02)
Address: 01:80:c2:00:00:02 (01:80:c2:00:00:02)
.0, ... ... .... .... = LG bit: Globally unique address (factory default)
e ol oo ool ooo. ... = IG bit: Group address (multicast/broadcast)
Source: f0:4a:02:06:19:04 (f0:4a:02:06:19:04)
Address: f0:4a:02:06:19:04 (f0:4a:02:06:19:04)
.0, ... ... .... .... = LG bit: Globally unique address (factory default)
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Type: STow Protocols (0x8809)
Sl ow Protocol s
Sl ow Protocol s subtype: LACP (0x01)
Li nk Aggregation Control Protocol

LACP Version: 0x01
TLV Type: Actor Information (0x01)
TLV Length: 0x14
Actor System Priority: 32768
Actor System ID: f0:4a:02:06:19:00 (f0:4a:02:06:19:00)
Actor Key: 1
Actor Port Priority: 32768
Actor Port: 261
Actor State: 0x3d, LACP Activity, Aggregation, Synchronization, Collecting, Distributing
...1 = LACP Activity: Active
..0. = LACP Timeout: Long Timeout
.1.. = Aggregation: Aggregatable
.... 1... = Synchronization: In Sync
...1 .... = Collecting: Enabled
..1. .... = Distributing: Enabled
.0.. .... = Defaulted: No
0... .... = Expired: No
[Actor State Flags: **DCSG*A]
Reserved: 000000
TLV Type: Partner Information (0x02)
TLV Length: 0x14
Partner System Priority: 32768
Partner System: f0:4a:02:05:d6:00 (f0:4a:02:05:d6:00)
Partner Key: 1
Partner Port Priority: 32768
Partner Port: 261
Partner State: 0x3d, LACP Activity, Aggregation, Synchronization, Collecting, Distributing
..1 = LACP Activity: Active
..0. = LACP Timeout: Long Timeout
.1.. = Aggregation: Aggregatable
.... 1... = Synchronization: In Sync
...1 .... = Collecting: Enabled
..1. .... = Distributing: Enabled
.0.. .... = Defaulted: No



0... .... = Exp1red No
[Partner State Flags: **DCSG*A]
Reserved: 000000
TLV Type: Collector Information (0x03)
TLV Length: 0x10
Collector Max Delay: 32768
Reserved: 000000000000000000000000
TLV Type: Terminator (0x00)
TLV Length: 0x00
Pad: 000000000000000000000000000000000000000000000000. ..

Frame 2: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface 0
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Mar 28, 2023 15:48:17.548836000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1680018497.548836000 seconds

[Time delta from previous captured frame:

[Time delta from previous displayed frame:
2.563406000 seconds]

[Time since reference or first frame:

2.563406000 seconds]
2.563406000 seconds]
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{ switch_numl|activelstandby} forward interface A48t L|C}.

4404 CH3H At show platform hardware fed switch

<#root>

show pl atform hardware fed switch <switch nunber or role> forward interface <interface |ID> <source nac
show pl atform hardware fed switch <switch nunber or role> forward interface <interface | D> pcap <pcap fi
show pl atform hardware fed switch <switch nunber or role> forward interface <interface ID> vlan <VLAN II



Platform Forward Z{2{& & o|&tLICt. 0| B, CAP.pcap =& 10| EA4FL|CH

<#root>

switch#

show pl atform hardware fed switch active forward interface gigabitEthernet 1/0/1 pcap fl ash: CAP. pcap nur

show forward is running in the background. After completion, syslog will be generated.

Platform Forward Z4Z{7} 2t 2 £|™ CtS Sysog HIAIX|74 EA|ELICH

<#root>

switch#

show | oggi ng

<output omitted>
*Mar 28 16:47:57.289: %SHFWD-6-PACKET_TRACE_DONE: Switch 1 R0/0: fed: Packet Trace Complete: Execute (s
*Mar 28 16:47:57.289: %SHFWD-6-PACKET_TRACE_FLOW_ID: Switch 1 R0/0: fed: Packet Trace Flow id is 100990

Platform Forward Z4%{ 244 Egress(0]|22i|A) MM M= LIF Z I A0l FUOIR=X] YB{E LI LACP 2! PAgP Z |22
CcPuof HEIE o2 of 4 ElLct

<#root>

switch#



show pl atform hardware fed switch active forward | ast sunmmary

Input Packet Details:

###[ Ethernet ]### dst = 01:80:¢2:00:00:02 src. = f0:4a:02:06:19: 04 type = 0x8809 <-- slow protocols (L/

###[ Raw 1###

Toad = '01 01 01 14 80 00 FO 4A 02 06 19 00 00 01 80 00 01 05 3D 00 00 00 02 14 80 00 FO 4A O
Ingress:
Port
Global Port Number 1536
Local Port Number 0
Asic Port Number 0
Asic Instance 1
Vlan 1
Mapped Vlan ID : 4
STP Instance 2
BlockForward 0
BlockLearn 0
L3 Interface 1 37
IPv4 Routing : enabled
IPv6 Routing : enabled
Vrf Id : 0
Adjacency:
Station Index : 107 [SI_CPUQ_L2_CONTROL]
Destination Index : 21106
Rewrite Index 1
Replication Bit Map 1 0x20 ['coreCpu']
Decision:
Destination Index : 21106 [DI_CPUQ_L2_CONTROL]
Rewrite Index 1 [RI_CPU]
Dest Mod Index : 0 [IGR_FIXED_DMI_NULL_VALUE]
CPU Map Index : 0 [CMI_NULL]
Forwarding Mode : 0 [Bridging]
Replication Bit Map : ['coreCpu']
Winner : L2DESTMACVLAN LOOKUP
Qos Label : 65
SGT : 0
DGTID : 0

Egress: Possible Replication : Port : CPU QL2 CONTROL Qutput Port Data : Port : CPU

Asic Instance : 0



CPU Queue : 1 [CPU Q L2 CONTROL]

Unique RI : 0
Rewrite Type : 0 [NULL]
Mapped Rewrite Type : 15 [CPU_ENCAP]
Vian : 1
Mapped Vlan ID 1 4
THZ! & Bl HE(PSV)
PSVE EE|H 7|81 UxlIsHe HIEQIT oM MAIZF laBA =S Hx{stche M2 X 2|5HH Platform Forward 22 S AHE
Lict.

% A1 PSVE C9500-32C, C9500-32QC, CI500-24Y 4C, C9500-48Y 4C L CO606R ZZHZE of| MEH X[ IELICt

<#froot>

debug platform hardware fed <switch nunber or role> capture trigger interface <interface |ID> ingress

debug pl atform hardware fed <switch nunber or role> capture trigger |ayer2 <source MAC address> <desti ne



show pl at form hardware fed <switch nunber or role> capture trigger

show pl atform hardware fed <switch nunber or role> capture status

show pl atform hardware fed <switch nunber or role> capture sumary

ME ZAEl 2712] C9500-48Y4C7t Ot ZE e L pSv Zix{0ol| AFS & LICH.

<#root>

switch#

show et herchannel 1 sunmary

<output omitted>

Group Port-channel Protocol Ports

—————— e e ettt
1 Pol(SU) LACP



Twel/ 0/ 1( P)

Twel/0/2(P)

EZ|H 7|18 AL destination2 2 % AA MAC T4 L LACPMAC A8 UR|A|7|24H layer2 7|1REE AFSELICH

<#root>

switch#debug platform hardware fed active capture trigger interface twentyFiveGigE1/0/1 ingress
switch#debug platform hardware fed active capture trigger layer2

0000. 0000. 0000 0180.c200. 0002 <-- match source MAC. any, match destination MAC. LACP MAC address

Capture trigger set successful.
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<#root>

switch#

show pl at form hardware fed active capture trigger

Trigger Set:
Ingress Interface: TwentyFiveGigEl/0/1



Dest Mac: 0180.c200.0002

PST7} EE|7{=|H AEH7} Completed(2t 2 E)E EAIELICEH

<#root>

switch#

show pl at form hardware fed active capture status

Asic: O

Status: Conpl et ed
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<#root>

switch#

show pl at form hardware fed active capture sunmary

Trigger: Ingress Interface:TwentyFiveGigE1l/0/1 Dest Mac:0180.c200.0002

Input Output State Reason



Twl/ 0/ 1 cpuQ 1 PUNT
Bridged

CoPP(ZAEE ZE2iI2 E2|AM)

CoPPE 7|2502 £ CPU 2XIE W|5t7| I3k Clo|Ef EalQl(st=ol)n HEE &
MYE YAize A0 Fe e 4 laut,

E2|MLICH coPPE LACP & PAgP ZE|&l0] 7|50i olalf MAE &

CoPP7} LACP INZ!E AFA|5H= K| & QlghL|Ct.

<#root>

show pl atform hardware fed switch active qos queue stats internal cpu policer

ol ol &2l L2 H|of CH7[Bofl= AN7t & LIct

39| 22¢!

<#root>

switch#

show pl atform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics




(default)

(set)
Queue Queue
Qd Plcldx
Queue Nane
Enabled Rate

Rat e

Drop(Bytes) Drop(Frames)
0 11 DpoTIX Auth Yes 1000 1000 0 o

11 L2 Control Yes 2000 2000 0 O <-- L2 Control queue filters LACP packets, rate set to 2000 (packets pe

2 14 Forus traffic Yes 4000 4000 0 0
<output omitted>
* NOTE: CPU queue policer rates are configured to the closest hardware supported value

CPU Queue Policer Statistics




Policer Policer Accept Policer Accept Policer Drop Policer Drop
Index Bytes Frames Bytes Frames

1 13328202 79853 0 0 <-- Qd = 1 matches policer index (level 1) =1, no drops

2 0 0 0 0
<output omitted>

Second Level Policer Statistics

20 34149506 389054 0 0 <-- Policer index (level 2) no drops

21 76896 596 0 0

Policer Index Mapping and Settings

level-2 : Jevel-1 (default) (set)
PlcIndex : P1cIndex rate rate

20 : 1 2 8 13000 13000 <-- Policer index (level 1) = 1 matches policer index (level 2) = 20

21 : 047910 11 12 13 14 15 6000 6000

Second Level Policer Config

Tevel-1 level-2 level-2
QId PlcIdx PlcIdx Queue Name Enabled
0 11 21 DOT1X Auth Yes

11 20 L2 Control Yes



2 14 21 Forus traffic Yes

<output omitted>

L2Moi Ch7|dE e He= oY xlx| ef&Lc ool &&o| 2 E B2 HWEE ZaiQ Tz A7 EELoh
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<#froot>

debug platformsoftware fed sw active punt packet-capture set-filter <filter>

debug platformsoftware fed switch active punt packet-capture start

debug platform software fed switch active punt packet-capture stop

show platform software fed switch active punt packet-capture status



show pl atform software fed switch active punt packet-capture brief

debug platformsoftware fed sw active inject packet-capture set-filter <filter>

debug platformsoftware fed switch active inject packet-capture start

debug platform software fed switch active inject packet-capture stop

show platform software fed switch active inject packet-capture status

show platform software fed switch active inject packet-capture brief



<#root>

switch#t

debug platformsoftware fed sw active punt packet-capture set-filter "eth.dst==0180.c200.0002"

Filter setup successful. Captured packets will be cleared

<#root>

switch#

debug platform software fed sw active punt packet-capture start

Punt packet capturing started.

LACPraefasttimerE Ar&3HX| ot= B2 =4 30%F F0f SX[ELC

<#root>



switch#

debug platformsoftware fed switch active punt packet-capture stop

Punt packet capturing stopped.

Captured 11 packet(s)

FED CPU THZ! Z{X ENE = lRfLCt

<#root>

switch#

show pl atform software fed switch active punt packet-capture status

Punt packet capturing: disabled. Buffer wrapping: disabled

Total captured so far: 11 packets.

Capture capacity : 4096 packets

Capture filter : "eth.dst==0180.c200. 0002"



FED CPU IiZ! X E242 EMFLICEH

<#root>

switch#t

show platform software fed switch active punt packet-capture brief

Punt packet capturing: disabled. Buffer wrapping: disabled

Total captured so far: 11 packets

. Capture capacity : 4096 packets

Capture filter : "eth.dst==0180.c200.0002"

—————— Punt Packet Number: 1, Timestamp: 2023/03/31 00:27:54.141 ------
interface :

physical: G gabitEthernet1/0/2[if-id: 0x0000000a]

, pal: GigabitEthernetl/0/2 [if-id: 0x0000000a]

<-- interface that punted the frame



metadata

cause: 96 [Layer2 control protocols],

sub-cause: 0,

g-no: 1

, linktype: MCP_LINK_TYPE_LAYER2 [10]

<-- LACP frame was punted due to L2 ctrl protocol to queue 1 (L2 control)

ether hdr :

dest mac: 0180.c200. 0002, src nmamc: fO04a.0205.d602 <-- source and destinati on MAC addresses

ether hdr : ethertype: 0x8809

—————— Punt Packet Number: 2, Timestamp: 2023/03/31 00:27:58.436 ------
interface :

physical: G gabitEthernet1/0/4[if-id: 0x0000000c]

, pal: GigabitEthernetl/0/4 [if-id: 0x0000000c]
metadata



cause: 96 [Layer2 control protocol s]

, Sub-cause: 0,

g-no: 1

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: 0180.c200.0002,

src nmac: f04a. 0205. d604

ether hdr : ethertype: 0x8809

—————— Punt Packet Number: 3, Timestamp: 2023/03/31 00:28:00.758 ------
interface :

physi cal : G gabitEthernet1/0/1[if-id: 0x00000009]

, pal: GigabitEthernetl/0/1 [if-id: 0x00000009]
metadata

cause: 96 [Layer2 control protocol s]

, Sub-cause: O,

g-no: 1



, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: 0180.c200.0002,

src mac: fO04a. 0205.d601

ether hdr : ethertype: 0x8809

—————— Punt Packet Number: 4, Timestamp: 2023/03/31 00:28:11.888 ------
interface :

physical: G gabitEthernet1/0/3[if-id: 0x0000000b]

, pal: GigabitEthernetl/0/3 [if-id: 0x0000000b]
metadata

cause: 96 [Layer2 control protocol s]

, Sub-cause: 0,

g-no: 1

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: 0180.c200.0002,

src mac: f04a. 0205. d603

ether hdr : ethertype: 0x8809



<#root>

switch#

debug platformsoftware fed sw active inject packet-capture set-filter "eth.dst==0180.c200.0002"

Filter setup successful. Captured packets will be cleared

<#root>

switch#

debug platformsoftware fed sw active inject packet-capture start

Punt packet capturing started.

LACPratefasttimerE AF&3HX| &t= B2 %4 30%F F0f SX[ELCH

<#root>

switch#t



debug platformsoftware fed switch active inject packet-capture stop

Inject packet capturing stopped.

Captured 12 packet (s)
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<#root>

switch#

show pl atform software fed sw active inject packet-capture status

Inject packet capturing: disabled. Buffer wrapping: disabled

Total captured so far: 12 packets.

Capture capacity : 4096 packets

Capture filter : "eth.dst==0180.c200. 0002"
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<#root>

switch#

show pl atform software fed sw active inject packet-capture brief

Inject packet capturing: disabled. Buffer wrapping: disabled

Total captured so far: 12

packets. Capture capacity : 4096 packets

Capture filter : "eth.dst==0180.c200. 0002"

—————— Inject Packet Number: 1, Timestamp: 2023/03/31 19:59:26.507 ------
interface :

pal: G gabitEthernet1/0/2 [if-id: 0x0000000a] <-- interface that LACP franme is destined to

metadata

cause: 1 [L2 control /| egacy]



, Sub-cause: 0,

g-no: 7

, linktype: MCP_LINK_TYPE_LAYER2 [10]

<-- cause L2 ctrl, queue=7 (high priority)

ether hdr :

dest mac: 0180.c200. 0002, src nmac: f04a.0206.1902 <-- source and destinati on MAC addresses

ether hdr : ethertype: 0x8809

—————— Inject Packet Number: 2, Timestamp: 2023/03/31 19:59:28.538 ------
interface :

pal: G gabitEthernet1/0/3 [if-id: 0x0000000b]

metadata

cause: 1 [L2 control /| egacy]

, Sub-cause: 0,



, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr :

dest mac: 0180.c200. 0002, src mac: fO04a.0206. 1903

ether hdr : ethertype: 0x8809

—————— Inject Packet Number: 3, Timestamp: 2023/03/31 19:59:30.050 ------
interface :

pal: GgabitEthernet1/0/1 [if-id: 0x00000009]

metadata

cause: 1 [L2 control /| egacy]

, Sub-cause: 0,

g-no: 7

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr :

dest mac: 0180.c¢200. 0002, src nmac: f04a.0206.1901

ether hdr : ethertype: 0x8809

—————— Inject Packet Number: 4, Timestamp: 2023/03/31 19:59:33.467 ------
interface : pal:



G gabitEthernet1/0/4 [if-id: 0x0000000c]

metadata

cause: 1 [L2 control /|l egacy]

, Sub-cause: 0,

g-no: 7

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr :

dest mac: 0180.c200. 0002, src nmac: fO04a.0206. 1904

ether hdr : ethertype: 0x8809
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