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192.168.1.100 10.20.30.40
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192.168.1.100(LHF 2Z)2 172.16.10.10(LHF ™)==

<tfroot>

NAT-Device#

ok

=

rr

show run interface tel/0/1

Building configuration...

Current configuration :

109 bytes

interface TenGigabitEthernetl/0/1
no switchport
ip address 192.168.1.1 255.255.255.0

ip nat inside <--

end

NAT inside interface

178 NAT Z4I| g o]M:




NAT-Device#

show run interface tel/0/2

Building configuration...

Current configuration : 109 bytes

!

interface TenGigabitEthernetl/0/2
no switchport

ip address 10.10.10.1 255.255.255.0

ip nat outside <-- NAT outside interface
end
ip nat inside source static 192.168.1.100 172.16.10. 10 <-- static NAT rule

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside local Outside global
icmp 172.16.10.10:4 192.168.1.100:4 10.20.30.40:4 10.20.30.40:4

<-- active NAT translation

--- 172.16.10.10 192.168.1.100 -—- ---

<-- static NAT translation added as a result of the configuration

192.168.1.0/242 172.16.10.1 - 172.16.10.302 £ #&t5t= S NAT Z4x|22)|0|M:

<#root>
NAT-Device#

show run interface tel/0/1

Building configuration...

Current configuration : 109 bytes
!

interface TenGigabitEthernetl/0/1

no switchport
ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end



NAT-Device#

show run interface tel/0/2

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/0/2
no switchport
ip address 10.10.10.1 255.255.255.0

ip nat outside

<-- NAT outside interface

end
!

ip nat pool TAC-POOL 172.16.10.1 172.16.10.30 netnmask 255.255. 255. 224 <-- NAT pool configuration

ip nat inside source |list hosts poo

<-- NAT rul e configuration

ip access-list standard hosts

10 permit 192.168.1.0 0.0.0.255

NAT-Device#

show i p nat translations

Pro Inside global Inside local

--- 172.16.10.10 192.168.1.100

192.168.1.0/242 10.10.10.1(ip nat 2|5 QIE{H|0|A)Z &

I|380|M:

<#root>
NAT-Device#

show run interface tel/0/1

Building configuration...

Current configuration : 109 bytes

Outside Tocal
icmp 172.16.10.10:6  192.168.1.100:6 10.20.30.40:6

TAC- POOL

<-- ACL to match hosts to be

Outside global
10.20.30.40:6

gt3H= PAT(Dynamic NAT Overload) 74



interface TenGigabitEthernetl/0/1
no switchport
ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end

NAT-Device#

show run interface tel/0/2

Building configuration...

Current configuration : 109 bytes

interface TenGigabitEthernetl/0/2
no switchport
ip address 10.10.10.1 255.255.255.0

ip nat outside <-- NAT outside interface

end
!

ip nat inside source list hosts interface TenG gabitEthernet1/0/2 overl oad

ip access-list standard hosts

10 permit 192.168.1.0 0.0.0.255

Zh eHtofl CHal| LH T FAa0| ZETH 1M FIHELICH

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global

icnp 10.10. 10. 1: 1024 192.168.1.100: 1 10. 20. 30.40:1 10. 20. 30. 40: 1024

<-- Notice layer 4 port increnments
icnp 10.10.10. 1: 1025 192. 168. 1. 100: 2

10. 20. 30. 40: 2 10. 20. 30. 40: 1025

<-- Notice layer 4 port increnments

<-- NAT configurati c

<-- ACL to match hos



.100:3  10.20.30.40:3
.100:4  10.20.30.40:4
.100:5 10.20.30.40:5
.100:6  10.20.30.40:6
.100:7  10.20.30.40:7
.100:8 10.20.30.40:8

icmp 10.10.10.
icmp 10.10.10.
icmp 10.10.10.
icmp 10.10.10.
icmp 10.10.10.
icmp 10.10.10.

11026  192.168.
11027  192.168.
11028  192.168.
11029  192.168.
:1030 192.168.
:1031 192.168.

PR RPRRRPR
HRRRERR

10. 10. 10. 1: 1024 = insi de gl obal

192.168.1.100:1 = inside |oca
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<#root>

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal

icnp 172.16. 10. 10: 10 192.168.1.100: 10 10. 20. 30. 40: 10

<-- dynamc translation

--- 172.16.10.10

192.168. 1. 100 ---

<-- static configuration from NAT rul e configuration

ol

show ip nat translations verbose HE AlE

2 =tolst 4 UaLich

<#root>
NAT-Device#

show i p nat translations verbose
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Pro Inside global Inside local Outside local Outside global
icmp 172.16.10.10:10 192.168.1.100:10 10.20.30.40:10 10.20.30.40:10

create 00:00: 13, use 00:00: 13, left 00:00: 46,

<-- NAT tiners

flags:

extended, use_count: 0, entry-id: 10, Tc_entries: 0
---172.16.10.10 192.168.1.100 --- ---

create 00:09:47, use 00:00:13,

flags:

static, use_count: 1, entry-id: 9, lc_entries: 0

<#root>
NAT-DEVICE#

show i p nat statistics

Total active translations: 1 (
1 static,
0 dynamic; 0 extended)

<-- 1 static translation

Outside interfaces:

TenG gabit Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hts: 0 Msses: 0O <-- NAT hit and m ss counters

CEF Translated packets: 0, CEF Punted packets: 0

Expired translations: 0

Dynamic mappings:

-- Inside Source

[Id: 1] access-Tist hosts interface TenGigabitEthernetl/0/1 refcount 0



<ffroot>
NAT-Device#

show i p route 10.20. 30. 40

Routing entry for 10.20.30.40/32

Known via "static", distance 1, metric O
Routing Descriptor Blocks:

* 10.10.10.2

Route metric is 0, traffic share count is 1

NAT-Device#

show pl at form software adj acency switch active fO

Adjacency 1id:

0x29( 41)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP
Encap: 0O:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100

<-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 464, HW handle: (nil) (created)

Adjacency 1id:

0x24 (36)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type: MCP_LINK_IP
Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10.10.10.2



<-- next hop to 10.20.30.40

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 452, HW handle: (nil) (created)

A
£ gdste = &Lt
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I NATO| CHAO| El= ICMP EBfE2 & AZEQ0{0M XMEEEE2 &
ICMP EciZlol| Cist E2E EA|SHK| et&LC}.

<#root>
NAT-Device#

debug i p nat detailed

IP NAT detailed debugging is on
NAT-Device#
*Mar 8 23:48:25.672: NAT: Entry assigned id 11

<-- receive traffic and fl ow created

*Mar 8 23:48:25.672: NAT: i: icmp (192.168.1.100, 11) -> (10.20.30.40, 11) [55]
*Mar 8 23:48:25.672: NAT:

s=192. 168. 1. 100->172. 16. 10. 10
, d=10.20.30.40 [55INAT: dyn flow info download suppressed for flow 11

<-- source is translated

*Mar 8 23:48:25.673: NAT: o: icmp (10.20.30.40, 11) -> (172.16.10.10, 11) [55]
*Mar 8 23:48:25.674: NAT: s=10.20.30.40,

d=172. 16. 10. 10->192. 168. 1. 100

[55INAT: dyn flow info download suppressed for flow 11

<-- return source is transl ated

*Mar 8 23:48:25.675: NAT: i: icmp (192.168.1.100, 11) -> (10.20.30.40, 11) [56]

EZ2 27t BtR2E[HLE AKX E|H C|EH 20| DELETE 20| ZE A|ELICE.

|l EBHEIE £AI5tT ALIX[0IA NAT Z22RE MAMSt=X| &Qlst7| {8 NAT ClH{
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<ffroot>

*Mar 31 17:58:31.344: FMANRP-NAT: Received flow data, action:

DELETE

<-- action is delete

*Mar 31 17:58:31.344: id 2, flags 0x1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 31783, src_global_port 31783,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id O,

outside_mapping_id 0, inside_mapping_type O,

outside_mapping_type 0

St=9o{ =l
NAT 7 2/0| 44 E B C|HFO|AE NAT Region 5(NAT &3 5) of2i{e] TCAMOIM o] #2IE =
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<#root>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region NAT_1 (370) type 6 asic 3

Printing entries for region NAT_2 (371) type 6 asic 3

Printing entries for region NAT_3 (372) type 6 asic 3

Printing entries for region NAT_4 (373) type 6 asic 3

Printing entries for region NAT_5 (374) type 6 asic 3 <-- NAT Region 5

TAQ-2 Index-128 (A:1,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000: ffffffff
Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80164

inside local |IP address 192.168.1.100 in hex (c0a80164)



AD 10087000:00000073

TAQ-2 Index-129 (A:1,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a

:00000000

<-- inside global IP address 172.16.10.10 in hex (acl00a0a)

AD 10087000:00000073

27} 8445t £|H NAT Region 1 of2Holl M TCAMS| &folg S35 stEYo{ =21
(o]

<ffroot>

NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record 0 format O | begin NAT.

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT Region 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:06005ac9:00000000:00000017:00000000:00000000:

0al4le28: c0a80164

AD 10087000:000000b0
TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0

Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:06000017:00000000:00005ac9:00000000:00000000:

acl00a0a: 0al41le28

AD 10087000:000000b1

Starting at Index-32 Keyl from right to Tleft:

c0a80164
= 192.168.1.100 (Inside Local)

Oal4le28



= 10.20.30.40 (Outside Global)

00000017

06005ac9
Repeat the same for Index-33 which is the reverse translation:

0aldle28
= 10.20.30.40 (Outside Global)

acl00a0a
= 172.16.10.10 (Inside Global)

00005ac9
= 23241 TCP Destination port

06000017
= 06 for TCP and 17 for TCP source port 23

= X4
o
A Eg) o] &0l
LS 1P FAE (2)2 HEE 74 Z0| THEUER ol
O| ZAx|2gj|o|M2 S3H 192.168.1.0/24 HIEXZE
£ A&Lct
<#root>
NAT-Device#
show run | i ip nat
ip nat inside
<-- ip nat inside on inside interface

ip nat outside

<-- ip nat outside on outside interface

= 23 (TCP destination port)
= 06 for TCP and 5ac9 1is 23241 which is source port from "show ip nat translations" of the inside host

A= K| It
2 172.16.10.1011M 172.16.10.254 2

g g



ip nat pool MYPOOL 172.16.10.1 172.16.10.254 netnmask 255.255.255.0 <-- Pool of addresses to translate

ip nat inside source list hosts pool MYPOCL <-- Enabl es hosts that match ACL "t

NAT-Device#

show i p access-list 10 <-- ACL to match hosts to be transl ated

Standard IP access Tist 10
10 permit 192.168.1.0, wildcard bits 0.0.0.255
NAT-Device#

S NATO|M= HI|ago[ME = AEE|E ddstK| et&LICt Bt Eo|E22 M< 7| ™o &
A

d &2 =040k §uct.
<#root>
NAT-Device#

show i p nat translations

<...enpty...>

Eff=lo| &t UX|5HK|BF HEtS MMHE 5= e A2 NAT Aol 7t2E{7F &7 ct
<tfroot>

NAT-DEVICE#

show i p nat statistics

Total active translations: 3794 (1 static,
3793 dynam ¢

; 3793 extended)

<-- dynam c transl ations

Outside interfaces:

TenG gabi t Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:



TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hts: 3793
Misses: O

<-- 3793 hits

CEF Translated packets: 0, CEF Punted packets: 0
Expired translations: 0O

Dynani ¢ mappi ngs: <-- rule for dynanic nmappi ngs

-- Inside Source
[Id: 1]

access-list hosts interface TenG gabitEthernet1/0/1
refcount 3793

<-- NAT rul e displ ayed

AA Sl CHabof CHE 21%d ol /I= K| = QIgLICt.
<#froot>

NAT-Device#

show pl at form sof tware adj acency switch active fO

Number of adjacency objects: 4

Adjacency 1id:

0x24( 36)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type: MCP_LINK_IP
Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10.10.10.2

<-- adjacency to destination

IP FRR MCP_ADJ_IPFRR_NONE O



aom id: 449, HW handle: (nil) (created)

Adjacency 1id:

0x25 (37)

<-- adjacency |ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP

Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None
Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100

<-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 451, HW handle: (nil) (created)

M|k
L

NAT X7 e A< 10|

ok

FO|=|
iy

ol

<#root>
NAT-Device#

debug ip nat

IP NAT debugging is on
NAT-Device#

debug i p nat detailed

IP NAT detailed debugging is on

NAT-Device#

show | oggi ng

*May 13 01:00:41.136: NAT: Entry assigned id 6
*May 13 01:00:41.136: NAT: Entry assigned id 7
*May 13 01:00:41.136: NAT: i:

tcp (192.168.1.100, 48308)

-> (10.20.30.40, 23) [30067]

<-- first packet ingress without NAT

O

2|0l NAT C|HHZ 2 Al

x+5t
i

A
T



*May 13 01:00:41.136: NAT: TCP Check for Limited ALG Support
*May 13 01:00:41.136: NAT:

s=192.168.1.100->172. 16. 10. 10
, d=10.20.30.40 [30067]NAT: dyn flow info download suppressed for flow 7

<-- confirms source address translation

*May 13 01:00:41.136: NAT: attempting to setup alias for 172.16.10.10 (redundancy_name , idb NULL, flag
*May 13 01:00:41.139: NAT: o:

tep (10.20. 30. 40, 23)

-> (172.16.10.10, 48308) [40691]

<-- return packet fromdestination to be transl ated

*May 13 01:00:41.139: NAT: TCP Check for Limited ALG Support
*May 13 01:00:41.139: NAT: s=10.20.30.40,

d=172. 16. 10. 10->192. 168. 1. 100
[40691]INAT: dyn flow info download suppressed for flow 7

<-- return packet is translated

*May 13 01:00:41.140: NAT: i: tcp (192.168.1.100, 48308) -> (10.20.30.40, 23) [30068]

LSt FMAN-RP NAT 2dg C|HZE = U &L|Ct.

<#root>
NAT-Device#

debug pl atform software nat all

NAT platform all events debugging 1is on
Log Buffer (100000 bytes):

*May 13 01:04:16.098: FMANRP-NAT: Received flow data, action:

ADD

<-- first packet in flow so we ADD an entry

*May 13 01:04:16.098: id 9, flags 0Ox1l, domain O

src_l ocal _addr 192.168.1.100, src_global __addr 172.16.10. 10, dst_|l ocal _addr 10. 20. 30. 40

<-- verify inside |ocal/global and outside |ocal/global



dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,

dst | ocal port 23, dst_global port 23

<-- confirmports, in this case they are for Tel net

proto 6, table_id 0 inside_mapping_id 1,

outside_mapping_id 0, inside_mapping_type 2,

outside_mapping_type 0

*May 13 01:04:16.098: FMANRP-NAT: Created TDL message for flow info:
ADD 1id 9

*May 13 01:04:16.098: FMANRP-NAT: Sent TDL message for flow data config:
ADD 1id 9

*May 13 01:04:16.098: FMANRP-NAT: Received flow data, action:

MODI FY <-- subsequent packets are MXDI FY

*May 13 01:04:16.098: id 9, flags Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id 1,

outside_mapping_id 0, inside_mapping_type 2,

outside_mapping_type 0

*May 13 01:04:16.098: FMANRP-NAT: Created TDL message for flow info:
MODIFY id 9

*May 13 01:04:16.098: FMANRP-NAT: Sent TDL message for flow data config:
MODIFY id 9

<#root>
*May 13 01:05:20.276: FMANRP-NAT: Received flow data, action:

DELETE <-- DELETE action

*May 13 01:05:20.276: id 9, flags 0Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id O,

outside_mapping_id 0, inside_mapping_type O,

outside_mapping_type O

stE o4 & ol

HHErE EfE 1 UX[St= NAT 20| NAT B 5 o2l of stE9o{of EHt2H FIHEIREX]
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<#root>
NAT-Device#

show pl atform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region
NAT 1
(370) type 6 asic 1

<<<< enpty due to no active flow

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

TAQ-2 Index-128 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0

Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: fffffff8:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:ac100a00:00000000
AD 10087000:00000073

TAQ-2 Index-129 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000:

ffffffo0

Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80100

AD 10087000:00000073

ffffff00 = 255.255.255.0 in hex

c0a80100 192.168.1.0 in hex which natches our network in the NAT ACL

o

OFX[2f2 2, NAT TCAM Region 101|A &4 #HE0| SHIZ2H Z=2 Y E[R=X| & lsHoF FL

ct

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tlocal Outside global
tcp 172.16.10.10:54854 192.168.1.100:54854 10.20.30.40:23 10.20.30.40:23



--- 172.16.10.10 192.168.1.100 --- ---

NAT-Device#

show pl atform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region
NAT 1

(370) type 6 asic 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ffO0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:0600d646:00000000:00000017:00000000:00000000:

0aldle28

c0a80164

AD 10087000:000000b0
TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0

Maskl 0000f000: ffO0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffrfffff
Keyl 00009000:06000017:00000000:0000d646:00000000:00000000:

acl00a0a

Oaldle28

AD 10087000:000000b1

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

Starting at Index-32 Key 1 from right to Teft:

c0a80164

- 192.168.1.100 (inside local)
O0al4le28

- 10.20.30.40 (outside local/global)
00000017

- TCP port 23
0600d646

- 6 for TCP protocol and 54854 for TCP source port



Starting at Index-33 Key 1 from right to Teft

Oal4le28
- 10.20.30.40 destination address
acl00a0a
- 172.16.10.10 (inside global source IP address)
0000d646
- TCP source port
06000017

- TCP protocol 6 and 23 for the TCP destination port

PAT(Dynamic NAT Overload) = 2l

LI EQ|0{ &Ql

PATE &Qlsle 21 Z2MAE 8% NATR SLELICE SHIE

SHEH z2aeiTEQR=X] #elst 7|t stE Elu|ch

PATE NAT T#&!l0d F£7+El "overload" 7| =01 2|5l £=&E/L|C}.

<tfroot>

NAT-Device#

show run | i ip nat

ip nat inside

<-- ip nat inside on NAT inside interface

ip nat outside

<-- ip nat outside on NAT outside interface

ip nat pool MYPOOL 172.16.10.1 172.16.10.254 netnmask 255. 255. 255.0

ip nat inside source |list hosts pool MYPOOL overl oad

r
r
bl
o

tE{ofoll ZE Tt

<-- Address pool to translate to

<- -

Li nks ACL hosts to address pool



AA SO0l CHEF QI o| U=X| & eIELCH
<{froot>

NAT-Device#

show i p route 10.20. 30. 40

Routing entry for 10.20.30.40/32
Known via "static", distance 1, metric O
Routing Descriptor Blocks:

*

10.10.10.2

Route metric is 0, traffic share count is 1

NAT-Device#

show pl at form sof tware adj acency switch active fO

Number of adjacency objects: 4

Adjacency id:

0x24

(36)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type: MCP_LINK_IP
Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10.10.10.2 <-- adjacency to destination

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 449, HW handle: (nil) (created)

Adjacency id:
0x25

(37)

<-- adjacency ID



Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP
Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192. 168. 1. 100 <-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 451, HW handle: (nil) (created)

50| 24 MEHYU [} HHEt Bl0|S0f HEH0| FILEIE K| HOIBLICH PATE AR S5
NATS} OHEH7FRIZ ¥t 3 20| MAIE|R| eb& LTt

e 24 U LR MY FA0 X E HSE FHELICH

<#root>

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global

tcp 172.16.10.10:1024 192.168.1.100:52448 10.20.30.40:23 10.20.30.40:23

NAT SHE EOIELICk NAT 31E 7H2ElE B2t NAT 72T Yx(stD M4 mf S7+e
Ct.

Eg{=lo| =t UXISHK|E Hets e = gls B2 NAT Almj 7257t 7HeLICH.
<#root>

NAT-DEVICE#

show i p nat statistics

Total active translations: 3794 (1 static,
3793 dynam ¢
; 3793 extended)

<-- dynam c transl ations

Outside interfaces:

TenG gabi t Et hernet 1/ 0/ 1 <-- NAT outside interface



Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hits: 3793

Misses: 0

<-- 3793 hits

CEF TransTlated packets: 0, CEF Punted packets: 0
Expired translations: 0

Dynani ¢ mappi ngs

<-- rule for dynam c mappi ngs

-- Inside Source

[Id: 1]

access-list hosts interface TenG gabitEthernet1/0/1

refcount 3793

<-- NAT rul e displ ayed

Platform Independent NAT C|HZ2 ZE HE 0| &gt S 2EoiE Lt

<#root>
NAT-Device#

debug ip nat detailed

IP NAT detailed debugging is on
NAT-Device#

debug ip nat

IP NAT debugging is on

NAT-device#

show | oggi ng

Log Buffer (100000 bytes):

*May 18 23:52:20.296: NAT: address not stolen for 192.168.1.100, proto 6 port 52448
*May 18 23:52:20.296: NAT: Created portlist for proto tcp globaladdr 172.16.10.10
*May 18 23:52:20.296: NAT: Allocated Port for 192.168.1.100 -> 172.16.10.10:

want ed 52448 got 1024<-- confirns PAT is used



*May 18 23:52:20.296: NAT: Entry assigned id 5

*May 18 23:52:20.296: NAT: i: tcp (192.168.1.100, 52448) -> (10.20.30.40, 23) [63338]
*May 18 23:52:20.296: NAT: TCP Check for Limited ALG Support

*May 18 23:52:20.296: NAT: TCP

s=52448->1024
, d=23

<-- confirnms NAT overload with PAT

*May 18 23:52:20.296: NAT:

s=192. 168. 1. 100- >172. 16. 10. 10, d=10. 20. 30. 40

[63338]NAT: dyn flow info download suppressed for flow 5

<-- shows inside translation

*May 18 23:52:20.297: NAT: attempting to setup alias for 172.16.10.10 (redundancy_name , idb NULL, flag
*May 18 23:52:20.299: NAT: o: tcp (10.20.30.40, 23) -> (172.16.10.10, 1024) [55748]

*May 18 23:52:20.299: NAT: TCP Check for Limited ALG Support

*May 18 23:52:20.299: NAT: TCP s=23,

d=1024- >52448

<-- shows PAT on return traffic

*May 18 23:52:20.299: NAT: s=10.20.30.40, d=172.16.10.10->192.168.1.100 [55748]NAT: dyn flow info downl

<{froot>
NAT-Device#

debug pl atform software nat all

NAT platform all events debugging is on
NAT-Device#

*May 18 23:52:20.301: FMANRP-NAT: Received flow data, action:

ADD <-- first packet in flow ADD operation

*May 18 23:52:20.301: id 5, flags 0x5, domain O

src_|l ocal _addr 192.168. 1. 100, src_global _addr 172.16.10. 10

, dst_local_addr 10.20.30.40,

<-- source translation

dst_global_addr 10.20.30.40,

src_l ocal _port 52448, src_gl obal _port 1024



<-- port translation

dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id 1,
outside_mapping_id 0, inside_mapping_type 2,
outside_mapping_type O

<snip>

St=%o4 =l

NAT Region 5(NAT 2 5) of2i o] st=2o{0fl NAT #=l0| 2HI2H| ARIZIFA= K] &Qlg Lt

<#root>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT_1 enpty due to no active flow

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

TAQ-2 Index-128 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0

Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: fffffffc:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:ac100a00:00000000
AD 10087000:00000073

TAQ-2 Index-129 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000:
ffffffoo

Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80100

AD 10087000:00000073

ffffff00 = 255.255.255.0 in hex for our subnet mask in NAT ACL



c0a80100 = 192.168.1.0 in hex for our network address in NAT ACL

Orx|gte 2 E2 27t 2o HElY [H NAT_Region 12| 3t=9/01 TCAMOI| NAT E22 7t T2 24
LERA=X| &elg = A&Lct

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal OQutside global
tcp 172.16.10.10:1024 192.168.1.100:20027 10.20.30.40:23 10.20.30.40:23

NAT-Device#

show pl atform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O | begin NAT.

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT region 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:

06004e3b

:00000000:

00000017
:00000000:00000000:

Oal4le28

c0a80164

AD 10087000:000000b0

TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:

06000017
:00000000:
00000400

:00000000:00000000:



Oal4le28

Oal4le28

AD 10087000:000000b1
Starting at Index-32 Keyl from right to Tleft:
c0a80164

- 192.168.1.100 (inside Tocal source address)

Oal4le28

- 10.20.30.40 (inside global address/outside Tocal address)

00000017

- 23 (TCP destination port)

06004e3b

- TCP source port 20027 (4e3b) and TCP protocol 6

Starting at Index-33 Keyl from right to Tleft:

0al4le28
- 10.20.30.40 (outside global address/outside local address)
acl00a0a
- 172.16.10.10 (inside global)
00000400
- TCP 1inside global source port 1024
06000017

- TCP protocol 6 and TCP source port 23

%! ell'd ClH

StEQ012| NAT #&1 L X|5te & &2 & Hmf MZ!2 X2IE ClutolA cpPuo| HEsHoF & LCt
.punt A2 ## C|HH £33 2 E24™M FED punt path traces to debug level to ensure the packet is
punt. CPU EZ|A A7 HR 5 NAT ECHEI2 EZNA ECfE CPU CH7|¥2 O|S &rLCt.

E@Z! ECiE CPU 7ol sSM2 2 HEE mZlo| EA|==X| & lgfLct



NAT-DEVICE#

show pl atform software fed switch active punt cpuq clear <-- clear statistics

NAT-DEVICE#

show pl atform software fed switch active punt cpuq 18 <-- transit traffic queue

Punt CPU Q Statistics

CPU Q Id :

18

CPU Q Name :

CPU_Q TRANSI T_TRAFFI C

Packets received fromASIC: O <-- no punt traffic for NAT

Send to IOSd total attempts : O
Send to IOSd failed count : 0O

RX suspend count : O

RX unsuspend count : 0

RX unsuspend send count : 0O

RX unsuspend send failed count : O
RX consumed count : 0O

RX dropped count : O

RX non-active dropped count : O
RX conversion failure dropped : 0
RX INTACK count : O

RX packets dgq'd after intack : O
Active RxQ event : 0

RX spurious interrupt : O

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

Replenish Stats for all rxq:

Number of replenish : 0
Number of replenish suspend : 0
Number of replenish un-suspend : 0

NAT-DEVICE#

show pl atform software fed switch active punt cpuq 18 <-- after new translation

Punt CPU Q Statistics

CPU Q Id : 18
CPU Q Name : CPU_Q_TRANSIT_TRAFFIC

Packets received fromASIC: 5 <-- confirns the UADP ASIC punts tc



Send to IOSd total attempts : 5
Send to IOSd failed count : 0

RX suspend count : O

RX unsuspend count : 0

RX unsuspend send count : 0O

RX unsuspend send failed count : O
RX consumed count : 0O

RX dropped count : O

RX non-active dropped count : 0
RX conversion failure dropped : 0
RX INTACK count : 5

RX packets dgq'd after intack : 0
Active RxQ event : 5

RX spurious interrupt : O

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

Replenish Stats for all rxq:
Number of replenish : 18

Number of replenish suspend : 0
Number of replenish un-suspend : 0

H

2

r

o
|

A= Z|CH NAT TCAM A E 2| £=0f CHEF 3XH St=ER04 X[ §:

N AT 7 24 NAT BBl 2700] TCAM &= 0| T aHLc).

ZSHE Z|CH TCAM &5 =
Catalyst 9300 5000
Catalyst 9400 14000
Catalyst 9500 14000

Catalyst 9500 TS 15500
Catalyst 9600 15500

Aol 287t s ZHo2 olMElE B BHE KEtol ChaH 221 & TCP/IUDP NAT HEt +8
sHolgt 4 &L

<#root>
NAT-Device#

show i p nat translations | count tcp

Number of 1ines which match regexp =



621 <-- current nunber of TCP transl ations

NAT-Device#

show i p nat translations | count udp

Number of 1ines which match regexp =

4894 <-- current nunber of UDP transl ations

A Qx| stEQ0{2| NAT ZE0{ M O|2{3t HiEtE ®2|E &=

NAT TCAM 3Zt0| 25 AZXIE EL |
Hao| £l Ef=E2 ®{2|& ClhtolA cPUo| CHEH HHE!

74

o
QA& LICH O] AlLIZI20i M NAT gt
B LCH.

o
L=]
C

Ol QI3f BOITIAI7} A8EH 4 QloDd, NAT punt EBiEE HEsHe HES Ealel E2IM ol
M BT 2Hol BIbats ALRIE Sal 2olg 4 QALICH NAT E2HZI0] 0[S 3t CPU CH7|&e
"S% EfZiLct

<#root>
NAT-Device#

show pl atform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
<snip>
14 13 Sw forwarding Yes 1000 1000 0 0
15 8 Topology Control Yes 13000 16000 0 0
16 12 Proto Snooping Yes 2000 2000 0 0
17 6 DHCP Snooping Yes 500 500 0 0
18 13 Transit Traffic Yes 1000 1000 34387271 399507

<-- drops for NAT traffic headed towards the CPU

19 10 RPF Failed Yes 250 250 0 0
20 15 MCAST END STATION Yes 2000 2000 0 0
<snip>

17.x AE0| X AL 7HSEH NAT TCAM S7HE EQIELICH o] E32 3740| Z|CHet == 5 NAT
HEZ 0| E&435HE 93002 E2QLICH

<{froot>



NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable

CAM Utilization for ASIC [0]

MPLS

Other

Table Subtype Dir
Mac Address Table EM I
Mac Address Table TCAM I
L3 Multicast EM I
L3 Multicast TCAM I
L2 Multicast EM I
L2 Multicast TCAM I
IP Route Table EM I
IP Route Table TCAM I
Q0S ACL TCAM I0
Security ACL TCAM I0
Netflow ACL TCAM I
PBR ACL TCAM |
NetfTlow ACL TCAM 0
Flow SPAN ACL TCAM I0
Control Plane TCAM I
Tunnel Termination TCAM I
Lisp Inst Mapping TCAM I
Security Association  TCAM I
Security Association  TCAM 0
CTS Cell Matrix/VPN

Label EM 0
CTS Cell Matrix/VPN

Label TCAM 0
Client Table EM I
Client Table TCAM I
Input Group LE TCAM I
Output Group LE TCAM 0
Macsec SPD TCAM I

16.x ZEO|M AL 7t 8 NAT TCAM St
930001 M MBE[=2Z NAT TCAM E =0

Pl

<ffroot>

NAT-DEVICE#

768
1024
512
512
512
256
256

8192

512
4096
256
1024
1024
256

Used %Used V4
22 0.07% 0
21 2.05% 0

0 0.00% 0
9 1.76% 3
0 0.00% 0
11 2.15% 3
16 0.07% 15
25 0.31% 12
85 8.30% 28
148 2.89% 27
6 2.34% 2
24 0.47% 18
6 0.78% 2
13 1.27% 3
281 54.88% 130
18 3.52% 8
1 0.20% 0
4 1.56% 2
5 1.95% 0
0 0.00% 0
1 0.20% 0
0 0.00% 0
0 0.00% 0
0 0.00% 0
0 0.00% 0
2 0.78% 0

show pl atform hardware fed switch active fwd-asic resource tcamutilization

CAM Utilization for ASIC [0]
Table

Unicast MAC addresses

L3 Multicast entries

L2 Multicast entries

Directly or indirectly connected routes
QoS Access Control Entries

Max Values Used Values
32768/1024 20/21
8192/512 0/9
8192/512 0/11
24576/8192 5/23
5120 85

[eNeNelolNolNo)

2fLICt. O] 342 SDM Access ®E
e S7to| Z|CHEHE|X| f&Lch.

o [eNeNeNoNeNeNol © O OONRFROOOOOOo

[eNeNeNoNoNel

(] VT O R OuUT N

N OOOOHR



Security Access Control Entries 5120 145

Ingress Netflow ACEs 256 8

Pol i cy Based Routing ACEs 1024 24 <-- NAT usage in PRB TCAM
Egress Netflow ACEs 768 8

Flow SPAN ACEs 1024 13

Control Plane Entries 512 255

Tunnels 512 17

Lisp Instance Mapping Entries 2048 3

Input Security Associations 256 4

SGT_DGT 8192/512 0/1

CLIENT_LE 4096/256 0/0

INPUT_GROUP_LE 1024 0

OUTPUT_GROUP_LE 1024 0

Macsec SPD 256 2

NATE MZ 35S SDM HE3!S HE5HH NAT TCAMO| ALE 7Hs 8t st=9lo] 370 B7HE
UZLIC}. 0| | 5H54 ZITH TCAM 32 %oil CHEH st=2I04 x|40| BEFEILICH

<#root>

NAT-Device#conf t
Enter configuration commands, one per line. End with CNTL/Z.
NAT-Device(config)#

sdm prefer nat

NAT HE30 2 Watsty| H% 0l SDME HILE ZS A8 7HSE TCAM Z2H0] QoS AMI A
m] ég

2 =X &g +~ &L

PBR TCAME NAT7} T2 E|= =lLc}.

<#root>
NAT-Device#

show sdm prefer

Showing SDM Template Info

This is the Access template.

Number of VLANs: 4094

Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192

Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192

Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192

Security Access Control Entries: 5120
QoS Access Control Entries: 5120



Pol i cy Based Routing ACEs: 1024 <-- NAT

.snip...>

NAT-Device#

show sdm prefer

Showing SDM Template Info

This is the NAT template.

Number of VLANs: 4094

Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192

Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192

Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192

Security Access Control Entries: 5120
QoS Access Control Entries: 1024

Pol i cy Based Routing ACEs: 5120 <-- NAT

<snip>

AOT(Address Only Translation)

AOTE NAT7F 0| #llojo] 4 ZE 7} ofLia} IP F4 EC o WehslE S QT8 M AL E 4 9
= HZLIBEYLICH 0] @F AFE0| S E|H AOTE StE90{Z Mt U MU g 2o/ 48 3
A s+ gL

« AOTE R E2INAT S 80| B E= A Oy A2 &t 42 718 &L

Ch
. AOTE 7|20 2 H|ZHAISHE|0] Q)& LICH EAISHEl S0i= 34X NAT HHEHS x|S0 BHL
Ch
N 2T AOTE PATE Z8H5tx| O TR NAT & S5 NATOIAH R|SIELICH

= AOTE 535t 7t NAT ZHn|aglo|Mde 2ot Z+&Lct.

#ip nat inside source static <source> <destination>
#ip nat inside source Tist <list> pool <pool name>



<ffroot>

NAT-Device(config)#

no ip nat create flowentries

AOT NAT /0| SHIE2H Z2 I YEIR=X] &2l

ct.

<{froot>

NAT-DEVICE#

show runni ng-config | include ip nat

ip nat outside
ip nat inside

no ip nat create flowentries

F

ip nat inside source static 10.10.10.100 172.16. 10. 10

NAT-DEVICE#

<-- AOT enabl ed

<-- static NAT enabl ed

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region

NAT_1 (376) type 6 asic

Printing entries for region

NAT_2 (377) type 6 asic

Printing entries for region

NAT_3 (378) type 6 asic

Printing entries for region

NAT_4 (379) type 6 asic

1

Printing entries for region

NAT_5 (380) type 6 asic

1

TAQ-1 Index-864 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000: ffffffff
Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

0a0a0a64

AD 10087000:00000073

TAQ-1 Index-865 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a

:00000000
AD 10087000:00000073



10. 10. 10. 100 (inside local)
172.16. 10. 10 (i nside gl obal)

0a0a0a64
acl00a0a

SEO| gdstE M AA LY IP A T2 O UE|RF=X] = QI5H0{ TCAML| AOT =2 =
QlgtLct.
<ffroot>

NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record 0 format O | begin NAT.

Printing entries for region NAT_1 (376) type 6 asic 1

Printing entries for region NAT_2 (377) type 6 asic 1

TAQ-1 Index-224 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:00000000:00000000:00000000:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:00000000:00000000:00000000:00000000:00000000:

c0aB80164: 0a0ala64 <-- no L4 ports, only source and destination IP is progranmed

AD 10087000:000000b2

TAQ-1 Index-225 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0000f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 00009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a

100000000
AD 10087000:000000b3

0a0ala64 = 10.10.10.100 in hex (inside |ocal |P address)
c0a80164 = 192.168.1.100 in hex (outside |ocal/outside gl obal)
acl00a0a = 172.16.10.10 (inside global)

0 el

gl e

Catalyst 9300 17.3.x NAT Z1I|18|0|M 7l0|=
Catalyst 9400 17.3.x NAT Z1I|2g{0|M 7}0|=E
Catalyst 9500 17.3.x NAT Z1I|3¢[0|M 710|E
Catalyst 9600 17.3.x NAT Z4x|18|0|M 710|=E
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/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/ip/b_173_ip_9300_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/ip/b_173_ip_9300_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9400/software/release/17-3/configuration_guide/ip/b_173_ip_9400_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9400/software/release/17-3/configuration_guide/ip/b_173_ip_9400_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/ip/b_173_ip_9500_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/ip/b_173_ip_9500_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-3/configuration_guide/ip/b_173_ip_9600_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-3/configuration_guide/ip/b_173_ip_9600_cg/configuring_network_address_translation.html
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
https://cdetsng.cisco.com/summary/#/defect/CSCvz46804
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