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50002| NFFC(NetFlow Feature Card)2} SALEt &g & 5t= PFCE AI&35t04 LIS MLSZ =g
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Layer 3 Forwarded
Packet

of 1:5 VLAN 7te| MSFC 2t %

{LIFHAE IPE Catalyst 6500/60002] MLSE &4 M Zdio|L|ct £ A4e Te 7t eiaL|ch.Cl
22 EtH7} Catalyst 6500/6000Q! MZ ZAm|adio[MIL|Ct O] ZAx|28| 0|0l = tamer-msfcct
= MSFC7t &LICHVLAN 112 12 7to| 2t B2 MLSeF #r#dEl Ehed BHE glo] MSFCol| #+&8E
L|Ct.Supervisor Engine0ll& MLS Z1I|22{|0|MH0| gi& LIt

tamer-msfc#wr t
Building configuration...

Current configuration:

!

version 12.1

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname tamer-msfc

!

boot system flash bootflash:cémsfc-ds-mz.121-1.E2.bin
!

ip subnet-zero

ip cef

!

interface Vlanll

ip address 11.1.1.2 255.255.255.0
!



interface Vlanl2

ip address 12.1.1.2 255.255.255.0
!
router eigrp 1
network 11.0.0.0
network 12.0.0.0

no auto-summary

!

ip classless
no ip http server

1

1

line con 0

transport input none
line vty 0 4

login

1

end

2|7| show mis &5 ! 7|& HAF

Ct& 2 Supervisor Engine0ll A show mis BHE2 AE I A2 = U= EULICH

tamer (enable) show mls

Total packets switched = 8

! -—— Number of packet shortcuted by MLS. Total Active MLS entries = 0 !/--- Number of flows
currently existing. MSFC 11.1.1.2 (Module 15) entries = 0 IP Multilayer switching aging time =
256 seconds IP Multilayer switching fast aging time = 0 seconds, packet threshold = 0 IP Current
flow mask is Destination flow Active IP MLS entries = 0 Netflow Data Export version: 7 Netflow
Data Export disabled Netflow Data Export port/host is not configured. Total packets exported = 0
IP MSFC ID Module XTAG MAC Vlans ———————————=———— —————— o oo
11.1.1.2 15 1 00-d0-d3-9c-9e-3¢c 12,11 !--- MSFC recognized by the switch.

show mls & £20i= &4 IP MSFC ID7} Ql040F & L|Ct.show mis BHEE AEE [ 1p usrc
/& A|E_|X| oM LS8 &oldrct.

. MSFC7} 25 4! A3l FLICHOI: ROMmon 2ZE0|A SX|ZIX| & ).
. MLSE 0{%35| MSFCO| M &5t z|o] & LCt.
MSFCO|M C}S HHE AEStod 0|2 &g = U&LICH

tamer-msfc#show mls status

MLS global configuration status:

global mls ip: enabled

!I--- Should be enabled for unicast IP. global mls ipx: enabled global mls ip multicast: disabled
current ip flowmask for unicast: destination only current ipx flowmask for unicast: destination
only

show mis status TS A35t04 IP, IPX L IP HE|FHAE O CHEH MLS7} B AI8HEIQ=X| &t ol8t
& olal | o|dEt 7|52 &AF 7|28 o = & A5t E|o] 9Jofof B Lt HI|ad oM BE
OflM CHS B2 AlsH5to] HIEAISHE 4= QJaLCt.

no mls ip

nomis ip &2 CIHZE 2 2B ALEst{of & LICHo| BHE2 224 ?'_JLIILEHOI/‘=| DEolM =7
T EHo 2T AIEE & A&LICHEH oA ZHm[Tefold 2E0{A nomlis ip BHEE A&lst0q



VLAN QIE{H|O|ABE MLSE H|EM3le =% U&SLICH

#1: MSFCOH|A show mis rp BE 2 A-SHX| O A|2.0| HH £ LS7P HIg &3t ERAZS 2
LIEFHLICH T edLt 2/ 2] Supervisor Engine| A A-El show mis BE £232 MLS7t SHI2H| &
St AUS S LIEFHLICEH OB 8 8 YU X|= show mis rpp B E Catalyst 5000 A2 x|2F &7

MLS-rpE +=&& [ At83Hot 5t7| HE LCt.

tamer-msfc#show mls rp

ip multilayer switching is globally disabled

ipx multilayer switching is globally disabled

ipx mls inbound acl override is globally disabled
mls id is 00d0.d39c.9e04

mls ip address 0.0.0.0

mls ip flow mask is unknown

mls ipx flow mask is unknown

number of domains configured for mls 0

FH2 oiZl2 ZAHMO 2 MLS HEZ 77| MHE AIEE £ e HELICHf4 MAC 4 &
MLSE &-3st= 2t RE S| MAC F4 %t Z&LCt 0| B2 MSFC2| MAC 4+ 00-d0-d3-9c-9e-
3cLICHshow mis BEES Al#st=E Jo 2 EAIH). 22IX|7t Ol MAC 47 P EIE{ MAC &4
2 &1 J=X| =l 4':"' OPEHQP Z 0| show cam mac_address WS A&istL|Ct

tamer (enable) show cam 00-d0-d3-9c-9e-3c
* Static Entry. + = Permanent Entry. # = System Entry. R = Router Entry.

X = Port Security Entry

VLAN Dest MAC/Route Des [CoS] Destination Ports or VCs / [Protocol Type]
11 00-d0-d3-9c-9e-3c R# 15/1
12 00-d0-d3-9c-9e-3c R# 15/1

Total Matching CAM Entries Displayed = 2

O| £ 2 A X|7} Ol MAC FAJt ZE 15/10 AZAE Bt EH H¥FYUS QI LICHER 12
MSFC ZE)

ALQ[R| = THHFO| X A EI0 A show mis BEE A-AE M MSFC7F EAIE|X| Sto@ OhE BHs 4
sstL|CtH

oH

tamer (enable) show mls rlog 12
SWLOG at 815d0c50: magic 1008, size 51200, cur 815d4170, end 815dd460
Current time is: 08/08/00,17:13:25

118 08/08/00,17:13:16: (RouterConfig)Router_cfg: router_add_MAC_to_earl 00-d0-d3-
9c-9e-3¢c added for mod 15/1 Vlan 12 Earl AL =0

117 08/08/00,17:13:16: (RouterConfig)Router_Cfg: Process add mls entry for mod 15
/1 vlan 12, i/f 1, proto 0, LC 3

116 08/08/00,17:13:16: (RouterConfig)Router_cfg: router_add_MAC_to_earl 00-d0-d3-
9c-9e-3¢c added for mod 15/1 Vlan 11 Earl AL =0

115 08/08/00,17:13:16: (RouterConfig)Router_Cfg: Process add mls entry for mod 15
/1 vlan 11, i/f 1, proto 0, LC 3

O| BEE2 ALRIRI7F MSFCOHIM == &l5t= HIAIXIS 2R E &=0| FIHEIRESE 20iFLICH



show mls £21 E|O|E 2{7|
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tamer (enable) show mls entry
Destination-IP Source-IP Prot DstPrt SrcPrt Destination-MAC Vlan EDst

MSFC 11.1.1.2 (Module 15):

10.68.5.1 - - - - 00-d0-00-3f-a3-ff 8 ARPA
12.1.1.1 - - - - 00-00-0c-8c-70-88 12 ARPA
11.1.1.1 - - - - 00-00-0c-09-50-66 11 ARPA

ESrc DPort SPort Stat-Pkts Stat-Bytes Uptime Age

ARPA 1/3 7/3 4 400 00:00:02 00:00:02
ARPA 7/4 7/3 4 400 00:00:08 00:00:08
ARPA 7/3 7/4 9 900 00:00:08 00:00:08
Destination-IPX Destination-MAC Vlan EDst ESrc Port Stat-Pkts

Stat-Bytes Uptime Age

MSFC 11.1.1.2 (Module 15):

Total entries displayed: 2
tamer (enable)

B3 OIS St B2 97t MAELICH121.1.100M 1111192 ping@ +85tH /o EAlE
2210/ OFX|2} & ol EAIE 753 T 7Ho| 2 8(Z HEol sHLI)0| MaEIcH
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Yol cet # 7kx| DB LI
Zegluichol 39

- CH&H 1P, 24 IP, Port, DstPrt & SrcPrt= HHE 7H7|& BFEE= O M8 &= EE
| 8 A2 o] EA12

SXMX| M2 ZERJI AI2ELICL5Eo| A IP AL FHAIELICE O
SIEE20|MH MHEE flowmaskE £H5104 BHHEE 5= U&LICH

- SMX| MACE IZ!o| SXX| MAC2 AMEH5tE Ol AFEE MAC A LICHAA MAC &4
7} MSFC2| MAC =49} &7 RHZFAElL|C.

- VLAN2 i IP =401 ZE5t= O 23 CHA VLANS LIEFELICHCHA VLAN2 S 28 L
Ct o & S0 W22 EFI0|AM TSE&lof 5t E2

- DPort 2! Sporte= £ &9| SMX| & AA ZEQLCE

. Stat-Pkts 2! Stat-Bytes= E2 7} ¥ E 0|F O| HIZ7I7|E AL T T =0l CHEt SHIE
pS(F=3=1g i 5

. 7S AlZt2 EER7F MEE O|F 9| AlZHLCY.

. Age= EE7t OIX|H S 2 ALSE 0|F ZAutet AlZhIL|Ct

MX| AAZR EEES HAEFLICHshow mis entry B2 £E240i= AA IP FASLCHA IP FATHE
HAELICHSYUSt SHX|IP T4 SAlstE Z A& IP F40 CHEH CHE 5 50| O|A| of2Het

tamer (enable) set mls flow destination-source



Configured IP flowmask is set to destination-source flow.

Warning: Configuring more specific flow mask may increase the number of MLS
entries dramatically.
tamer (enable) 2000 Aug 09 17:05:12 SMLS-5-FLOWMASKCHANGE:IP flowmask changed
from DEST to DEST-SRC

tamer (enable) show mls entry

Destination-IP Source-IP

DstPrt

SrcPrt Destination-MAC

Vlan EDst

MSFC 11.1.1.2 (Module 15):

11.1.1.1 12
11.1.1.1 10
10.68.5.1 11
12.1.1.1 11

.1.1.1

.68.5.1

.1.1.1
.1.1.1

MSFC 0.0.0.0 (Module 16):

Stat-Bytes Up

time

ESrc DPort Sport
ARPA 7/3 7/4
ARPA 7/3 1/3
ARPA 1/3 7/3
ARPA 7/4 7/3

Stat-Pkts Stat-Bytes

Stat-Pkts

4 400
4 400
4 400
4 400

00:
00:
00:
00:

Destination-MAC

Uptime Age

MSFC 11.1.1.2 (Module 15):

MSFC 0.0.0.0 (Module 16):

Total entries displayed:

tamer (enable)

MEERE
27t MAE
o H

tamer (enable) set mls flow full

00:02
00:32
00:32
00:02

r
n
M|

AL

00-00-0c-09-50-66 11 ARPA
00-00-0c-09-50-66 11 ARPA
00-d0-00-3f-a3-ff 8 ARPA
00-00-0c-8c-70-88 12 ARPA
Age
00:00:02
00:00:32
00:00:32
00:00:02
Vlan EDst ESrc Port
. O A =H =]
7H9| ping & &L MIMHS &S50 2
s o o :
gLChohSe2 & 749 ping & &L
2LE AREH MMEI 22 47} 0
(I

[
k!
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Configured IP flowmask is set to full flow.

Warning: Configuring more specific flow mask may increase the number of MLS

entries dramatically.
Tamer (enable) 2000 Aug 09 17:30:01 %MLS-5-FLOWMASKCHANGE:IP flowmask changed

from DEST to FULL

tamer (enable)

tamer (enable) show mls entry

Destination-IP Source-IP

DstPrt

SrcPrt

Destination-MAC

MSFC 1

12.1.1.1 11
11.1.1.1 12
12.1.1.1 11
11.1.1.1 10
10.68.5.1 11
10.68.5.1 11
11.1.1.1 10

1.1.1.2 (Module 15):

.1.1.1
.1.1.1
.1.1.1
.68.5.1
.1.1.1
.1.1.1
.68.5.1

Telnet
11001
Telnet

11002

00-00-0c-8c-70-88
00-00-0c-09-50-66
00-00-0c-8c-70-88
00-00-0c-09-50-66
00-d0-00-3f-a3-ff
00-d0-00-3f-a3-ff
00-00-0c-09-50-66

Vlan EDst
12 ARPA
11 ARPA
12 ARPA
11 ARPA
8 ARPA
8 ARPA
11 ARPA



11.1.1.1 12.1.1.1 ICMP - - 00-00-0c-09-50-66 11 ARPA

ESrc DPort Sport Stat-Pkts Stat-Bytes Uptime Age

ARPA 7/4 7/3 4 400 00:00:30 00:00:30
ARPA 7/3 7/4 16 688 00:00:26 00:00:24
ARPA 7/4 7/3 18 757 00:00:26 00:00:24
ARPA 7/3 1/3 61 4968 00:00:16 00:00:06
ARPA 1/3 7/3 4 400 00:00:33 00:00:33
ARPA 1/3 7/3 69 2845 00:00:17 00:00:06
ARPA 7/3 1/3 4 400 00:00:33 00:00:33
ARPA 7/3 7/4 4 400 00:00:32 00:00:31
Destination-IPX Destination-MAC Vlan EDst ESrc Port Stat-Pkts

Stat-Bytes Uptime Age

MSFC 11.1.1.2 (Module 15):

Total entries displayed: 8

&

- BHO|E HIEQ{F oM HHEE 222 = 2[00 =8 JW7HX| 7FSELICHotEl et Z o] A &2

2 E|O|@& EAISt=E CHAl Y 588 EAI5HE{™ show mis entry ip [destination/source] %
g2 A™ELct

tamer (enable) show mls entry ip destination 12.1.1.1

Destination-IP Source-IP Prot DstPrt SrcPrt Destination-MAC Vlan EDst

MSFC 11.1.1.2 (Module 15):
12.1.1.1 - - - - 00-00-0c-8c-70-88 12 ARPA

ESrc DPort Sport Stat-Pkts Stat-Bytes Uptime Age

ARPA 7/4 7/3 4 400 00:00:30 00:00:30

ok
4

11|¥
T
[ul

. Ot2Het 20| show mis statistics HH S Asto ol CHEt SHE = ¢l

tamer (enable) show mls statistics entry ip 15

Last Used
Destination IP Source IP Prot DstPrt SrcPrt Stat-Pkts Stat-Bytes
MSFC 11.1.1.2 (Module 15):
12.1.1.1 11.1.1.1 ICMP - - 9 900
11.1.1.1 10.68.5.1 TCP 11005 Telnet 20 913
11.1.1.1 10.68.5.1 TCP 11004 Telnet O 0
10.68.5.1 11.1.1.1 ICMP - - 4 400
10.68.5.1 12.1.1.1 ICMP - - 9 900
12.1.1.1 10.68.5.1 ICMP - - 4 400
11.1.1.1 10.68.5.1 ICMP - - 4 400
11.1.1.1 12.1.1.1 ICMP - - 9 900

Y g Al sl
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AE 7tol 44 EX7t = B O F & 2XE sHASIMAIR.

- show mls entry ip [destination|source] BB 2 ™5t EER 7 YHEIR=X| &elgLct

. show mis statistics entry [source|destination] @& 2 &t &0 o B A& 5toq ST HF2 7}
7|0d| CHEt stat-pak ZHRE{7t E7t5tD Ud=X| & IELIC.

- 2 5 &S FHolELo

04, TFTP At 12.1.1.10 TFTP 22}0[AE 11.1.1.1 ZHoll CHE ¥ T U FTP MlMdo| H<
S &E &lsok gfLCt.

- CH& 12.1.1.10] /= stLte= TFTP SRR 2 HEN)(SMX| 44 EERTI AIEE = R 28
12.1.1.12] A A)0i o|sf B 4= &f{of &hL|ct

- CHA 11.1.1.10| B2 2 HZ/(AXN oY ME)(CHA 24 EERTAEEE B2 EER
11.1.1.12] & A)0] 2|5 2= 35HoF 5t= CHA 0|2 2 7.6MBL| I 12.1.1.1~11.1.1.1 At0O|<Q]
TFTPL| o ULICHCHS 2 TFTP7L AR E|7]| 2| MLS &7 El|o| = iLct
tamer (enable) show mls statistics entry

Last Used
Destination IP Source IP Prot DstPrt SrcPrt Stat-Pkts Stat-Bytes
MSFC 11.1.1.2 (Module 15):
12.1.1.1 11.1.1.1 ICMP - - 4 400
11.1.1.1 12.1.1.1 ICMP - - 4 400
12.1.1.1 11.1.1.1 TCP 11000 Telnet 20 894
TFTP7L H3 AR EII&LICETFTP EBIZI(UDP ZE 69)0i CHsH MHE F 7Ho| £7F EEE= of

et Z&Lch.

tamer (enable) show mls statistics entry

Last Used
Destination IP Source IP Prot DstPrt SrcPrt Stat-Pkts Stat-Bytes
MSFC 11.1.1.2 (Module 15):
12.1.1.1 11.1.1.1 ICMP - - 4 400
12.1.1.1 11.1.1.1 UDP 69 50532 343 10997
11.1.1.1 12.1.1.1 ICMP - - 4 400
11.1.1.1 12.1.1.1 UDP 50532 69 343 186592
12.1.1.1 11.1.1.1 TCP 11000 Telnet 20 894

TFTP M&0| w2 BtaLIch o 8.1MB7} 14,903712] i
Il W7 3 7|= 544HO0|EQILICHCIE HEMHE B2 37|71 476,9492! &
14,9042 L}504X{ =4I| 33810|E 7} ElLICH.

Tamer (enable) show mls statistics entry

Last Used

Destination IP Source IP Prot DstPrt SrcPrt Stat-Pkts Stat-Bytes
MSFC 11.1.1.2 (Module 15):
12.1.1.1 11.1.1.1 ICMP - - 4 400
12.1.1.1 11.1.1.1 UDP 69 50532 14904 476949
11.1.1.1 12.1.1.1 ICMP - - 4 400
11.1.1.1 12.1.1.1 UDP 50532 69 14903 8107224
12.1.1.1 11.1.1.1 TCP 11000 Telnet 20 894

-_— — =l = o — = A =
Ol2{#t B E2iT iEiol mYg mhotet £ TS FLiCh
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ol 2:HSRPO| CHall 7t HEl S et M Al MSFC 270



CHE&2 HSRPOI| CHal T4 E & MSFCo| A& &l ZL|221|0[441t show standby BE 2| £2{2]
LICt. &% 152| MSFC= VLAN 1201 ClHall 43|11 &% 162 MSFC= VLAN 1101 CHal 435}

Lot

=X 15

=X 16

tamer-msfc#wr t
Building configuration...

Current configuration:
!
version 12.1
no service pad
service timestamps debug
uptime
service timestamps log
uptime
no service password-
encryption
1
hostname tamer-msfc
!
boot system flash
bootflash:
cébmsfc-ds-mz.121-1.E2.bin
!
ip subnet-zero
ip cef
1
1
1
!
interface Vlanl
ip address 10.200.11.120
255.255.252.0
!
interface Vlan8
ip address 10.68.5.2
255.255.252.0
!
interface Vlanll
ip address 11.1.1.2
255.255.255.0
no ip redirects
standby 11 preempt
standby 11 ip 11.1.1.3
1
interface Vlanl2
ip address 12.1.1.2
255.255.255.0
no ip redirects
standby 12 priority 105
preempt
standby 12 ip 12.1.1.3
!
router eigrp 1
network 10.0.0.0
network 11.0.0.0
network 12.0.0.0
no auto-summary

tamer-msfc-2#wr t
Building configuration...

Current configuration:
!
version 12.1
no service pad
service timestamps debug
uptime
service timestamps log
uptime
no service password-
encryption
1
hostname tamer-msfc-2
!
boot system flash
bootflash:cébmsfc-jsv-
mz.121-2.E.bin
!
ip subnet-zero
1
1
1
!
interface Vlanl
ip address 10.200.11.121
255.255.252.0
!
interface Vlan8
ip address 10.68.5.4
255.255.252.0
!
interface Vlanll
ip address 11.1.1.4
255.255.255.0
no ip redirects
standby 11 priority 105
preempt
standby 11 ip 11.1.1.3
1
interface Vlanl2
ip address 12.1.1.4
255.255.255.0
no ip redirects
standby 12 preempt
standby 12 ip 12.1.1.3
!
router eigrp 1
network 10.0.0.0
network 11.0.0.0
network 12.0.0.0
no auto-summary
1

ip classless!




ip classless

!
line con 0

transport input none
line vty 0 4

login

1

end

1
line con 0
transport input none
line vty 0 4
login
1

end

tamer-msfc>show standby
Vlanll - Group 11

Local state is Standby,
priority 100,

may preempt

Hellotime 3 holdtime 10

Next hello sent in
00:00:00.814

Hot standby IP address is
11.1.1.3 configured

Active router is 11.1.1.4
expires in 00:00:09

Standby router is local

Standby virtual MAC
address is 0000.0c07.ac0b

4 state changes, last
state change 00:06:36
Vlanl2

Local state is Active,

- Group 12

priority 105,
may preempt

Hellotime 3 holdtime 10

Next hello sent in
00:00:02.380

Hot standby IP address is
12.1.1.3 configured

Active router is local

Standby router is
12.1.1.4 expires in
00:00:09

Standby virtual MAC
address is 0000.0c07.ac0c

2 state changes, last
state change 00:12:22

tamer-msfc-2#show standby
Vlanll - Group 11

Local state is Active,
priority 105,

may preempt

Hellotime 3 holdtime 10

Next hello sent in
00:00:02.846

Hot standby IP address is
11.1.1.3 configured

Active router is local

Standby router is
11.1.1.2 expires in
00:00:08

Standby virtual MAC
address is 0000.0c07.ac0b

2 state changes, last
state change 00:07:02
Vlanl2

Local state is Standby,

- Group 12

priority 100,
may preempt
Hellotime 3 holdtime 10
Next hello sent in
00:00:02.518
Hot standby IP address is
12.1.1.3 configured
Active router is 12.1.1.2
expires in 00:00:07,
priority 105
Standby router is local
Standby virtual MAC
address is 0000.0c07.acOc
4 state changes, last

state change 00:04:08

O|H oilo| 2 E HE = o4™5| REELICLHSRPE Tt
B ol E=E FQISHMAIR.

show mis BH A

tamer (enable) show mls

Total packets switched = 29894

Total Active MLS entries = 0

MSFC 11.1.1.2
MSFC 10.200.11.121

(Module 15)

entries = 0
(Module 16)
IP Multilayer switching aging time =
IP Multilayer switching fast aging time =

entries = 0
256 seconds
0 seconds,

o

packet threshold = 0
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IP Current flow mask is Full flow

Active IP MLS entries = 0

Netflow Data Export version: 7

Netflow Data Export disabled

Netflow Data Export port/host is not configured.

Total packets exported = 0

IP MSFC ID Module XTAG MAC Vlans

11.1.1.2 15 1 00-d0-d3-9c-9e-3c¢c 12,11,8,1
00-00-0c-07-ac-0c 12

10.200.11.121 16 2 00-d0-bc-£0-07-b0 1,8,11,12
00-00-0c-07-ac-0b 11

IPX Multilayer switching aging time = 256 seconds
IPX flow mask is Destination flow

IPX max hop is 15

Active IPX MLS entries = 0

IPX MSFC ID Module XTAG MAC Vlans
11.1.1.2 15 1 - -
10.200.11.121 16 2 -

. O|X| PFCOll EA|Z|E MLS 2FRE7F & 7 Q& Lch.

- EAIE! ZF 2t Eof CHal HSRP 2 &M AHE3t= MAC F4 & 00-00-0c-07-ac-xx &I L|C}. O]
B8t MAC FAE HSRPOIM AFESHE 7HY MAC FAQILICEIE 119l MAC AR EE 1
Eoi cHall & 435tE BFRE{of AZE|0] RELICHVLAN 122 B2 £% 15, VLAN 112| B2
&2 16). &, 4 MAC FA7F MSFC MAC 471 £l miZ! Qlol = £ 2 miZlT Te{ELct
CH&f MACO| HSRP =47t £l= Tzl JL|Ct.

. 1 =Hm oflo] MHE CHZ, MSFCE 7t2|7|& tilolo] 2 CAM Ei|0|E20{A{ O|2{8t HSRP FAE
2 oI5 oF & LIC.

tamer (enable) show cam 00-00-0c-07-ac-0c
* = Static Entry. + = Permanent Entry. # = System Entry. R = Router Entry.
X = Port Security Entry

VLAN Dest MAC/Route Des [COs] Destination Ports or VCS / [Protocol Typel

12 00-00-0c-07-ac-0c R# 15/1
Total Matching CAM Entries Displayed = 1
tamer (enable)

tamer (enable) show cam 00-00-0c-07-ac-0b
* = Static Entry. + = Permanent Entry. # = System Entry. R = Router Entry.
X = Port Security Entry

VLAN Dest MAC/Route Des [COs] Destination Ports or VCS / [Protocol Typel]

11 00-00-0c-07-ac-0b R# 16/1
Total Matching CAM Entries Displayed = 1
tamer (enable)

show mis entry B A



tamer (enable) show mls entry
Destination-IP Source-IP Prot DstPrt SrcPrt Destination-MAC Vlan EDst

MSFC 11.1.1.2 (Module 15):

11.1.1.1 12.1.1.1 ICMP - - 00-00-0c-09-50-66 11 ARPA
MSFC 10.200.11.121 (Module 16):
12.1.1.1 11.1.1.1 ICMP - - 00-10-7b-3b-af-3b 12 ARPA

ESrc DPort Sport Stat-Pkts Stat-Bytes Uptime Age

ARPA 7/3 7/4 4 400 00:00:03 00:00:03
ARPA 7/4 7/3 4 400 00:00:04 00:00:03
Destination-IPX Destination-MAC Vlan EDst ESrc Port Stat-Pkts

Stat-Bytes Uptime Age

MSFC 11.1.1.2 (Module 15):
MSFC 10.200.11.121 (Module 16):

- O|XM| = 7H2| HtZ 7t7| E|o|= 0| l&LIC.stLtE & Hmi MSFCoi| ofsf & E E= <0 Cf

gt 0|1 OHE St 5 Ml MSFCof| 2ofsl MdE E2 <0 chgt ZALICt

. HSRP =AE 7|2 HOIEQO|Z AIE o+04 TEE F PC2 11.1.1.11 12.1.1.1 AFO|0] pingS
£85I H AL x|0lA VLAN 122 E0{2= 12.1.1.1~11.1.1.1 TZ!0| &€& 152| MSFCO{|A{ H}
2 Q4Z4L| T (VLAN 1201 CHEH &4 HSRP E+%E+0|E§) &2 159| MSFCOHA-I CHAH

11.1.1.10{ CHEt HEE 747|7 dELICH 11.1.1.100M 12.1.1.17H X[ 2] THZ]of| CHEt
£ CHE & MSFCOilM dER&LICH &% 1601 A&LICH

£l sE B&
-ERRARS

297 MNEIR| 2 H O+ EREAT TS ASELIL

HFE 7t7|

. IHH}O|X{ A ZI0|A show mis BES A I 2E o4 MAC =471 & E MSFCE &
= A&LPCiE ol "ofel B EP% CHAHZ |E°*L—|EP CHE O "OH—I "Ol 42 MSFC7}
ROMmon 2ZE0|AM THE|X| et = K| & QIEFLICHshow mis status BE S A& 35104 MSFCO|
M MLS7t &8t |o] A=X| ElgfLct.

. show cam &S A&sl [ MSFCL| MAC A7} EAIELITMEIRE H E&52o=2 EAIEL
THR#)?

- MLSE H|gtd3slstE 7|62 MSFCO| 75t K| At =X =HQIFLICH A" S AT EQ0] H
Hoi CHEt B2E2|lA HEE ?:'.'Eow# MLSO| FE2 & 5= UE 7|52 FHIFLICEA B AHE O

ofl= oteh ZEof Lot A&LIctIP EHE BE A|Et
. =0 HEE 77|04 M ﬂa|5|h CHAl AZEQ0] X212 QFS
=X| =OIErL|CHAIAMEE LIE2 IOS ACLL| SHERN0{ B AT ES
<o LP°"E| DE EEg dmE IQLP o{™5| EM7I U= B MSFC7
MEE|D =X =elE I—IEP

(@]
-,
r
ol
he
rlo

=
__

AZIof A

. E=20| ASSHM AXE £+ USLICHEZEZ R E|0|22 AXStE E 7HK| 758 el i1t
d&LctEz E- == flo]o 3 2 H%: MSFC°| ARP FHA| 843 AL 4= HI O X


http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/catos/8.x/configuration/guide/acc_list.html#wp1039120

flowmask7t A E|A& LICH O & VLANO| AFA|E LICHVLAN QIE{H 0| A7 MSFCOA SZE &
A[A&Lct.

- StEQ0 HIE 7+7| CHAl A Z E Qo Z=(THZ! 0| MSFCofl =& &hof CHEr 7|Et o|Roll= Ct
20| Z&E £ &LUchiP M0 MY E fZITTLO| 120t B Lt 22 i lL|ch =™
E3laHof t= T LICH.

. Z|CH 128Ke| EERE 7HE = UKX|EH SHA ST E2[E0| ASELICLI2K EERE Z0E B2
, Al B=0| Ydstod AL EQo{7} THZIE EIREE = UELICLEER I LF B2 K2
WXlote Y2 MLS EE0] CHaH tHE ofo|&E Fot= JLIch

- IP, IPX & |IP HE|FHAE | CH A= MLSEH AL E = U &LICHCHE 8ol Eaf=/(o:
AppleTalk)0| U= B2, g EcHES A ZEQ 0] BtRE LI MSFCO| CPU 2|1 E&=
MSFC2| It 3t miZ!o| welieh = U&LICH.

XHE =2 1P MLS U IPXMLSE 7|2XMo = #4350 UX[EHIP HEFHAE MLSE 7|2
Mo 2 gdstr|o] UX| t&LICHIP HEFHAEE AME5tE 42 ZI|azolM 7+0|=0d M
XEE o2 ':"'E|9Hﬁ501| CHaH MLSE & 4dstatiofF &t
& 11: Catalyst 6500/6000 Series &2 x|2] TCN(Spanning Tree Topology | Change Notification) &=
£ Zei¥® ZEZ Ql&l Catalyst 5000 AL x|2| MLSS} OFEH7HX|2 MLS £22 <2 Ef|0|£0| K| X|X|
ef&Lct.

IP Accounting®il A MLS E2{Z| A2

Cisco Catalyst 6500 Series0ll Al MLS(Multiple Layer Switching)& Z2Z2< 7} MHE|H EC|= 0|
PFC(tEH0] ARNMIM Y AEE|T MSFCHM MEIZ|X| gt 2 X|&201 HH &HE|7t
—?'—-’—".-E*L—lEP.%“SSPﬂ Z2IPO{FIREHM M E2Q EE ZZMA TE ZE2X(AZEY o HME
Bt Z|E £, &{X[04 EI|0|E4|:H|0|é01| &S0l U=E WIFKIBH Z|FELICHIGERA o2HEt E3HEo
MIPo{7IRElg &3l 6tH LetXo Z o|F A MIAIX|ZF EAIELICH

6500 (config) #int fa8/40
6500 (config-if) #ip accounting
Accounting will exclude mls traffic when mls is enabled.

NetFlow 047} 2&l0| 7|& g lL|Cl NetFlow0d| CHEF RHA[EH LIE 2 NetFlow A& XS4 A|
(@]

interface-full FlowmaskE® A& £ ei& L.

C6500#mls flow ip interface-full
% Unable to configure flow mask for ip protocol: interface-full. Reset
to the default flow mask type: none

show fm file flowmask detail HE S ASt T NAT7} MR = K| & 2ISH Intf Full Flow
mask & AL gFL|C}.

C6500#show fm fie flowmask detail
!-—- Part of the output not shown Primary Flowmasks registered by Features -----—--—-——-——--—————————

——————— t------—--------------———4------------------ --- Feature Flowmask Flowmask Status -------
————————————————————— e ——_ IP_ACCESS_INGRESS Intf
Full Flow Disabled/Unused IP_ACCESS_EGRESS Intf Full Flow Disabled/Unused NAT INGRESS Intf Full
Flow Enabled NAT_EGRESS Intf Full Flow Enabled !--- Remaining part of the output not shown

NATOIA Intf Full Flow OFA 3 £ Ab& 8t 1 Netflowoll CH3H interface-fullg T35t &
flowmask EE0| o2z 2X|7F gAEHL|CI Netflow statES AFE3lE2iE 3 Netflow EIF*EL AL


http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/netflow.html

21 S =5HK| &L= interface-destination-source(mls flow ip interface-destination-source B&)&
AEE £ JU&LICt
NDE= ZE EER7I SUE EER 023 2 MMEICIT 7PHELICH OIS MEte = el 5=
St= ER2 0tA37 ERd 5 7|50M= NDEE &8st = & LIch 8 7R A&l AL
gl= St=R01 7t NATRILICH.NDE & =901 7145 NATE & = HHEFA{ L|CH.
Ct2 O|HIE & &tLt7} A5t NDEZF Ao gfLct.

=+5$1|01 7t NATZF & -dsHELiC

fIRxIM EE2R O0tA&3 71 S=st= 7150 F 71 ol FHEIR&LICH

HFEHE NDE7} ’S%L*OE THE|H NAT7L SHEQO{0|M 2 SSHES 7 HE = o 58 Ot

C =
327 ME0| SEste F /X CHE 7Is2 2RI0M FHE = uﬁ"I—IEP.

el HE

. 1P HE[|o]o{ A& £X| sHA

- Supervisor Engine 2 %! Running CatOS System Software® Al 3}04 Catalyst 6500/6000
Series 29|X|0| M CEFE Z&3t= RUIMAE P 2t2E 24 sHAE

. Catalyst 50000 M IP &HE|gj|0o]o{ A& 7o

. 7|1 X % £M - Cisco Systems
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