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Switch(config-if) #switchport voice wvlan ?
<1-4094> Vlan for voice traffic
dotlp Priority tagged on PVID
none Do not tell telephone about voice vlan
untagged Untagged on PVID
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Switch#configure terminal

Switch(config) #interface fastethernet 2/5

Switch(config-if) #switchport mode access

Switch(config-if) #Switchport access vlan 10

Switch(config-if) #switchport voice wvlan 20

!--—- Configures the IP phone to transmit voice traffic

in !--- 802.1Q frames tagged with voice VLAN ID 20. end
& 3: 7960/40 TEH7 |0 M PC He| 7SS HIgEse = gLt
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AQR|OIM MBE £ U 7|18 M2 AH|IE 2™ show power inline B2 A&ELICH

Switch#show power inline consumption default
Default PD consumption : 15400 mw

7E2Mo2 ZE é-?—lil ZEE XPEOE PoE C|HIO|AE EX|5lD MHS SZSTE FHEL
Cth.ZEQ| Ty Qletel AI|as|o|MH A EHE EE{H CFS show power inline &S A& g LICH.

Switch#show power inline FastEthernet 2/5

Interface Admin Oper Power Device Class Max
(Watts)
Fa2/5 auto on 7.0 IP Phone 7960 n/a 15.4

!--- You can see the Admin status as auto. This is the default configuration.
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Switch(config-if) #power inline ?

auto Automatically detect and power inline devices
consumption Configure the inline device consumption
never Never apply inline power

static High priority inline power interface
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Switch#configure terminal
Switchj (config) #interface fastethernet 2/5
Switch(config-if) #power inline auto

!--- Configures inline power support on fast Ethernet
port 2/5.
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auto qos Y2 AT £ @7 ArEol 2t QoS LT 2|o|ME HEE £ U&LICt.asd Lt Ol
THEE|X| e & LICtauto qos voice BEO| A E = U= SM2 047[0| ] &hele = l&LCt
Switch(config-if) #auto gos voip ?

cisco-phone Trust the QoS marking of Cisco IP Phone

cisco-softphone Trust the QoS marking of Cisco IP SoftPhone
trust Trust the DSCP/CoS marking

IOSE A 3= Catalyst 22]%[0l] CHE XIS QoS 7+

Switch#configure terminal

Switch(config) #interface fastethernet 2/5
Switch(config-if) #auto gos voip cisco-phone

!-—-—- Configures the port to trust the CoS labels !--- in

the incoming packets and configures the !--- traffic-
shaping parameters.

auto qos BH FE2 I E Catalyst 22X SYUSHX|EH, XS QoSE S5l Catalyst 22{X[0f
ML= QoS 7:’_‘|JL|JE'||O|A=|° Catalyst & IKIEPE CHELICH.

20[0{ 2 22T 0ol QoS T4

SM EP|ZIOl E-HT 23 E S5l AQXIE EstiH EZHT TEO|AM QoS OH7/HEHLE A5
of gFLIC}.0| Z22 auto qos voip cisco-phone & CHAl auto qos voip trust H2d& Aldtis ok efLict
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Switch#configure terminal

Switch(config) #interface gigabitethernet 1/1
Switch(config-if) #auto gos voip trust

!--- Configures the port to trust the CoS labels !--- in

the incoming packets and configures the !--- traffic-
shaping parameters.

2|0]o{ 3 &30l QoS T4
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Switch#configure terminal
Switch(config) #interface gigabitethernet 1/1

Switch(config-if) #auto gos voip trust

!--- Configures the port to trust the CoS labels !--- in
the incoming packets and configures the !--- traffic-
shaping parameters. Switch(config-if)#mls gos trust dscp

!--- Configures the port to trust the DSCP labels !---
in the incoming packets. This command is for !---
Catalyst 3560/3750/6500 Switches. or Switch(config-
if) #gos trust dscp

!--- Configures the port to trust the DSCP labels !---
in the incoming packets. This command is for !---
Catalyst 4500 Switches.
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portfast/bpduguard 2! auto qos voip cisco-phoneL 2 L EE T/ d§LICt.

. cisco-switch - O| {22 &= HM|A AQ|x|0|M C|AEE|HM T0]0] AQX|E2 IZAL|lE Y23
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&1 ol A2QIX|= CFE F 7IX| €2 3 2 & X[ gL

- Smartport ({22 - O] OHZ 20| CH3H HBEELICE ALAE LHE 2 Smartports (I 2 724 S FF
_75_3|.AIA|O
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AE 7tset Il 2 & E24H 0] show BES AlgfLICt.

Switch#show parser macro brief
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default global : cisco-global
default interface: cisco-desktop
default interface: cisco-phone
default interface: cisco-switch
default interface: cisco-router
default interface: cisco-wireless

O| show S Aldislo DA 2o AT BIEE FL|C}.

Switch#show parser macro name cisco-phone
# Cisco IP phone + desktop template
# macro keywords Saccess_vlan S$voice_vlan

# VoIP enabled interface - Enable data VLAN

# and voice VLAN

# Recommended value for access vlan should not be 1
switchport access vlan $access_vlan

switchport mode access

# Update the Voice VLAN value which should be

# different from data VLAN

# Recommended value for voice vlan should not be 1
switchport voice vlan $voice_vlan

# Enable port security limiting port to a 2 MAC
# addressess -- One for desktop on data vlan and
# one for phone on voice vlan

switchport port-security

switchport port-security maximum 2

# Ensure port-security age is greater than one minute
# and use inactivity timer

switchport port-security violation restrict
switchport port-security aging time 2

switchport port-security aging type inactivity

# Enable auto-gos to extend trust to attached Cisco phone
auto gos voip cisco-phone

# Configure port as an edge network port
spanning-tree portfast
spanning-tree bpduguard enable

CHS ool A= IP Phone 30| M AR%x| ZE Q| ZAT|ae|o|ME Eo{FLICt.

0|2 HolEl ola 28 Al8sto] 29X 714

Switch#configure terminal

Switch(config) #interface gigabitethernet 2/5

Switch(config-if) #macro apply $access_vlan 10
$voice_vlan 20

!--- Configures the access port to connect the IP phone.
!--- The PC connects to the IP phone. It configures the
port that !--- belongs to access VLAN 10 and voice VLAN
20. It also configures !--- auto gos voip cisco-phone.
Switch(config-if) #exit




Switch(config)#interface gigabitethernet 1/1

Switch(config-if) #macro apply cisco-switch $native_vlan
10

!--—- Configures the uplink port as dotlg trunk port !---
with native VLAN 10. It also configures auto gos voip
trust.

Cisco IOSE A&st= AL_X[0AM IR o|MH0| MCHZ s 5t=X| & Q524 O show
interface WHE A™ELICH.

Switch#show interface fastethernet 2/5 switchport

Name:Fa2/5

Switchport: Enabled

Administrative Mode: static access

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 10 (VLANOO10)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: 20 (VLAN0020)

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANS: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Appliance trust: none

Output Interpreter TF(SSE T2 ) (OIT)E S show HHES X|HELICLOITE AFE5H0q
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