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- STP(Spanning Tree Protocol)
- EIRE ZREE
- CDP(Cisco Discovery Protocol)
- PAgP(Port Aggregation Protocol)
- VTP(VLAN Trunk Protocol)

- DTP(Dynamic Trunking Protocol)
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E 1 - Catalyst 4500 CH7 | M

0: ESMP

1: Control

2: Host Learning
3=5: L3 Forwarding

9—10: L3 Rx (Telnet/SNMP)
15: MTU Fail/Invalid

CH7 | &
718 7 ol8 ch7] E9 T
0 e 2IQl 7t ASIC = VIEF A 24 #E|I8
ESMTP! miZ/(LH & 22| mHZ))
] " L2 ZAEE 82l ZiZ!(o: STP, CDP, PAgP,
LACP2 £ &= UDLDS)
e L2 Z2IY HO|E2 75 35t7| fI5 CPU SALHE!
2 =2EHE of & o _/I\_éMAC AT Q= my
2 P Az EQ|ofol|l M ME S0l 3t THZ(0d: GRE4E{E)
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0{0il M X|RE|X| tE Z2EZE2 CPUN &
2| x| Euct.
- ARP 2H 2 8
6.7.8 L2 FvZfIOA_I*mI ,L2 Fwd =32/87H12 . A9 Sy[6/L3 OIE{T|0| A Q| CHAF MAC AT} 9l=
Fwd X& mZle ctem 22 o|RE StEQofol M WS Bt
2 4 gl de =zl
- IP 3 2M
orE2 E TTLY
. H| ARPA &3}
L3 AEE Z2i2 EBiZ(M: CPU IP AR &3t
9, 10 L3 Rx £83, L3 Rx %8 EIRE Z2EZ) of Alof= &Y, SNMP & SSHE0|
ZEELICH
11 RPF_ Ay RPFO ZiAbol Almjat HE|FjA E MREHE,




DHCP10 A%=E S% ARP AM & IGMPTT A%

v |
12 ACL Fwd(AFE) I 7|50 XElEle 3!

EZ ACLL| HE E= Yol et B2 o=
oIl AKX El IZ! EE = logkeyword 2 ACE 201 =&
st miZ! ol248t WZloll= ICMP =5 271 HIAIX|7}
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Hot ACLS @I8t TCAM™3T ZH2 F7} ACL SHES
0 2|&A7H B EF5t0{ CPUN HEE T{Z!

=24 QIE{H|0|A MTU 37|7t THZ! A2 7|ECt &fo}
ZpjaHE5}6H0F 5t T3

13 ACL 21, 94 27}

14 ACL SW %2

15 MTU Alof/ERE

TESMTP = ZICHt gt Z 2 EZE Ql&LCt,

2| ACP = Link Aggregation Control Protocol.

SARP = Address Resolution Protocol.
63Vl = ARQ|R|E JHAF QIE{H|O|A.
’TTL = Time to Live.

83SSH = Secure Shell Protocol.

9RPF = «ddlsF 742 xCt

R[S T = L=
10DHCP = Dynamic Host Configuration Protocol &/L|C}.
MGMP = QB! O & el Z2EE.
12ACE = HM|A KMo &=
13TCAM = TCAM(ternary content addressable memory)
Olz{et CH7|¥ e HE of CH7| Lt

* L2 Fwd HighestL3 Fwd Highest

* L2 Fwd High/MediumorL3 Fwd High/Medium

* L2 Fwd 8l8HL3 Fwd 8l8

* L3 Rx £3L3 Rx #3

IHZ!2 IP ToS(Type of Service)2| At¥3}El DSCP(Differentiated Services Code Point) 2t 2! QoS
dlo|E2 7|ZE2 2 o|z{et CH7 (ol CHZ|ELICH o|§ 04, DSCP7I 6321 THZ!2 L3 Fud
Highestqueueol CHZ[EILIC}. O] 1671 CHZ |G 0| CHaH =41 & &FX[El THZ!E thehow platform cpu



packet statistics allcommand2| £2§0i| M =2 = A &LICt. o] BHo{e| E22 o< ZLICt. 00] of
Ll O|HIERH E A|5t2{T theshow platform cpu packet statistics 232 Al L—|EP EHKﬂ HHo{=
show platform cpuport @230{/L|C}. Cisco 10S Software Release 12.1(11)EW E& O|™ KT
Al#5H= Z<0 2 show platform cpuport B-E AFEEFLICH O] H&o{= 0|F E-I Olé* INE=TIPN
of&LICh 2Lt o] o™ B2 Cisco I0S Software Release 12.2(20)EWA 0| H{Z19] Cisco
|OS Software Release0| A how tech-supportcommand2| L& A& LICH

£ 311733524 theshow platform cpu packet statistics WS AFS & LIC.

<tfroot>
Switch#

show pl atform cpu packet statistics all

!I-—-- Qutput suppressed.
Total packet queues 16

Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 0 0 0 0 0
Control 48 0 0 0 0
Host Learning 0 0 0 0 0
L3 Fwd High 0 0 0 0 0
L3 Fwd Medium 0 0 0 0 0
L3 Fwd Low 0 0 0 0 0
L2 Fwd High 0 0 0 0 0
L2 Fwd Medium 0 0 0 0 0
L2 Fwd Low 0 0 0 0 0
L3 Rx High 0 0 0 0 0
L3 Rx Low 0 0 0 0 0
RPF Failure 0 0 0 0 0
ACL fwd(snooping) 0 0 0 0 0
ACL log, unreach 0 0 0 0 0
ACL sw processing 0 0 0 0 0
MTU Fail/Invalid 0 0 0 0 0

Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 0 0 0 0 0
Control 0 0 0 0 0
Host Learning 0 0 0 0 0
L3 Fwd High 0 0 0 0 0
L3 Fwd Medium 0 0 0 0 0
L3 Fwd Low 0 0 0 0 0
L2 Fwd High 0 0 0 0 0
L2 Fwd Medium 0 0 0 0 0
L2 Fwd Low 0 0 0 0 0
L3 Rx High 0 0 0 0 0
L3 Rx Low 0 0 0 0 0
RPF Failure 0 0 0 0 0
ACL fwd(snooping) 0 0 0 0 0
ACL log, unreach 0 0 0 0 0
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ACL sw processing
MTU Fail/Invalid 0 0 0 0 0
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H ER4EHAHE
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A5 5EA 2 o|SEfLICh

5tof CPUO| =25t= ESi=lE 245104 CPUO

A&LICH

NS HEsH|C}.


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#tools
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#tools
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#tools
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#trouble
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#trouble
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#trouble
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#trouble

RE AL Cisco 7| X[ 225t AL,

CPU AFEZ H[O|AEtR!

S A | A= duasold Y HERI dHEE /I8t 22Xl CPU AP%%% m}of &t =
ZdQlL|C}. Catalyst 4500 AL|%|0] M CPU AFE E & Al35124™ show processes cpu HEE AL
FLICH HERZ ™o F8E FItetHU HESIZ Eci= m{E o] HE = et 7|2 CPU A
EEEE2 XISHMoE YHo|ESfoF & = J&LICLOZ 2= 0| 27 AHE S LIEHHLCH

Che e 2txi5| 22l Catalyst 4507ROIM Z Q& LICH K4k AEf CPUE o 32~38%0|0H, O]
AL|X|of CHEr 2E| 7158 st ol 2R ELICH

<#root>

Switch#

show processes cpu

CPU utilization for five seconds: 38% 1% one nminute: 32% five mnutes: 32%

PID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 0 63 0 0.00% 0.00% 0.00% O Chunk Manager
2 60 50074 1 0.00% 0.00% 0.00% O Load Meter
3 0 1 0 0.00% 0.00% 0.00% O Deferred Events

!--- Output suppressed.

27 524 250268 2 0.00% 0.00% 0.00% O TTY Background
28 816 254843 3 0.00% 0.00% 0.00% O Per-Second Jobs
29 101100 5053 20007 0.00% 0.01% 0.00% O Per-minute Jobs
30 26057260 26720902 975 12.07% 11.41% 11.36% 0O Cat4k Mgmt Hi Pri
31 19482908 29413060 662 24.07% 19.32% 19. 20% O Cat4k Mgmt LoPri
32 4468 162748 27 0.00% 0.00% 0.00% O Galios Reschedul
33 0 1 0 0.00% 0.00% 0.00% 0 Cisco IOS ACL Helper
34 0 2 0 0.00% 0.00% 0.00% 0 NAM Manager

5% CPU MEE2 CISo 20| EAIELICH

X%/ Y%

x%= & CPU AL E 2 LIEHN T andy% = QIEEHE 2ol M A8 E CPUE LtEFL|CE.
Catalyst 4500 A 2|x|2| EXME HZEE = & CPU AFSE0|BF EFSHMAIL.

Catalyst 4500 2 2|x|2| show processes cpu E230{ 0|5}
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O| show processes cpu £E232 2 CPUE AFS oh_ 5 7tX| =2 M|A, & Catdk Mgmt

Hi PriandCat 4k Mynt LoPri 7t Q&LICH O] & ZZMAE Catalyst 45000 M B4 &2 7|5 &35t
= 0qg{ ESHEYE T 2 MAE A ELICEH o|g{st iEkIIﬁE HEE Ed¢lot Az EQo{ ™EH £
= AM2l7t 28 dlole mZle Melguo

Cat4k Mgmt Hi Pri andCat 4k Myt LoPri HHAEO|A O{fH ESHEY T 2 M|A T} CPUE AHESH=X|
£ 015t24™ show platform healthcommandE A& ErL|C}.

Zt ZEHEHE] I 2 M| A= CPUS| CHAHO|A AF2E 0| S LICH SHE Z2MATFCHA LYo 9l
= Mt 22 4 UM ZEMAE HRTLICEH Ol2{8t =2 M| A0 A cpucommand

E22 Catak B2l H pri 0lM AIRES AlMe L ZENAT SE/Y ASES ZH6HH MLt

2 Arsto M Z 2 M|ATF A™ELICE 0|28 Z 2 MA0|A cpucommand £232 Catak mynt

LoPri Of| @2 7} Al B2 AMELICE ThisCatak Mynt LoPriis= BB E T2 MA 2 J|E &2 /M

=2 TZMAO: Lzt AAF L 17| CIE{m|o|A FIR2E)E AEstE ool AFEELICH 0| | 7H

LIES S5 CPUE ERdst AR =2 M= Z2MAE AM™E £ o, Hof UeE 5 CPU
F7 e 2 M= Z2EHAM AARELICH SE CPUAEES AYSE ZH5H7HLE Al’oE——l

L2 ? 20
UMM ZE2 ZAL EHE EXME LEHUX] et& Lt

<{froot>
Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poll 1.00
0.02
2 1 100 500 0
0 0
1:09
GalChassisVp-review 3.00
0.29
10 3 100 500 0
0 0
11:15
S2w-JobEventSchedule 10.00
0.32
10 7 100 500 0
0 0
10:14

Stub-JobEventSchedul 10.00

12. 09

10 6 100 500 14



13 9

396:35
StatValueMan Update
0.22

1 0 100
0 0

6:28
Pim-review
0. 00

1 0 100
0 0

0:22
Ebm-host-review
0. 00

8 0 100
0 0

0:05
Ebm-port-review
0. 00

1 0 100
0 0

0:01
Protocol-aging-revie
0. 00

2 0 100
0 0

0:00
Acl-Flattener e
0. 00

10 0 100
0 0

0:00
KxAc1PathMan create/
0. 00

10 5 100
0 0
0:39

KxAcTPathMan update

0.00

500

500

500

500

500

500

500

2.

.00

.10

.00

.10

.20

.00

.00

00



10 0 100
0 0
0:00
KxAc1PathMan reprogr
0. 00
2 0 100
0 0
0:00
TagMan-RecreateMtegR
0. 00
10 0 100
0 0
0:00
K2CpuMan Review
10. 19
30 28 100
13 9
397:11
K2AccelPacketMan: Tx
2.20
20 0 100
2 1
82:06
K2AccelPacketMan: Au
0. 00
0 0 100
0 0
0:00
K2Ac1Man-taggedFlatA
0. 00
10 0 100
0 0
0:00
K2Ac1CamMan stale en
0. 00
10 0 100
0 0
0:00

K2Ac1CamMan hw stats

500

500

500

30.

500

10.

500

500

500

500

.00

.00

00

00

.10

.00

.00

.00

14



1.04

10 5 100
1 0
39:36
K2Ac1CamMan kx stats
0. 00
10 5 100
0 0
13:40
K2Ac1CamMan Audit re
0. 00
10 5 100
0 0
13:10
K2Ac1PolicerTableMan
0. 00
10 1 100
0 0
0:38
K2L2 Address Table R
0. 00
12 5 100
0 0
0:00
K2L2 New Static Addr
0. 00
10 1 100
0 0
0:00
K2L2 New Multicast A
0. 00
10 5 100
0 0
0:01
K2L2 Dynamic Address
0. 00
10 0 100
0 0

0:00

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.00



K2L2 Vlan Table Revi 2.00

0. 00
12 9 100 500
0 0
0:01
K2 L2 Destination Ca 2.00
0. 00
10 0 100 500
0 0
0:00
K2PortMan Review 2.00
0.72
15 11 100 500
1 0
37:22
Gigaport65535 Review 0.40
0. 07
4 2 100 500
0 0
3:38
Gigaport65535 Review 0.40
0.08
4 2 100 500
0 0
3:39
K2Fib cam usage revi 2.00
0. 00
15 0 100 500
0 0
0:00
K2Fib IrmFib Review 2.00
0. 00
15 0 100 500
0 0
0:00
K2Fib Vrf Default Ro  2.00
0. 00
15 0 100 500



0:00
K2Fib AdjRepop Revie

0. 00
15 0 100
0 0
0:00
K2Fib Vrf Unpunt Rev
0.01
15 0 100
0 0
0:23
K2Fib Consistency Ch
0. 00
5 2 100
0 0
29:25
K2FibAdjMan Stats Re
0.30
10 4 100
0 0
6:21
K2FibAdjMan Host Mov
0. 00
10 4 100
0 0
0:00
K2FibAdjMan Adj Chan
0. 00
10 0 100
0 0
0:00
K2FibMulticast Signa
0.01
10 2 100
0 0
2:04

K2FibMulticast Entry

0.00

10 7 100

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.00

.00



0 0

0:00
K2FibMulticast Irm M
0. 00

10 7 100
0 0

0:00
K2FibFastDropMan Rev
0. 00

7 0 100
0 0

0:00
K2FibPbr route map r
0. 06

20 5 100
0 0

16:42
K2FibPbr flat acl pr
0. 07

20 2 100
0 0

3:24
K2FibPbr consolidati
0.01

10 0 100
0 0

0:24
K2FibPerVlanPuntMan
0. 00

15 4 100
0 0

0:00
K2FibFlowCache flow
0.01

10 0 100
0 0
0:23

K2FibFlowCache flow

0.00

2.

500

500

500

500

500

500

500

00

.00

.00

.00

.00

.00

.00

.00



10 0 100
0 0
0:00
K2FibFlowCache adj r
0.01
10 0 100
0 0
0:20
K2FibFlowCache flow
0. 00
10 0 100
0 0
0:06
K2MetStatsMan Review
0.14
5 2 100
0 0
23:40
K2FibMulticast MET S
0. 00
10 0 100
0 0
0:00
K2QosDb1Man Rate DBL
0.12
7 0 100
0 0
4:52
IrmFibThrottler Thro
0.01
7 0 100
0 0
0:21
K2 VlanStatsMan Revi
1.46
15 7 100
2 1
64:44

K2 Packet Memory Dia

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.00

.00



0.00

15 8 100
1 1
45:46
K2 L2 Aging Table Re
0.12
20 3 100
0 0
7:22
RkiosPortMan Port Re
0.73
12 7 100
1 1
52:36
Rkios Module State R
0.02
40 1 100
0 0
1:28
Rkios Online Diag Re
0.02
40 0 100
0 0
1:15
RkiosIpPbr IrmPort R
0.02
10 3 100
0 0
2:44
RkiosAc1Man Review
0. 06
30 0 100
0 0
2:35
MatMan Review
0. 00
4 0 100
0 0

0:00

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.50



Slot 3 ILC

0.00

10

0

0:00

Slot 3 ILC

0.00

10

0

0:00

Slot 4 ILC

0.00

10

0

0:00

Slot 4 ILC

0.00

10

0

0:00

Slot 5 ILC

0.00

10

0

0:00

Slot 5 ILC

0.00

10

0

0:00

Slot 6 ILC

0.00

10

0

0:00

Slot 6 ILC

0.00

10

Manager R

0 100

S2wMan Re

0 100

Manager R

0 100

S2wMan Re

0 100

Manager R

0 100

S2wMan Re

0 100

Manager R

0 100

S2wMan Re

0 100

3.

500

500

500

500

500

500

500

500

00

.00

.00

.00

.00

.00

.00

.00



0:00
STot 7 ILC Manager R 3.00

0.00
10 0 100 500 0
0 0
0:00
Slot 7 ILC S2wMan Re  3.00
0.00
10 0 100 500 0
0 0
0:00
EthHoleLinecardMan(1l 1.66
0. 04
10 0 100 500 0
0 0
1:18
EthHolelLinecardMan(2 1.66
0.02
10 0 100 500 0
0 0
1:18
EthHolelLinecardMan(6 1.66
0.17
10 6 100 500 0
0 0
6:38
%CPU Totals 212.80
35. 63

Catalyst 4500 & 2|%|2| show platform health 232304 0O|3H

S = .
CPU AIS E& EB{E#TsE{H £332] ucpu actual 20| M O =2 AHE R &LICH EBH12 &
%CPUcolumn 17§ B0l M siiE Z2MA S| CPU AEFH S HQlsted™ sl el LEZ S dnstor
gLCH Zof et Z2MATE HAHS R [T X0 EE5HX[E 2ES e CPUE | X|AIZIX| &t
£ 327t U&LICH HAHMSZE E2 CPUMEE 3 YR tESo ZE2EiY EE =
Y %|x3} Sof LAl LICt 0o|§ S01, TCAMOIM T2 ACLE st=Hod Z2a2flst= St
CPU AIEE 252 d& U



0| MM 9| how platform healthcommand & 2301/ Catalyst 4500 A 9| x| 2| show processes cpu
Command& 0|oH 5™ Stub-JobEventScheduland t hek2cpuvan Reviewprocesses= O] B2 9]
CPU AIO|2 & A EFLICH E 20{ME 0|248t how platformhealthcommand £210f LIEILIE 2 &
ZaE _\.LEA-”/\O-" CHel & 7tX| 7|2 HE & M3 &L

E 2 - show platform health FZE0o{o| ZSHEH T 2 M[A0f CHEH HH

ZSiEY T 2 M|A O|F A
PiLm review MAI/2HR] 7tE ATEH 22
Ebm ol =22|x| ZE(of: of 0|& U 2 LIE{Z)

Acl - Fl at t ener [K2Acl Man ACL 8 T 2 j|A

KxAcl Pat hMan -
ACL M Ef 2| L X E4
Pat hTagMan- Revi ew

Eaes E°|01 TLH?J MY S s™8sts Z2MA Ol Z2MAZ 215 CPU
K2CpuMan Revi ew A8E 0| =2 Z2 how platform cpu packet statistics W2 AL 5104
CPU01| S A gfLICH

CPUOIM ELHE T

&7 Aol WA AT &= HEsf

rr

—
K2Accel Packet Man

2ol
K2Acl Camvan QoS X Hot 7|52 2lsH &3 & &3 TCAM SHESo{ #E|
K2Acl Pol i cer Tabl eNan U L E3 EEIM &L
Lo Catalyst 4500 Cisco 10S &~ Z E 9019 L2 TE 39 AIARS LB
LI ol2st ZZ MAE CHYSt L2 Efo|E 9] -erI B8 gt
K2Por t Man Revi ew CtYet ZE A Z 2721 7[5 &E|
K2Fi b FIBT 2|
K2Fi bFl owCache PBRZ FHA| 2|
K2Fi bAdj Man FIB @14 Efo|g &2
K2Fi bMul ti cast HE|FHAE FIB &5 &
K2Met St at sMan Revi ew MET3 S| Z&l
K2QosDbl Man Revi ew QoS DBL4 #&l
I'rnFi bThrotler Thro IPotRE 2E
K2 L2 Aging Table Re L2 o|0|& 7|5 &l
Gal Chassi sVp-r evi ew MA| AE} 2LIE{Z
S2w- JobEvent Schedul e EtOl 7tE MEE ZLIE{RISHY| {3 S2w? =2 E 8 Helgct
St ub- JobEvent Schedul Stub ASIC 7|8t 2tel 7= EI—IE-IE' URXE=
Rki osPor t Man Port Re ZE dEf ZLEHE YRR E
Rki os Mbdul e State R 2tel 7= 2LIEE & |X I_‘?’_—r
Et hHol eLi necar dVan Zt 21l 7H=0i M GBICE & 2|

TFIB = ME M2 O|o|E{H| 0| A


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t2

2PBR = HH 7|gt 2t E
SMET = HE|FHA E &H&F E|o|2

4DBL = S {1 |8t

6GBIC = 7|7}H|E QIE{H|0|A ZAH{E.

QHI™O| =2 CPU AI2E 2AX| sl|l&4

O MMoj|MHE Catalyst 4500 A2|%|| H 7} X| LLHXOl =2 CPU AFEE 2X|E CHELICH
IZZMNA et IiZIo 2 QI8 =2 CPU AIS E

CPU AFEE 0| ﬁ—f% UHIX401 0|} & SlLEE Catalyst 4500 CPUZF AZ E Qo MY mfZ! == A
o THZIo| WZ! Z2MAR AHS F0|7| IHEQJLICH AZEQ o] ME {3/ 9| 0 2= BPDUSt 22
IPX EE& Ao miZ!0| Rl&LICt olef8t iZ! & M 71 Yo 2 CPUR & ELICH gLt
X&MozZ a2 0| mfZlo] )l B Hu|adold @7 == HELRT O/HEE LIEHE £

*I—IEP *MElE flall WZlE CPuz MEst= O|HIES| QIS AlEstiof FLICH O[2E AlEE &
s £2 CPU AL E EX|E CIHZE + U&LICH

Ji

ol el o2 Z &L

Zz M M mZle 2 QI8 CPU AHE E0| ZoIX|E Ut

- ICMP 2C|EM, 525t QIE{H0|A A THZ! EIRE]

« IPX = AppleTalk 2t &

F

O
o
>

ﬁ

AE

HL
Qo

ACLZ 2[¢t stEQ{0] ElAA EF(TCAM)

« ACLZ| Thelogkeyword

- Bllojo{2 MEF £ 2

I{Z!0| CPUR ZTetkl= CHE o] e Ch31t Z&Lict
- MTU Ze{aHEO|M - IHZ! A2 9| 2 E QIE{H[o|A 0 SYE MTUZt K] & elghLct.
- MHE|X| 2t TCP Z2ia7t & ACL
« IP HHX 6(IPv6) IR E - AZEQ|0{ AT BEE S5 T X|HELICH
« GRE —AZEQ|o{ A9E A2 & SHACH X|HELICH

Uy E

rr
M3

2 2l 2E{ ACL(RACL)S| EEH= HE


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#stp
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I
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Catalyst 45002 i
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i O|/\E-|/\§I_ =L J. Superwsc?r Engine I+ & I+TS2} Catalyst 49482 ;IE )
PIABAE X|HFLICEH O[2{8 STP QIARHA HE A2 "‘ﬂFﬁF‘:"'I_;;IfliIOiIH
AL o

= 4



AR 1-100

Total STP instances =3 x 100 =300

Catalyst 4500

O| Ctolo{a®oll= Z+Zh 1~1007H2| VLANE HEH St= 37He| EF I ZE 7t Q= Catalyst 45000
Liot U&LICt Ol 3007He| AT EB| ZE QIAEAQL ZHEL|CH YHMO R g S A2 ALE

5104 AT EB| ZE QIABAE ALE £ gL

Total number of STP instances = Number of access ports + Sum of all VLANs
that are carried in each of the trunks

Clojo{a&lol= HMA ZETJ} QIX|TF 37§ EZH 3 0i 1~1007H2] VLANO| & LI},

Total number of STP instances = 0 + 100 + 100 + 100 = 300

1EHA|: B E AL 3104 Cisco 10S 2 M| A show processes cpu & 2018}

Ol MMUME =2 CPU AFSE BAIE &517| 2l #Elxt7t A8 5t BE0{E HEE LT} show processes cpu B S AlS 5™
T Hel 7|2 m2 MAQI Cat 4k Mynt LoPri andSpanni ng E2|0|M F2 CPUE AI88tCHe WS golg = /&Lt ol HE
O ALB S ATl EB| ZZMA0M CPU AFO|22| 4E8H 222 AL 5 Eluich



<#root>

Switch#

show processes cpu

CPU utilization for five seconds:

PID Runtime(ms)

1
2

4
4

Invoked

198
290

!--- Output suppressed.

25
26

27

28
29
30

488
90656

158796

33
223674

59219

1693

!--- Output suppressed.

41
42

43

44
45

78564

112

20723

999
147

uSecs
20
13

14787
405

5Sec

0.00%
0.00%

0.00%

6.79%

74%/1%; one minute:

IMin

0.00%
0.00%

0.02%

6.90%

73%;

five minutes: 50%

5Min TTY Process

0.00%
0.00%

0.00%
7.22%

2681 32.55% 33. 80% 21. 43%

o

0.00%
0.00%
0.00%

0.00%
0.00%

0.00%
0.00%
0.00%

0.00%
0.00%

0.00%
0.00%
0.00%

0.00%
0.00%

3791 32.63% 30. 03% 17. 35%

112 0.00% 0.00% 0.00%
0 0.00% 0.00% 0.00%

0 Chunk Manager
0 Load Meter

0 Per-minute Jobs
0 Cat4k Mgmt HiPri

0 Cat4k Mynt LoPri

0 Galios Reschedul
0 Cisco I0OS ACL Helper
0 NAM Manager

0 SFF8472
0 AAA Dictionary R

0 Spanning Tree

0 DTP Protocol
0 Ethchnl



2EHA|: show platform hedth W& A& 35104 Catalyst 4500 £t T2 N AE & QI LICE.

rn

BHEY m 2 MAT} CPUE AFESHEX| 2ot 2 24T how platform healthcommand & A& EFLICH O] £240i A CPU HIQIEE

H =
mZ 2 XNa|st= XA Ql K2CpuMan Reviewprocess?t CPUE AI28HE 42 2 + /&L

<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

I-—- Qutput suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 0 100 500 0O o 0 0:00
K2CpuMan Revi ew 30.00 37.62 30 53 100 500 41 33 1 2:12
K2AccelPacketMan: Tx 10.00 4.95 20 0 100 500 5 4 0 0:36
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 0 0 0:00
K2Ac1Man-taggedFlatA 1.00 0.00 10 0 100 500 0 0 0 0:00
3EtA!: cPU HIQIE EEiZio| RES AlHstT| 25 EEfElg +=4I5t= CPU R E =Qlg LIt

0{% CPU show platform cpu packet statisticstH7|40| CPU HI QIR THZ)E = Al5t=X| & Qlsty| fla WHE S A™ELICE ol MMol &
e Aof ch7|¥ol g2 g 415t Xe EoiFLIct E 10| HEo} 1EA oM &S ZES MEFHAAIL. CPU7L XEIGtE

mfZlal cPU AFR E0| &2 0|R 7t BPDU *E| HEQIX| &olgt = Ql&L|c,

<#root>


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step1_stp
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step1_stp
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step1_stp

Switch#

show pl at form cpu packet statistics

!--- Output suppressed.

Total packet queues 16
Packets Received by Packet Queue

5 sec avg 1 min avg

5 min avg 1 hour avg

Queue Total
Esmp 202760
Contr ol 388623

Packets Dropped by Packet Queue

2121

5 sec avg 1 min avg

1740

598

16

5 min avg 1 hour avg

Control 17918

B S show spanning-tree summary & &8t L|C}H BPDU
EH2 22 Hols HE A A-ELC

<#froot>

Switch#

show spanni ng-tree summary

4 410] AT



Switch is in pvst mode
Root bridge for: none
Extended system ID is enabled
Portfast Default is disabled
PortFast BPDU Guard Default 1is disabled
Portfast BPDU Filter Default is disabled

Loopguard Default is disabled
EtherChannel misconfig guard is enabled
UplinkFast is disabled
BackboneFast is disabled

Configured Pathcost method used 1is short

I-—- Qutput suppressed.

Name Blocking Listening Learning Forwarding STP Active
2994 vl ans 0 0 0 5999 5999
PVST+ 2= ZAz|aefo|ME A3t VLANO| Bo| U&LICH ol BME s ZstedH

g STP 2 E & MST(Multiple Spanning Tree) £ £
O VLANO| MEFE|o] STP QIAEIA Q| £7} Bf2 BT Ql&LICH 0| B2, STPEY ZE
-1‘-5 HY gL olstE ZF7| I EZI oM R 22 VLANE =8 L

0
o
r
]
H
r|n
0_|_
H
Hl
[m
2
x
ED
rlo
-I>

B:IpHst ZEE EYT TEZE FAGHX| OIMAIR. Ol Etxel 7T aao|M 27 L &4 VLAN ZHI|aBolde 2 P ™
b O] Z4Z| 220|442 O|AH(pseudo) EFIE M5t XICH ELL 8 VLANE =822 Helstx| otz EU
Fedol CHEh AHMIE LIS 2 4 OIEH|0|A AT ER] o] L[z 0| 7I0|EE R ZSHAAIL. Cisco
MVLAN E= EZX VLAN ZIZ|280|ME X|I5HR| E&LICEH Cisco O|Q|2| IPHEI V|2 ZEE S22
Helsiok guct.

ICMP 2|C[EM, S U QIE{m|o|A0 M IHZ! 2t &

St QIE{H0IA0AO] T BHPE EiE SUS L3 EIH0l20IM| E21T Q13 A U olaF AL A0l /3 ICMP EIC]
Mg ZalE 4 ABLICH 25 CHYO| ThEH O+ & ClHOIATH H% ClutolAst SUSH AMEU0| USS AIXITH 2IAI5HES A2
xls 220 . 0 e

{l CHEH ICMP BICIM S AastLICH 2ICIM HAIKIE HS o8 & c|u+ a2 55 o
Lt
o

f StE= AAO| EAISLICH
. O| HIAIXIS CF2 & ClHFO|A T} CHAYOfl CHE Of LES AR (ST AQIRIEC} 3 e

LHEF LI

o| MMo| Ctolo{a oM PCAE & MEHe SAFFLICH PCAC| 7|2 HIOIESOI= VLAN 100 QIE{H[O|A 1P FAE 7H2|ZLICH
2L} Catalyst 45000] CHf Ol 2 4= QIE 5 st CHE & 2HRPEI=E PCAL SUEH MEUlol| l&LICH Ol B 7Y E2 B=E

of

"EFRE"ZE A M e ZWULICH Catalyst 45002 PC A0 ICMP ZIC|EME HIA|X|E TS ELICH MHIAIX|E PC A0 Catalyst 4500 CH
A EIREE Sall ¥ MHE MSEle M2 B A XIAIELICH J8{U iR 29| B2 2= ClHtolA= ICMP EIC|EMof SH
StA| et&LIct 85 FESE Qlal Catalyst 45002 21 2|A Tt S Ust QIE{H0|AE Sl Catalyst7t T ot= 2 E THZ!of CH
3 ozt ICMP E|C|HME MA5He O B8 2 CPU ALO|2 8 AHIEHAH Eluch


https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/voice.html
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WVLAN 100
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ICMP Redirect

PCA

7|2Mez IcMP 2|C[HM2 Zd3tE|o] AU&LICH

Zl2Mez ICMP E|C[HEM2 E 43t E|o] JUELICH HIZ E3teted™ BB S ipicmp redirectsAtE & LICH 2t2d SvI EE= L3 QIE{ T
O|A0IM BHE0{E AT LICH



1 7|2 ipicmp redirects @ 0|22 HHE & 240]|show running-configuration E A|E|X| 2 &LICH.

§+0|%r|_||:|..

= =

1EHAH|: ¥ 2 AFE3510d Cisco |0S T2 M|AE show processes cpu

#MErLICH 5 7R =2 Z2MAQI Cat 4k Mgt LoPri andl P | nput 2 F2 CPUE AFSEFLICE O]

B2 show processes cpu A& 8 =
HEO AL M IPIHZIo| T2 MATE CPUL| YTt REE AX(BtCHe Ae & £ &t

<#root>



Switch#

show processes cpu

CPU utilization for five seconds: 38% 1% one nminute: 32% five mnutes: 32%

PID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 0 63 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 60 50074 1 0.00% 0.00% 0.00% O Load Meter
3 0 1 0 0.00% 0.00% 0.00% O Deferred Events

I--- Output suppressed.

27 524 250268 2 0.00% 0.00% 0.00% O TTY Background
28 816 254843 3 0.00% 0.00% 0.00% 0O Per-Second Jobs
29 101100 5053 20007 0.00% 0.01% 0.00% O Per-minute Jobs
30 26057260 26720902 975 5.81% 6.78% 5.76% 0 Cat4k Mgmt HiPri
31 19482908 29413060 662 19.64% 18. 20% 20.48% 0 Cat4k Mynt LoPri

I-—- Output suppressed.show platformhedth 35 60 902 0 0.00% 0.00% 0.00% O DHCP Snooping

36 504625304 645491491 781 72. 40% 72. 63% 73. 82% 0 | P | nput

2EHA|: HE S AFE5104 Catalyst 4500 234 = 2 M|A S show platform health & QIghL|CH.



ZZE 0| £=30f Mshow platform health= CPU HIRQIEE WZ!E X2|5t7| @8t CPU AHE S B QIEFLICH

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

--- Output suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 0 100 500 0O o 0 0:00
K2CpuMan Review 330.00 19.18 150 79 25 500 20 19 18 5794:08
K2AccelPacketMan: Tx 10.00 4.95 20 0 100 500 5 4 0 0:36
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 o0 0 0:00
K2Ac1Man-taggedFlatA 1.00 0.00 10 0 100 500 0 o0 0 0:00
3EtA|: CPU HIQIE ERHZIo| RS AlHS 7| /e EcfZlg s=4Ist= CPU RE IELICH

HZg SAISHE Rl Holsty| flsh HHS A

04 CPU show platform cpu packet statisticsCH~7|230| CPU HFQI

LowqueueE &E3| I 2 EEiEE = AELICH

<#froot>

Switch#

show pl atform cpu packet statistics

I-—-- Qutput suppressed.

Packets Received by Packet Queue

F

ok

LIC}. L3 Fwd



5 sec avg 1 min avg 5 min avg

1 hour avg

Esmp

Control

Host Learning
L3 Fwd High
L3 Fwd Medium

L3 Fwd Low

L2 Fwd Medium

L3 Rx High

L3 Rx Low

RPF Failure

ACL fwd(snooping)
ACL log, unreach

4EHA; 2 2ol mhot

—_ - =
0|l 42, cruol P&e F=
th

|=|A-|EI|
== =

Zx|adiolM

CHSH ICMP EIC|ZM 2|7 ghMstLict o]

24 C|HFO|A 7} Catalyst 450001 M &
£ &Lch J8{Lt 2E ClHHO|A T ICMP 2IC|E
M& ClHO|AMM £=Al5HE
LS gH2 icvpElC|EMEE

Ol AlLtE|RE=
IPElC/EMES

o =

ol ICMP Z|C|3M S

48613268
142166648
1845568
17

2626

4717094264

1

257147
5325772
155
65604591
11013420

Eplj=lg 2elst7| @8 CPU SPANS

£ show running-configuration& 2 gt L|C}. 0] Z
=2 22 Catalyst 45002| &=

HIg

ZIPFAE THE Fe wdE

=
-
L2=08 5HM5 s

215t OIE{m0|A 0| 2t & IfZI0| ZAIRHZOICHEE Q| A=

& st ICMP 2|C[=4 401 CHal 2
Mol 8§ st W2 ofELIch ClHolA7t SE stK| f
M&atior gLt ol2fet ElC|AM2 B2 C

ZdlL|ct. QIE{m| o]A ofEinoip redirectsol M S

E mjZlof cislf 2lc|HME &

SELE

30
i}
C
il
HI
P

CMEtM LMo 2 Y 7|52 HIZggsteLict

IPX = AppleTak 2t &

Catalyst 45002 LA ZEQ|o ME A2 E SHATH IPX I AppleTak 2t

CPUAIEEO|H =2 ZXO|

=
et

38 39 38
74 74 73
2 2 2
0 0 0
0 0 0
3841 3879 3873
0 0 0
0 0 0
10 19 13
0 0 0
53 54 54
9 8 8

& Zteds

C|HFO|A

sy T Yo CHEt ChE &
[e)

3547

0 W o NOoOOo

A8EFLICE CPU SPANO]| CHEF RFA|IEH L
Monitor the CPU Traffic with SPAN—Cisco |0S Software Release 12.1(19)EW and L atersection2 & =5t AIA|2. O]

52 Izl SUS QEIH0|AE 5

2 CPUAMEE QH

30l ol

[0 Mo

2 X|YELICh oSt ZREEZ 9

¥PE M

22 o| M2l Tool 1

835to{ Ecf

sl EIRE 22 2 miZlof
& StLbdLch

PFEAE Ed3tstH IPEICIAM0| XIS 22 HIEHEHELICH

= ICMP BlC|ZMoi| SE K| k& Lct

x| agio[Mol M


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#tool1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#tool1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#tool1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#redirects
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#redirects

Z M A2F0| HR3etK| t&LICH 2H-SHoF 5t

ok

rr
3]

LANOIM 1PX 2! AppleTak EHES A Q28 oY

1. st

\%
IHZlogt AZE Qo B2 ™MEO| HRFLICH

rr o%

1B B-E 2 AFS 5104 Cisco 10S T2 M| A E show processes cpu EQ1EHL|CH,

43LICH O] TR E2folM 49 Z2A|

OOI'

04 Cisco show processescpu 10S ZZM|A0|A CPUE AL SIERX| &olstedH Hds Al

AE Cat4k Mgnt LoPri L|CH

<#froot>



witch#

show processes cpu

CPU utilization for five seconds: 87%/10%; one minute: 86%; five minutes: 87%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 4 53 75 0.00% 0.00% 0.00% O Chunk Manager

!--- Output suppressed.

25 8008 1329154 6 0.00% 0.00% 0.00% O Per-Second Jobs

26 413128 38493 10732 0.00% 0.02% 0.00% O Per-minute Jobs

27 148288424 354390017 418 2.60% 2.42% 2.77% 0 Catd4k Mgmt HiPri
28 285796820 720618753 396 50.15% 59. 72% 61.31% 0O Cat4k Mynt LoPri

2EHH|: W2 AFE 5104 Catalyst 4500 231 ZZ M|AE show platform health & QI8tL|CH,

0| B 2| show platform healthE 240l A= CPU HIQIE THZIE X{2|5t7| I8 CPU AL 2 EQIgfLCE.

<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

!--- Output suppressed.



TagMan-RecreateMtegR 1.00 0.00 10 4 100 500 0O o 0 0:00

K2CpuMan Revi ew 30.00 27.39 30 53 100 500 42 47 42 4841:

K2AccelPacketMan: Tx 10.00 8.03 20 0 100 500 21 29 26 270:4

37l CPU HIQIE EEHE | REE AlHsttd™ ECHEE s 4lstE CPU FE HUFLICH

0

CPUO| =& 5t= EBHEIO| RS = l5t2d™ WA S show platform cpu packet statisticsA & LIt

<#root>

Switch#

show pl at form cpu packet statistics

!--- Output suppressed.

Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 48613268 38 39 38 39
Control 142166648 74 74 73 73
Host Learning 1845568 2 2 2 2
L3 Fwd High 17 0 0 0 0
L3 Fwd Medium 2626 0 0 0 0
L3 Fwd Low 1582414 1 1 1 1
L2 Fwd Medium 1 0 0 0 0

L2 Fwd Low 576905398 1837 1697 1938 1515



L3 Rx High 257147 0 0 0 0
L3 Rx Low 5325772 10 19 13 7
RPF Failure 155 0 0 0 0
ACL fwd(snooping) 65604591 53 54 54 53
ACL log, unreach 11013420 9 8 8 8

4EHA: 282

rjE
El

EEIRF7HIPX EE AppleTak 2R EE TFECD 2 ZE QIS A Agsr £~ Qlojof gfuict a{Lt &Qlstedd cPU ECHEIS
SPANSIT EAIZlE ECi= 0| of & EEf=IQIX| &olgtL|Ct cPU SPANO] CHEH XEAISH LHE 2 0| 2 A2l Tool 1: Monitor the CPU
Traffic with SPAN—Cisco |0S Software Release 12.1(19)EW and LatersectionS & Z5HAA|2.

0| Z< &E|xt= HIO|AEIRl CPUE #XH 222 O|O|E &t oF B LICH Catalyst 4500 CPU= CPU7 &AL EQ|of Mt MiX g Mg
o & CHE =t SELICH

MAC $¢7+ MAC &4 E|O|20] ¢e B Catalyst 45002 CHL St SAEO|MAC FAE st&ELICH AQE AFI2 M MAC F

D E VLAN QIE{H 0| A(E{0]04 3)E MA| 7|2 SIES|0] TAE MAC FAZ AEEILICH et MAC T4 E|o|E0] & 50| gl
™ Ol248t VLAN QEH0|AZ &5te A2 *ElE fls] CPUR TS EIX| ef&LICH

ARX[OIM EE&E M MAC FA9| =7t LT Blo™ CPU AFSE 0| =0t & = l&LCt

1EHH|: B2 AF8810q Cisco |0S Z 2 MAE show processes cpu 2 QIgFLIC}H

0{ show processes cpuCisco |0S ZZMATF CPUE AFSsHEX| & Qlety| fla e AldgiLich o] W E24ofM A2 ZZA|
E Cat 4k Mynt LoPri L|Ck.

<#root>

Switch#

show processes cpu

CPU utilization for five seconds: 89%/1%; one minute: 74%; five minutes: 71%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 4 53 75 0.00% 0.00% 0.00% O Chunk Manager


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#tool1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#tool1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#tool1

I-—- Qutput suppressed.

25 8008 1329154 6 0.00% 0.00% 0.00% O Per-Second Jobs

26 413128 38493 10732 0.00% 0.02% 0.00% O Per-minute Jobs

27 148288424 354390017 418 26.47% 10.28% 10.11% 0 Cat4k Mgmt HiPri
28 285796820 720618753 396 52. 71% 56. 79% 55. 70% 0 Cat4k Mynt LoPri

2E+7|: show platform hedlth B & AL 5104 Catalyst 4500 B2 TEMAE & QIgFL|CH

thesaw platform healthcommand2| £&0| M= CPU HIQIZEl THZ! 2 XEl5t7| flall CPUE AL &2 =felehLct

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

I-—-- Qutput suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 4 100 500 0O o 0 0:00

K2CpuMan Revi ew 30.00 46.88 30 47 100 500 30 29 21 265:01

K2AccelPacketMan: Tx 10.00 8.03 20 0 100 500 21 29 26 270:4



3EtA|: CcPU HICIE EBHEO| &

CPUO| EE5tE ETEO /3

<#froot>

Switch#

o
-
©
o
2
3
=
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!
g
3
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o
c
O
8
g
Q
Q
2
a
7

show pl atform cpu packet statistics

!--- Output suppressed.

Packets Received by Packet Queue

Esmp
Control

Host Learning

L3 Fwd High

L3 Fwd Medium

L3 Fwd Low

L2 Fwd Medium

L2 Fwd Low

L3 Rx High

L3 Rx Low

RPF Failure

ACL fwd(snooping)
ACL log, unreach

4EHA: 2= el oot

48613268
142166648

1845568

17

2626
1582414

1
576905398
257147
5325772
155
65604591
11013420

5 sec avg 1 min avg 5 min avg 1 hour avg

1328

24 9| &24show platform headth2 CPUO| Bt2 M| MAC FA71 E

of At g

Soi ATjyl

1808

ONOBRr OO

19

o

38 39
73 73
1393 1309
0 0
0 0
1 1
0 0
8 5
0 0
13 7
0 0
54 53
8 8
HE

AEE EoiELICE O[3 &2 5

Eg| EEZX|7} A E|H AL X|E= TCN(Topology Change Notifications) 2 A4

=2
AH A4
S

St
I=I

Ei§x| O|-K-I
LICt TCN X



£ PVST+ ZEO0M ofO|E EtIE 15X 2 EQLICE MAC T4 852 siiT 712 LHoll FA71 &QIE|X| pfo™ Z{AlELICH
RSTP(Rapid STP) (IEEE 802.1w) 5= MST(IEEE 802.15)2| A2 TCNO| C}2 A |x|0lA 2™ & =F0| ZA| Bt2ELICH o 7|ztol gt
2E|HMAC FA7F MZ staEUC EEZX| #HE0| EECHH ol 2 A7t obHulct aeiut
= PortFastoll CHaH EABHEIX| of2 SAE ZER QIS EEEX| BHZA0| X|LER|AH Bfo| LAg & Ql&L|Ct B2 29| MACHIOIE
Ol ZB{AIE|D =& gL 0| WM = QaLct 2 & el Aol s BHE UERA 2XE sHdste JYLich A%l o
HOI2 2 S5tD ZAE T4 842 9l A S CPUR TS ELICH B8t TCNE Zelsts A& 0l U= CIHIO|AE AlHstn

Yo

HEIolE HAEZ ERfHE ™ESHE M2 CIHO|ATE /IE + U2 M, 0|2 218 MAC FATL BHE E|of LS ol 22{X|0M C
MB5t7| 218 MAC 4 E|O|E oflo|E AlztE sEILICH oflo|E AlZhol o ™ A2{x|= 7|

=
=
FAE O 23S H ol RXIELICH

Al SHEEILIC O B2 Zhol 0df
C

Zto| ZA1}5t7| Mol ClHFO|A MA

| Ltol tO|E HBELICH WERZ0i 0|Sst= ClHIO|AT} /= B2 Ol2E HEez

Zol; AlE3HA D243t 2ollgt o
olsH EaiTl gaE 0| YAY £ laLic



Hot ACLE I8t stERo] BlAA B EF(TCAM)

Catalyst 45002 Cisco TCAME AF83t0d FHE ACLE Z2OYBLICH TCAME AF8 3 StERo] TE B2Ro| ACLE M8E
£ Ql&LIch Y A2l ACLO| IE UE & IxIQI Msole &2 Fx| t&LIC ACL 239 M52 &M £ T 0|22 ACLO|
12| 2|AAQILICH WEt THE 3t £ ACL 22 748 B TCAM

7|0t 275t M52 dEELICH as{u TcAME Bt 2L
TS Tt A ELIch_E 32 Z Catalyst 4500 Supervisor Engine 2! A | X|0I A AR 7HS 8 TCAM ElaA 0| 8 Eo{FLICH

H 3 - Catalyst 4500 Supervisor Engines29|X|2] TCAM 8%

= 715 TCAM(H &) QoS TCAM(H &)
_ . 1,024 OtA 37} ZEHE 1,024 0237} ZEHE
Supervisor Engine II+/1I+TS 81927} &= 819271 &=
Supervisor Engine lI/IV/V & 2,048 OfA 3 7} Z & E 2,048 OtA 37} &=
Catalyst 4948 16,3847l &= 16,3847 &=
Supervisor Engine V-10GE ! 16,384 OtA 7t L E & 16,384 OtA 37t Z EHE
Catalyst 4948-10GE 16,3847l &= 16,3847l &=

= 7 b
ACLE &It IPSG(IPSourceGuard)QP 2 =ot 7%% 2/5f TCAM 7%% tggrLct 27 2 Z2|M ACL
%|E QoSTCAMES ALE%tLCT

HotAcLE T2 a2 Y5tE SO Catayst 45000 TCAM ElAAT EESX|H AT ER|o| ZEE Sall ACLLY Y ofZ2Z|7|0|M0|
MEELICt o248t ACEX P& F= IR 2ZEQofollM MEIE/2E CPU MEE0| FotELICH ACL2 oA ot2i2 Z 2
JefYELCH &, ACLO| TCAMO| B X| i A< ACLO| T ofel £ &0l /= ACEZF TCAMAIM Z2JefUE|X| 82 7tsdol &
&Lt

0| 21 HAIX|E TCAM LHEE 24 A| LIEH LT}

%C4K_HWACLMAN-4-ACLHWPROGERRREASON: (Suppressed 1times) Input(null, 12/Normal)
Security: 140 - insufficient hardware TCAM masks.

%C4K_HWACLMAN-4-ACLHWPROGERR: (Suppressed 4 times) Input Security: 140 - hardware TCAM
Timit, some packet processing can be software switched.

0| 257 HIA|IX|= how loggingcommand £ 20| A] & QI == QI&LICH O] HIAIX|= YR AT EQ|o] ME[7F g = oM ZAutr

SE CPUAMEEO =2 £ USS 2I5HOZE LIEFHLICE



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t3

ACLO| TCAMOIM CHA| Z2 a2 =7 T™oi| of HIAIX|7H &2 EAIE LICH

M

EfQlghLct.

fLICH Cat4ak Mgnt LoPriprocess7t CPU F7(o] CHEEE &} X|5t7| 20l CPU AFEE0| =

ik
=

1E+H|: show processes cpu BHES ALE 5104 Cisco IOS ZE2MAE
=2 o

show processes cpucommand S Al

LICH.

<#root>

o>



Switch#

show processes cpu

CPU utilization for five seconds: 99%/0%; one minute: 99%; five minutes: 99%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 0 11 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 9716 632814 15 0.00% 0.00% 0.00% O Load Meter
3 780 302 2582 0.00% 0.00% 0.00% 0O SpanTree Helper

!--- Output suppressed.

23 18208 3154201 5 0.00% 0.00% 0.00% O TTY Background

24 37208 3942818 9 0.00% 0.00% 0.00% O Per-Second Jobs
25 1046448 110711 9452 0.00% 0.03% 0.00% O Per-minute Jobs
26 175803612 339500656 517 4.12% 4.31% 4.48% 0 Cat4k Mgmt HiPri
27 835809548 339138782 2464 86.81% 89. 20% 89. 76% 0 Cat4k Mgnt LoPri
28 28668 2058810 13 0.00% 0.00% 0.00% O Galios Reschedul

2EH|: HEE AF25104 Catalyst 4500 234 Z 2 M|A S show platform health & Q1gFL|CH.

BZEE show platform health A& g L|Ct CPU HEQIEEl THZ

2
AU&LICH

mjo

X 2|3t

rr

<#froot>

Switch#

show pl atform heal th

X401l K 2CpuMan Review0l M CPUS A23tE



%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poTll 1.00 0.01 2 0 100 500 0 O 0 13:45
GalChassisVp-review 3.00 0.20 10 16 100 500 0O O 0 88:44
S2w-JobEventSchedule 10.00 0.57 10 7 100 500 1 0 0 404:22
Stub-JobEventSchedul 10.00 0.00 10 0 100 500 0 O 0 0:00
StatValueMan Update 1.00 0.09 1 0 100 500 0O o 0 91:33
Pim-review 0.10 0.00 1 0 100 500 0O O 0 4:46
Ebm-host-review 1.00 0.00 8 4 100 500 0 O 0 14:01
Ebm-port-review 0.10 0.00 1 0 100 500 0O O 0 0:20
Protocol-aging-revie 0.20 0.00 2 0 100 500 0O o 0 0:01
AcT-Flattener 1.00 0.00 10 5 100 500 0 O 0 0:04
KxAcTPathMan create/ 1.00 0.00 10 5 100 500 0 0 0 0:21
KxAc1PathMan update 2.00 0.00 10 6 100 500 0O O 0 0:05
KxAclPathMan reprogr 1.00 0.00 2 1 100 500 0O o 0 0:00
TagMan-InformMtegRev 1.00 0.00 5 0 100 500 0O o 0 0:00
TagMan-RecreateMtegR 1.00 0.00 10 14 100 500 0O o 0 0:18
K2CpuMan Revi ew 30.00 91.31 30 92 100 500 128 119 84 13039: 02
K2AccelPacketMan: Tx 10.00 2.30 20 0 100 500 2 2 2 1345:30
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 o 0 0:00

37l CPU HIQIE EEHE S| REE AlHstid™ ECfEE s+ 4lstE CPU FE HUFLICH

EEBt of cPU CHZ Ko ofH EBfEO| RJEX], 22|12 ofH RF | EHE 0| CPU 7€ IS F=XIH

(=)
S o =
. show platform cpu packet statistics BES A™ELICH ACL sw 2| CH7[¥0| Bt2 IS W=rhs JE 2 + Y&LICh kA

TCAM 2HEZ = O|2{8t £2 CPU ALEE EX|2 HI LI

& olsHahok & Lct

<#root>

Switch#

show pl atform cpu packet statistics

!--- Output suppressed.



Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Control 57902635 22 16 12 3
Host Learning 464678 0 0 0 0
L3 Fwd Low 623229 0 0 0 0
L2 Fwd Low 11267182 7 4 6 1
L3 Rx High 508 0 0 0 0
L3 Rx Low 1275695 10 1 0 0
ACL fwd(snooping) 2645752 0 0 0 0
ACL log, unreach 51443268 9 4 5 5
ACL sw processing 842889240 1453 1532 1267 1179

Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
L2 Fwd Low 3270 0 0 0 0
ACL sw processing 12636 0 0 0 0

487 EX| sHE

3EFAOIM of AlLtE|2o| 2 #elE HIMELICH RHEZE Uo7 ACLE MHStHLE RQHEZE EX[st7| fIi ACLE =|4
StEfLIct E8F StEflofolM ACL Zim|To|M W =2 I2HU S £(X35t2{H ACLE AF85to HIERIT Eot 7Y xIEE HE

AL

ol

ACLO| 21 7|9

Catalyst 45002 S ACL &F0l| Q&S F= W2 M= ALY 22 XIGHXIE BHEdt EZ2 CPUAEES £ = J&LICH E
| M A 2 A Q|5 logkeywordsS A SHA| O AIR. EHE M B0l ME HAIMoZ ACEE 745X k2 L

g %msw EBfEg AE3iLIct SHE =757 5 logkeywordE AFE 5K OFAAIL. Cisco I0S Software & EIA 12.

HZ! =& FIRESH7| 2l HAIXIE AL8E AR FIRE 7L HEst
|2o|M == 21 HAIXIE HESIH ACL 22 7|

SOl A8E LIEHd & U282 o|2E 2 & S o &H AEE &+ U&LICH

0o
o
r
[
r_‘.”_
=

1EH7A|: show processes cpu BEE A& 5104 Cisco I0S ZEMAE &QIFFLICH

0{% Cisco show processes cpulOS ZEM|A 7L CPUE M835t=X| &Qlstz{H & A™ELICEH ol B 2oz 49 Z2AMATL
Catdk Mgt LoPri Y2 & £ A&L|CE.


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step3_tcam
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step3_tcam
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html

<#root>

Switch#

show processes cpu

CPU utilization for five seconds: 99%/0%; one minute: 99%; five minutes: 99%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 0 11 0 0.00% 0.00% 0.00% O Chunk Manager
2 9716 632814 15 0.00% 0.00% 0.00% O Load Meter

!--- Output suppressed.

26 175803612 339500656 517 4.12% 4.31% 4.48% 0 Cat4k Mgmt HiPri
27 835809548 339138782 2464 86.81% 89. 20% 89. 76% 0 Cat4k Mynt LoPri
28 28668 2058810 13 0.00% 0.00% 0.00% 0O Galios Reschedul

2E+7|: show platform hedth B & AL 5104 Catalyst 4500 B2 T2 MAE & QIEHL|CH

CPUE Al8stE EANEY

e

EMAE &QlgtL|Ct B2 show platform health&l 8 8F LICH &240{| M K2CpuMan
Revi ewpr ocesst CPU 72| CHEE S ALEELICH ol #82 cpu7t CHa TS XMEIE m ALS S-S LIEHLICE

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU



Lj-poTll 1.00 0.01 2 0 100 500 0 O 0 13:45
GalChassisVp-review 3.00 0.20 10 16 100 500 0O O 0 88:44
S2w-JobEventSchedule 10.00 0.57 10 7 100 500 1 0 0 404:22
Stub-JobEventSchedul 10.00 0.00 10 0 100 500 0 O 0 0:00
StatValueMan Update 1.00 0.09 1 0 100 500 0O o 0 91:33
Pim-review 0.10 0.00 1 0 100 500 0O O 0 4:46
Ebm-host-review 1.00 0.00 8 4 100 500 0 O 0 14:01
Ebm-port-review 0.10 0.00 1 0 100 500 0O O 0 0:20
Protocol-aging-revie 0.20 0.00 2 0 100 500 0O o 0 0:01
AcT-Flattener 1.00 0.00 10 5 100 500 0 O 0 0:04
KxAcTPathMan create/ 1.00 0.00 10 5 100 500 0 0 0 0:21
KxAc1PathMan update 2.00 0.00 10 6 100 500 0O O 0 0:05
KxAclPathMan reprogr 1.00 0.00 2 1 100 500 0O o 0 0:00
TagMan-InformMtegRev 1.00 0.00 5 0 100 500 0O o 0 0:00
TagMan-RecreateMtegR 1.00 0.00 10 14 100 500 0O o 0 0:18
K2CpuMan Revi ew 30.00 91.31 30 92 100 500 128 119 84 13039: 02
K2AccelPacketMan: Tx 10.00 2.30 20 0 100 500 2 2 2 1345:30
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 o 0 0:00

37l CPU HIQIE EEHE S| REE AlHstid™ ECfEE s+ 4lstE CPU FE HUFLICH

CPUO| TE35t= ECHES| RES &Ql5ted™ WAE  show platform cpu packet statistics& @ gFLICt O] B &
ACLlogkeyword2 218t JlS & = U&LICH
<#root>

Switch#

show pl at form cpu packet statistics

!--- Output suppressed.

Total packet queues 16
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg



Control 1198701435 35 35 34 35
Host Learning 874391 0 0 0 0
L3 Fwd High 428 0 0 0 0
L3 Fwd Medium 12745 0 0 0 0
L3 Fwd Low 2420401 0 0 0 0
L2 Fwd High 26855 0 0 0 0
L2 Fwd Medium 116587 0 0 0 0
L2 Fwd Low 317829151 53 41 31 31
L3 Rx High 2371 0 0 0 0
L3 Rx Low 32333361 7 1 2 0
RPF Failure 4127 0 0 0 0
ACL fwd (snooping) 107743299 4 4 4 4
ACL | og, unreach 1209056404 1987 2125 2139 2089
Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
ACL log, unreach 193094788 509 362 437 394

487 EX| sHE

3EHAIM O] AlLtE|22| 22 #elg =elFiaLct ol X WX|5tE{T ACLMIM logkeywordE X7{5H &AL, Cisco IOS LAZE
A = CPU M-S EO0| 1T £otx|X| k=& WZo| S 7 MEHELICH ACL ME =& st

Hoz HMHA S5 IFI2HE MSHLICH BH EHoIM AMAL S5 FI2EE 2 & show access-list acl_idRUA&LICH

-

glojo{2 MY £

glojof 2 ME F Z = STP(Spanning Tree Protocol) 2] 2R El 734 Ll STPoY| WES O/ &~ e CHYs EXMZ Q5 Mg = &

Lict.
1EHA|: B S AL 310q Cisco |0S T2 M|AE show processes cpu & QIEFL|C}
Ol MMOIME =2 CPU A E EME E517| 2IsH 2ElXt7H AtE5ts HHo{E AEELICH 0] HZE show processes cpu a5t

Al
M F 7tX| 7|2 Z2 MAQI Cat 4k Mgnt LoPri andSpanni ng E2|0|A| =2 CPUE AI838tE WS E 4 &LCt ol MEmk
AB5H ATld EB| Z2 M A0M CPU AO|2 9| 48 £EE AMSSHA ElLICh

<#froot>


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step3_log
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step3_log

Switch#

show processes cpu

CPU utilization for five seconds: 74%/1%; one minute: 73%; five minutes: 50%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 4 198 20 0.00% 0.00% 0.00% O Chunk Manager
2 4 290 13 0.00% 0.00% 0.00% O Load Meter

!--- Output suppressed.

25 488 33 14787 0.00% 0.02% 0.00% O Per-minute Jobs
26 90656 223674 405 6.79% 6.90% 7.22% 0 Catd4k Mgmt HiPri

27 158796 59219 2681 32.55% 33.80% 21.43% 0 Cat4k Mynt LoPri
28 20 1693 11 0.00% 0.00% 0.00% O Galios Reschedul
29 0 1 0 0.00% 0.00% 0.00% 0 IOS ACL Helper
30 0 2 0 0.00% 0.00% 0.00% 0 NAM Manager

!--- Output suppressed.

41 0 1 0 0.00% 0.00% 0.00% O SFF8472

42 0 2 0 0.00% 0.00% 0.00% O AAA Dictionary R
43 78564 20723 3791 32.63% 30.03% 17.35% O Spanning Tree

44 112 999 112 0.00% 0.00% 0.00% 0O DTP Protocol

45 0 147 0 0.00% 0.00% 0.00% 0 Ethchnl

2EHA: show platform health HE = A& 5109 Catalyst 4500 2 ZEMAE = QIFLICH

ot

]3]
ok

BHEY T2 M|ATJ} CPUE AMRSHEX| 14251247 BRI show platform healthAl &

FLICH o] 240l M CPU HIQIZE &l T

EAl
A~

mjo



XMa|st= =l K2CpuMan Reviewprocess7t CPUSE M&35HE g £ £ QlaLlch

<#froot>

Switch#

show pl atform heal th

%CPU

%CPU RunTimeMax

Target Actual Target Actual Fg

!--- Output suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 0 100 500
K2CpuMan Revi ew 30.00 37.62 30 53 100 500
K2AccelPacketMan: Tx 10.00 4.95 20 0 100 500
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500
K2Ac1Man-taggedFlatA 1.00 0.00 10 0 100 500
3EHA!: cPU HIQIE EEiZiol RES AlYST| 25 ECfElg £4I5t= CPU RE 2

0{E CPU show platform cpu packet statisticsCH7[240| CPU HIQIZE! miZ!g +=Alste

M2 xof cHr|Eol B2 WZg +4lst

<#root>

Switch#

Priority Average %CPU Total

41

o wvi

=742 HoiFLct E 10| MEQL 1HHA M E&

33

o

Bg 5Sec Min Hour

o

CPU

0:00
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show pl atform cpu packet statistics

!--- Output suppressed.

Total packet queues 16
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg
Esmp 202760 196 173
Cont r ol 388623 2121 1740

Packets Dropped by Packet Queue
5 sec avg 1 min avg

Control 17918 0 19

Ytroz x| HES Qe CFS BHAE 22 &+ UGLICHSEoll met Y2 B

.

Fxg siAELC

5]

5 min avg 1 hour avg

598 16

5 min avg 1 hour avg
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Z} EHA|E Troubleshooting Forwarding Loops - Troubleshooting STP on Catalyst Switches Running Cisco 10S System Softwared| A AHA| 5
AMO45F |_—_|:'

50HA; 12 STP 7|5 3

BDPU 7}E - Portfast X| 9l ZEQ| HZAE 2Lt L EQ 3 CHIO|ARKE STPE HSSIL|CL AtME LIBS ATL EF| X
EFast BPDU 7tE 7HM AFEE EZSHAAIR

FIZ 7tE - o]0 2 HIEYA 2 Y dS FYULICE RHMIEH LHE 2 L oop Guard 2! BPDU Skew Detection 7|52 AF& 8t &
e Ep| Z2 22 M AHE 2 HESAIR.

FEJIE - HE{A0| RE HIX|E HXIFLICE RME W2 AT ER|Z2EZ RE JtE M MEE FHESHAA
(@]

=)

UDLD - B8 213 & EX|Istn MY FxE YX|FLICH XHAME LHE 2 Unidirectional Link Detection Protocol 7|5 O]3|

CI22 =2 CPU AL E 9| 7B 4Tl oIt

=l

CEtalg =2y
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https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#flaps

FIB latAd 7—|A|:§ olst cpU AI:QEE o=

K2FibAdjMan S2AE 0|5 ZTZMAS =2 CPUAIEE

RkiosPortMan ZE HE T ZMAQ| =2 CPUAMSE

EZHg ZTEE AI2510{ IPFE 7|0 HAE AL =2 CPUAIRE

RSPAN 2! 2{|0[0{ 3 Mlo{ TS S5t =2 CPU A E

I ACLZZ2Oeid & 23

CPU MEE 252 QEHo|A0M CHHE ACLE X35 HLt A7Hst= Sof wraistL|ct.

A
rot
o
i}
11[3]
I

StL} o|ato| HAZAE 2137t =6t H ZR 7| A|RHStE Catalyst 45002 =2 CPU AFRE 2 LIEFHLICH O|2{3F A& 2 Cisco 10S A
= E9fof 2I2|A 12.2(20)EWA 0|F 2| Cisco 10S A= EQfo{ ZIZ| A0 A gt AEhL|C}.

1EHA|: show processes cpu BEE A& 5104 Cisco I0S ZE2MAE = QIFFLICH

l

show processes cpucommandE A1&5t0{ 04 Cisco IOS ZEM|ATF CPUE AFE35H=X| 2 QIfLICt O] HE E20iAM 49 Z2MA
£ Cat4k Mgnt LoPri YL|C}.

<#root>

Switch#
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show processes cpu

CPU utilization for five seconds: 96%/0%; one minute: 76%; five minutes: 68%

PID Runtime(ms) Invoked
1 0 4
2 9840 463370
3 0 2

!--- Output suppressed.

27 232385144 530644966

28 564756724 156627753

29 9716 1806301

uSecs 5Sec 1Min
0 0.00%
21 0.00%
0 0.00%

0.00% 0.00%
0.00% 0.00%
0.00% 0.00%

437 13.98% 12.65% 12.16%

3605 64. 74% 60. 71% 54. 75%

5 0.00% 0.00% 0.00%

5Min TTY Process

0 Chunk Manager

0 Load Meter
0 SNMP Timers

0 Cat4k Mgmt HiPri

0 Cat4k Mynt LoPri

0 Galios Reschedul

2E+7|: show platform hedlth B S A& 35104 Catalyst 4500 22 T2 MAE & QIEFL|CH

thesaw platform healthcommand2| &3 2 KxAclPathMan createprocess?t CPUE Al S &

2 g Aot

<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax

Target Actual Target Actual Fg
Lj-poll 1.00 0.03 2 0 100 500
GalChassisVp-review 3.00 1.11 10 62 100 500
S2w-JobEventSchedule 10.00 2.85 10 8 100 500
Stub-JobEventSchedul 10.00 5.27 10 9 100 500
Pim-review 0.10 0.00 1 0 100 500
Ebm-host-review 1.00 0.00 8 4 100 500
Ebm-port-review 0.10 0.00 1 0 100 500

0

O OO ~NO

2 LIEtELICH Ol ZEMAE LR BE Y

0

O OO ~NO

O OO ~NOO

Priority Average %CPU Total
Bg 5Sec Min Hour

CPU
9:49
37:39
90:00
186:2
2:51
8:06
0:14

A
(=]



Protocol-aging-revie 0.20 0.00 2 0 100 500 0O o 0 0:00
AcT-Flattener 1.00 0.00 10 5 100 500 0O o 0 0:00
KxAcl Pat hMan cr eat e/ 1.00 69.11 10 5 100 500 42 53 22 715:0
KxAc1PathMan update 2.00 0.76 10 6 100 500 0 o 0 86:00
KxAcTPathMan reprogr 1.00 0.00 2 1 100 500 0 O 0 0:00
TagMan-InformMtegRev 1.00 0.00 5 0 100 500 0 0 0 0:00
TagMan-RecreateMtegR 1.00 0.00 10 227 100 500 0 0 0 0:00
K2CpuMan Review 30.00 8.05 30 57 100 500 6 5 5 215:0
K2AccelPacketMan: Tx 10.00 6.86 20 0 100 500 5 5 4 78:42

3EH|: 22 2ol nhot

23 7tS/H HAIX|ol CHEF 222 EYstetLIct ol 222 7IEMe 2 EdstE|o] UX| et&LIcH #d3tstH EXMT7E ElE 33
CHg ollet 20| Qo

HD

E 2 w=2H FE = A&Lct ZE AE 0] A A logging event link-statuscommand BE S A& EHL|CH

O|A 2|0l M HE|5tH & 4d3t524™ interface rangecommandE AHE & = QU &LICH

<#root>

Switch#

configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

interface range gigabitethernet 5/1 - 48

Switch(config-if-range)#



| oggi ng event |ink-status

Switch(config--if-range)#

end

<#froot>

Switch#

show | oggi ng

!I--- Qutput suppressed.

3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to down
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to up
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to down
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to up
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to down
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to up
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#4oz ol mZo| & } 28 SMagl He Wasles zaMas Mg of
ZaHat BAM SROIH 2ME 52 OHE Za kA £ IZIS Wallshx| ALt

esaw platform healthcommand2| &3 2 K 2Fib Consistency?t CPUS| CHEE 2 AL 8tCtE 48 EoiFLICh

&1 0| Z2AM|A0 CHEH W2 CPUAFRE0| 12 = 1A|zH S0t 0|0|5tH, 0l= o] AN} ZHEHSH &7 | HE QIS =0l o
“Hagtes ZRAAE $rCPUA+0|—=~D+ Arg LI

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total

Target Actual Target Actual Fg Bg 5Sec Min Hour CPU
Lj-poll 1.00 0.02 2 1 100 500 0O o0 0 1:09
GalChassisVp-review 3.00 0.29 10 3 100 500 0 0 0 11:15

!--- Output suppressed.

K2Fib cam usage revi 2.00 0.00 15 0 100 500 0O o 0 0:00
K2Fib IrmFib Review 2.00 0.00 15 0 100 500 0 O 0 0:00
K2Fib Vrf Default Ro 2.00 0.00 15 0 100 500 0 O 0 0:00
K2Fib AdjRepop Revie 2.00 0.00 15 0 100 500 0 O 0 0:00
K2Fib Vrf Unpunt Rev 2.00 0.01 15 0 100 500 0O O 0 0:23
K2Fib Consistency Ch 1.00 60.40 5 2 100 500

0 0 0

100:23

K2FibAdjMan Stats Re 2.00 0.30 10 4 100 500 0 O 0 6:21
K2FibAdjMan Host Mov 2.00 0.00 10 4 100 500 0 O 0 0:00
K2FibAdjMan Adj Chan 2.00 0.00 10 0 100 500 0 O 0 0:00
K2FibMulticast Signa 2.00 0.01 10 2 100 500 0 O 0 2:04

K2FibAdjMan Host Move ZZMA MM £2 CPU AISE



Catalyst 45002 K 2FibAdjMan SAE 0|5 T2 MANAM £2 CPU AFRE S EAIE £ U&LICH 0|28t 52 AF2E2 show
platform healthcommand2| E20j| LIEFZLICH BE2 MAC ATt AHF BEE|Z{LE M ZEO0|M S§&E|2 2 CPU AFEE0| =0t &Y
Ct. mac-address-table aging-time2| 7|27} 2 582 = 300X lL|ct o] EME sHZAstE{™ MAC T4 0ll0|& AlZtE =2|7U, MAC
F4 0|S0| Bo| &rdstx| f =5 HIEIE AX|LI0{—-E 4 AU&LICH CiscolOS 2ZES) 0] 22| 12.2(18)EW O &0l AE T
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<#root>


https://tools.cisco.com/bugsearch/bug/CSCed15021
https://tools.cisco.com/bugsearch/bug/CSCed15021

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poll 1.00 0.02 2 1 100 500 0 O 0 1:09
GalChassisVp-review 3.00 0.29 10 3 100 500 0 O 0 11:15
S2w-JobEventSchedule 10.00 0.32 10 7 100 500 0 O 0 10:14

!--- Output suppressed.

K2FibAdjMan Stats Re 2.00 0.30 10 4 100 500 0 0 0 6:21

K2Fi bAdj Man Host Mov  2.00 18.68 10 4 100 500 25 29 28 2134:39

K2FibAdjMan Adj Chan 2.00 0.00 10 0 100 500 0 0 0 0:00

K2FibMulticast Signa 2.00 0.01 10 2 100 500 0 0 0 2:04

K2FibMulticast Entry 2.00 0.00 10 7 100 500 0 0 0 0:00

Hed Zm| oM 2EM MAC FA9| Z|cH o0& AlZtE £=HE £ J&LICH BE TE2 2t2E2| B9 mac-addresstable Ofl
OI*O'-A = }CataJystA 2xle| A2 mac-address—tableoilol H-MZt E[vian-id] JLCh XFAIEH LHE 2 Cisco 10S Switching Services
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RkiosPortMan Port Review ZE2 M A0 =2 CPU A2 E

Catalyst 45002 Cisco |0S Software 22|14 12.2(25)EWA ! 12.2(25)EWA12| how platform healthcommand & 2 0| A RkiosPortMan
Port Reviewprocess®| =& CPU A E 2 EAIE 5= QU&LICH Cisco {1 IDCSCeh087682 Cisco |0S Software & 2|A
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https://www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_m1.html#wp1085773
https://www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_m1.html#wp1085773
https://www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_m1.html#wp1085773
https://www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_m1.html#wp1085773
https://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCeh08768

* 0 S 2= Cisco AF2 AR LHE Cisco E 2 HEof| M AE £ l&Lch

<#root>

Switch#

show pl atform heal th



%CPU  %CPU

RunTimeMax

Target Actual Target Actual

Lj-poll 1.00
GalChassisVp-review 3.00
S2w-JobEventSchedule 10.00
!--- Output suppressed.

K2 Packet Memory Dia  2.00
K2 L2 Aging Table Re 2.00

Rki osPort Man Port Re 2.00

Rkios Module State R 4.00
Rkios Online Diag Re 4.00

E¥3 ZEE ME3to] IPTHE7[0f 4

ZEJI SMHVLAN SM 2 HM A VLAN
A VLAN M0 chall 729 E ol2{&t VLANDH EZEY

M3l7|12 E-FILE|=E VLANS STPRIAEA

™ STPCPU AFSEX &7t

EEZEVLANE E-TSIH 2EHR
g¥e Fuc

<#froot>
Switch#

show processes cpu

0.02 2
0.29 10
0.32 10
0.00 15
0.12 20
87.92 12
0.02 40
0.02 40

1
3
7

=

E 82 =2 CPUAE

SM 250 s #MHE 4

ZEts

Fg
100
100
100

100
100

100

100
100

500
500
500

500
500

500

500
500

Bg 5Sec Min Hour

0
0
0

o

99

aﬂlq
= STPOIARIAE
2 of 4 gl R

0 0
0 0
0 0
1 1
0 0
99 89
0 0
0 0

Priority Average %CPU Total

CPU
1:09
11:15
10:14

45:46
7:22

1052: 36



CPU utilization for five seconds: 69% 0% one mnute: 72% five mnutes: 73%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 4 165 24 0.00% 0.00% 0.00% 0 Chunk Manager
2 29012 739091 39 0.00% 0.00% 0.00% O Load Meter
3 67080 13762 4874 0.00% 0.00% 0.00% O SpanTree Helper
4 0 1 0 0.00% 0.00% 0.00% O Deferred Events
5 0 2 0 0.00% 0.00% 0.00% O IpSecMibTopN
6 4980144 570766 8725 0.00% 0.09% 0.11% 0 Check heaps
26 539173952 530982442 1015 13.09% 13.05% 13.20% 0 Cat4k Mgmt HiPri
27 716335120 180543127 3967 17.61% 18.19% 18.41% 0 Catd4k Mgmt LoPri
33 1073728 61623 17424 0.00% 0.03% 0.00% O Per-minute Jobs
34 1366717824 231584970 5901 38.99% 38.90% 38.92% 0 Spanning Tree
35 2218424 18349158 120 0.00% 0.03% 0.02% 0 DTP Protocol
36 5160 369525 13 0.00% 0.00% 0.00% O Ethchnl
37 271016 2308022 117 0.00% 0.00% 0.00% O VLAN Manager
38 958084 3965585 241 0.00% 0.01% 0.01% O uDLD
39 1436 51011 28 0.00% 0.00% 0.00% 0O DHCP Snooping
40 780 61658 12 0.00% 0.00% 0.00% O Port-Security
41 1355308 12210934 110 0.00% 0.01% 0.00% O IP Input
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<#root>

Switch(config)#

access-1ist hardware capture node vl an

A5 ACLE 22 715 TCAMS] & Erofl MxIEl0] 224.0.0.7 HLIoIAM & LRAT IPHEITHAE FLR Bt Mol THZIS HAEL
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<#root>

Switch(config)#

nonitor session 1 source cpu ?



both Monitor received and transmitted traffic
queue SPAN source CPU queue

rx Monitor received traffic only
tx Monitor transmitted traffic only
<cr>

Switch(config)#

nonitor session 1 source cpu queue ?

<1-32>

acl

adj-same-if

all

bridged

control-packet

mtu-exceeded

nfl

routed

rpf-failure

span

unknown-sa
Switch(config)#

SPAN source CPU queue numbers

Input and output ACL [13-20]

Packets routed to the incoming interface [7]
A1l queues [1-32]

L2/bridged packets [29-32]

Layer 2 Control Packets [5]

Output interface MTU exceeded [9]

Packets sent to CPU by netflow (unused) [8]
L3/routed packets [21-28]

Multicast RPF Failures [6]

SPAN to CPU (unused) [11]

Packets with missing source address [10]

nmoni tor session 1 source cpu queue all rx

Switch(config)#

nonitor session 1 destination interface gigabitethernet 1/3

Switch(config)#

end

4wbd: %SYS-5-CONFIG_I: Configured from console by console



Switch#

show nonitor session 1

Session 1
Type : Local Session
Source Ports

RX Only : CPU

Destination Ports : Gil/3
Encapsulation : Native
Ingress : Disabled
Learning : Disabled

ol EAIElE EHoM &2
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o FLEA TPU Caphure D000 ,.CAP - Tibereal - _.m!
Bie [t Vs @0 Caphae  anslse  Ratetcr  Heb

B A0 Res DF 2 Qg PHhEX B
Byee =] 4 Eapression..

Tirres S0
3972 &1 &2 Clsco_db:Fai6a Spanning-tree- STR Conf. ROoE = H192/00:0b:bF:e@:48:7% (Cost = 4 Port = Ox8127
3OTE 611, 62587 cisco_db:faiar Spanning-tree- sTP conf. Root = BL92 00:0bibfieB:46:7] Codt = 4 Port = OxB128
30T &Ll Eedl Clsco_dbiro:ian Spanning-tres- TP conf, ROOT = B192/00:0bibT :eB:48:75 Cost = 4 PoFr = (=B129
TS &L1.67ELS Cigco_db:iTara spanning-tras- STP cont. ROOT = BLO2/00:0b:bTref:48:75 CodT = 4 POrT = QuEldl
F9TE &L1. 67676 Clsco_db:faral ZLpanning=tres- STE Conf. Root = H182/00:0b:bfref:48:75 Cost = 4 Porc = Ouwlldl
977 &ll.&2&dly Slsco_db:Fara2 Spanning-troe- TP Conf. Root = H182/00:0b:bf:eB:48:7% Cost = 4 Port = 0w8143
3978 &1, 8283 Clsco_db:Fa:al spanning=-tree- TP Conf. Root = H192/00:0b:bF:eB:49:7% Cost = 4 Port = Ox8144
Josd edl, elend Clsca_dbifaias Spanning-tre&- ITF conf, RoOot = B192/00:0bibl ieB:48:7S Cost = 4 Port = Oullde
FOEL &1, 62706 Clsco_dbiral6e spanning-tres- STP cont, ROOT = BL92/00:0b:bT eB:48:75 CodT = 4 POFT = QEll4T
087 &11, 63730 clsco_db:fa:a? Spanning-tras- 5T conf. Aoor = BLO2/00:0b:bf:ef:48:75 Cost = 4 Porr = OwAldE
3983 &ll,82736 Clsco_db:farag gpanring-tras- TP Conf. Boot = H182/00:0b:bfreB:48:7% Cost = 4 Port = O=Bl49
3984 a1, 827 Clsco_db:faras Spanning=tree= STP conf. ROOT = H192/700:0b:bf:eB:48:7% Coat = 4 POort = Owlda
398% &1, 82Me3 Clsco_db:Faiba spanning-tree= TP Conf. ROOE = H192/00:0b:bf:eB:48:7% Codt = 4 Port = 0xBl4b
VERA A1 ARFTTH i laca Ak FacRk Snanfl af-f FaE. TS At Eart e A0 ek P aRc AR T rAdF o= d  BAFF w Ol de
|ﬁr|m: T575 (60 bytes on wire, &0 bytes captured)
B IEEE B02.3 Erharnat
E LIZI;1'¢\'.B'|-L‘|I"Il contral
= Spanning Tree Protocol
protocal Identitier: Sparming Tree Protocol (OxO000)
Protocol version Identifier: Spanning Tree (00
BeOU Type: configuration (Owod)
= BFDU I'-|ug!-: [=E{e0i]
- = Tapalogy Change Acknowledgment: Mo
vrare waed = TOpdlogy Change: Mo
Root ITdertifier: 8192 / 00:0b:bf:ed:48:7%
roor Path Cost: 4
Bridge Idertifier: 61558 7 O0:00:Fd:dii 5880
Port 1dencifier: O0x814%
MEssage agE: 1
Max age:r 20
Hella Time: 2
Forward Delay: 1%
[ G0 41 T2 oo Ta o OO 46 dg 43 P B " T ]
oLe OF 00 OO0 00 OO0 OO0 20 00 00 Ob bFf &8 48 TS OO0 0O vewsas = waseMloa
020 OO0 04 fO 7% 00 Ob fd 4% 58 BO 81 4% 01 00 14 00 +e+WMigss Mo gBasas
OF0G 0F 00 OF 00 OO 00 O 00 00 0D OB 00 0 ... saes
1 FSECRA_(FU_Caphure G107TH 4 P: 40006 Do 206 M0 A
2 CPU AL E2 It 8 STPBPDU = &JLCH
E 2: LHE CPU A L|T{—Cisco 10S Software Z 2|4 12.2(20)EW 0|4
Catalyst 45002 CPUO| FEE F= ECfZIS W2 AlEE = U S LHEE CPU 2L L C|ZHE MIELICH o MM9| oflof
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<#root>

Switch#

debug pl atform packet all receive buffer

platform packet debugging is on



Switch#

show pl at form cpu packet buffered

Total Received Packets Buffered: 36
Index O:
7 days 23:6:32:37214 - RxVlan: 99,

RxPort: G 4/48

Priority: Crucial, Tag: DotlQ Tag, Event: Control Packet, Flags: 0x40, Size: 68
Eth:

Src 00- OF- F7- AC- EE- 4F

Dst 01-00-0C-CC-CC-CD Type/Len 0x0032

Remaining data:

0: OxAA OxAA 0x3 Ox0 Ox0 OxC O0x1 OxB Ox0 0x0

10: Ox0 OxO0 Ox0 Ox80 Ox0 OxO0 Ox2 O0x16 0x63 0x28

20: Ox62 OxO Ox0O Ox0 OxO0 Ox80 0OxO0O Ox0 Ox2 O0x16

30: 0Ox63 0x28 0x62 0x80 OxFO 0OxO Ox0 Ox14 Ox0 Ox2

40: Ox0 OxF OxO0 OxO0O Ox0O Ox0 Ox0 Ox2 Ox0 O0x63

Index 1:

7 days 23:6:33:180863 - RxVlan: 1, RxPort: Gi4/48

Priority: Crucial, Tag: DotlQ Tag, Event: Control Packet, Flags: 0x40, Size: 68
Eth: Src 00-OF-F7-AC-EE-4F Dst 01-00-0C-CC-CC-CD Type/Len 0x0032
Remaining data:

0: OxAA OxAA 0x3 Ox0 Ox0 OxC O0x1 OxB Ox0 0x0

10: Ox0 OxO0 Ox0O Ox80 Ox0 OxO0 Ox2 O0x16 0x63 0x28

20: Ox62 OxO0 Ox0O Ox0 OxO0 Ox80 0OxO0O Ox0 Ox2 O0x16

30: Ox63 0x28 0x62 0x80 OxFO OxO0O Ox0 Ox14 Ox0 Ox2
40: Ox0 OxF OxO0 OxO0O Ox0O Ox0 Ox0 Ox2 Ox0 O0x63
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Switch#

debug pl at form packet all count

platform packet debugging is on
Switch#

show pl atform cpu packet statistics

!--- Output suppressed.

Packets Transmitted from CPU per Output Interface

Interface Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Gi4/47 1150 1 5 10 0
Gi4/48 50 1 0 0 0

Packets Received at CPU per Input Interface

Interface Total 5 sec avg 1 min avg 5 min avg 1 hour avg

Gid4/47 23130 5 10 50 20
Gi4/48 50 1 0 0 0
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