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g LIC.mac access-list extended ACL_name B S 235 =
FAE FIHEUCH
Switch(config) #mac access-list extended ARP_Packet

(
Switch(config-ext-nacl) #permit host 0000.861f.3745 host 0006.5bd8.8c2f 0x806 0x0
Switch (config-ext-nacl) #end

Switch(config)#

2. vlan access-map map name E&E 2
.vlan access-map map_name BEL 3 AE0{X ARP
HMA SEE AFSELICH

ARSIl

2! action drop FE 2 g LICt Ol s=AE 2Lt
EZ{ZE AHEHSHT| fle 48 MAC

Switch(config) #vlan access-map block_arp 10

Switch (config-access-map)#action drop
Switch (config-access-map)#match mac address ARP_Packet

3. LIHZ| ECHEE MESIEdH S U VLAN HAMA Mol =71 21ele F7HerLcH
Switch(config) #vlan access-map block arp 20
Switch (config-access-map)#action forward

4. VLAN HA|A S MEHSE T VLAN QIE{m| 0| A0 &

S
vlan_access_map_name vian-list vlan_number B3
Switch(config)#vlan filter block_arp vlan-list 2
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mac access-list extended ARP_Packet

permit host 0000.861f.3745 host 0006.5bd8.8c2f 0x806 0x0

!--—- This blocks communication between hosts with this MAC. ! mac access-list extended ARP_ONE_OUI perm
0000.8600.0000 0000.00ff.ffff any 0x806 0x0 !--- This blocks any ARP packet that originates from this v
OUI. ! mac access-1list extended ARP_TWO_OUI permit 0000.8600.0000 0000.00ff.ffff any 0x806 0x0 permit
0006.5b00.0000 0000.00ff.ffff any 0x806 0x0 !--- This blocks any ARP packet that originates from these

vendor OUIs. ! vlan access-map block_arp 10 action drop match mac address ARP_Packet vlan access-map
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block _arp 20 action forward vlan access-map block_one_oui 10 action drop match mac address ARP_ONE_OUI
access-map block one_ouili 20 action forward vlan access-map block_two_oui 10 action drop match mac addre
vlan filter block_two_oui vlan-list 2

| ——

ARP_TWO_OUI vlan access-map block two_oui 20 action forward !
applies the MAC ACL name “block_ two_oui” to VLAN 2.
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.0] 0@} Z 0| show mac-address-table 232 l248tL|C}.
Cisco CLI Analyzer(SEE! 1240t s )= £ show BEE K| LICHshow HE E=49| 24

£ 2 2{™ CLI AnalyzerE At ErLICH

switch#show mac-address-table dynamic vlan 2
Mac Address Table

Vlan Mac Address Type Ports
2 0000.861f.3745 DYNAMIC Fa0/21
2 0006.5bd8.8c2f DYNAMIC Fa0/22

Total Mac Addresses for this criterion: 2

switch#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.2 26 0000.861£.3745 ARPA Vlan2
Internet 10.1.1.3 21 0006.5bd8.8c2f ARPA Vlan2
Internet 10.1.1.1 - 000d4.65b6.9700 ARPA Vlan2
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