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wetg zelguct Fe{AH J—FEI Z.:&E-?HO{" HH AQR| HE(@esNN2 A% HE)E HY
AQx[o S FHE RW(H7|-M 7)) L RO(H7| T8) HRLUIE| EXtEo| F7tELct O™ ks
HH ALY x|of Mutgh|ct Had ARQx|= 5’{-.-|-I,|E| EXEES AFE35H0{ SNMP & 2| AE| 0|41t H
H A Q|%| Z+2| get-request, set-request & get-next-request HIA|X|2| MES Mo{gFL|C}.

MS S SNMPE AHS 3t0] BHAE] LHOIA R ASIR|E ZEl8r Z 2| A8olMe Ba)
2 HY AQIR| P AR HeLch YHHOR i ARl 1P F47} HODE 0| 23
Wz A9%|2 OIS ELICH RES SR esN, N A9Ix| W3 LICH) BEAE 20| 2
38O 2 SHX|7} £l o] B ASIx|of YRILICH B ASIR|E B ALIR(0IM 230]
Jxie ZxjE EASE R eae ~HELIC 28 f8 Mus HH Agixiol 28 e
He Aslx} piel 988 S ilsn Hag 222 dgaLc d A0lxbt ael 1izlo

AIRI0IA Fojm e o2 ol WAIxlE HH 29ixl2 Sx ols ELI. ol 2, B
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2 5 MNMP module on the

Command Switch redirecis the
regueest to Member Swatch #)
after modifying the reguest
| jlser sendds SMMP requests , FiMember swilch gels
o the command swiich with a 4 SMMP request as 1ol s
qualification (esl ) COMMIRE Trom 15 4 WProcess SMNMP
Command Switch o
(Lt s
SUAP » > f
{Coammand Member |
“Wanagement T J | !
L sWilch =
Station g Switcl ! | 4
Member swiich
NMS gets the response wemids the Pesponse
Irgam Uhe L ommand Swilch II-' back 1o the © oammeand
"I- "“l\.l'.\,l
b i ommand Switch forwands
the response back to the MMS.

after modifying the re SRS

XL Al2|= A2|X|2] SNMP ZtE|of CHE REMIEH LHE 2 CHE A

el
i
itd]
b
Q'I_l
| el
>
to

. 23| OIE{H|0]|A AFEO| SNMP ZE| MM ALS
. BHHAE MY A ae|ol 2{AE MMoj CHEH SNMP 4.
. AQIX ZH2[O] SNMP Al 1A

So{AEE 7Y

O MMoi M= CMSE AFE5t04 Catalyst 2900XL/3500XL, 2940, 2950, 2955, 2970, 3550, 3560 &!

3750 ALK EBHAEZE 75 = EHAYE MRHof CHa A™EELICH o] MMo| 714 JHg &
HAEECIS AZEQ 0] 2l %PE-?—HO-I EHZ10| A B & LT

A2 ZEQo] HH

. 3500XL(3500XL-C3H2S-M) Cisco I0S AZ Eg)o{ ZZ|A 12.0(5.2)XU, Rkl HE| St AZE
2|0

. 2900XL(2900XL-C3H2S-M) Cisco I0S AZ Ego{ 2/Z|A 12.0(5.2)XU, R Xl ZHE| St AZE
2llo4

. 2900XL(2900XL-HS-M) Cisco I0S Software 2 2|4 11.2(8.6)SA6, R Xl 24 A AZ E Q|04

=90 A

. Cisco WS-C3524XL(PowerPC403) Z Z M| AM(EHZ 0x01), 8192KB/1024KB M2 2|

. Cisco WS-C3512XL(PowerPC403) Z Z M| AM(E{F 0x01), 8192KB/1024KB M2 |

. Cisco WS-C2924MXL(PowerPC403GA) Z Z M| A(7HHE 0x11), HI 2 2| 8192KB/1024KB
. Cisco WS-C2916MXL(PowerPC403GA) Z Z M| A (7 EH 0x11), 4096KB/640KB HIZ 2|

B AL

Chojo{ 2 1
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cat 3512XL

== _JNm——
w2

cat 3524%XL

mae: B0, 58581180
10

Waorkstation

cat 2916M-X L

ﬁmﬂ: 0.1 &5 S0
10A

Ctojo{2% 2

cat 2924M.XL cat 3512XL

S
e ble e, eSS0 P mac: 0. 5068, olu
g2

cat 3524 XL

cat 2916M- XL

EM 000169 5008
A

Ctolo{a® 3: AE} EEEX|



SwitechD

=

SwitchA

SwitchC

Cloloi1® 4: Cf|o|X| M2l E&EZX|

swicnn L=
I

swicn L=
I

e

——

Cluster Management Suite2 g AE M4

O| MMH|MH= CMSE AF&35t0d ZHE S EB{AEE Md5te= EHAIY MRiof cHaf A>™EE LIt O]
EtA|o] M ofl?F &210f= 3500XL 2! 2900XL AIEIZ A-?—leﬂ AELCH ag{Lt cvs 284
32 X|Hst=CtE 178 71 AQ|X[Z2 CHAE &= Q&LICH 5t L& *-?—IXIOI AEXF QIE{ T
O|AE Of MlMo Lrszr U= B CHE = U&Lch (2B 10 23! 1 T|01I L= o|O|x| &#=x) o]
Aol AL x|of| Mx|gt T E ™o et Eet & Lct

SRAEIE TASHE JHE 412 WS ¥ QIEHOIAE A8sts HULICH S|, ofeiEe



Ol dMoiM= & 2iAE Hu|agold H 3 Atz EAEE
Ho % 3

&= M0 M= CMSE AH835t0] E{AEE ddst= HAE dFELICH of of|oil A= Z(7tH|
E 3 1% ol ZEE AM8stE Ul 712 ARIX|E & HAZARELICH MSols BE ALIX| ot

AR F HE 22HAHE YEELICH |—|'301| M HHE FItstE & H*H*" '='04 F= o
B ARIRIE SeiaE o FIHELICH

#1: o] EM0o|MH= CLI(Command Line Interface)2 E{AEE #4435t WS
LICt. CLIOA CHEF REA|EF LHE 2 Creating and Managing Clusters(Z 1A E 4o 21 #2))9| CLI 7
I|ago|Md dMe 7:I-7<°|.AIA|O ==

O| EMO| 714 F&2 Clolo{Ta2 1 L CIO|o{a R 20 8 £ U= 0| AE|E Y EZEoi A g
&LCt. AP93P7| Mo HEKZ %'t S2E Tt EHEo| MOl HES 0l6H3

write erase E"P_I EAM7I 2E C|Ho|A 9 ?’_‘ULIILEHOIA"% K| ClHro|A0] 7|8 ZHm|ago|M
O A=X| &olFH&LICt.

N

21 0| BEMOIME & ZTEE AI25104 AQ|X|Q| CLIO| HMAE £ QlctD 7P“°H—II:+ =2&
izz AF235H0d XL A X|0f HMASHE B o] CHEE REMIEH LI 2 H™EE QIEH0|A +%6+
04 Catalyst 2900XL/3500XL A %|0JA{ AZEQJo{ Hado|ES| 24 ZEE A oo+04 A Qx| A
M MME B ERSHAAL.

1. 2E A9ixlol SHAH RIE0| 9l B E Wiy A01%] 20 B0 2w olE
CHEE ICE HE2 EHAEHZE X[HsIE2 &4 2940, 2950, 2970, 3550, 3560 & 3750
AEI= Agixlo] B9 0] A7t W AELICHBRIAR UE XIHoHE AZ=Rlo] BE U A9
x|of CHEF REMIEH LHE 2 O] EA{2| Catalyst Switch Models with Cluster Capabilities MM 2
EESHMAIL. 2900XL/3500XL AR %|7F E{AE K| AZEQ|0{E A™MSE=X| & Qlsted
4 A Q{X|0{| A user-level show version BES AMELICH0E S0 BE L HH X|H A
Ef|o{E A™&3t= 2900XL EE= 3500XL Al2|= AQ|x[= CHE 1 22 show version EE 9|
£H2 M3ELCH
Swi t ch> show version
Cisco Internetwork Operating System Software
10S (TM C3500XL Sof tware (C3500XL- C3H2S-M), Version 12.0(5.2)XU,

MAI NTENANCE | NTERI M SOFTWARE
Copyright (c) 1986-2000 by cisco Systens, Inc.

Conpi |l ed Mon 17-Jul -00 18:29 by ayounes
I mage text-base: 0x00003000, data-base: 0x00301F3C

ROM Bootstrap programis C3500XL boot | oader

Switch uptime is 3 days, 1 hour, 45 mnutes
Systemreturned to ROM by rel oad
Systemimage file is "flash: ¢3500XL-c3h2s-mz-120.5.2-XU.bin"

ci sco W5- C3524- XL (Power PC403) processor (revision 0x01) with 8192K/ 1024K
bytes of nenory.

Processor board ID, with hardware revision 0x00

Last reset from warmreset

Processor is running Enterprise Edition Software
Cluster command switch capable

Cluster member switch capable

24 Fast Et hernet/| EEE 802.3 interface(s)

2 Ggabit Ethernet/I| EEE 802.3 interface(s)

32K bytes of flash-simulated non-volatile configuration nenory.
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Base et hernet MAC Address: 00: DO: 58: 68: F1: 80
Configuration register is OxF

H1: 0l E8Ho MM auster Y auster = ALKX|7F A He
e 2 2oiELICH A2/X|7F HIH X[ AZ EQfo{BF Al-ef
LICt BHE 7t5 AZEQI0{E HE ALIX[E AAst= ALK
L HEH X[ AZEQo{Eh Aliste ALQIXIE BYE AL(X(E
AEHAIM A2LX|7H 2EAH X[ AZEQ|0{E AKX E’s*._
Efo{Z2 Faslo|=st A2 . A2X(7F EE{AE X|# 0|0
L|Ct.
. BE ARR|TF EHAE FIHE £ UeE FE AQIRIE AME = U E ARXIE A OIE
2 HZAELICE.CDPv2E ALE5IH BYE AR|X= E2{AH Oﬂxloﬂkl %|CH 37He| E2{AH X|
¢ ClHO|A(3E Q)7 U= AEFEE= O|O|X| MRl EEERX|0IM ALXIE RIS 2 ZHAME
£ A& LICE. Cisco 10S Software Release 12.0(5)XU ZE O|& 2 AFE s =|CH 7702 284
AE X|H CHIOIA(77H &2|)7t U= ALRIRIE AMSIEE TH ARIRIE 78 = UEL
Ch2[CH 7& K| Ho{®l £ 2 AQ[X|o| AME E5tste{H HE ALIX[0M o] BHEE A
gt
Swi t ch(confi g)# cluster discovery hop-count 7

el
2
[:3
N
Ir
>.
K
m
$
[
I
>

0
0

0x @
o G
@
ra
My
il
[
-
m
T

Q'I_l
1

41 10

rir 4

Ir -4 mo oX
Eiﬂm

N 0%
Il

> 0
o 40

ol
x

>
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3

= =)

Eie 2B{AE0| 1ZE FEE AME &= glgLct o|§ S0 -I Cluster Buﬂde = B
ofl 2 ZE|= Catalyst 5500/5000 = 6500/6000 Al2|= AL %ol ¢dZdst= £ 27 L& E
HHAEE WY + QlELICLES ZE A2|XIE SUE 22l VLANO| = ZEQL A5 of
gLch 28 E-I*E4 #E| 71Sol ChEh HMAE BB AR IP FAE Sofl O[Fo{&LICH
2 AQIX| IP FAE &HaF 2| VLAN(VLANT, 7|1EZholl S&fuct AQx| 22{AE Lo

DE AR BY ARt SYUEH #E|I VLANS 7hx{ofF & L|cH &1 2900XL & 3500XL

AQ|X|2 Cisco I0S Software ZIZ|A 12.0(5)XP2| Z ZtE2| VLANS 7|2 Zf(VLANT)O|A] &

Ag £ &LICH EFF Cisco I0S Software Release 12.0(5)XU O|4 & AL 35HH A A L]
ZHAEO| ZE| VLANE HEE = /l&LIct CcMS ¥ O_IEMIOIAZ Soff B BEE HE
siof BrLICH 22| VLANE HEst= Yol Cieh RHMIEH LIE 2 Chg EME H XSt AR,
P{AE] 444 31 BHE|o| 22| VAN MM ‘f'_"@(29OOXL/35OOXL QRN FHAE M4 2 BB

(2950, 2955 2! 2940/2970 A | x[)Q| #2| VLAN MM B#4ZH0| oo M= B AL K|

(3524XL)E HH AR|x|=2 FHeLICt (Ctojo{TZ 1 & X)

. BHALQRE AYE = IP FALE S ELICLO| oM BE AR IP FAE
172.16.84.35QILICt. BHYE ALIX|0|M Z7| ZI|28|0|ME +-Se{H OIS BHE ASE
LICH

Swi t ch> enable

Swi t ch# configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.

Swi t ch(confi g)# enable password mysecret

Swi tch(config)# interface vlanl

Switch(config-if)# ip address 172.16.84.35 255.255.255.0

Switch(config-if)# exit

Swi tch(config)# ip default-gateway 172.16.84.1

Swi tch(config)# ip http server(Enabling web access to the switch)

Swi tch(config)# end

Swi t ch#

YSYS-5- CONFI G_| : Configured from consol e by consol e

Swi t ch# write memory
Bui | di ng configuration...

[ K]

ALQ|R|7k CDPE X| st X|BF 2HAERE KIotX| ot BE Ao HZEE F2? 2
Fa

EI)

_|

ﬂllll

My
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&I o] AT o|M2 oM HMASESE AXIMM 6o 5t 7| Z4Z| 20|
LICH O Al EB{AE Fd0| WASHK| i b &LICH AL2[X[0| M show running-config
Wy MM Hu|ano|M ol o{H cluster HHT FIHEICIE He & 4 gLt

. QIE{HO|AE AlZfetEd™H HEtR M Foll AR IP FAE YHEFLICLOS FES ALE5t
of IP FAE UAEFLICE

http://x.x.x.x

AT S xxxs BY ALIXI P FAYULICLEDL U LS E B HAIXIZHEAIE £ Q)
&LICt enable HIYHS E 230! 2 H|YHS 2 AL EFLICE O] ool M mysecret2 enable
HZfH s eluct 23 W H|ZHSE =245t I8 10 Lt U= JAEH Cisco HAMA o
O|X|7} ZAIEILICH & EHEtRKE AISE [ AR HAMA 2|7t U= B2 Catalyst
2900 XL/3500 XL/2950/3550 A 2| %x|2| Cisco Visual Switch Manager EE = Cluster

o =t

Management Suite Access EA| SHZES HXSAUAIL.OF 1
Cisco Systems

Accessing Cisco WS-C3524-XL "switch"

Claster Management Suite or Visual Svatch hanager

Telnet - Ta the Switch.

Show interfaces - Display the status of the interfaces.
Show diagnostic log - Display the diagnostic lag.
Weh Console - HTML access to the command ine mterface at level 0,023 456 789 10,11,12 13, 14,15

Show tech-support - Display information commonly needed by tech support

Help resources

CCO at www.cisco.com - Ciseo Connection Online, mcloding the Technical Assistance Center (TAC).

tacfcisco.com - e-mail the TAC.
1-800-553-2447 or +1-408-526-T209 - phone the TAC.

ca-himlEcigco. com - e-mail the HTML interface development group.
: O|F AZER|o] HHMMME CHS 1t ZH2 Cisco M| A | O|X|E AFSELICHR 2

Rl & w -

B
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NI el e - fenin maams

Closa Winios:

Civca Sravema

Cisco WS-C3550-24

etk ity

I Address 1721 T BANNS
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Sysiem Dt alls
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6. Cisco M| A T 0| X|ol| A Cluster Management Suite &= &= Visual Switch ManagerE 2 28
Ch.a2 30iM & 4= U= 0l Visual Switch Manager 211 3240| LIEFLICE T2 400 & +
A= 0| Switch Manager & H|O|X|7} 2=/ L|Ct & 11: Cisco M| A m 0| X|0f A Cluster
Management Suite 55 £ Visual Switch Manager 2301 M| A 3t HHX{ Visual Switch
Manager 21 3t70| ZEA|ELICH 2{AE RS &35 H Visual Switch Manager 211 &}

4 F|of Cluster Manaiement Suite irﬂdi:%.' 4 I:H*_liOI EAELCLOR 3
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Cluster System Device Port VLAN Security Help
P BRE 4 MO ?

Switch Information

Huost M Switch

Sweilch B Addrerss: 17216.84.35

L ki

Conl act:

Softwwaln Vet sion 12005 23¥1) Entasr pi |56 Edition

R EEE T

i = e i Db S I S

#o: O 40 Lt U= A% & T 0| XK|ol| M ASHE Ol M7 U= E<S Catalyst 2900
XL/3500 XL/2950/3550 £ 2|%x|2]| Cisco Visual Switch Manager & Cluster Management
Suite Access =X SHAS XS AMAIR.XIZNK| 2ciAE HI|adio|Mo| +-E K| ok s
L|CH 2t 2e{AEZ 0 g E ﬁ-‘.’—lxlol ZAu|ag|o|M2 HAEX| et&LCt ChE B of
Me Ax|ago|M ot Ao cluster B F7HEFLICEH O] HxtoME ZF ol CHa =S
L|C}.

. M+ 28 0i M Cluster > Cluster Command Configuration® MEi&fL|CH 22! 501 LIt Q=
Z3&™ Cluster Configuration(221AE I8 0|M) & 0| LIEtELICH a8 5
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Custer System Device Port VLAN Security Help

-

B S EE o |5 ?

Switch Infoermation

E Clezber Configuraton

Hosi Hame: Command Switch Status: Dis-akile * | Swwitch

Cluster Name;
Switch IP Address: 172168435
LoEAtion:

0K Cancel Hedp

|darva Applel Yindow
Conlact:
Softwarn Version: 12,005,204 Entorpriss Edition

Switch L-atanrsl J024-KL

\ i
T
| : . r
I dx fx Br i I3 lex L 1Be J0m 23 M= = 2 Engey

8. Command Switch Status Z = 0{|A Enable2 ME{grL|C}.
9. Cluster Name ZE0f 0|52 &FLICHE2{AES| 0|&2 X|'d5l2d™ z|CH 31AIE AFEE
£ Ql&Lct o] dlolME 22{AE 0|E2 2 "engineering"2 AFSEHLICEH IR 6



10.

Cluster System Dievice Port VLAN Security Help

® WEE o4 T2

Switeh Informatien

El-gfﬂu sher Configuration
Host Hame: Cormimand Sweitch Status: Enable * | ewitch

Cluster Hame: EMgineEring
Swilch IP Address: 172.16.84.35
L ation: r |

0K Cancel | | Help

[Java Applet Window
Contact:
Soflwars Version: 12.05.20%U Enterprise Edition

Catalyst 3524

e r
= g o B 0w L T B o 20 Jh e -

el2 FEIELCHO|ZEA otH FY Ax|0IA 2HAEZO| & 85HE|T HE AL|X|7t
ELct OK(EehE S2lstH I8 70iM & &= JUXO0| ol BHAH HEIF FIHE[0 &
AEILICH O BE IP 4 & EF2HAE O|F0| ZA|ELICE O 8tE0i= Cluster
Management Suite2t= O|& = JU&LICHOE 7



Chrster  Systewn  Device Port VLAN Security  Help
& Wl TP
Cluster Infermation

Comumand I Addiess: 172 16.84.35
Chrster Narme: (R LR T

Switch Infermation

Heost Narme: Switch

Swelch I Address: 172.16.84.35

Lo ation:

Contact:

Softwear e Vet Shon: 120052001 Enteyprise Edithon

Calalyst 3534-M0

T 1 Ve Iim b 20w Jom O

A™EoM Y £ 2{%1(3524XL) Hm|aefolMe] UH0|E7L |AH EAIE BEE AEstod

host nane Switch

!

enable password mysecret

1

ip subnet-zero

cluster enable engineering 0

1

1

!

i nterface VLANL

ip address 172.16.84. 35 255. 255.255.0

no ip directed-broadcast

ip nat outside

1

1

ip default-gateway 172.16.84.1

ip Nat inside source list 199 interface VLAN1l overload
access-list 199 dynamic Cluster-NAT permit ip any any
!--- Full configuration output 1s suppressed.

cluster enable engineering B3 & A&stH Z{AE 0|& 2l "engineering"@ 2 BY A L2[X|
7|2 g/d3IELICH NAT(Network Address Translation) &2 W& AQ|X|Q| ZAx|2 20|
M odof Rise2 FIHELICH BHE0| B AL[X|o| HMASIEE ol BHEE A 7{5tX]| Of

A2 BE A22{X7H & AEHO|AE Solf HEH AQ(XIE BElsts 89 BH AARXE =
X

E A AE 2 5t HH AR HTTP 2 Java E& S MEELICH WA AQR|IE 7H LIS
NAT &&(CMP FAEIDE &)E ALE36t0o{ 0] g s~~TLICE CMP 2t 2ol CHet

KEMIEH LI 2 0| 2A12| Cluster Management Protocol M E R XS AA|L.




11. Cluster > Cluster Management& ME{#fLICH A 22{AE 2| & o| YRILICH &ol=
Cluster Builder(A?| x| )7t EAIELICH I & 80 Ltet = WM™ o] F etofl X[t
20| LIEHELICH MetEl £ 2 & o[&stHU %|435t6t01 2{AH 2 E(H)2 BE st
A & = UA&LIct Moz BEF T2 ARX|7F EAIELIC} Cluster Builder= CDPE AME
5o 2HAEM FIHE = U= FE ALQIX[IE AMELICH BHE AQ|Xl= CDPE Sl 2

HAE of| X|o| A =|CH 37| E2{AE K| ClHIO|ABE2l)7t U= AEF == 0| X A 2!
EEZX|M ALRIXIE KIS E AME 5= JU&LICE (O MMo| 3HHE HESMAIR)
Cisco 10S Software Release 12.0(5)XU ZE O|& & A& 3tHH Z|CH 77H2| E{AE X|# C
HEOIA(77H &2l)7t U= ALXIE AMSEE HY /\-?—IKIE T8 = U&LIchF: K eHE
F 5 FolM Ei{AEH Y7 AIZHE motct Mot £ 2 EA| 2 QIEto| MESELICE O MEHo]
el 7|2xo 2 EMstE Mot 2 &0l EAE[HLE EALX| S == UA&LICLOE 8
Chaslipr Views Device Link Oplions  Help

o £8lskld M LT

0II

=]
- =

Suppoibed Candulale 'Wiersdoms mEE =
Hiaghibsgin ivil SR Cheds 8o skl sl st or CanilEal el
i isr 7wl e o Fanglsdeijivl ol o aredledl Al S
T —Y ST ey |
Twilch Cisco WH-C351 .. D000 5868 abdh a0 m
At Al craaiTed cancliabes o chrser
[ Canid Heslp ﬁ
v Shiw sugesbied Canddates ey lirme Claster Bulder gats
i Applel 'Windkew
i | ] E
BT Boll LIEHLHE 35 AQIR|S SHLIE aLICH BE AQIXlE SMOR EAED 212
AQR|E mEtMo 2 EAIELICH 7|8 34E OIEOI Switch@l 22| X7} = 7 7| = ofl
Ol £2{R|7F ZAIELICE ol miEtMez EAIE FE AQXIE A FIHIX] &k

&LICH AXNZE F 7He| AQ{X|7} /= B Cluster Manager._ 28 EEZX| Clolo{1 Y
of 3H—P°| AP EAIMELICEOR 80 LIo Rl WAE MotEl 2 HolM S2HIE F
B AQX| £ &Qlg £ Q&LICH 38 CLIZE AF85H0d HIH AQIX|7} & 7hsMo| Y=
QHFE ) A-r|7<| +E =0lg £ JU&LICH 6§ E O3 Z&Lich

Swi t ch# show cluster cand:l.dates

| ---Upstream--|
MAC Addr ess Narme Devi ce Type Portlf FEC Hops SN Port|f FEC
00e0.1e9£.50c0 Switch W5 C2916M XL Fa0/1 1 0 Fa0/2
0040.5868.eb80 Switch W5 C3512- XL Gio/2 1 0 Gio/1

12. &7 22 ZollM &elg 226t oF 30X S+ 7|CHEILICt 0] 3t HoE SHHE 2o HH
A



Ol Ctolo{aoME S &
B A2 X[ILICE OlM 2E

IRl 22{R|7F

A Qx| =M0|H, "engineering"O|2H= OI&

-

T

23 A x| L|Ct Switch-1 2! Switch-2= X

o=Z Z{AE0
04242 AlSH= |. o| %E‘lﬁﬂ% i_ll-ol_l

L o
ocoo= 2060 4

- oT

US S LIEPHLICH B & HH A|R|o|M CHS
g = UGLICLEE ALIR[(BY 2 21%|, 3524XL):

Swi t ch# show cluster
Command switch for cluster "engi neering"
Total number of members:
Status:
Tinme since | ast status change:
Redundancy:
Heart beat interval:
Heart beat hol d-ti ne:
Ext ended di scovery hop count:

Swi t ch# show cluster members

SN MAC Addr ess Nanme Portlf FEC

0 0040.5868.£180 Switch

1 00e0.1e9£.50c0 Switch-1 Fa0/ 1

2 0040.5868.eb80 Switch-2 Go0o/2

Swi t ch# show cluster view

SN MAC Address Nanme Devi ce Type

0 00d0. 5868. f 180 Swi tch WS-C3524-XL

1 00e0. 1e9f. 50c0 Switch-1 WS-C2916M-XL

2 00d0. 5868. eb80 Swi tch-2 WS-C3512-XL
1267418 $88t $ WY £A9Ix(0)

===

i p subnet-zero

cluster enabl e engineering 0

cluster member 1 mac-address 00e0.1e9f£.50c0
cluster member 2 Mac-address 00d40.5868.eb80
1

1

1

Amagol oo

3
0 members are unreachable
0 days, 0 hours, 7 mnutes
Di sabl ed
8
80
3
| ---Upstream--|
Hops SN Portlf FEC State
0 Up (Cmdr)
1 0 Fal/2 Up
1 0 GO0/1 Up
| ---Upstream--|
Portlf FEC Hops SN Portlf FEC
0
Fao/ 1 1 0 Fa0/ 2
G 0/2 1 0 GO0/1



!--- Full configuration output 1s suppressed.

B FE ALR|7F HWH ALIXI7F £/ BE A|X| Z4T| e oMo M HEH AL/ MAC
FAE FIFBILICH E8 B A9IR| HI|TB0IMS BH ALK MAC FAE FIbeHLIC
Member Switch-1(3tEt 22|%|, 2916MXL)

Swi t ch- 1# show cluster

Cluster member 1

Cluster name: engineering

Management ip address: 172.16.84.35

Command device Mac address: 0040.5868.£180
Switch-1#

el IP FLE BY AR IP FLQLICE Ol B IP FAE ME0t0] 22X &S
Zilste ESAEHT JHHE Gol# LT E 8 Switch-1 HHo| 2& 20| Rl 82 2

AE{7F AQRIE FTHSHALOIRE BIH A 9| %|2] 2&0 O] HA[X|7} LIEH L
Swi t ch#

%CMP-CLUSTER_MEMBER_1-5-ADD: The Device is added to the cluster

(Cluster Name: engineering, CMDR IP Address 172.16.84.35)

Switch-1#

1268 288t $ B A9IxI0] LT 0IM TUol M LA W AE e BAR EA

ELict.

host nane Switch-1

!

enable password mysecret

|

!

no spanning-tree vian 1

no i p domai n-1ookup

|

cluster commander - address 00dO. 5868. f 180

I--- You may also see the member number and cluster name in the !--- above line. This
depends on the version of code that you use. ! interface VLANL no ip address
no i p route-cache

!-—— Full configuration output is suppressed.

Member Switch-2( & EH A2 %[, 3512XL)
Swi t ch- 2# show cluster
Mermber switch for cluster "engineering"

Member number: 2
Management IP address: 172.16.84.35
Command switch Mac address: 0040.5868.£180
Heart beat interval: 8
Hear t beat hol d-ti ne: 80

Swi t ch- 2#

EEIP TAE WY AR IP TAQLICHESE Switch-2 HE{0l| 24 40| Y= E 2
BHAE T A RIE F7HHAONAL HE AL x| &0 O] HA|X[7F LIEF LICH

Swi t ch#

%CMP-CLUSTER_MEMBER_2-5-ADD: The Device is added to the cluster

(Cluster Name: engineering, CMDR IP Address 172.16.84.35)

Swi t ch-2#

12EHHE 388 F BH AAX|Q AU 0| Tt M Ll HE Al 2 FHZE EA|

Euch

hostname Switch-2
|

enable password mysecret
!

!

i p subnet-zero

|

cluster commander-address 0040.5868.£180 member 2 name engineering



13.

14.

!--- If you run an older version of code, you may not see !--- the member number and
cluster name in the above line. ! interface VLANL no ip address

no ip directed-broadcast

no i p route-cache

!--- Full configuration output 1s suppressed.

1=
x|t EAE O|F0 EH é—?—IXI =7t "‘7P5| o8& % Pl
ol " A | x[oll HS x| gf2 F(0] ot 7.5* ) & 5' i

E 5'%;' A%Iicl SAE 0]
Eof 1Rt HWH HEE FIIELICH I S BY AQRlE AQARI7F SEAE M| =QIE
[ ALX|0f =X Mo HEE S ELICH ZXt= ALIX[7F SEHAE 7IUE & ME LE
EHALICE O] ofofA B AL[X|o= 7|2 ZAE O|FQ Switch7t A&LICH ’si B e
AR X|(WS- 02916MXL) S AE 0|EQ! Switch-12 AF235H, & HM M AQ{x|(WS-
C3512XL)= ZAE O|& Q! Switch-28 AFS g LICH &I HEH A<|x[0of 0|0| ZEAE 0|FO]
AE B2, FC{AE0| FHole M ALX|= ST ZAE 0|§2 |RXITLICH HE A2X|7}
ZHAEHE [HLIH ZAE O|§0| RXIELICLES HH ALRE 2|X7t BHAH® =

QI mf W2 A Q|| enable secret &= enable passwordS A& &HL|C}H £t SE{AEE &
ol miE |:||Eéll=l-l E SXIFLIcH HE 22/x| HIUHS E F K| A2 Z2 HE 22X

ol

LS -
Enull HIZHE E ’é*-’—'l*-E*L—IEP.
REMIEH 2E{AE HEE E24H Views > Toggle labelsE ME4EHLICEH 2ol CHS £71 HE 7}
FEAIELICHHEH ARXKIC MAC FAHEH AR IP FAXE HS 223 R4 O

LIl = 7|7hHIE ol 213)a 7 10
Chrsfen Wiews Desice Link  Oplions  Help
@ el MT?

17316 54 35
Fadiz

Falin

!

Dilel 1e# %000

- ¥
S{AE e BE AL|x|2] 0|0|X|E EE{H Cluster(22{AE) > Go to Cluster
Manager(2HAE #E|XIE 0|S)E MENELICH 2 HAH BEIR7F LEHELICH 22{AH
GAloZ AQX| ETV|E EAIRLICEE 11




7|E

S wEE s WY
L . EOGrERING

& Swich . Bwtizh

&P Cwfih- o o - i

& Swlch-2 e . - | F
-

&
W W o b Ik D3 ldw bax bl e 20w Jax L = bpiy

Shatich=1 Calaiysd 290 6L
L
[ i
bx Eagry

WE-20601- X1

M EREEE TN T RN N
-L JL Fi S -L i il 4

LA A AL AL L LA

SHAE HEIRE AHE5t0 EB{AE LHoAM HE AL S #E T = JUELICH £
EE DLEZ 2 AM5 T 2| VLANS HE5l 1 SAE O|F2 HESt= Ol AFSE = QU
&LICt. 32qLt Cluster ManagerE AF&36t01 EE{AE #E| 2 ot 7 2 UE s=Hst=

__I.L

YH2 Ol EA HRIE Hlo{LLICH RAIMEF LI 2 CHE EME & X
m] A a

Al A1 O

o = = .
&3 #E[o| 22 VLAN MM ¥4Z3(2900XL/3500XL) S /A E 44 B #E|o| 22 VLAN A

*_._4 H4Z(2950, 2955 & 2940/2970)

SHAE{0] HH 7}

o| dMojM= olo| &

t= e{AE| M AQ|XIE F7tst= Lol cis ABEEFLICH 0] of

5
olME 23 1001 8 5 U= 0| E2{AE{0f Catalyst 2924MXL A %|E FI}ErLICH,

CMSE A-83to] Fe{AE0l| CHE HIHE FItstcd™ ChE HAHE =L CH

1.

2.

BHE = HH AR ZE F stLtof| F7HE AXIE HAZFLICH Ol EAQ| Lab
Scenarios MMM M| A2 X|= BB AL|X[2] FastNet 0/2 CIE{m|O|A 0] AAZEILICH F A&
PxIE 145t TET SUE 22l VLANO| £5t=X| E= ZEJ EFF T EQIX| =0lft
LICH EE8H A AILIZIR0M BE ZEE 7|EXoZ 22| VLANQ! VLAN1OY| &8hLict 3
: D E EAH B2 7ISH CHEt HMAE BHE AR IP FAE S5l O|Fo{EILICE A
ALK IP FAE 4 #E|l VLAN(VLAN1, Z7|22h) ol SeFct AQ{X| F22HAEH Lol 2E
A Qx| BE AR[e SYet B2l VLANZ 7HA{0F B LICH 2900XL & 3500XL AL %X|&
Cisco 10S Software ZIZ|A 12.0(5)XPE 7|E2 2 #E| VLANS 7|22t VLAN1O| M 8473
£ Ql&LICH B Cisco I0S Software ZI2|A 12.0(5)XU O|&4 S AIE6HH M| A2 x| S
AE{Q| 22| VLANS #HZAE £ &Lt CcMS ¥ QIE{mH0|AE S6l| EHY HA 2 HAsHok
grLiCh 2l VLANS HE5H= Sof Cist RIS I8 2 O BAE B XA ZE{A
E{ 44 51 BE|9| 2] VLAN MM H474(2900XL/3500XL) S /A E{ 44 Bl gtE[o| 22
VILAN MM 8473(2950, 2955 2! 2940/2970)

=2t x{0f| M Cluster(22{AE]) > Cluster Management(Z A E #2|)E MEfEILICI M =
2t X & 0] Cluster Builder7} ¥2|1 C}S &t3H0| EAIELICEOR] 12



//www.cisco.com/en/US/docs/switches/lan/catalyst2900xl_3500xl/release12.0_5_xu/scg/kiclust.html
//www.cisco.com/en/US/docs/switches/lan/catalyst2950/software/release/12.0_5.2_wc_1_/configuration/guide/scg_clus.html
//www.cisco.com/en/US/docs/switches/lan/catalyst2900xl_3500xl/release12.0_5_xu/scg/kiclust.html
//www.cisco.com/en/US/docs/switches/lan/catalyst2950/software/release/12.0_5.2_wc_1_/configuration/guide/scg_clus.html

Suggested Candidate(XM|2t &) &0l ME2 AL{X|(2924MXL)7} FE AL|X|2 LIYE[0]
UE R Folgh = laLich I8 12 TiEtMo 2 MER ALQR|7F USS BoiFLICH M
A= BY AQX|(BH Aol AZELICE Ol £2 AL|X|7t EB{AE Q| #4420 &
M MaAlo| sAMo 2 HZAL| T AQ|X|7F Switch-32 2 LI L|CH.

3. EAE £E AQXE F7I5tD LIEQZ WS HUH0|EstE{™ Chs BHAH & StLHE
FLICLEM 2 oM &olg 226t H = S0 7|ChRILCH A A9 %2l Switch-32
HESZ ¥ AUCIo|EE EodELICHEE 22 1301 LIg} e HxH 2 AQ(XIE 2
CH2 Add to Cluster(EHAE 0| F£7H)E MEHELICH OB 13

o Bl N

+3
=




L-II 2|3 Mo CHE AFAIEH LIRS 224 Views > Toggle LabelsE AMEASL|CH 8] 15

O] F2{AEHE Solstoiel e AQxloh A Wi AFIFIEl Switch-S0IAf CF BEE W
B

LICHEE ALAX|(BY &9
Swi t ch# show cluster

|, 3524XL)

Command switch for cluster "engineering"

Total number of members:
Status:

Time since |ast status change:
Redundancy:

Heartbeat interval:

Hear t beat hol d-ti me:

Ext ended di scovery hop count:

Swi t ch# show cluster members

4

0 members are unreachable
0 days, O hours, 7 minutes
Di sabl ed

8

80

3




| ---Upstream - -|

SN MAC Address Narme Port|f FEC Hops SN Portlf FEC State
0 00d0. 5868. f 180 Switch 0 Up (Cndr)
1 00e0. 1e9f . 50c0 Switch-1 FaO/1 1 0 Fa0/2 Up
2 00d0. 5868. eb80 Switch-2 G 0/2 1 0 GO/1 Up
3 0Oee.le9f.50c0 Switch-3 Fa0/1 1 0 Fa0/3 Up
Swi t ch# show cluster view

| ---Upstream--|
SN MAC Address Narre Devi ce Type Port1f FEC Hops SN Portlf FEC
0 00d0. 5868. f 180 Switch WB- C3524- XL 0
1 00e0. 1e9f . 50c0 Switch-1 W5s-C2916M XL FaO/1 1 0 Fa0/ 2
2 0d0. 5868. eb80 Switch-2 W5 C3512- XL agol/2 1 0 Ggo/1l
3 0Oee.le9f.50c0 Switch-3 WS-C2924M-XL Fa0/1 1 0 Fa0/3

4EHHE e £ O

ol
>
1
kel

ZjzefolM oo M st HE A2 F/A EAIE

rr

ip subnet-zero

cluster enable engineering O

cluster nenmber 1 Mac-address 00e0. 1e9f. 50c0
cluster nenmber 2 Mac-address 00d0. 5868. eb80
cluster member 3 Mac-address 00ee.le9f.50c0
1

1

1

!--- Full configuration output 1s suppressed.

B £2 A7} A7} S B 20x] 2m|I2|0|H0lM Wit 221X MAC =
A8 FIHELICH E3F HIH AL X| IO o|M2 B-HE AR MAC FLE FIHELICHH
H A%l 3(2924MXL)
Swi t ch- 3# show cluster
Mermber switch for cluster "engineering”
Member number: 3
Management IP address: 172.16.84.35
Command switch Mac address: 0040.5868.£180
Heartbeat interval: 8
Heartbeat hold-time: 80
Swi tch- 3#
el IP —’F—*E BYE ALAXIQ IP FAULICLATHAHE e = BHE AL[X|e| Zu[azio|M

HP°'01|A-I Mste HE AL 2 &H EAIELICH

hostname Switch-3

!

enable password mysecret

1

!

ip subnet-zero

!

cluster commander-address 004d0.5868.£f180 member 3 name engineering
1

interface VLANL

no ip address

no i p directed-broadcast

no i p route-cache

!--- Full configuration output 1s suppressed.

. Cluster(@2{AE]) > Go to Cluster Manager(2 A E #E|XI2E 0|S)& Mg ct 22
160 2 &= =< 0| Cluster Manager7t LIEFLICH O] E7|= 28 110l KLO0|EE| 5
Z0i M2 F7HE AQ[X](2924MXL)7F EAIELICEE 16
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&P Bwlche] - ] 1 F

& Bwilch1 e ‘_.-u_..-u-;- :.‘ .il.:-' 'ﬁ'-llh ) = gy
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Cababeal FE2 AWML
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]

= |

e il il b e il d e e il il alhe e ol o ol e il ol dlhe dl b e bk d

debug % show HH

- BHAE EA

- 2HAE HH EA|

- cdp @I C|HFO|A FE A

- cdp 91 ClHtO|A MH[S HE E Al
- ClH3 SAE HH

- B4 PIF ClHIO|A C|H3

- 24 E O[#HIE C|H3

- ClH3 #4AHip

M & show HH &3

SHAE FA & SSHAE HEH EA

show cluster & show cluster members B& & AI&3510{ E2{AE L HEO| AENE = QlgfLICt.

- BHE ALIR|(BY 291%[, 3524XL)
Swi t ch# show cluster
Command switch for cluster "engineering"

Total number of members: 4

Status: 0 members are unreachable
Time since |ast status change: 0 days, O hours, 7 mnutes
Redundancy: Di sabl ed

Heart beat interval: 8

Heart beat hol d-ti ne: 80

Ext ended di scovery hop count: 3

Swi t ch# show cluster members
| ---Upstream--|
SN MAC Address Nare Port 1 f FEC Hops SN Portlf FEC State



0 00d0.5868.f180 Switch 0 Up (Cmdr)
1 00e0.1e9£.50c0 Switch-1 Fa0/1 1 0 Fa0/2 Up
2 0040.5868.eb80 Switch-2 Gio/2 1 0 Gio/1 Up
3 00ee.1le9f.50c0 Switch-3 Fa0/1 1 0 Fa0/3 Up

M AL|X| & S| B
members B2 0| £240f
20| B7|H Chs HHel &
Swi t ch# show cluster

Command switch for cluster "engineering"

2 ALQ|x|of CHer 242 0| 22 7|24 show cluster ! show cluster
Alo| BHAElLIC}H.0 |§ £ 04 HB{ Switch-27F & A Q| x|of CHEH ¢
22 Ctso Z&Lch

E

bl

Total nunber of nenbers: 4

Status: 1 members are unreachable
Time since last status change: 0 days, O hours, 0 minutes
Redundancy: Di sabl ed

Heart beat interval: 8

Heart beat hol d-ti ne: 80

Ext ended di scovery hop count: 3

Swi t ch#

Swi t ch# show cluster member

| ---Upstream--|
SN MAC Address Nane Port|f FEC Hops SN Portlf FEC State
0 00d0.5868.f180 Switch 0 U (Cndr)
1 00e0. 1e9f.50c0 Switch-1 Fa0/ 1 1 0 Fa0/2 Up
2 0040.5868.eb80 Switch-2 1 Down
3 00Oee. 1e9f.50c0 Switch-3 Fa0/ 1 1 0 Fa0/3 Up

B3 o2 T B¥ol ofsf BHAEE HE A2 FAI EAZIX| E&LICH BE ALR7F HH &

fIxIE S=t7| Tol|l BE A2(xl= §H ¢t4( )2 7ICtedok gLICH 7| 2He 2 stEHIE
CHZ| AlZH2 80FZ &ILICE 78 7hs 8 o7~ lL|ct &9 41|28y 0[4 2 =01 M cluster
holdtime 7-300 BY & Adst= 2 OI/H+E HEY + U&LICH

. HIH AR|X[-1(2916MXL)

Swi t ch- 1# show cluster

Cluster member 1

Cluster name: engineering

Management ip address: 172.16.84.35
Command device Mac address: 0040.5868.£180
Swi t ch- 1#

- Member Switch-2(& £t A 2{x|, 3512XL)
Swi t ch- 2# show cluster
Menber switch for cluster "engineering"

Member number: 2
Management IP address: 172.16.84.35
Command switch Mac address: 0040.5868.£180
Heart beat interval: 8
Heart beat hol d-ti ne: 80

Swi t ch-2#

M AL{X| 3(2924MXL)
Swi t ch- 3# show cluster
Menber switch for cluster "engineering"

Member number: 3

Management IP address: 172.16.84.35
Command switch Mac address: 0040.5868.£180
Heart beat interval: 8

Hear t beat hol d-ti ne: 80

Swi t ch- 3#



cdp 21F C|HIO|A FE A, cdp neighbors M5 FE E A

Ol Mol =2 AIX| & HIH AQX| 4 MMM TS CHE TH AQXIE X8 E ZE A9
x|= CDPv2E At&3tod CDP Q1Y EIHFOIé% .=1*#°*LIEF IXI‘— ol =& 7t CDP Lo|H 7H
Alol| MFerLich B> AL(X|7F HEE 4ot A2|X[= CDP HO[H 7HAIE EE” st £

LR SES ’é'é’éé&*l—llih

show cdp neighbors 2! show cdp neighbors detail @& AI& 304 A2{x|7t CDP U|O[H{ 7HA|0f|
UM #X 2 E A|X|7F CDPV2E M=K &QILICH.

. HH AQ|%|(3524XL)
Swi t ch# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H- Host, I - IGW, r - Repeater
Device ID Local Intrfce Hol dt ne Capability Platform Port ID
Switch-3 Fas 0/3 162 T S WS-C2924M-Fas 0/1
Switch-2 Gig 0/1 121 T S WS-C3512-XGig 0/2
Switch-1 Fas 0/2 136 S WS-C2916M-Fas 0/1

Swi t ch# show cdp neighbors detail

Device I D: sSwitch-3

Entry address(es):

Platform cisco WwsS-C2924M-XL, Capabilities: Trans-Bridge Switch
Interface: FastEthernet0/3, Port ID (outgoing port): FastEthernet0/1
Hol dtime : 132 sec

! -—— Output suppressed. advertisement version: 2

Protocol Hello: QU =0x00000C, Protocol |D=0x0112; payl oad | en=25,

val ue=0AA050C000000003010103FF00D05868F18000EE1E9F50C001

VTP Managenent Domai n:

Device I D switch-2
Entry address(Es):
I P address: 0.0.0.0
| P address: 172.16.84. 35
Platform cisco ws-c3512-XL, Capabilities: Trans-Bridge Sw tch
Interface: GigabitEthernet0/1, Port ID (outgoing port): GigabitEthernet0/2
Holdtime : 141 sec
I -—— Output suppressed. advertisement version: 2
Protocol Hello: QU =0x00000C, Protocol |D=0x0112; payl oad Len=27,
val ue=0A68EB8000000002010123FF00D05868F18000D05868EB80010001
VTP Managenent Domai n:
Dupl ex: full

Device I D switch-1
Entry address(Es):
| P address: 172.16.84. 35
Platform cisco ws-c2916M-XL, Capabilities: Switch
Interface: FastEthernet0/2, Port ID (outgoing port): FastEthernet0/1
Hol dtime : 140 sec
! -—— Output suppressed. advertisement version: 2
Protocol Hello: QU =0x00000C, Protocol |D=0x0112; payl oad Len=25,
val ue=0A9F50C000000001010103FF00D05868F18000E01E9F50C001
VTP Managenent Donmai n:

. I AQ|X|-1(2916MXL)



Swi t ch- 1# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S- Switch, H- Host, | - IGW, r - Repeater
Device ID Local Intrfce Hol dt e Capability Platform Port ID
Switch Fas 0/1 139 T S WS-C3524-XFas 0/2

Swi t ch-1# show cdp neighbors detail
Device I D Switch
Entry address(Es):
| P address: 172.16.84. 35
| P address: 172.16.84. 35
Platform cisco W5-C3524-XL, Capabilities: Trans-Bridge Switch
Interface: FastEthernet0/1l, Port ID (outgoing port): FastEthernet0/2
Hol dtime : 147 sec
!-—- Output suppressed. advertisement version: 2
Protocol Hello: QU =0x00000C, Protocol |D=0x0112; payload Len=27,
val ue=0A68F18000000000010123FF00D05868F18000D05868F180000001
VTP Managerent Domain: "'

HH AR|X|-2(3512XL)
Swi t ch- 2# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H- Host, | - IGW, r - Repeater
Device ID Local Intrfce Hol dt ne Capability Platform Port ID
Swi t ch Gg 0/2 147 TS WB- C3524-XG g 0/1

Swi t ch- 2# show cdp neighbors detail
Device I D switch
Entry address(Es):
| P address: 172.16.84.35
| P address: 172.16.84.35
Platform cisco Ws-C3524-XL, Capabilities: Trans-Bridge Switch
Interface: G gabitEthernet0/2, Port ID (outgoing port): G gabitEthernet0/1
Hol dtime : 141 sec

!I-—- Output suppressed. advertisement version: 2

Protocol Hello: QU =0x00000C, Protocol |D=0x0112; payl oad Len=27,
val ue=0A68F18000000000010123FF00D05868F18000D05868F180000001

VTP Managenent Domain: '' Duplex: full

M A 2| X[ 3(2924MXL)
Swi t ch- 3# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S- Switch, H- Host, | - IGW, r - Repeater
Device ID Local Intrfce Hol dt e Capability Platform Port ID
Switch Fas 0/1 125 T S WS-C3524-XFas 0/3

Swi t ch- 3# show cdp neighbors detail
Device I D sSwitch
Entry address(Es):
| P address: 172.16.84.35
| P address: 172.16.84.35
Platform cisco WS-C3524-XL, Capabilities: Trans-Bridge Switch
Interface: FastEthernet0/1, Port |ID (outgoing port): FastEthernet0/3
Hol dtime : 179 sec
!-—- Output suppressed. advertisement version: 2



Protocol Hello: QU =0x00000C, Protocol |D=0x0112; payload Len=27,
val ue=0A68F18000000000010123FF00D05868F18000D05868F180000001
VTP Managerent Domai n:

#1: o] EAIZIX| ot AR 2 A2|x|of CHEt show cdp neighbors detail & £240i M SHE A2
X7t HHH A|x|7t E &= edgLct

HE CltHT B &3
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%CMP-CLUSTER_MEMBER_2-5-REMOVE :
The Device is renmoved fromthe cluster (O uster Name: engineering)

%CMP-CLUSTER_MEMBER_2-5-ADD:
The Device is added to the cluster(C uster Name: engineering,
CVMDR | P Address 172. 16. 84. 35)

2{AE HH ClH3, @A F Uo[H & ClHI #2AF o[HE

0[248t odloll M X2 5 7H2l debug B (debug cluster member 2! debug cluster neighbors)2 E3
AQ|X| E= HEH AL|X|0]AM I='LHE SAH Q14 ClHO|A UOIO|EE EAIRFLICE M| EHmy
debug %'%'O.J debug EHAE| O|HE= ’“11/0._".;1 C|HFO|A helloE EAIELICH B Zhoi| mEkAd
ol M2 EY E30| 7HA|EE FAAIZLICH 5 O] EAl= A ClH "E"Oﬂkl ELQEH
2E EASHX| et&LCt.

. 24 AQ|R|(3524XL)
Swi t ch# debug cluster members
Cluster menbers debugging is on
Swi t ch#
23:21: 47: Sendi ng nei ghbor update. ..
23:21: 47:
Cl uster Menber: 00, active.
!-—— Member 00 means commander switch. 23:21:47: Unanswered heartbeats: 1 23:21:47: Hops to
commander: 0 23:21:47: Assigned CMP address: 10.104.241.128

!--- This is the commander CMP address. 23:21:47. Cmdr IP address: 172.16.84.35
23.21: 47: Cmdr CMP address: 10.104.241.128

!-—- This is the commander CMP address. 23:21:47: Auto update counter: 0 23:21:47: Cmdr MAC
address: 0040.5868.£180

23.21: 47: Mbr MAC address: 0040.5868.£180

23:21: 47: Command Port |D:

23.21: 47: Platform Name: cisco WS-C3524-XL

23.21: 47: Host Name: Switch

Swi t ch# debug cluster neighbors
Cl uster nei ghbors debugging is on
Swi t ch#
23:51:50: Neighbor update from member 0
!-—-- This is an update from the commander. 23:51:50: 3 Cluster neighbors:
!--- Information about member Switch-2 starts here. 23:.51:50: 0040.5868.eb80 connected to
Member 0
on port GigabitEthernet0/2



23:51:50: Port Macaddr: 00dO. 5868. eb8e

23:51: 50: Hostname: Switch-2

23:51:50: Port ID: GigabitEthernet0/2

23:51: 50: Nei ghbor FEC. 255

23:51: 50: Menber FEC. 255

23:51: 50: Capabilities: OA

23:51: 50: Link Qualification: 0O

23:51: 50: Qualification Note: 21

23:51: 50: Menber 2 of stack with commander 0.104.187.140

23:51: 50: CMP address: 10.104.235.128

23:51: 50: Hops to Conmmander: 1

23:51:50: Managerment vlan: 1

!--- Information about member Switch-2 ends here. !--- Information about member Switch-1
starts here. 23:51:50: 00e0.1e9f.50c0 connected to Member 0 on port FastEthernet0/2
23:51: 50: Port Macaddr: 00e0. 1e9f. 50cl

23:51: 50: Hostname: Switch-1

23:51: 50: Port ID: FastEthernet0/1

23:51: 50: Nei ghbor FEC. 255

23:51: 50: Menber FEC. 255

23:51: 50: Capabilities: 08

23:51: 50: Link Qualification: 3

23:51: 50: Qualification Note: 01

23:51: 50: Menber 1 of stack with conmander 0.77.44.124

23:51: 50: CMP address: 10.159.80.192

23:51: 50: Hops to Commander: 1

23:51:50: Managenent vlan: O

!--- Information about member Switch-1 ends here. !--- Information about member Switch-3

starts here. 23:51:50: 00ee. 1e9f.50c0 connected to Menber 0 on port FastEthernet0/3
23:51:50: Port Macaddr: 00Oee. 1e9f.50cl1l 23:51:50: Hostnane: Switch-3 23:51:50: Port ID:
FastEthernet0/1

23:51: 50: Nei ghbor FEC. 255

23:51: 50: Menber FEC. 255

23:51: 50: Capabilities: OA

23:51: 50: Link Qualification: 3

23:51: 50: Qualification Note: 00

23:51: 50: Menber 3 of stack with comrander 0.77.184.56

23:51: 50: CMP address: 10.160.80.192

23:51: 50: Hops to Conmander: 1

23:51:50: Managerment vlan: 1

!--- Information about member Switch-3 ends here. !--- The information that follows is from
Switch-2, as seen on !--- the command switch. !--- You can see the same information if you
issue the !--- debug cluster events command on certain versions !--- of codes.

Cluster neighbor's Protocol Hello payl oad:

23:52:00: Sender Version: 1, Woirks with version 1 and | ater

23:52: 00: Fl ags: 23, Nunmber of hops to the commander: 1

23:52: 00: Cluster member number: 2

23:52: 00: Cluster Cmdr Mac Address: 0040.5868.£f180

23:52: 00: Sender Mac address: 0040.5868.eb80

!--- This is the Switch-2 MAC address.

23:52:00: Sender CMP address: 10.104.235.128

!--- This is the Switch-2 CMP address. 23:52:00: Upstream switch No: 0.0.0.0 23:52:00: FEC
Nurmber: 255 23:52:00: Managenent vlan: 1 !--- Output suppressed.

HH AQ|%|-2(3512XL)
Swi t ch- 2# debug cluster member
Cluster nenbers debugging is on

Swi t ch- 2#
23:22:51: Sending neighbor update...
23:22:51: Switch 0040.5868.£180 connected on port GigabitEthernet0/2

!-—— This is the command switch MAC address local port. 23:22:51: Port |D

G gabit Ethernet 0/ 2 23:22:51: Capabilities: OA 23:22:51: Link Qualification: 5 23:22:51:
Qualification Note: 20 23:22:51: Menber 0 of stack with commander 00d0.5868.f 180 23:22:51:
CMP address: 10.104.241.128



!--- This 1is the commander CMP address. 23:.22:51. Hops to Commander: 0

23:22:51: Managerent vl an: 1*

23:22:51:

!--- Up to this point, the information is about the command switch. !--- The output that
follows is the local switch information that goes to the !--- neighbor (command) switch.
Cluster Member: 02, active.

23:22:51: Unanswer ed heartbeats: 1

23:22:51: Hops to commander: 1

23:22:51: Assigned CMP address: 10.104.235.128

23:22:51: Cmdr IP address: 172.16.84.35

23:22:51: Cmdr CMP address: 10.104.241.128

23:22:51: Aut o update counter: O

23:22:51: Cmdr MAC address: 0040.5868.£180

23:22:51: Mbr MAC address: 0040.5868.eb80

23:22:51: Command Port ID: GigabitEthernet0/2

!--- This is the port that connects to the commander. 23:22:51. Platform Name: cisco WS-
C3512-XL

23:22:51: Host Name: Switch-2

Swi t ch-2#

Swi t ch- 2# debug cluster neighbors

Cl ust er nei ghbors debugging is on

Swi t ch- 2#

23:59: 32: cmi _set CommandPort: setting ups nbr numto O
23:59: 32: cmp_sendNeighborsToCmdr: skip neighbor 0040.5868.£180

Swi t ch-2#

23:59:42:

!-—- Information that follows is from the command switch. !--- You can see the same
information if you issue the !--- debug cluster events comand on certain versions !--- of
codes.

Cluster neighbor's Protocol Hello payl oad:

23:59: 42: Sender Version: 1, Works with version 1 and | ater
23:59: 42: Fl ags: 23, Nunber of hops to the conmander: O
23:59: 42: Cluster member number: 0

23:59: 42: Cluster Cmdr Mac Address: 0040.5868.£f180

23:59: 42: Sender Mac address: 0040.5868.£180

!--- This is the commander MAC address. 23:59:42: Sender CMP Address: 10.104.241.128
!--- This is the commander CMP address. 23:59:42: Upstream switch No: 0.0.0.0 23:59:42: FEC
Nurber: 255 23:59:42: Managenent vlan: 1

ClHT #HAH ip

CMP address Z =7} debug B& £330 LIEFELICE Cluster Management Protocol AA404[ A A%
§H= 0|, X|ZFRH Y HH AL|X|= Olz{et CMP F4 AHE1t SAIFL|CH

ClH3 Se{AE HH, C[H3T S@e{AF Ho|H & C|tHa #8{AF o[HE MMM £ £ 3

2 0| ofofl M AR|%|2] CMP F4 & Chgat Z&LCh

. Commander CMP $=2~: 10.104.241.128

. T AL[XI-1 CMP A 10.159.80.192

- M ALIK]-2CMP A 10.104.235.128

- M AR 3 CMP F4: 10.160.80.192
Cluster Management Protocol 40| CHEH MHE5HH CMP= Ml 7HX| &8l 7|l A2 F+-ELCtH
1% tLtE CMP/RARP HIZ{LIE IL|Ct 8 CMP/RARPE EAE A ALIXIE =71 2 A|
HgfLct. oteiel ClHa £332 F AR HHE FI7IHe I CMP/RARP HA|X|e| 2O & E0d
ELct.

#f 1 debug cluster member, debug cluster neighbors %! debug cluster events Al4490| 20} 2zt




ME2 SX|5tEd{™ F7HE BZE(3524XL)0 F Hml A 2| X[(Switch-2, 3512XL)M| debug cluster ip &
HS M-AELICH

. Commander Switch(3524XL)(HH Switch-2 F7})
Swi t ch# debug cluster ip
Cluster |P/transport debugging is on
Swi t ch#

!-—- The command switch generates the new CMP address. 1d08h:
cmdr generate_cluster_ ip_address: generated cluster,
ip addr 10.104.235.128 for Mac 0040.5868.eb80

!--- The commander allocates the CMP address to member Switch-2. 1d08h:
cndr_generate_and_assi gn_i p_address: setting addr for member 2 addr 10.104.235.128

1d08h: cndr _gener at e_and_assi gn_i p_addr ess

adding static ARP for 10.104.235.128

1d08h: cluster_send_rarp_reply:

Sending reply out on Virtuall to nmenber 2

1d08h: cndr_process_rarp_request: received RARP req

1d08h: proto type : 0000

1d08h: source Mac : 0040.5868.eb80

!--- This is the member MAC Address. 1d08h: source ip : 10.104.235.128
!-—- This is the member CMP Address. 1d08h: target Mac : 0040.5868.£180
!--- This is the commander MAC Address. 1d08h: target ip : 10.104.241.128
!--- This is the commander CMP Address. 1d08h: cndr_process_rarp_request: rcvd ACK for the
bootstrap req

. Member Switch-2(3512XL)(Commander & 7})
Swi t ch# debug cluster ip
Cluster |IP/transport debugging is on
Swi t ch#

!-—- The member switch receives information from the command switch. 00:01: 24
cluster_process_rarp_reply: received RARP reply : 00:01: 24: source Mac : 0040.5868.£180
!--- This is the commander MAC Address. 00:01:24: source ip : 10.104.241.128

!--- This is the commander CMP Address. 00:01:24: target Mac : 0040.5868.eb80

!--- This is the member MAC Address. 00:01:24: target ip : 10.104.235.128

!--- This is the member CMP Address. !--- The member switch extracts and implements the
cluster information. 00:01:24: cluster_process_rarp_reply: setting commander's MAC address:
0040.5868.£180

00:01: 24: create_cluster_idb: creating HAN DB(0x0) for the cluster

00: 01: 24: cluster_create_nenber _idb:

creating cluster-idb 4D4378, cmp-addr: 10.104.235.128

00: 01: 24: Authorizing the password string:

00: 01: 24: cluster_send_rarp_request: Sending request out to cndr

00: 01: 24: cluster_process_rarp_reply:

created hwidb and set IP address (10.104.235.128)

00: 01: 24: cluster_process_rarp_reply:

setting commander's addr (10.104.241.128) info

00: 01: 24: cluster_process_rarp_reply:

setting static ARP for cmdr addr 10.104.241.128

00: 01: 24: cluster_set_defaul t_gat eway:

setting default gw to cmdr's addr (10.104.241.128)

00: 01: 24: setting hostname to Switch-2

00: 01: 24: setting password to enable password 0 mysecret

00: 01: 24: cluster_pick_defaul tidb: picking cluster IDB to be default |IDB
00: 01: 24: This switch is added to the cluster

00: 01: 24: Cluster Name : engineering ; Cmdr IP address: 172.16.84.35

00: 01: 24: CcMP address: 10.104.235.128 ; Cmdr CMP address: 10.104.241.128
!-—- At this point, the switch has been added to the cluster. 00:01: 24: %CMP-
CLUSTER_MEMBER_2-5-ADD: The Device is added to the cluster

(Cluster Name: engineering, CMDR IP Address 172.16.84.35)



00:01: 24: cluster_process_rarp_reply: bootstrap for the firsttine, start nenber
00:01: 24: cluster_process_rarp_reply: setting netsareup to TRUE

¥4 CLI #E2|E 2{8 rcommand AHE
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Swi t ch# rcommand 2
!--- This accesses member Switch-2. Trying ... Open Switch-2# !--- Here, you establish a
Telnet session with member Switch-2. SW tch-2# exit
!I-—- Use this command to end the Telnet session. [Connection closed by foreign host]
Swi t ch#
M A 2| X[0| A debug ip packet BE 2 & dststn BHE ALK T B ALX[E
rcommandE AstH HH A 2|x[e] &0l ChS HIAIXI7F R A[ELICH

01:13:06: |P: s=10.104.241.128 (Virtual 1), d=10.104.235.128, Len 44, rcvd 1

!-—-- This is a received request from the command switch. 01:13:06: |P: s=10.104.235.128 (local),
d=10.104.241.128 (Virtual 1), Len 44, sending

!--- A reply returns to the command switch.

o HH A2[x[0lAM o] E2E it HA " A2{x[of CH
Ct. HAZE 2 MHE8t = debug ip packet BHE2 AT CFE FHE AL{X|0 A rcomman
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Swi t ch# show running-config
Bui | di ng configuration...
Current configuration:

|

version 12.0

no service pad

service tinestanps debug uptine
service tinestanps |og uptinme



no service password-encryption
1

host nane Switch
|

enable password mysecret
1
|
|
|
|
|

ip subnet-zero

cluster enable engineering 0

cluster member 1 Mac-address 00e0.1e9f.50c0
cluster member 2 Mac-address 0040.5868.eb80
cluster member 3 Mac-address 00ee.le9f.50c0

interface FastEthernet0/1
i nterface FastEthernet0/2
i nterface FastEthernet0/3
i nterface FastEthernet0/4
i nterface FastEthernet0/5
i nterface FastEthernet0/6
interface FastEthernet0/7
i nterface FastEthernet0/8
i nterface FastEthernet0/9
i nterface FastEthernet0/10
interface FastEthernet0/11
interface FastEthernet0/12
interface FastEthernet0/13
interface FastEthernet0/14
i nterface FastEthernet0/15
interface FastEthernet0/16
interface FastEthernet0/17
interface FastEthernet0/18
interface FastEthernet0/19
i nterface FastEthernet0/20
interface FastEthernet0/21
i nterface FastEthernet0/22

interface FastEt hernet0/23



interface FastEt hernet0/ 24

!

interface G gabitEthernet0/1

!

interface G gabitEthernet0/2

!

interface VLANL

ip address 172.16.84.35 255.255.255.0
no i p directed-broadcast

ip Nat outside

|

ip default-gateway 172.16.84.1

ip Nat inside source list 199 interface VLANl1l overload
access-list 199 dynamic Cluster-NAT permit ip any any
!

line con O

transport input none

stopbits 1

line vty 0 4

I ogin

line vty 5 15

I ogin

!

end

T EH A XI-1

Swi t ch- 1# show running-config
Bui | di ng configuration..
Current configuration:

|

version 11.2

no service pad

no service udp-snall-servers
no service tcp-snall-servers
|

hostname Switch-1

1

enable password mysecret

|

1

no spanning-tree vlian 1

no i p domai n-1 ookup

|

cluster commander-address 0040.5868.£180
|

interface VLANL

no ip address

no i p route-cache

|

interface FastEthernet0/1

interface FastEthernet0/2
interface FastEthernet0/3
interface FastEthernet0/4

interface FastEthernet0/5



nterface FastEthernet0/6

nterface FastEthernet0/7

nt erface Fast Et hernet 0/ 8

nterface FastEthernet0/9

nt erface Fast Et hernet 0/ 10

nterface FastEthernet0/11

nt erface Fast Et hernet0/12

nt erface Fast Et hernet0/13

nt erface Fast Et hernet 0/ 14

nt erface Fast Et hernet 0/ 15

nt erface Fast Et hernet 0/ 16

line con O
stopbits 1
line vty 0 4
I ogin

line vty 5 15
I ogin

!

end

HH A {X|-2

Swi t ch- 2# show running-config
Bui | di ng configuration...
Current configuration:

!

version 12.0

no service pad

service timestanps debug uptine
service timestanps | og uptine
no service password-encryption
!

hostname Switch-2

!

enable password mysecret
1
|
|
|
|
|

ip subnet-zero

!

cluster commander-address 0040.5868.£180 member 2 name engineering
!

!

interface FastEthernet0/1

!

interface FastEthernet0/?2

!

interface FastEthernet0/3



nterface FastEthernet0/4

nterface FastEthernet0/5

nterface FastEthernet0/6

nterface FastEthernet0/7

nt erface Fast Et hernet 0/ 8

nterface FastEthernet0/9

nt erface Fast Et hernet 0/ 10

nterface FastEthernet0/11

nt erface Fast Et hernet0/12

nterface G gabitEthernet0/1

nt erface G gabitEthernet0/2

nterface VLANL

no i p address

no ip directed-broadcast
no i p route-cache

1

1

line con O
transport input none
stopbits 1

line vty 0 4

I ogin

line vty 5 15

I ogin

!

end

HH AP{%]-3

Swi t ch- 3# show running-config
Bui | di ng configuration...
Current configuration:

!

version 12.0

no service pad

service timestanps debug uptine
service timestanps | og uptine
no service password-encryption
!

hostname Switch-3

!

enable password mysecret
1
|
|
|
|
|

ip subnet-zero
!

cluster commander-address 0040.5868.£180 member 3 name engineering



nterface FastEthernet0O/1

nt erface Fast Et hernet0/2

nt erface Fast Ethernet0/3

nt erface FastEthernet0/4

nterface FastEthernet0/5

nterface FastEthernet0/6

nterface FastEthernet0/7

nt erface Fast Et hernet 0/ 8

nterface FastEthernet0/9

nt erface Fast Et hernet 0/ 10

nterface FastEthernet0/11

nt erface Fast Et hernet0/12

nt erface Fast Et hernet 0/ 13

nt erface Fast Et hernet 0/ 14

nt erface Fast Et hernet 0/ 15

nt erface Fast Et hernet0/ 16

nt erface Fast Et hernet0/ 17

nt erface Fast Et hernet 0/ 18

nt erface Fast Et hernet 0/ 19

nt erface Fast Et her net 0/ 20

nt erface Fast Et hernet 0/ 21

nt erface Fast Et hernet 0/ 22

nt erface Fast Et hernet 0/ 23

nt erface Fast Et hernet 0/ 24

nterface G gabitEthernetl/1
!

interface VLANL

no i p directed-broadcast
no i p route-cache

|

!

!

line con O

transport input none
stopbits 1

line vty 5 15

!

end
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