Catalyst XL &2 x|} Catalyst Layer 2 Fixed
Configuration Switch Zt2| EtherChannel 3!
802.1Q EE3 74 of

AS 2T Abg

AgElE T4 o4

ui 7z ol

Ty

SEMEEHIZZEE

ZE o{OJz|HOoMZZES
LACP(Link Aggregate Control Protocol)
4 E 93 ctoloa

7y

Ct=2 2olstL|Ct.

Catalyst 2900XL/3500XL
Catalyst 2950/2955

=X si4

et

|

4

271

O] E Mol ME Catalyst 3524XL1} Catalyst 2950 22| %| 72| IEEE 802.1Q EHZ
EtherChannelofl Ciet ME Z4T|T2i|0| M2 MSELICHZ B-e| Ayt o= mf
.2900XL/3500XL, 2940, 2950/2955 &l 29702 E &35l = Catalyst Layer 2 17 7

Mol MAIE AlLt2| 20 M S et 7='EPE AUE = ULt
AlEHEE 7| ol

E7| 13

n

Rl |
nr ©
o

HO

L|C

—_

|5 FH )"5

Al
&

2M E7| &l ciEt REMIEF LH2 2 Cisco 7| El B 7| 73!

fjo
[ok
b
Q'I_l
>
>
to

A 27 Abgt

O] EMoME ZH AQIx|0IA 4702 14 Oo|HY! ZE TV} 802.1Q EHIA R MHE|U M FEC(Fast


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

EtherChannel)0ll HE 2 HE K& LT

AISElE TNH 24

Ol EA2| oM E Br=7] I8l Lab B E0IM ChE 22 AR{XIE KI2 T & ALSH&LICH

. Cisco I0S® Software ZE2|A 12.0(5.2)XUE A& 5= Catalyst 3524XL AL |
. Cisco I0S Software 2 2|A 12.1(6)EA2aE A 5= Catalyst 2950 A 2|X|

HiZ= O|&
Ol2{8r £ RIXI0M FECE Fdst7| 2lall 217 ZEE MEE E2= gl&LICH

Cisco 10S Software & 2|4 11.2(8)SA1 & 11. 2(8)SA2E A3 5= Catalyst 2900XLOIMH = é <l
XNFIET ZE T NI%F 10| 47HC| FEC(ZE O &)7t o-I ElLich el 33 7t E= dE
2 4 O MAC FAE VIHICR FLICHS YU 2 E AL HHRI 2E ZE= %o'oml T
SHok grLc.& Y&t VLAN NMEE TEslol tH, ZE VLAN2 29 5%;3 MNEH}EHI EE E
H3 7t glo{oF ELICH.SPAN(Switched Port Analyzer) 2! ZE HOot 7|52 X|®ElX| et &LICt

lI

Cisco 10S Software Release 11.2(8)SA3 O|& & A&5t= Catalyst 2900XL, Cisco 10S Software
Release 11.2(8)SA6 O|& & Al&5t= Catalyst 3500XL & Catalyst 2950/29558 A&3t= Catalyst
290000XLOIME 7|8 AA FATI QYE AA EE A MACS| AA FAE J|HIOZ §l04 &'
2|5 Mo 2C WHAIS TAIE £ QAL .S B2BLICAA 7|H ZQTIS FEC(ZE 1
£)0llA z|cH 87He| ZEE {SFLICH E&!xl 7|H._F ZY2 ZE JEY FAHE ZEE 58T L
ChALXITE ZICH 12702 FEC ZE O &8 FHE & USH AA/MHA 7|8 OES E&6tod AHE
g AELICLSYUE ZE 9| ':”'I:HO._ DE ZEE= SYsHH F/dsHoF ELICHS Y VLAN Al
EE MY5HoF otH, ZE VLANR 2 EF I HEfet E-FT EE= EFF I} gi0{0F & LICH.SPAN
U ZE Hot2 X|EIX| &L Ct

oI

ot

Ca talyst 2940 2! 2950/2955 A 2|x|= 802.1Q EFZ Bt X[35H ISL(Inter-Switch Link Protocol)
EZZ X|°4o+7<| Ol &LICH Catalyst 29702 802.1Q X ISLEHZ ZZEZE ZF X|HELICH

oln

HElHIETZEESR

H3
AN
T
C

DrEE YHO0| JAELICLEZET EFTI E = = 89, AS2Z EFI J|ISE ME
O, d<0 ek ZEo A AP9°* EdZ fE2 i.é*%a* ~F sl ExZ wee T

o1
| A9 #45H= 0l248 7|& 2 DTP(Dynamic Trunk Protocol)2t 1 &L|Ct.

i mek |m
o — ﬂl|l|l

Lo

£ 1 Catalyst 2900XL/3500XL A | %= DTPE X[ 5HX]| Eg*ﬁI—IEP.Catalyst 2950/2955 A Q| x|
Cisco 10S Software & 2|A 12.1(6)EA2 O|& M 8% EHZE {5 DTPE K| LICH Catalyst
2940 & 29702 2 £ Cisco I0S Software £ EIAoﬂH DTPE X|gfLct

ZE O{OC|HOIMZZEES

T

AgP(Port Aggregation Protocol)= FECI 32| At& M2 XIHELICHPAgP IHA2 D &Y
H45t7| flsi FECI X[ ZE 7tof MSELICH YR XM A2 T oMo = PAGPO| = &=
LICH A3t AHE 2 CtE 0t Z2 &Lt

> mjo



. PAgPE= S™ VLANO| CH3H 7 MHE ZEO|AM HES K| t&LICHPAgPE M'EQ| 2 E
ZEJI SUF VLANO| £5tHL EET T EZ T E|o] Qlo{of & L|CH S 0| o|O| EXH5tT
EZEQO|VLANO| £ME/H HEO| B E ZEJ| 5T VLAND UX|StE = X EL|C}H

.PAQPE CIE S = TE FEHANM XS5t LEE OE56HK| &LICHHEO| QU2
I £t FEHAT HEL|HPAGPE HEQ| 2E ZEO| CHal ZE £ FEHAS H
745t c}.

.PAgP 2E=,, Y ASE,, (on) 2 AMES +4
0{ Q& LICH:PAgP7} ASE|X| oE&LICH T &g

0|l

F = U&LICHPAGP ZE&= of2fiof B
dHZE PAgP7} M-E[X| et&LICH T R

I' m) I'|0 l

.I

=
2 HENE SISO BCHPAGPTF £ 5502 AMEID g Lich M B0l WL LIC
2L} 01742 AISHSHR| SH&LICH:PAGP7H B3| A% S ILICh A B0l TWestn Alst
B, o T8 S3ME RS THE » lauch M B0l Ae Clstolas) ehee

r|r >

ot &2 PAgPE X|¢5tX| et= B OHE ol /= CIHO|AE PAGPE on2 2 7 5HoF .
A 11 Catalyst 2900XL/3500XL AL %|= PAgPE I_ 5t X| et & LICt Catalyst 2950/2955 AR x|&=
Cisco I0S Software ZZ|A 12.1(6)EA2 O| & 1t of R &S @Il PagPE& X & LICH.Cisco I0S
Software Z2[A 12.02 HA F 4B X| @& L|Ct.Catalyst 2940 & 29702 2 & Cisco 10S
Software 2 Z2|A0|AM PAgPE X|§ELICE

LACP(Link Aggregate Control Protocol)

LACP(Link Aggregate Control Protocol) EEZ2 CtS Ul 7tX| 28 ZEE X|¥HELct

- AZLLACP B¢ glo| B3 HAE Fdslfor &FLICHF, 22|X|= LACP WA g M&stHLE ¢l
HH2 E LACP IiZ!E ME[st K| e &LICt 0= PAgP2| on &ENQF FAMEFLICH.

- THE:Z 3 EAZ 7 EEIR| eEA&LICHLACP IS H& st AL ol &~ gl&LIch.ole
PAgPS| @ = AEHQL RAMEFLICE.

- TS ALR[IE LS AlEfsHX| A X2 QIHI2 E LACP THZ! 2 OlsiE LICH I|o{(Ed &Ef)=

oI

441 W SEEHE HALACP HZ/S H&E M) AIRrstH, 23 mofet of22IH(01M AL
TAJ8HLICH Ol PAGPSl RHS 29 RAREHLIC

YMET YAE AT HYS ASE £ ALY TS LACP UEIE = HAE
B oM CHE Y=} AlsEls 2% BAELol= PAPSl HENE By sARRUCH

&1 72O ZE LACP AME0o| 7 HEE B LACP A ZE= THA|EL|C}.

# 10 Catalyst 2900XL/3500XL A 2| %= LACPE K|35t K| £ &LICt Catalyst 2950/2955 AR x|=
Cisco 10S Software ZZ2|A 12.1(6)EA2 O|&f1to| A'd &S <8l LACPE X[ & LICt.Cisco I0S
Software 2 2|A 12.02 & #40 X|&F L—IEP.CataIyst 2940 4! 29702 2 & Cisco 10S
Software Z2[A0|A LACPE X|&H & LICt

HE|3 clojo{13Y

Ol Mo M= otel Ctolo{1 ol EAIE HERXZ MEE ALSELICH



Ports Channeling

Catalyst 3524 XL and Trunking

Catalyst 2950

FED/1 FEO/1

FEO/2 [ Y FE0/2

FEO/3 | | FEO/3

FEO/4 /  FE0/4
ManagementIP ManagementIP
Address: 1.1.1.2 Address: 1.1.1.1
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Catalyst 3524 XL

Conment s between the outputs are added in blue italics
for explanation. Flush#show run

Bui | di ng configuration...

Current configuration:

1

version 12.0

no service pad

service tinestanps debug uptine

service tinestanps |og uptine

no service password-encryption

1

host nane Fl ush

!

!

i p subnet-zero

!

!--- Since the 2900XL/3500XL switches do not support !--
- dynamic channel negotiation, verify the !---
configuration before enabling secondary links. !--- You
may see a loop before the configuration is finished if
!-—-- both ports are connected while doing changes. !---
Shut down the ports involved in the channel first. When
the !--- configuration is complete, enable them back. !-
-- An example of a brief loop is shown below. !---
flush# !--- 6dl2h: 8LINK-4-ERROR: FastEthernet(0/1 is
experiencing errors. !--- 6dl2h: $RTD-1-ADDR_FLAP:
FastEthernet(0/3 relearning five addresses per minute. !-
-- 6dl12h: SLINK-4-ERROR: FastEthernet(0/1 is experiencing
errors. !--- 6dl12h: $RTD-1-ADDR_FLAP: FastEthernet(0/24
relearning eight addresses per minute. !--- 6dl2h:
3LINK-4-ERROR: FastEthernet(0/1 is experiencing errors. !
I interface FastEthernet0/1 port group 1 !--- Assigned
port to port channel 1. switchport trunk encapsul ation
dot1lq !/--- Configured the port to use the trunking
encapsulation dotlQ. switchport nmode trunk !/---
Configured port to be in trunking mode. ! interface

Fast Et hernet0/2 port group 1 !--- Assigned port to port
channel 1. switchport trunk encapsul ation dot1q

swi tchport node trunk ! interface FastEthernet0/3 port




group 1 !--- Assigned port to port channel 1. switchport
trunk encapsul ati on dot 1q swi tchport node trunk !
interface FastEthernet0/4 port group 1 !/--- Assigned
port to port channel 1. switchport trunk encapsul ation
dot 1g swi tchport node trunk ...... (out put Suppressed) !
interface VLANL ip address 1.1.1.2 255.255.255.0 no ip
direct ed- broadcast no ip route-cache ! line con O
transport input none stopbits 1 line vty 0 4 login line
vty 5 15 login

Catalyst 2950

Conment s between the outputs are added in blue italics
for explanation. Hanka>en Hanka#show run

Bui | di ng configuration..

Current configuration : 1298 bytes

1

version 12.1

no service pad

servi ce tinmestanps debug uptinme

service timestanps | og uptine

no service password-encryption

1

host nane Hanka

!
!

i p subnet-zero
!
interface Port-channel 1

flowcontrol send off

switchport node trunk

!--- Since the 2900XL/3500XL series switches do not !---
support dynamic channel negotiation, !--- verify the
configuration before !--- enabling secondary links. !---
You may see a loop before the configuration is !---
finished if both ports are connected while doing
changes. !--- We suggest shutting down the ports
involved in the channel !--- first, and when the
configuration is complete, !--- enabling them back. !---
An example of a brief loop is shown below. !--- flush#
!--- 6dl12h: $LINK-4-ERROR: FastEthernet(0/1 1is
experiencing errors. !--- 6dl12h: $RTD-1-ADDR_FLAP:
FastEthernet(0/3 relearning five addresses per minute. !-
-- 6dl12h: 3LINK-4-ERROR: FastEthernet(0/1 is experiencing

errors. !--- 6dl12h: $RTD-1-ADDR_FLAP: FastEthernet(0/24
relearning eight addresses per minute. !--- 6dl2h:

3LINK-4-ERROR: FastEthernet(0/1 1is experiencing errors. !
interface FastEthernet0/1 switchport node trunk !---
Configured port to be in trunking mode. channel -group 1
node on !/--- Assigned port to port channel 1. !---
Catalyst 2950/2955 switches only support 802.10
encapsulation, !--- which is configured automatically !-
-- when trunking is enabled on the interface by !---
issuing the switchport mode trunk command. !--- Note:
The channel-group comuand is introduced in !--- Cisco

I CS Software Release 12.1. Cisco | OS Software Rel ease
12.0 has !--- the port group conmmand to configure
channel i ng.

!
interface FastEthernet0/2




swi tchport node trunk

channel -group 1 node on

!--- Assigned port to port channel 1. ! interface

Fast Et hernet 0/ 3 swi tchport node trunk channel-group 1
node on !/--- Assigned port to port channel 1. !
interface FastEthernet0/4 switchport node trunk channel -
group 1 node on !--- Assigned port to port channel 1.
...... (output Suppressed) interface Vlanl ip address
1.1.1.1 255.255.255.0 no ip route-cache ! ip http server
! Iine con O transport input none line vty 0 4 login
line vty 5 15 login ! end
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Catalyst 2900XL/3500XL

show CDP neighbor
Fl ush#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S- Switch, H- Host, | - IGW, r - Repeater
Device ID Local Intrfce Hol dt me Capability Platform Port ID
Hanka Fas 0/4 173 S| WS- C2950T- Fas 0/ 4
Hanka Fas 0/3 173 S| WB- C2950T- Fas 0/ 3
Hanka Fas 0/2 173 S| WS- C2950T- Fas 0/ 2
Hanka Fas 0/1 173 S| WS- C2950T- Fas 0/1
Fl ush#

show port group

Fl ush>en
Fl ush#show port group
Goup Interface Transmit Distribution
1 FastEthernet0/1 source address
1 FastEthernet0/2 source address
1 FastEthernet0/3 source address
1 FastEthernet0/4 source address

show spanning-tree

Fl ush#show spanning-tree

Spanning tree 1 is executing the | EEE conpati bl e Spanni ng Tree protocol
Bridge Identifier has priority 32768, address 0001. 4264. 82c0
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topol ogy change flag not set, detected flag not set, changes 2
Times: hold 1, topol ogy change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topol ogy change O, notification O

Interface Fa0/1l (port 1) in Spanning tree 1 is FORWARDING
Port path cost 8, Port priority 128
Desi gnated root has priority 32768, address 0001. 4264. 82c0



Desi gnated bridge has priority 32768, address 0001. 4264. 82c0
Designated port is 1, path cost O

Ti mers: nessage age 0, forward delay 0, hold O

BPDU:. sent 41527, received 231

Interface Fa0/5 (port 17) in Spanning tree 1 is down
Port path cost 100, Port priority 128

&t 1: Interface Fa0/2 - Interface Fa0/4= ZE ‘22| Fa0/11t &
AlZ|X| ef&LCt

show interface x/x switchport

Fl ush#show interface fast 0/1 switchport
Narme: FaO/1

Swi t chport: Enabl ed

Admi ni strative node: trunk

Oper ational Mde: trunk

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negoti ati on of Trunking: Disabled

Access Mbde VLAN: O ((Inactive))

Trunking Native Mode VLAN: 1 (default)
Trunki ng VLANs Enabl ed: ALL

Trunki ng VLANs Active: 1,2

Pruni ng VLANs Enabl ed: 2-1001

Priority for untagged franes: O
Override vlan tag priority: FALSE
Voi ce VLAN: none

Appliance trust: none

Fl ush#show interface fast 0/2 switchport
Name: Fa0/ 2

Swi t chport: Enabl ed

Admi ni strative node: trunk

Oper ational Mde: trunk

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negoti ati on of Trunki ng: Di sabl ed

Access Mbde VLAN: O ((Inactive))

Trunking Native Mode VLAN: 1 (default)
Trunki ng VLANs Enabl ed: ALL

Trunki ng VLANs Active: 1,2

Pruni ng VLANs Enabl ed: 2-1001

Priority for untagged franes: O
Override vlan tag priority: FALSE
Voi ce VLAN: none

Appliance trust: none

Fl ush#

Catalyst 2950/2955

show CDP neighbor



Hanka#show cdp neighbor
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S- Switch, H- Host, | - IGW, r - Repeater
Device ID Local Intrfce Hol dt me Capability Platform Port ID
Fl ush Fas 0/ 4 127 TS W5- C3524- XFas 0/ 4
Fl ush Fas 0/3 127 TS WS- C3524- XFas 0/ 3
Fl ush Fas 0/ 2 127 TS WS- C3524- XFas 0/ 2
Fl ush Fas 0/1 127 TS WS- C3524- XFas 0/ 1
Hanka#

show etherchannel

#1: o] HH2 Cisco I0S Software Release 12.1(6)EA20M *S £ |7 204 show port group
BHES CHAIR & LICH.

Hanka#show etherchannel port-channel
Channel -group listing:

Port -channel : Pol

Age of the Port-channel = 00d: 23h: 06m 07s
Logi cal slot/port =1/0 Nurmber of ports = 4
GC = 0x00010001 Hot St andBy port = null

Port state Port - channel Ag-I nuse

Ports in the Port-channel:

I ndex Load Por t EC state
------ Y T LTS T ——
0 00 Fa0/ 1 on
0 00 Fa0/ 2 on
0 00 Fa0/ 3 on
0 00 Fa0/ 4 on
Time since |ast port bundl ed: 00d: 23h: 05m 46s FaO/ 4

show spanning-tree

Hanka#show spanning-tree

Port 65 (Port-channell) of VLAN1l is forwarding
Port path cost 8, Port priority 128, Port Identifier 128.65.
Desi gnated root has priority 32768, address 0001. 4264. 82c0
Desi gnated bridge has priority 32768, address 0001.4264. 82c0
Designated port id is 128.1, designated path cost O
Ti mers: nessage age 2, forward delay 0, hold O
Nurmber of transitions to forwarding state: 1
BPDU:. sent 5, received 41627

show interfaces trunk

9
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Hanka#show interfaces trunk

Por t Mode Encapsul ation Status Native vl an
Pol on 802.1Q trunking 1

Por t VI ans al | owed on trunk

Pol 1- 1005

Por t VI ans al |l owed and active in nanagenent domain

Pol 1-2,999

Por t VIl ans in spanning tree forwardi ng state and not pruned
Pol 1-2,999

Hanka#
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