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N9K-CH31BOYC-FX N9K-CH31BOYC-FX N9K-CIIE4C-GX NIK-CIIGAC-GX
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5 Eth1/53

VRF L30ut-0SPFsiteB
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\\abric Setup Policy for a POD - Pod 1

4 Remote ID
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Resenve Address Count

008

Policy ~ Faults  History
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Remote Pool

I 92.168,200.0/24

moquery -c fabricExtRoutablePodSubnet

moquery -c fabricExtRoutablePodSubnet

-f

APIC1# moquery -c fabricExtRoutablePodSubnet

Total nbjects shown: 1

# fabric. Ext Rout abl ePodSubnet

pool
annotation
chi | dAction
descr

dn

ext vhgdBy

| cOmn

nmodTs

nane

naneAl i as
reser veAddr essCount
rn

state
status

uid

AlO|E-B

1E-H. Site-B& 2|2 TEP E2 7/ J&LICKSite-At &

: 192.168.200.0/24
: orchestrator:msc

| ocal
2021-07-19T14: 45: 22. 387+00: 00

0

: extrtpodsubnet-[192.168.200.0/24]

active

st

: uni/controller/setuppol/setupp-1/extrtpodsubnet-[192.168.200.0/24]

'fabric.ExtRoutablePodSubnet .pool=="192.168.200.0/24""
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) > Pod Fabric Setup Policy(ZE= IE 2| A% &H) > Pod-ID(HHE 2 215104 [Fabric Setup Policy a
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apicl# moquery -c fabricExtRoutablePodSubnet -£f

'fabric.ExtRoutablePodSubnet .pool=="192.168.100.0/24""

Total nbjects shown: 1

# fabric. Ext Rout abl ePodSubnet

pool : 192.168.100.0/24

annot ati on : orchestrator:nmsc <<< This neans, configuration pushed from MSO

chi | dAction :

descr :

dn : uni/controller/setuppol/setupp-1/extrtpodsubnet-[192.168.100.0/24]

ext vhgdBy :

| cOmn . local

nmodTs : 2021-07-19T14: 34: 18. 838+00: 00

nane :

naneAl i as :

reserveAddressCount : O

rn : extrtpodsubnet-[192.168.100.0/24]

state : active

status :

uid 0
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Assigned to Schemas

Tenant:::TN_D

ALL TENANTS | Add Tenant
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C» Quick Start
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ALL TENANTS | Add Tenant

This has been created froi

TN_D
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. ﬁ TN_D

I Application Profiles
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APIC1# moquery -c fvTenant -f 'fv.Tenant.name=="TN_D"'
Total Objects shown: 1
# fv. Tenant

name : TN_D
annotation : orchestrator:msc

chil dAction

descr :

dn : uni/tn-TN.D

ext vhgdBy . nBC

| cOan : loca

nodTs : 2021-09-17T21: 42: 52. 218+00: 00
nmonPol Dn : uni/tn-comon/ nonepg- def aul t
naneAl i as

owner Key

owner Tag

rn © tn-TN.D

status :

ui d 0

apicl# moquery -c fvTenant -f 'fv.Tenant.name=="TN_D"'
Total Objects shown: 1



# fv. Tenant

name ¢t TN_D
annotation : orchestrator:msc
chi | dAction
descr :
dn ©uni/tn-TN_D
ext MhgdBy : mscC
| cOmn : local
nodTs © 2021-09-17T21: 43: 04. 195+00: 00
nonPol Dn : uni/tn-conmon/ monepg- def aul t
nameAl i as
owner Key
owner Tag :
rn : tn-TN_D
status
uid 0
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* Name

TN_D_Schema

Description

Schema for Tenant TN_D

Overview

Sites Template to Site Assoclations)
Type Deployment Status Consistency

Site-A HIEZ! BHE 7|
1EtA|. A 7|0} LHoi| I Z 31 F bt}

1. HESIS MMH3te{m M8t AF|0f ofgfel HIZESIE FELICHL HES }
7b B AIELICH

2. ACI Multi-cloud& ME{gFLICE.

3. Add(F7h)& Z=|gfLict.

oo
rx
gl
[
s el
o
0%
pal



Select a Template type

daf

ACI Multi-cloud Networking SR-MPLS

+ Oneprem ACI site fo site + On-prem DCNM site to site « On=prem ACI site local enly
+ On-prem ACI site 1o cloud site
+ Cloud to cloud site:
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TN_D_Schema
e @ TN_D_Schema
TEMPLATES @
TEMPLATES @

S & Site-ATemplate

TemraTe
Site-A Template

Save Schema now <——
Template Settings 2

TEMPLATES ite-
Tenant: TH.D
-ATe
“““ @ seEcT (@) CREATE OBJECT * Display Name
Site-A Template

Scroll Down and Select Tenant o
Example: ‘TN_D’

@ service Grapns
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-

2CHA|. Display Name(EA| O|F) Z=0f ofZ2(AH 0| T 21t O|F App_Profiles =4grLICH

i TN_D_Schema i
P TN_D_Senema

3EHA|. Ch& A= EPGE d/dst= ZLICt ol Z2|7|old Z =2 H ofejoll EPGE F7tstEdH

Site-A =1 Z 2! o} 2{oll A Add EPG(EPG Z7HE Z2tL|ct. EPG Z4T|1ai|o|A Lol A A EPG7}

RS E oY + U&LICH

° Site-A Template ° App_Profile

4TH7|. BD & VRFO| EPGE 9143524 EPGO{|A BD ! VRF% Z7}5Hof &HLICt. Site-A HIE SR
MEIBHL|C}. Display Name(E Al OIE) Z o EPGE OI%% 235t Af BDE 2% LICHAH
BDE MASI7{Ll 7|Z BDE HZAY £ UD).

o o o

Unspecites

BDO{| VRFE 24Z5HoF 5t X|2t 0| B VRF7} & EILICEH & E VRFE AERX|E HEZS A
et S AO|EE HER(AIOIE A V&30 A2)0lM 3l VRFE BDO| 44 = l&Lct



AEQX| BIER BHET|

1EtH. AERX| IERS 445t2{™ TN_D_Schema ot2Hoil M R EZ!S S=gLICH HEX R
MEH CH3} & AEIF E AIEILICH ACI Multi-cloud & ME{EFLICH Add(F7HE S8|gHLct R ES/0| &
7él- IE__-q::io o|E=|o|-L| |. AEE.”x|EI_| Eéléa|°| OlEo 0|a=1°|- A °|AL|I:|-

sssssssss ©) @ Steh Template
Tenant: TN_D

5555 @ FLTERS WPORT - SRECT (@) GREATE OBIECT App_Profile

Daplayed Name: App_Protis

@ Aovicotion protic App_Protie ®

. T Select a Template type %

I B

. Bridge Domains v ACI Multi-cloud Networking SR-MPLS
. on ste + On-prem DCHM e to site + On-prem AG site focal only

2B [AEBI%|E "HI&E&S MENStT 0|20 VRF_Stretch@! VRFE MAdgtLICt (VRFQ| 0|2
(@) (@]

° Stretched Template

. .
BDE Site-A EHl&E 30| EPG MAMHo =z MAMI|RX|TF VRF7} HAZAL[0] /UX| gt 2 &% HES
of MA=l VRFE @135l of er—IEF

3CHAH. Site-A Template > BD_990= & E. L|C}. Virtual Routing & Forwarding E&LCH2 =504 A
VRF_Stretch& ME{gLIC} (0] Mol 2EHA[0| M MMt & 5)



TN_D_Schema

o Site-A Template - %

HEX HF

Ch2 EHHlE AFOIE-A HIERIS AIO|E-AR HE5t 1 25 HZ 32 & ALO|Eo| 25 edZsHoF &
LI} 2zt AlO|E O BIZ2IS i Z 524 A?IEII- LHE o AtO|Eo] HfZ & S2]gFLCt

1Bt " Z 30l ALOIEE & 7}5t24H TN_D_Schema > SITES otziel + 7|5 & Z2lghct.
Assign to Template(Bl & X0l &) E&CH2 SK0IM S AtO|Eof CHEN 2 ©IEF
Ct.

Add Sites X

Deploy To Sites X

Created Modilid @ H Del

2EHA|. Site-A0| EPG7F /11 BD7t 44 & X| 2t Site-BE MSO2| Site-AM|t M2 2 SUFH
E |Z 2
[== ]

EPG/BD7} MME|X| et&L|Ct aB{Lt VRF7| &%t 20| M E|0 & AFO|E oM MM EICE

= Zg =olE 4 Lot



sy andT] G E

System Tenants Fabric

Virtual Networkin

ALL TENANTS | AddTenant |

3EHAl ChE BHEE ALEstod Zm|ago|MdE &lghL|ct.

APIC1# moquery -c fvAEPg -f 'fv.AEPg.name=="EPG_990"'
Total nojects shown: 1

# fv. AEPg

name : EPG_990

annotation : orchestrator:msc

chi |l dAction :

confi gl ssues :

confi gSt : applied

descr :

dn : uni/tn-TN_D/ ap- App_Profil e/ epg- EPG_990
exceptionTag :

ext MhgdBy :

fl oodOnEncap . disabl ed

fwdCtrl :

hasMcast Sour ce : no

i sAttrBasedEPg : no

i sSharedSrvMsiteEPg : no

| cOmn : local

mat chT : Atl east One

nodTs : 2021- 09- 18T08: 26: 49. 906+00: 00
nmonPol Dn : uni/tn-conmon/ nonepg- def aul t
naneAl i as

pcEnf Pr ef : unenforced

pcTag : 32770

pref G Menb : excl ude

prio : unspecified

rn : epg- EPG_ 990

scope : 2850817

shut down : no

status :

triggerSt : triggerable

txld : 1152921504609182523

uid .0



APICl1# moquery -c fvBD -f 'fv.BD.name=="BD_ 990"’
Total bjects shown: 1

# fv.BD
name

Opt i m zeWanBandwi dt h

annotation
ar pFl ood
bcast P

chi | dActi on
confi gl ssues
descr

dn

epd ear

epMoveDet ect Mode

ext MhgdBy

host BasedRout i ng

: BD_990
yes

¢ orchestrator:msc
yes
225.0.56. 224

uni / t n- TN_D/ BD- BD_990
no

no

intersiteBumlrafficAllow : yes

intersitelL2Stretch

i pLear ni ng
i pv6Mcast Al | ow
| cOmn

limtlpLearnToSubnets

|1 Addr

nmac
ncast Al | ow
nodTs
nonPol Dn

mu

mul ti Dst Pkt Act
naneAl i as
owner Key
owner Tag
pcTag

rn

scope

seg

st at us

type

uid

uni cast Rout e
unkMacUcastAct
unkMcastAct
véunkMcastAct
vImac

yes
yes
no
| ocal
yes

00: 22: BD: F8: 19: FF

no
2021-09- 18T08: 26: 49. 906+00: 00
uni / t n- common/ nonepg- def aul t

i nherit

bd- f 1 ood

16387
BD-BD_990
2850817
16580488

regul ar

0

yes

Proxy

flood

flood

not - appl i cabl e

APICl1# moquery -c fvCtx -f 'fv.Ctx.name=="VRF_Stretch"'

Total Objects shown:

# fv.Cx
name
annotation

bdEnf or cedEnabl e

chi | dActi on
descr

dn

ext MhgdBy

i pDat aPl aneLear ni ng

knwi\tast Act
| cOM
nodTs

VRF_Stretch
orchestrator:msc
no

uni /tn-TN_D/ ct x- VRF_Stretch

enabl ed

permt

| ocal

2021- 09- 18T08: 26: 58. 185+00: 00



nonPol Dn : uni/tn-conmon/ monepg- def aul t

nameAl i as

owner Key

owner Tag :

pcEnf Di r : ingress
pcEnf Di r Updat ed :yes
pcEnf Pr ef : enforced
pcTag : 16386

rn : ctx-VRF_Stretch
scope : 2850817
seg : 2850817
status :

uid 0

11X ZE HIQITE 4

O|AM| EPG "EPG_990"0{M 113 X E HIQIEE F+445t17 VRF HOST_AE AI&35l0{ NOKE T4 ¢&
T UELICHZIE2XH2 2 HOST_AE AlZdo|MEh). ACI & 17 £ E "iQld Zm|aso|Mo] BHH
9.|-EEI|’||:|._

1EHAH. EPG_9900] E2|M =MHQlE F7+&HL|Ct

1. M8t A7|0tof| M Site-A Template(AtO|E-A B|&X!) > EPG_990= MEAE!L|C}.
2. HIEZS &4 MXtol M el F£IHE SF=IghLch

3. Add Domain CHat &Xto| EELCHE2 SHAM OIS SHE MEELICE THR HE RE -2
Z

EI’Q |]-||O| EEE'-OI - TN_D_PhYSDOm__I'Lﬁ = | - ﬁ |§ ﬁl-x—-! 3|'|7E=| - é’—l’ﬁ
4. M2 S=ELICH

Q =
Add Domain X
Physical
anPROFLE Nl i lecaiPropertes
80_990 TN_D_PhysDom
—rr—r—y oYM e
mediat
Q -
2 e | B
e | (-]
@ sevvice arapns
Py |
™

2EHA|. 1™ Z E(Site1_Leaf1 eth1/5)& F7I&tLILCH.

1. M8t A7|0tof| M Site-A Template(AtO|E-A B|&X!) > EPG_990= MEAEfL|C}.

2. Template Properties(ElZ %! &4) & X0 A Add Static Port(’8 ZE F7})& S=IELICH

3. Add Static EPG on PC, VPC or Interface CH3} 4 At0{|A{ Node-101 eth1/6& MEASI T VLAN
9908 & &rLct



SiteA
O Ste-h Tempise

Add Static EPG on PC, VPC or Interface X “
© = %v e
@ 5i00s Domains :
| cenend )
i Enon
— = i
o vk x| )
(-]
3EA. 1™ ZE I E2/M THIQ/0| EPG_990 of2Holl FIHE|I= K| & lgfL]ct.

o -
@ 5icoe Domains. sufux.n Properties
80990 °I
@ Extemail EPOs e
@ servicear
S BEE AM8stod 1 Z= Hielde el

APICl1# moquery
# fv.StPathAtt
pathName
chil dAction
descr

dn

| cOmn

nodTs
nonPol Dn
nane

-c fvstPathAtt -f 'fv.StPathAtt.pathName=="ethl/5""' | grep EPG_990 -A 10 -B 5

ethl/5

uni / epp/ fv-[uni/tn-TN_D/ ap- App_Profil e/ epg-EPG_990] /node-1101/ st pat hatt-[ et hl/5]
| ocal

2021- 09- 19T06: 16: 46. 226+00: 00

uni / t n- conmon/ nonepg- def aul t



naneAl i as

owner Key

owner Tag :

rn ¢ stpathatt-[ethl/5]
status :

BD #4

1EHA|. BD ool MES/IPE F7IELICHHOST_A= BD IPE HO|ES0|Z ALE).

1. A48t A7|0}0Jl A Site-A Template(AFO|E-A B &) > BD_9908 MEH#L|C}.

2. MEY F7HE 8|8t

3. Add New Subnet(M MEL! F7}) CHl 4 X0l M Gateway IP A8 2215t 1 Advertised
Externally(2|F &) 2tC|2 HES F=2ELICt

TN_D_Schema

@ i @ s @x

Common Properties
Q I o: 6C
@ = oro
Propertic
& Forwarding R
VRF_Stretch
=== cvmnnd s}
Add New Subnet X tretcl
= 1 ] :
® v | socoasuns ” 20 WA
©
‘ ‘ L K )
Q@ e
EImN
® o
<« —
P |
O |

2CHA|. 0] 22 AF25104 M ELI0| APIC1 Site-A0| F7HE|RA = K| &Q18HL|Ct.

APIC1# moquery -c fvSubnet -f 'fv.Subnet.ip=="90.0.0.254/24""
Total njects shown: 1

# fv. Subnet

ip : 90.0.0.254/24

annot ati on . orchestrator:nsc

chil dAction

ctrl : nd

descr :

dn : uni/tn-TN_D/BD-BD_990/subnet-[90.0.0.254/24]
ext MhgdBy :

| cOmn . loca

nmodTs : 2021-09-19T06: 33: 19. 943+00: 00
nonPol Dn : uni/tn-common/ nonepg- def aul t
nane

naneAl i as :

preferred : no

rn . subnet-[90. 0. 0. 254/ 24]

scope : public



st at us :
uid .0
vi rtual . no

3EH7. Site-A HIZ3E FSFELICL

A5t AF|0H0d| M Site-A BIE RS MEAFLICEH
De pI oy to sites& =gt

1.
2.

SAE-ANIK) 74

VRF HOST_AE Ar&36t0{ N9K C|HIO|AE FHELICH N9K ZiZ|Tei|0|440] 2t = E[HH OfA|
ICMP(ping)E &3l ACI Leaf BD OHLIFHAE FA(HOST_AL| HO|EQ0])oi H42E £+ QS

ol = &L

mjo
1



MSO Nodes 3.2(1f)

Sitel_Spine Site2_Spine
N9K-C9332C e ISN s N9K-C9332C
14.2(6h) 14.2(6h)

Eth1/4

£th1/49 Eth1/43//Eth1/50 Eth1/49\th1/50
Sitel_Leafl Sitel Leaf2 Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX N9K-C93180YC-FX N9K-C9364C-GX NIK-C9364C-GX
14.2(6h) 14.2(6h) 14.2(6h) 14.2(6h)
Eth1/5 Eth1/53.290
EPG_990 (Encap vlan 990) 1P:92.2.2.1/30
BD:90.0.0.254/24 'VRF: TN_D:VRF_Stretch

VRF: TN_D:VRF_Stretch EXT_EPG_Site2

t per line. End with
Trunk 130ut

Eth1/5 Eth1/49.290

VRF L3out-OSPF-siteB

Ethernet1/49.290 VRF L3out-OSPF-siteB
t 1P:92.2.2.2/30 Loopback: 999
t trunk all n Router ID: 92.92.92.92 1P:91.0.0.1/32

OSPF-2 AREAO

Nexus 9K
=

ACI operational(ACl 24) B0 M= 90.0.0.10(HOST_A IP FA)7t & E A &elg = el
Ct

ey APIC[EEA] i QD OL OO

o EPG - EPG_990 o o o
Summary Policy Stats Health Faults History
Configured Access Policies Contracts Controller End-Points Deployed Leaves Learned End-Points
© Healthy v OF
End Point « MAC P Learning Source  Hosting Server Reporti Interface Multicast Encap

ing
Controller Name Address

EP-CO:14:FE

d 1101/ath1/5 (leamed)

Eth1/S
EPG_950 (Encap vlan 530)
BD: 50.0.0.254/24

VRF: T

Trunk

from




TN_D_Schema
@ TN_D_Schema

. S

[ ",)‘ X o Site-B Template x
° Site-B Template =

......

AMO|E-B L3out 74

L3outE A5t VRF_StretchE 24ZELICH MSOO|A L3out ZHX|E 445l oF 5O L3out ZHm|a
Bo|MO| LIHX| 222 APICOH|IM =&35HoF & LICHL3out OH7HE = MSOMIAM AL E = Q13).
EE S MSOOIA 2|8 EPGE MAdEFLICHSite-B HZ 20| Mt 2|8 EPG7} AEBX|EIX| St

).

157 88 A7|0toi| M Site-B Bl&E & MEHELICH Display Name(EA| O|F) 20

L3out_OSPF_siteBE &J2{&fL|C}. Virtual Routing & Forwarding(7+4 298 X ZR|Q) EECIR
S Z20f M VRF_Stretch& ME{&LIC}.

In

\ TN_D_Schema

° Site-B Template

.....

Q|5 EPG MM

1EHA|. M8t A7|0Hod| M Site-B HIEZ!S MEHELICH Add External EPGE 2 2|8L|C}.



@ SeB s oo = O i
es R——
LE! o
@ s

© =
!

ot
o
® & Add Extomcy EPE

2CHA|. Q|5 EPGE AF235104 L3out2 9128t LCt.

1. M8t AF|0to|M Site-B HIZXS /}_—|E_|3+|_,|E+
2. Display Name(E A| O|&) u-I|:o| EXT_EPG_Site2 B /2i8tL]C}
3. Classification Subnets(BEf MEY) ZEof 2|8 EPGQ| 2|F HEY 01 0.0.0.0/02 /=T L]
Ct.
‘t 0_senems (-] %“efBT.emp\a:e m ® & -tul(‘_rg.w ® x
= T

L30uts

LFHX| L3out Z4IL| 22/ 0|4M2 APIC(Site-B)H| M &t = ELIC}.

3CHA. L3 EHIQI2 F 751, OSPF Z2EEZ 2 &M35l8t1, OSPF

jn

Ut dod po 2 TABLICH

1. Site-B2| APIC-10{lA TN_D > Networking > L3out-OSPF-siteB > Policy > Maing ME{gL|Ct.
2. L3 =HQl =ECt2 =S50 TN_D_L3DomE MEHELICE

3. Enable BGP/EIGRP/OSPFO{| CH&t OSPF & Qlgts MEfgiL|Ct.

4. OSPF Area ID Z=o0i 02 =4 gtLC}.

5. OSPF Area Type(OSPF ¥ 28)0i M Regular(dE) B MEIEFL|C}



6. Submit(M|E)E 2=|#FLct.
e ApicfEEE] Q@ OL OO

L3 Outside - L30ut-OSPF-siteB 0 o

Summary

- St Fauts  History
MNode Profiles  External EPGs

ol A G

Route Control Enforcement: (] impert

Route Map

e
Submit

ATHA| & Z20ele MAMEtLICEH

1. Site-B2| APIC-10{lA{ TN_D > Networking > L3Outs > L30ut-OSPF-siteB > Logical Node
Profiles& ME{ELIC}.
2. Create Node Profile@ & =|&tL|C}.
etk APIC el APIC

cisco CIsCo

System Tenants Fabric Virtual Networking L4-L7 Tenants Fabric Virtual Networking

or descr l

on Profiles

ing

e Domains

Create Node Profile

ImporL and

Rall
M
rx
]
o
r
o

5CHA|. site-B2| = E 2 Site2 Leafl A<

1. Site-B2| APIC-10{|A{ TN_D > Networking > L3Outs > L30ut-OSPF-siteB > Logical Node
Profiles > Create Node Profile® ~1=4&fL|C}.
2. Name(O|&®) E =01l Site2_LeaflE =& LCt.



3. LEE F7t5t2{™ + 7|2 & 2§ Lct
4. 2tE ID IP A2 pod-2 node-1012 F7}+ErL|C}.

il APIC

Admin Operations Apps Integrations

Create Node Profile [ 1]

n This has been created from Multi-Site. It is recommended to only m:

Description: | OpUOT
Target DSCP: |Unspecined

Nodes: o H Target DSCP

Node ID Router 1D Static Routes Loopback Address

Iltapo'aj‘;‘«'md-i‘-\ 110.110.110.110 110.110.110.110 I

e

6THA|. QIE{HO|A Z2 M AUS FIHELICHRIF VLANZ 920(SVI 4 4).

1. Site-B2| APIC-10{|A{ TN_D > Networking > L3Outs > L3out-OSPF-SiteB > Logical Interface
Profiles& ME{ & LIC}.
2. 0I*A LEZ HES 286t 2lHIo|lA Z2EE FIIHLICH
3. Routed Sub-Interfaces® &4 gtL|C}.
4.IP F4&, MTU & VLAN-9202 FM8LICEH
e AP -~ QOCOO

dmin

ulti-Site. Please

review the documentation before making any changes here

Logical Interface Profile - Site-2-Leaf1_sub-int-990 0 o
Policy  Faulls  History
General  Routed Sub-Interfaces  Routed Interfaces ~ SVI  Floating SVI
G L
Rou rlace T

2B Licon ST A Mo ML) Lo, L

Ir.‘.w Node-1101/ath1/53  92.2.21/30 00:22:BDF6: 10 FF inhevit vian-020 Disabled ]

77l OSPF E&(Point to Point Network)2 28438 L|Ct.

1. Site-B2| APIC-10{|A1 TN_D > Networking > L3Outs > L30ut-OSPF-siteB > Logical Interface
Profiles& MEHELIC}.

2. 0IRA QEZ HEE Z2!6 1 Create OSPF Interface Profile® AME{gL|CT

3. A3 Bl EAIE SMHE MBS T Submit(ME)2 F=IgfLICH

—



Credie USFT IMIENTace FUINTY W

s

Description: |optional

S | Add Tenant Tenant Sear Network Type ( & Broadeazt -
Create OSPF Interface Profile (2] prioy: [1
ation Type:  No authentication Cost of Intefface: |unspecihed

n Key: Interface Controls:

Confirm Key
OSPF Policy: [select a value u
default
common Hello Interval (sec): 10 S
Dead Interval (sec): |40 e
Create OSPF Interface Polic
Retransmit Interval (sec): |5 &
Transmit Delay (sec): |1 5

=D =B

Create OSPF Interface Profile (2 1x]

Authentication Type: ' No authentication

Authenticatior

Confim Key:

Ios.wr Policy: | OSPF_P2P_Policy 2

Open In Object Store Browser

Cancel

8Et7|. TN_D > Networking > L3Outs > L30ut-OSPF-siteB > Logical Interface Profiles > (interface
profile) > OSPF Interface Profile Of20{ ¢4Z2E OSPF QIE{H|O|A T2 0t HA S & olgfLCt
] APIC

Cisco

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALLTENANTS | AddTenant | Tenant Search common | TN_D | Tenant | infra mgmt

n This has been created from Multi-Site. It is recommended to enly make changes from Multi-Site. Please review the documentation before making any changes here.

Interface Profile - OSPF Interface Profile

Name:

Description

Authentication Key
Confirm Authentication Key:

Authentication Key ID: | 1 [y

Authentication Type: ( MDS authe

9ttA|. 2IF EPG "EXT_EPG_Site2"7} MSOO1| o|a MM LA =X| & e LICE. Site-B2| APIC-10|

o i S |

M TN_D > L3Outs > L30ut-OSPF-siteB > External EPGs > EXT_EPG_Site2& MEHEFLI|CI.

—



‘dees AP w OO0

External EPG Instance Profile - EXT_EPG_Site2 Qe

Stats  Health  Faults  History
Gener: Contracts Inherited Contracts

O i R~

ibnets

+ P Address Scope Name Agoregate Route Control Profie Route Summarization Polkcy

9|5 N9K(Site-B) 74

MSO Nodes 3.2(1f)

Site1_Spine y Site2_Spine
Eth1/30
N9K-C9332C S ISN [ N9K-C9332C
14.2(6h) 14.2(6h)

A Ethlf4
/ \\Elhl/a @
£n1fL Em/z\\ Eth1/2
v N\
7 \
i3
4 \\
N
\§\
\\
N
\\
Eth1/49 ;E;m/su Emlﬂ\g\\ﬁhl/‘sﬂ Ednl/48/ Eth1/49\Eth1/50
Sitel_Leafl Site1_Leaf2 Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX N9K-C93180YC-FX N9K-C9364C-GX N9K-C9364C-GX
14.2(6h) 14.2(6h) 14.2(6h) 14.2(6h)
Eth1/53.290
1P:92.2.2.1/20
VRF: TN_D:VRF_Stretch
EXT_EPG_Site2
Trunk 130ut

Eth1/43.290

VRF L3out-OSPF-siteB

Ethernet1/49.290 VRF L30out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router ID: 92.92.92.92 1P:91.0.0.1/32

OSPF-TN_D_OSPF AREA O

Nexus 9K
=

NOK 711|712 0| A4(VRF L3out-OSPF-siteB) 0|3 NIKSt ACI Leaf(Site-B) ZHoll OSPF Q1% C|H}ol

L7 dEEISE g + AU&LICH

OSPF Q1% C|HFO|A 7} AR E|T UP(Full State)QIX| 218t |C}.

Site-B2| APIC-10{|A1 TN_D > Networking > L3Outs > L30ut-OSPF-siteB > Logical Node Profiles >
Logical Interface Profiles > Configured Nodes > topology/pod01/node-11101 > OSPF for VRF-
TN_RF_RF_Switch > Full ID > Neighbor state® 412438 L|Ct.



Al
Cisco

System Fabric Virtual Netw L4-L7 Services  Admin  Operations  Apps

TN.D | Tenant infra

QSPF - TN_D:VRF_Stretch

Integrations

mgmt

k- X-3-X-X-)

Qe

General  Health  Faulls  History
@ L
Domains me: TN_DVRF_Sueter Intertace Count: 2
Route 10: 110110110110 Actiearescnt
Distanc: Active Nssa Areacnt: 0
Max ECMP: 8 Active Stub Areacnt: 0
Bandwidth Referenc Active Ext Argacnt: 1
(ops): Extareacnt: 1
Operational State: Up Ns$a Areacnt: 0
Stubareacnt: 0
Ageacnt 1
Ext Lsacnt: ©
Opagas Lsacnt: 0
Neighbors
« Neighbor Id State PeerIp Interface
92.92.92.92 ull 92.2.2.2 €th1/53.25
Poge 1| Of1 Obfects Per Poge: | 15 =
o et Site2_Leafl
Inter Protocol Route Leak Into OSPF N9K-C9364C-GX
« Name Redistribution Protocol Route Map Scope 14.2(6h)
) Eth1/53.290
G2 h 1P:922.21/30
0P VRF: TH_D:VRE Stretch
EXT_EPG_Site2
Direct
Inter
L30ut
Inter prothCol led
Eth1/43.250
VRF L3out-OSPF-siteB I
Ethernet1/49.250 VRF L3out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router ID: 92.92.92.92 1P:91.0.0.1/32
OSPF-2 AREA O

NOKOI M OSPF QI C|HtO|AE & QlE
= A&

EE St ACI Leaf IP(Site-B)0dl ping2 &

Site2_Leaf1
N9K-CI364C-GX
14.2(6h)
Eth1/53.290
182221,
VRF: TN_D:VRF Stretch

EXT_EFG_SiteZ

L30ut

Eth1/49.290

VRF L3out-OSPF-siteB

Ethernet1/49.290 VRF L3out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router ID: 92.92.92.92 1P:91.0.0.1/32
OSPF-2 AREA O

0| A|Zd0l M AO|E-A 2! AFO|E-BO| L3out Z1I|22|0|4A42| Host A ZAI|2|0|M 0| &t 2 £

ct

SHSt

L



EPG is UP and running |

Eth1/5

MSO Nodes 3.2(1f)

Site1l_Spine L so Site2_Spine
4
N9K-C9332C Ea ISN |mﬁ§‘”“39 N9K-C9332C
14.2(6h) 14.2(6h)

Eth1/4

Eth1/4

L3out is UP and running

Eth1/49.290

Eth1/43 /ETn1/50 Eth1/49R Eth1/S0 Ethi/45/7wm1/50 Eth1/49 \:Eth1/50
Sitel_Leafl Sitel_Leaf2 Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX N9K-C93180YC-FX N9K-C9364C-GX NIK-C9364C-GX
14.2(6h) 14.2(6h) 14.2(6h) 14.2(6h)

Ethl/s Eth1/53.290

EPG_990 (Encap vian 950) 1P: 92.2.2,1/30

BD: 50.0.0.254/24 VRF: TN_D:VRF_Stretch

VRF: TN_D:VRF_Stretch EXT_EPG_Site2
Trunk L30ut

VRF L3out-OSPF-siteB
Ethernet1/49.290

1P:92.2.2.2/30
Router ID: 92.92.92.92
OSPF-2 AREA O

VRF L3out-OSPF-siteB
Loopback: 999
1P:91.0.0.1/32

Ne& 9K

MO|E-B L3out® AlO|E-A EPGO| 24E(BD)

33H CF2 MSOO| M Site-B L3out2 Site-A BD-99001 91738t &= Ql&L|Ct. 1% Hof
Mol Ql&Lct 1) ’IZES! 2l 2) AlO|E

1o
1z

= N

rr

1EtA. = | ALO|E Mo M 2 ALO|Eof MR E ’RESIE = & JA&LICH L3outE "Site-A
Template(AtO|E-A R E /)"0l IZASIH 7|2X2 2 Sites(AIO|E) MM Lo o|0| & E R EZ!0]
M AZELCH

JeqL HES 2 i ZE [ Templates(2Z3!) > Site-A Template(AHO|E-A Bl&E3!) MMM HiEZ
510 AO|E O] XA{E/HIZE MEHEFL|CE,

TN_D_Schema

© 80990 D X

Site Local Properties

VRE_Stretch




2CHA|. 7|2 " E X! "Site-A Template"2| 3 gml| MM "Templates"0| A 7= & L|C}.

@ TN_D_Schema
TEMPLATES

@ stetched Template
@ Sit=-B Template
SITES [c]
SiteA (ACI) 4.2(6h) ~
o Site-A Template

¢ Strewhed Te.

SiteB (Aci) 4.2(6n ~

o Stretched Te...

© Site-B Tempiate

Aot 24

o Site-A Template

fenant:

@ ~ppication Profiie App_Profie

@ eres -

© EPG_990

@ conracts

Q v

@ sridge omains

@ Fiters

@ External EPGs

® wous

@ service Grapns

. Site-A Template

Template Setiings
* Display Name
She-A Template
SR-MPLS
off

Tenant Settings

Display name
™D

Name
™D

Description

MO|E-B2| 2|5 EPGS} AIO|E-AQ| LHE EPG_990 Ztof| H|2ko| Z&FL|C}. et A HA{ MSOOo]|

MASS MMEetT F EPGO| H4Z2E &= /&Lt

Cisco Application Centric Infrastructure - Cisco ACI Contract GuideE S35l H 22 olae £ &

LICH YEtMo 2 LIS EPG

A2 TME D QE EPGE AH|XRIE FAEL|CEH


/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743951.html#Howcontractswork

-
E

VRF:::TN_D:VRF_Stretch

L3out-OSPF-siteB
Routed sub interface

Intersite-L3out-Contract

L30ut

VRF L3out-OSPF-siteB
Ethernet1/49.290 VRF L3out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router ID: 92.92.92.92 1P:91.0.0.1/32
OSPF-2 AREA O

7Hef 4

12t7|. TN_D_SchemaOllM 2 EB|X|E HEC|E > HYS MESSLICH 22| A F7HELICH

TN_D_Schema

1. TN_D_SchemaOllAM A EB|X|E HIEZ3! > A MEHEHL|CI
2. L2 2 A835tod Al =7}

. E A| O|&: Intersite-L3out-Contract
. #9l: VRF



Stretched Template
O oz
Tenant: TN_D

Furens MBORT v SEECT () CREATE OBECT

Common Propertics. A
Disple Name
Intersite-L Jout-Contract
© @ Awwicotonprotic
— — et e et Lot o
o ® .
VRF
. @
Apply both directions
2 @ comes
. @ Chain
8 s
Teerp @ E:"‘
e
‘Contract | Allow-all-trathc i @
Q Ada Fie
Q@we v~ ) s arash
VRF_Streteh

3EHA.

. TN_D_Schemaol M AEE|x|E HEX > EHE{E MEHELICH

. Display Name Z =0 Allow-all-traffic2 2J=24&FLIC}.

CEF FIHE SFEELUCH 85 &7t oish 4XIF EAIELICH

. Name(O|&) Z=0f Any_Trafficg J={&L|Ct.

. Ether Type EELCH2 S50AM ZE ECHE S 5185t2{H O|X|HS MEHELICE.

. SaveE & =|gLICT.

O OBk WN -

Add Entry

4THAH|. Q|2 EPGO| "AH|AF'E A %S FIHELICKSite-B HE

NI

il M)(AOIE 0| 75).

1. TN_D_Schema0i|A{ Site-B Template > EXT_EPG_Site28 ME{&fL|C}.
2. Add Contract® & =|L|Ct. H|9f &7} CHat & Xt7F EAIELICH

3. Contract(H|2f) Z =0 Intersite-L3out-Contract® 21238fL|C}.

4. Type EECHR SF0iAM AH|XHE MEAFHL|CE



Add Contract

5CHA|. LIS EPG "EPG_990"0fl "2 2 XH'(Site-A B Z 2!)(Deploy to site)2 H|2%¥S F7+etL|ct.

1. TN_D_Schema0i| A Site-A Template > EPG_990& 4EHE LT,
2. Add Contract® S ={BrL|ct 7 &7t cHat & K7t EAIELICH
3. Contract(H|2f) Z =0 Intersite-L3out-Contract®& 23 %fL|C}.
4. Type EECIR SF0IM MSAHE ME{gFLICH

Add Contract

H2Fo| F 7| Site-A0| A XA El "Shadow L3out / External EPG"E




LY -5 WA FE i = I |
Virtual Networking

ALL TENANTS | AddTenant | Tenant Search:

(C» Quick Start

B ™ D

b Application Profiles

B Networking
I Eridge Domains

B VRFS

i External Bridged Networks

"

ite map for import and export route contro

Contracts




el APIC[EEE]

System Tenants Fabric Virtual Networking La-LY

ALL TENAMNTS | Add Temant | Tenant Search: RENMEESE=CE=

n This has been created from Multi-Site. It is recommended to o

dication Profiles
8 'E‘ﬂl Sop Profiha
- [l Apclication EPGS

Ee o

,:.'l- -
| — R
I Networking

- [l Bridge Domains

- [l VRFs
&\ VRF_Streich

I External Bridged Me

B L300z
B Cot10 Tunnels

racis

6EH7|. Site-B APICE = Ql5l2{H CtS HH S =dshLct.

apicl# moquery -c fvAEPg -f 'fv.AEPg.name=="EPG_990"'
Total Objects shown: 1

# fv. AEPg

name : EPG 990

annot ati on . orchestrator:nsc
chil dAction

confi gl ssues :

configSt : applied

descr :

dn : uni/tn-TN_D/ap-App_ Profile/epg-EPG_990
exceptionTag

ext vhgdBy :

f | oodOnEncap : disabl ed

fwdCtrl



hasMcast Sour ce
i SAttrBasedEPg
i sShar edSrvMsi t eEPg
| cOmn

mat chT

nodTs

nonPol Dn
nameAl i as
pcEnf Pr ef
pcTag

pref G Menb
prio

rn

scope

shut down
status
triggerSt

txld

uid

apicl# moquery -c fvBD
Total bjects shown: 1

# fv.BD

name

Opt i m zeWanBandwi dt h
annot ati on

ar pFl ood

bcast P

chil dAction
confi gl ssues
descr

dn

epd ear
epMoveDet ect Mode
ext MhgdBy

host BasedRout i ng

no
no

no

| ocal

At | east One

2021- 09- 19T18: 47: 53. 374+00: 00
uni / t n- common/ nonepg- def aul t

unenf orced
49153

excl ude
unspeci fi ed
epg- EPG 990
2686978

no

triggerable

1152921504609244629
0
-f 'fv.BD.name==\"BD_990\"'
: BD_990
yes
orchestrator: nsc
yes

225.0.181.192

: uni/tn-TN_D/BD-BD_990

no

no

intersiteBumlrafficAllow : yes

intersitelL2Stretch
i pLear ni ng

i pv6Mcast Al | ow

| cOan

limtlpLearnToSubnets

|| Addr

nmac
ncast Al | ow
nodTs
nonPol Dn

mu

mul ti Dst Pkt Act
naneAl i as
owner Key

owner Tag
pcTag

rn

scope

seg

st atus

type

uid

uni cast Rout e
unkMacUcastAct
unkMcastAct

yes
yes
no
| ocal
yes

00: 22: BD: F8: 19: FF

no

<<< Not e that

pcTag is different for shadow EPG

2021- 09- 19T18: 47: 53. 374+00: 00
uni / t n- common/ nonepg- def aul t

i nherit
bd- f 1 ood

32771

BD- BD_990
2686978
15957972

regul ar
0

yes
Proxy
flood



véunkMcastAct : flood
vmac : not-applicable

7T |F CIHtOolA NoK ZI|eolde AES 1 & lgfLCt

LU

MSO Nodes 3.2(1f)

APIC-1 Sitel_Spine Site2_Spine APIC-1
SiteA N9K-C9332C R ISN | N9K-C9332C Site-B
4.2(6h) ‘ Lesdfehy 4.2(6h)
N ‘Ethlld
Eth1/1 Eth1/2%y,
ém/s N\
N\
N\
N
N
Eth1/49 /£th1/50 Eth1/49//Eth1/50 Eth1/49 Eth1/50
Sitel_Leafl Site2_Leafl Site2_Leaf2
N9IK-C93180YC-FX N9K-C9364C-GX N9K-C9364C-GX
14.2(6h) 14.2(6h) 14.2(6h)
Eth1/5 Eth1/53.290
EPG_990 (Encgp vlan 990 IP:92.2.2.1/30
BD: 90.0.0.250/24 VRF: TN_D:VRF_Stretch
VRF: TN_D:\/RF_Stretch EXT_EPG_Site2
Trupk L30ut
Eth1/5 Eth1/49.290
VRF L3out-OSPF-siteB
Ethernet1/49.290 VRF L3out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router ID: 92.92.92.92 1P:91.0.0.1/32
OSPF-2 AREA O
Nexus 9K
(=) —_ -r =] — S =
ol MMg Al835to Z1m|adio|MHo| NCHZ =t s sH=X| &QlgtLct.
(-]
S EOIE ey
—_ . —_ = ._ = =
Site-A A EZQIE 7} Site1 Leaf10|M A EEXZQIEZ SFEE|F=X| &QIEL|CH
Sitel_Leafl# show endpoint interface ethernet 1/5
Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - | ocal -aged m - svc-ngr
L - | ocal E - shared-service
o e e e e e e e eeeeeaaa oo oo oo Fomm e
-t
VLAN Encap MAC Addr ess MAC | nf o/
Interface
Domai n VLAN | P Addr ess IP Info
o e e e e e e e eeeeeaaa oo oo oo Fomm e
-t
18 vlan-990 c014.fe5e.1407 L
ethl/5
TN D: VRF_Stretch vlan-990 90.0.0.10 L ethl/5

ETEP/RTEP & ¢l



Site_A E|Z

Sitel_Leafl# show ip interface brief vrf overlay-1

IP Interface Status for VRF "overlay-1"(4)

Interface Addr ess Interface Status

et hl/ 49 unassi gned prot ocol -up/ | i nk-up/adm n-up

ethl/49.7 unnunber ed prot ocol -up/ | i nk-up/adm n-up
(100)

et h1l/ 50 unassi gned prot ocol -up/ | i nk-up/ adm n-up

et hl/50. 8 unnunber ed prot ocol -up/ | i nk-up/ adm n-up
(100)

ethl/51 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 52 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 53 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 54 unassi gned prot ocol -down/ | i nk- down/ admi n- up

vl an9 10. 0. 0. 30/ 27 prot ocol -up/ i nk-up/adm n-up

1 00 10. 0. 80. 64/ 32 prot ocol -up/ i nk-up/adm n-up

l ol 10.0.8.67/32 prot ocol -up/ i nk-up/adm n-up

lo8 192.168.200.225/32 protocol-up/link-up/admin-up <<<<< IP from ETEP site-

A

1 01023 10.0.0.32/32 prot ocol -up/ i nk-up/adm n-up

Site2_Leafl# show ip interface brief vrf overlay-1
IP Interface Status for VRF "overlay-1"(4)

Interface Addr ess Interface Status

et hl/ 49 unassi gned prot ocol -up/ | i nk-up/adm n-up

ethl/49. 16 unnunber ed prot ocol -up/ | i nk-up/adm n-up
(100)

et h1l/ 50 unassi gned prot ocol -up/ | i nk-up/adm n-up

et h1l/50. 17 unnunber ed prot ocol -up/ | i nk-up/adm n-up
(100)

ethl/51 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 52 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 54 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 55 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 56 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 57 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 58 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/59 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 60 unassi gned prot ocol -down/ | i nk- down/ admi n- up

ethl/ 61 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 62 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 63 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 64 unassi gned prot ocol -down/ | i nk- down/ admi n- up

vl anl18 10. 0. 0. 30/ 27 prot ocol -up/ | i nk-up/adm n-up

1 00 10. 0. 72. 64/ 32 prot ocol -up/ | i nk-up/adm n-up

l ol 10. 0. 80.67/ 32 prot ocol -up/ | i nk-up/adm n-up

lo6 192.168.100.225/32 protocol-up/link-up/admin-up <<<<< IP from ETEP site-B

1 01023 10.0.0.32/32 prot ocol -up/ i nk-up/adm n-up

ICMP 4

HOST_AOIAM 2|82 C|HFO|A WAN IP &AE ping&fLICt.



APIC-1 Sitel_Spine
Site-A N9K-C9332C
4.2(6h)

Eth1/d

Eth1/1 E:m/z” \

7 Ethi/z

Eth1/49 /Eth1/s0
Sitel Leafl
N9K-C93180YC-FX
14.2(6h)
Eth1/5
EPG_990 (Encap vian 990)
BD:90.0.0.254/24
VRF: TN_D:VRF_St

Eth1/5

APIC-1 Sitel_Spine
Site-A N9K-C9332C
4.2(6h) 2

R\ Eth1/a

Eth1/1 Eth1/2 )

Eth1/3

Eth1/49 E/!hllsﬂ
Sitel Leafl
NOSK-C93180YC-FX
14.2(6h)

Eth1/s
EPG_990 (Encap vlan 990)
BD: 90.0.0.254/24
VRF: TN_D:VRF_St

Eth1/5

VRF HOST_A

MSO Nodes 3.2(1f)

Eth1/49|

Site2_Spine i

P ya APIC-1

ISN e NOK-C9332C ke
14.2(6h) i

\ Eth1/4
N\
ICMP Echo request/reply 1/1 ’ E‘M’Z\\‘
From Host_A to L3out Next Hope etha N
AN
N
N
N
Etha/ad\, Ethl/s0 Eth1/29/Eth1/50 Eth1/49\eth1 /50
Sitel Leaf2 Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX N9K-C9364C-GX N9K-C9364C-GX
14.2(6h) 14.2(6h) 14.2(6h)
Eth1/53.290
1P:92.2.2.1/30
VRF: TN_D:VRF_Stretch
EXT_EPG_Site2
L30ut
£th1/49.290
VRF|L30ut-OSPF-siteB
rnet1/49.290 VRF L3out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router 1D: 92.92.92.92 1P:91.0.0.1/32
OSPF-2 AREA O
Nexus 9K
St
ngeL|Ct
MSO Nodes 3.2(1f)
Site2_Spine APIC-1
Etha/as]. ISN T N9K-C9332C Site-B
14.2(6h) 4.2(6h)
N Eth1/a
ICMP Echo request/reply Ry E"‘”2\\
From Host_A to loopback at site-2 . Jems AN
(simulating external endpoint} Y \\
A N\
N
N \ N\
X
\. AN
N N\
zmm‘g‘ Eth1/50 Eth1/43, "’thiﬁﬂ Eth1/45\Eth1/50
Sitel_Leaf2 Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX NSK-C9364C-GX NOK-C9364C-GX
14.2(6h) 14.2(6h) 14.2(6h)
Eth1/53.290
1P:92.2.2.1/30
VRF: TN_D:VRF_Stretch

EXT_EPG_Site2

L30ut
Eth1/49.290
VRF L3out-OSPF-siteB

Loopback: 999
P:91.0.0.1/32

Ethernet1/49.29

1P:92.2.2.2/30

Router ID: 92.92.92.92
OSPF-2 AREA O

Nexus 9K

A= ol

Q|2 C|HIO|A WAN IP F4 £& £
"Site1_Leaf1"0| M 2|5 C|H}O|A

IP7} EiL|Ct.

=
MEdof cH

Elo|Eol AUA=XK] &

QlhLLCt.
3 "Site2-Leaf1"2|

Q& TEP

M
J
OII



@O0

MSO Nodes 3.2(1f)

APIC-1 Sitel_Spine L nyjs0 Site2_Spine
4
site-A N9K-C9332C :mml ISN |m1,5§‘“f3“ N9K-C9332C
4.2(6h) 14.2(6h) 14.2(6h)
Eth1/4
Eth1/1 Eth1g Eth1/1 Eth1/2
Emn1/3 Eth1/3
Eth1/49 /ZEth1/50 Eth1/49% Eth1/50 Eth1/48 /Fth1/50
Sitel_Leafl Sitel_Leaf2 Site2_Leafl
N9K-C93180YC-FX N9K-C93180YC-FX N9K-C9364C-GX
14.2(6h) 14.2(6h)

Eth1/5
EPG_990 (Encap
BD:90.0.0.254/2
VRF: TN_D:VRF._

Eth1/53.290
1P:92.2.2.1/30

Trunk

Eth1/5

RF L3out-OSPF-siteB
Ethernet1/49.290
1P:92.2.2.2/30
Router ID: 92.92.92.92
OSPF-2 AREA O

VRF L30ut-OSPF-siteB
Loopback: 999

VRF HOST_A
= 1IP:91.O.O.1/32

Nexus 9K

Sitel_Leafl# show ip route 92.2.2.2 vrf TN _D:VRF_Stretch
I P Route Table for VRF "TN_D: VRF_Stretch"
"*' denotes best ucast next-hop

APIC-1
Site-B
4.2(6h)

Eth1/49"\Eth1/50
Site2_Leaf2
NIK-C9364C-GX
14.2(6h)

<<<< Note

<<<< Note

"**' denotes best ntast next-hop
"[x/y]' denotes [preference/netric]
"% in via output denotes VRF
92.2.2.0/30, ubest/nbest: 1/0
*via 192.168.100.225%ver | ay-1, [200/0], 5d23h, bgp-65001, internal, tag 65001
that next hope is External TEP pool (ETEP) ip address of Site-B.
recursive next hop: 192.168. 100. 225/ 32%ver| ay-1
Sitel_Leafl# show ip route 91.0.0.1 vrf TN _D:VRF_Stretch
I P Route Table for VRF "TN_D: VRF_Stretch"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]' denotes [preference/netric]
"% in via output denotes VRF
91.0.0.1/32, ubest/nbest: 1/0
*via 192.168.100.225%ver | ay-1, [200/2], 5d23h, bgp-65001, internal, tag 65001
that next hope is External TEP pool (ETEP) ip address of Site-B.
recursive next hop: 192.168. 100. 225/ 32%ver | ay-1
2d 4
Ol MMof M= Hu|aeio|Md EXME slidstes ol A8 E &= U HEE MSgLich

MO|E2_B|XZA1

TN_D:VRF_stretch@t Overlay-1 7t2| BGP £ 2 M 7|/HE L7

Site2_Leafl# show system internal epm vrf TN _D:VRF_Stretch



VRF Type VRF vnid Context |D Status Endpoint
Count

TN_D: VRF_Stretch Tenant 2686978 46 Up 1

Site2_Leafl# show vrf TN_D:VRF_Stretch detail
VRF- Narme: TN _D: VRF_Stretch, VRF-ID: 46, State: Up
VPNI D:  unknown
RD: 1101:2686978
Max Routes: O Md-Threshold: O
Tabl e-1 D: 0x8000002e, AF: |Pv6, Fwd-I1D: 0x8000002e, State:
Tabl e-1 D: 0x0000002e, AF: |Pv4, Fwd-1D: 0x0000002e, State:

s&

Ethifan// Eth1/s0
Site2 Leafl
NIK-C9364C-GX

14.2(6h)
Eth1/53.290
IP-92.2.2.1/30
VRF: TN _D:VRF Stretch
EXT_EPG_Sita2

L30ut

Eth1/49.290

Site2_Leafl# vsh
Site2_Leafl# show bgp vpnv4 unicast 91.0.0.1 vrf TN D:VRF_Stretch
BGP routing table information for VRF overlay-1, address fanmily VPNv4 Uni cast
Route Distinguisher: 1101:2686978 (VRF TN_D: VRF_Stretch)
BGP routing table entry for 91.0.0.1/32, version 12 dest ptr Oxae6da350
Paths: (1 avail able, best #1)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported
vpn: version 346, (0x100002) on xmt-1list
Mul ti path: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (metric 0) from 0.0.0.0 (10.0.72.64)
Oigin inconplete, MED 2, |ocal pref 100, weight 32768
Ext comuni ty:
RT:65001:2686978
VNID:2686978
COST: pre- best pat h: 162: 110
VRF advertise information:
Path-id 1 not advertised to any peer
VPN AF advertise infornation:
Path-id 1 advertised to peers:
10.0.72.65 <<



Site2_Spine FD0243207JH

10.0.72.65/32 spine active 0 102 1 Site2_ Leaf2 FD0O24260FCH 10.0.72.66/32 leaf active 0 1101
1 Site2_Leafl FDO24260ECW 10.0.72.64/32 leaf active 0

S5ite2 Spine
@ N9K-C9332C
14.2(6h)

AO|E2_ATQl

Site2_Spine# vsh

Site2_Spine# show bgp vpnv4 unicast 91.0.0.1 vrf overlay-1

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast

Route Distinguisher: 1101:2686978 <<<<<2686978 <--
Binary--> 00001010010000000000000010
BGP routing table entry for 91.0.0.1/32, version 717 dest ptr 0Oxae643d0c
Paths: (1 available, best #1)
Flags: (0x000002 00000000) on xmit-list, is not in urib, is not in HW
Multipath: eBGP iBGP
Advertised path-id 1
Path type: internal 0x40000018 0x800040 ref 0 adv path ref 1, path is valid, is best path
AS-Path: NONE, path sourced internal to AS
10.0.72.64 (metric 2) from 10.0.72.64 (10.0.72.64) <<< Site2_leafl IP
Origin incomplete, MED 2, localpref 100, weight 0
Received label 0
Received path-id 1
Extcommunity:
RT:65001:2686978
COST:pre-bestpath:168:3221225472
VNID:2686978
COST:pre-bestpath:162:110
Path-id 1 advertised to peers:
192.168.10.13 <<<< Sitel_Spine mscp-etep IP.
Sitel Spine# show ip interface vrf overlay-1
<snip...>
lol2, Interface status: protocol-up/link-up/admin-up, iod: 89, mode: mscp-etep
IP address: 192.168.10.13, IP subnet: 192.168.10.13/32 <<



s5itel Spine
NOK-CS332C
14.2(6h)

AIO|E1_AT}ol
Sitel_sSpine# vsh

Sitel Spine# show bgp vpnv4 unicast 91.0.0.1 vrf overlay-1
BGP routing table information for VRF overlay-1, address family VPNv4 Unicast

Route Distinguisher: 1101:36241410
<<<<<36241410<--binary-->10001010010000000000000010
BGP routing table entry for 91.0.0.1/32, version 533 dest ptr Oxae643dd4
Paths: (1 available, best #1)
Flags: (0x000002 00000000) on xmit-list, is not in urib, is not in HW
Multipath: eBGP iBGP
Advertised path-id 1
Path type: internal 0x40000018 0x880000 ref 0 adv path ref 1, path is valid, is best path,
remote site path
AS-Path: NONE, path sourced internal to AS
192.168.100.225 (metric 20) from 192.168.11.13 (192.168.11.13) <<< Site2_Leafl ETEP IP
learn via Site2_Spine mcsp-etep address.
Origin incomplete, MED 2, localpref 100, weight 0
Received label 0
Extcommunity:
RT:65001:36241410
S00:65001:50331631
COST:pre-bestpath:166:2684354560
COST:pre-bestpath:168:3221225472
VNID:2686978
COST:pre-bestpath:162:110
Originator: 10.0.72.64 Cluster list: 192.168.11.13 <<< Originator Site2_Leafl and
Site2_Spine ips are listed here...
Path-id 1 advertised to peers:
10.0.80.64 <<<< Sitel_Leafl ip

Site2_Spine# show ip interface vrf overlay-1
<snip..>
lol3, Interface status: protocol-up/link-up/admin-up, iod: 92, mode: mscp-etep IP address:
192.168.11.13, IP subnet: 192.168.11.13/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 0, tag: 0

<snip..>
Site-B apicl# acidiag fnvread
ID Pod ID Name Serial Number IP Address Role State

LastUpdMsgId

101 1 Site2_Spine FDO243207JH 10.0.72.65/32 spine
active 0

102 1 Site2_Leaf2 FDO24260FCH 10.0.72.66/32 leaf
active 0

1101 1 Site2_Leafl FDO24260ECW 10.0.72.64/32 leaf

active 0

MO|E 7t &eila8 &lgtLCt.
Sitel Spine# moquery -c bgpPeer -f 'bgp.Peer.addr*"192.168.11.13"'



Total Objects shown: 1

# bgp.Peer

addr : 192.168.11.13/32
activePfxPeers : 0

adminst : enabled

asn : 65001

bgpCfgFailedBmp :
bgpCfgFailedTs : 00:00:00:00.000

bgpCfgsState : 0
childAction H
ctrl H
curPfxPeers : 0
dn : sys/bgp/inst/dom-overlay-1/peer-[192.168.11.13/32]
lcOwn : local
maxCurPeers : 0
maxPfxPeers : 0
modTs : 2021-09-13T11:58:26.395+00:00
monPolDn H
name H
passwdSet : disabled
password :
peerRole : msite-speaker
privateAsSctrl H
rn : peer-[192.168.11.13/32] <<
<<

A2 FER} 5 OlslAtolE 7t it MEEIH 22 ALO|E ALl 258 HIERE 4
E &l 2Z AO|E IDE AW E += A&t Site12 RTO| O] HE7} HHE BGP ZEE 7t
™ HA AO|E BE2YE oA ELch

Site2_Leafl# vsh

Site2_leafl# show bgp vpnv4d unicast 91.0.0.1 vrf TN D:VRF Stretch

BGP routing table information for VRF overlay-1l, address family VPNv4 Unicast

Route Distinguisher: 1101:2686978 (VRF TN_D:VRF_ Stretch) <<<<<2686978
<=--Binary--> 00001010010000000000000010
BGP routing table entry for 91.0.0.1/32, version 12 dest ptr Oxae6da350

Sitel Spine# vsh
Sitel Spine# show bgp vpnv4 unicast 91.0.0.1 vrf overlay-1
Route Distinguisher: 1101:36241410

<<<<<36241410<--binary-->10001010010000000000000010

AA---26th bit set to 1 and with 25th bit value it become 10.

26HM HIEJH 12 HHEE ZE Al Site12] RT 0% 2t2 &5 St 10T gt
(et o 2 F A|E)0| U&LICH 1101:362414102 Site10lA & 4= U= LI T Site12] LIS
leaf& 7}x4{2tof 5t= LI LIEFILICE



Sitel_Leafl
N9K-C93180YC-FX
14.2(6h)

Sitel_leafl# show vrf TN D:VRF_Stretch detail

VRF-Name: TN D:VRF_Stretch, VRF-ID: 46, State: Up

VPNID: unknown

RD: 1101:2850817

Max Routes: 0 Mid-Threshold: 0

Table-ID: 0x8000002e, AF: IPv6, Fwd-ID: 0x8000002e, State:
Table-ID: 0x0000002e, AF: IPv4, Fwd-ID: 0x0000002e, State:

AO|E1_E|Z1

Up
Up

Sitel_leafl# show bgp vpnv4 unicast 91.0.0.1 vrf overlay-1
BGP routing table information for VRF overlay-1, address family VPNv4 Unicast
Route Distinguisher: 1101:2850817 (VRF TN _D:VRF_Stretch)
BGP routing table entry for 91.0.0.1/32, version 17 dest ptr Oxadeda550
Paths: (1 available, best #1)
Flags: (0x0800l1a 00000000) on xmit-list, is in urib, is best urib route, is in HW
vpn: version 357, (0x100002) on xmit-list
Multipath: eBGP iBGP
Advertised path-id 1, VPN AF advertised path-id 1
Path type: internal 0xc0000018 0x80040 ref 56506 adv path ref 2, path is valid, is best path,
remote site path
Imported from 1101:36241410:91.0.0.1/32
AS-Path: NONE, path sourced internal to AS
192.168.100.225 (metric 64) from 10.0.80.65 (192.168.10.13)
Origin incomplete, MED 2, localpref 100, weight 0
Received label 0
Received path-id 1
Extcommunity:
RT:65001:36241410
S00:65001:50331631
COST:pre-bestpath:166:2684354560
COST:pre-bestpath:168:3221225472
VNID:2686978
COST:pre-bestpath:162:110
Originator: 10.0.72.64 Cluster list: 192.168.10.13192.168.11.13 <<<<
'10.0.72.64'="'Site2_Leafl' , '192.168.10.13'='Sitel_Spine’' , '192.168.11.13'='Site2_Spine’
VRF advertise information:
Path-id 1 not advertised to any peer
VPN AF advertise information:
Path-id 1 not advertised to any peer
<snip..>
Sitel_lLeafl# show bgp vpnv4 unicast 91.0.0.1 vrf TN D:VRF_ Stretch
BGP routing table information for VRF overlay-1, address family VPNv4 Unicast
Route Distinguisher: 1101:2850817 (VRF TN _D:VRF_Stretch)
BGP routing table entry for 91.0.0.1/32, version 17 dest ptr Oxadeda550
Paths: (1 available, best #1)
Flags: (0x0800l1a 00000000) on xmit-list, is in urib, is best urib route, is in HW
vpn: version 357, (0x100002) on xmit-listMultipath: eBGP iBGP
Advertised path-id 1, VPN AF advertised path-id 1
Path type: internal 0xc0000018 0x80040 ref 56506 adv path ref 2, path is valid, is best path,
remote site path
Imported from 1101:36241410:91.0.0.1/32
AS-Path: NONE, path sourced internal to AS
192.168.100.225 (metric 64) from 10.0.80.65 (192.168.10.13)
Origin incomplete, MED 2, localpref 100, weight 0



Received label 0
Received path-id 1
Extcommunity:
RT:65001:36241410
S00:65001:50331631
COST:pre-bestpath:166:2684354560
COST:pre-bestpath:168:3221225472
VNID:2686978
COST:pre-bestpath:162:110
Originator: 10.0.72.64 Cluster list: 192.168.10.13 192.168.11.13
VRF advertise information:
Path-id 1 not advertised to any peer
VPN AF advertise information:
Path-id 1 not advertised to any peer

2k M "Site1_Leaf1"0ll= next-hop "Site2_Leaf1" ETEP &4 7} 192.168.100.22521 AMEUl
91.0.0.1/3201| CHEt ZE g=o0| A&LICH
Sitel leafl# show ip route 91.0.0.1 vrf TN_D:VRF_Stretch
IP Route Table for VRF "TN_D:VRF_Stretch"
%1 denotes best ucast next-hop
1*%! denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
%' in via output denotes VRF
91.0.0.1/32, ubest/mbest: 1/0
*via 192.168.100.225%overlay-1, [200/2], 5d423h, bgp-65001, internal, tag 65001 <<<< Note
that next hope is External TEP pool (ETEP) ip address of Site-B.
recursive next hop: 192.168.100.225/32%overlay-1

Site-A Spine "Site2_Spine" mcsp-ETEP2| BGP H|O|H IP =40 CHet 22 Mg F7tect o
ot ECfT E22 20l Cis A2her mf Site-A QIS EZQIET} O P FTAQ SAIE M IS AAQ)
&7 "Site1_Leaf1" TEP A2 =8l E = U2 Y2 "Site2_Leaf" IP T2
192.168.100.2252] ETEP F4¢lL|ct. ELAM & 2l(Site1_Spine)

Sitel Spine# vsh_lc
module-1# debug platform internal roc elam asic 0
module-1(DBG-elam)# trigger reset
module-1(DBG-elam)# trigger init in-select 14 out-select 1
module-1(DBG-elam-inselld)# set inner ipv4d src_ip 90.0.0.10 dst_ip 91.0.0.1 next-protocol 1
module-1(DBG-elam-inselld)# start
module-1(DBG-elam-inselld)# status
ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Armed
Asic 0 Slice 2 Status Armed
Asic 0 Slice 3 Status Armed

pod2-n9k# ping 91.0.0.1 vrf HOST A source 90.0.0.10

PING 91.0.0.1 (91.0.0.1) from 90.0.0.10: 56 data bytes

64 bytes from 91.0.0.1: icmp_seqg=0 ttl=252 time=1.015 ms

64 bytes from 91.0.0.1: icmp_seqg=1l ttl=252 time=0.852 ms

64 bytes from 91.0.0.1: icmp_seqg=2 ttl=252 time=0.859 ms

64 bytes from 91.0.0.1: icmp_seqg=3 ttl=252 time=0.818 ms

64 bytes from 91.0.0.1: icmp_seqg=4 ttl=252 time=0.778 ms

-=-=- 91.0.0.1 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.778/0.864/1.015 ms

Site1_Spine ELAMO| E2|7{ELC}. Ereport= IHZ! 0| Site-A Leaf TEP IP £4&2| TEP F£4.9
Site2_Leaf1 ETEP F£4AE &dlc &2 Estt/=X| &elgruct
module-1(DBG-elam-inselld)# status

ELAM STATUS



Asic 0 Slice 0 Status Armed

Asic 0 Slice 1 sStatus Armed

Asic 0 Slice 2 Status Triggered

Asic 0 Slice 3 sStatus Armed

module-1(DBG-elam-insell4)# ereport

Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

L3 Type : IPvd

DSCP : 0

Don't Fragment Bit : 0x0

TTL s 32

IP Protocol Number : UDP

Destination IP : 192.168.100.225 <<<'Site2_Leafl' ETEP address
Source IP : 10.0.80.64 <<<'Sitel_lLeafl' TEP address

L3 Type : IPvd
DSCP : 0

Don't Fragment Bit : 0x0

TTL : 254

IP Protocol Number : ICMP
Destination IP : 91.0.0.1
Source IP : 90.0.0.10

Site1_Spine A= Y & Qlsite-A A1}210| I|Z!S 42151 coop EE ZE $#S2 £ Cfdl
"Site2_Leaf1" ETEP F42 ZIC[BlME = AU&GLICH (MO|E-Bof ALO|E-L3outO] U= B AlO]
E-A A1 912 "infra-intersite-I3out" 0|2t = ZE &S PHE0{ Site2_Leaf12| ETEPE EE{EE 2|C|
2| M3t L3outol| A LEZFLICE.)
Sitel Spine# show bgp vpnv4 unicast neighbors 192.168.11.13 vrf overlay-1
BGP neighbor is 192.168.11.13, remote AS 65001, ibgp link, Peer index 4

BGP version 4, remote router ID 192.168.11.13

BGP state = Established, up for 10w4d

Using loopbackl2 as update source for this peer

Last read 00:00:03, hold time = 180, keepalive interval is 60 seconds

Last written 00:00:03, keepalive timer expiry due 00:00:56

Received 109631 messages, 0 notifications, 0 bytes in gueue

Sent 109278 messages, 0 notifications, 0 bytes in qgueue

Connections established 1, dropped 0

Last reset by us never, due to No error

Last reset by peer never, due to No error

Neighbor capabilities:

Dynamic capability: advertised (mp, refresh, gr) received (mp, refresh, gr)

Dynamic capability (old): advertised received

Route refresh capability (new): advertised received

Route refresh capability (old): advertised received

4-Byte AS capability: advertised received

Address family VPNv4 Unicast: advertised received

Address family VPNv6é Unicast: advertised received

Address family L2VPN EVPN: advertised received

Graceful Restart capability: advertised (GR helper) received (GR helper)

Graceful Restart Parameters:



Address families advertised to peer:
Address families received from peer:
Forwarding state preserved by peer for:
Restart time advertised by peer: 0 seconds
Additional Paths capability: advertised received
Additional Paths Capability Parameters:
Send capability advertised to Peer for AF:
L2VPN EVPN
Receive capability advertised to Peer for AF:
L2VPN EVPN
Send capability received from Peer for AF:
L2VPN EVPN
Receive capability received from Peer for AF:
L2VPN EVPN
Additional Paths Capability Parameters for next session:
[E] - Enable [D] - Disable
Send Capability state for AF:
VPNv4 Unicast[E] VPNv6é Unicast[E]
Receive Capability state for AF:
VPNv4 Unicast[E] VPNv6é Unicast[E]
Extended Next Hop Encoding Capability: advertised received
Receive IPv6 next hop encoding Capability for AF:
IPv4 Unicast
Message statistics:

Sent Revd
opens: 1 1
Notifications: 0 0
Updates: 1960 2317
Keepalives: 107108 107088
Route Refresh: 105 123
Capability: 104 102
Total: 109278 109631
Total bytes: 2230365 2260031
Bytes in queue: 0 0

For address family: VPNv4 Unicast
BGP table version 533, neighbor version 533
3 accepted paths consume 360 bytes of memory
3 sent paths
0 denied paths
Community attribute sent to this neighbor
Extended community attribute sent to this neighbor
Third-party Nexthop will not be computed.
Outbound route-map configured is infra-intersite-l1l3out, handle obtained <<<< route-map to
redirect traffic from Site-A to Site-B 'Site2_leafl' L3out
For address family: VPNv6 Unicast
BGP table version 241, neighbor version 241
0 accepted paths consume 0 bytes of memory
0 sent paths
0 denied paths
Community attribute sent to this neighbor
Extended community attribute sent to this neighbor
Third-party Nexthop will not be computed.
Outbound route-map configured is infra-intersite-1l3out, handle obtained
<snip...> Sitel_Spine# show route-map infra-intersite-1l3out
route-map infra-intersite-l1l3out, permit, sequence 1
Match clauses:
ip next-hop prefix-lists: IPv4-Node-entry-102
ipv6é next-hop prefix-lists: IPv6-Node-entry-102
Set clauses:
ip next-hop 192.168.200.226
route-map infra-intersite-l3out, permit, sequence 2 <<<< This route-map match if destination
IP of packet 'Sitel_Spine' TEP address then send to 'Site2 Leafl' ETEP address.
Match clauses:
ip next-hop prefix-lists: IPv4-Node-entry-1101



ipvé next-hop prefix-lists: IPv6-Node-entry-1101
Set clauses:
ip next-hop 192.168.200.225
route-map infra-intersite-l1l3out, deny, sequence 999
Match clauses:
ip next-hop prefix-lists: infra_ prefix local_pteps_inexact
Set clauses:
route-map infra-intersite-l1l3out, permit, sequence 1000
Match clauses:
Set clauses:
ip next-hop unchanged

Sitel_Spine# show ip prefix-list IPv4-Node-entry-1101
ip prefix-list IPv4-Node-entry-1101l: 1 entries
seq 1 permit 10.0.80.64/32 <<
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