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Spine201
N9K-C9332C
15.2(2f)

L30ut

Loopback 507:

ACI & EZEZX|

Leaf 101
N9K-C93180YC-FX
15.2(2f)

Eth1/3
L3out_Static_server
Encap vlan 507
10.100.0.254/24
VRF: TN_D:VRF_S

200.0.0.1/32

Spine202
N9K-C9332C
15.2(2f)

\._\_\

Leaf 102
NOK-C93180YC-FX
15.2(2f)

Eth1l/3

100.0.0.1/30 BGP 65535
Encap vlan 550
VRF: TN_D:VRF_S
L30ut

100.0.0.2/30
BGP 65536

Eth1/1

IP: 100.0.0.2/30
Loopback: 30.30.30.1/32
Nexus3K
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= Hame Ahas

Dascription

7Hjef 4

2. Mt 10.100.0.100/2401 CHEt M L3outE M ELICHIP F47} 10.100.0.25421 ACI & SVI 550).

TN_D
B ™o

B Application Profiles

L3 Qutside - L3out_Static_server

= L20uts ?
— Name; L3o tatic_server
L30uts
- L3 Alias:
Description:

Annotations: a
Global Alias:

B Extemnal EPGs

= Route map for import and export route control
= SR-MPLS VRF L30uts Provider Label:
B Dot Timmets Consumer Label:

Target DSCP: | Unspecified

PIM: ]
@ contract_L3out_BGP PIMVE: []
B Taboos Route Control Enforcement: [ iy
= imported | ver: [vre_s @ |
Resolved VRF: TN_D/VRF 5
L3 Domain: | TN_D_L3Dom 2 I

Route Profile for Interleak:

B Security (Beta)

Route Profile for Redistribution:

« Source

Enable BGP/EIGRPfOSPF: [] BGP [] oseF CJeiGre

Route Control for Dampening:

= Address Family Type

L3out IHE 7|



Target DSCH

Unspecifed

Mok

Loopback Addnss

Logical
Routed b
%
= Path Side AIP Side BIF i.:;umr,-m IP Address MAC Adcress MTU {bytes) Encap Encap Scope
ness
o 1T A 0479
L3out0l| RIE{H| O|A 44
-] EXT _static_E Oo
Palbcy Operations Health Faults History
Inherited Cor Suby
o L R
-
+ P fcess Stope Name Aggregaie Foutn Conral Prosie Rt SUTMarization Py
R
oy al
Gerssal el Contracts
[ S
« Tenar Tenant Alias Contract Type Provided / To® Class Stne Label Subject Label
Consumed

3 Comtruet Type: Contract

L3outod| 7|2F =7t



3.1P SLA =5 SR(IP SLA ZUIE| M8, T4 £5 MY, S H8Y 575 44

IP SLA 2 L|E] &&H:

TN_D
H ™o

& Application Profiles

IP SLA Monitoring Policy - ICMP_Monitor

B Networking

= Contracts
- [ Policies Name: |CMP_Monitor
=] Prc-toc.-ol Description:
= BFD
BRI SLA Type: TCP ‘ L2Ping ‘ HTTP j
—| NEI RA Prefix —
: ?IJF: & Detect Multiplier: |3 ~
= ::;E:; ::::olicing Request Data Size (bytes): | 28 ~
= DHCP Type of Service: [0 ~
B EIGRP Operation Timeout (milliseconds): | 900 I
Ba End Paint Retention Threshold (milliseconds): | 900 ~
Traffic Class Value: |0 ~

[ First Hop Security
= HSRP
= IGMP Interface
B IGMP Snoop
= P SLA
ll IP SLA Monitoring Polic
| E ICMP_Monitor
ﬁ Track Lists
& Track Members

IPSLA EL|E{ & 1M

IP SLA 75 24424

Stats Fauits

2]
Fo- M | Status of destination track IP
Opsbrason Nater Cperation Status Latist Opration Ermor 'Jo:-.v:1




Qe

(o
-

Track Mermber

4. L3outol A M2 MHEIP SLA FM S5 HMZ Ar835t0o] Mol et 1 Z2 & T4 &Lt

o o-L-=

afrali APIC
cIsco &

Q0000

Leal 101
H-CIDLBOYC-FE

i/

Ldoust Statie wprwer Dascrigtion Track Polcy Mol Hop 1P
Encap v 507 | e T e
L30ut 10,160,0.254/24 i xing_Server_F [ 1|

WRF: TH_DVES S Static route added with IP SLA Track which tracking physical IP of server

Loopback 507: 200.0.0.1/32

L3out of2iol| M A=Z 7

5. BGP(Border Gateway Protocol)& A& 3t= N3K C|HFO|A 0| CHEH A L3out2 A EHLICt
(EBGP) ACI AS 65535 2! N3K AS 65536.



L3 Ou

ide - L3out_N3K_BGP

Name: L3out_MN3k

Aligs:

Description

ANNOLIHONS 0

Global Aligs:

Provider Labe:

Consumer Label

Target DSCP:

PIM: [
PIMvE

Route Control

orcement: ]

| VRF: | VRF_$ fi-}
Resolved VRF: TH_D/VRF_S
|L3 Domain: | TH D L30om )

Route Profile for Interieak:

Rowte Profile for Redi

+ Source

Enabie BGR/EIGRP/OSP

Route Control for Damganir

= Agdress Family Type

BGP ZZEZ 7 A

P LoEBa0: A0S

BGP I|o{ Z2E



vorking

(— | Bridge Doma

BGP Peer Connectivity Profile 100.0.0.2- Node-102/1/3 ||

Description:

BGP Controls:

[ anc
[ AS overide
ear AS Check

i Sell AS

D Send Domain Path

Password

Confirm Password.

Peer Controls: [T] Bidirections fing Detection

[] Disable Connected Check
Address Type Controls: [[] AF Mcast
AF Ucast

Routing Domain 1D
|| EBGP Multihop TTL

w
>

Weight for routes from this neighbor: |0 -4

Private AS Control.
[ Remove private AS

BGP Peer Prefix Policy.

Site of Origin

" Remote Autonomous System NMumber: 65536 o "

Lacal-A5 Number Config

Local-AS Number i

Admin State 'ff
L.

Route Controd Profile:

a0

H

L3out OF2HO =2|X QIE{H|O|A ZZ E 74

Suconery D Asdoets ® Ay MAL Ass

oe

[ Eray Soeg




~ Q0000

o9

Gontract Type

QH—EPGouHI 7t

6. L3out0| Al N3KE

swi t chname N3K
feature bgp
feature interface-vlan
interface Wl an550
no shut down
vrf nmenber BGP_L3out
ip address 100.0.0. 2/ 30
interface | oopback200
vrf nmenber BGP_L3out
ip address 30.30.30.1/32
interface Ethernetl/1
swi tchport node trunk
router bgp 65536
address-fanily ipv4 unicast
nei ghbor 100.0.0.1
vrf BGP_L3out
router-id 3.3.3.3
address-fanily ipv4 unicast
net wor k 30. 30. 30. 1/ 32
nei ghbor 100.0.0.1
renot e-as 65535
updat e- source MVl an550
address-fanily ipv4 unicast

Cte& &elRiuc

ol Al

—

[
mjo

At&3stod

MZAZE L2t

Il28o|Mo| MCHE &=



Nexus3K.

Leaf 102
NOK-C93180YC-FX

Leaf 101
NOK-C93180YC-FX
15.2(2f)

15.2(2f)
] Eth1/3
L3out_Static_server 100.0.0.1/30 BGP 65535

Encap vlan 507 Encap vlan 550
10.100.0.254/24 VRF: TN_D:VRF_S

VRF: TN_D:VRF_S L30ut
100.0.0.2/30

BGP 65536

L30ut

Eth1/1

Looopback subnet
received via BGP

IP: 100.0.0.2/30
Loopback 507: 200001/32 Loopbal:k: 30.30.30.1/32

Nexus3K

EEZZX|o] ofs| MBE ST E= F1

N3K# routing vrf BGP_L3out

N3KYBGP_L3out# show ip route | P Route Table for VRF "BGP_L3out" '*' denotes best ucast next-hop
"**' denotes best ntast next-hop '[x/y]' denotes [preference/nmetric] '% in via output denotes
VRF 30. 30.30.1/32, ubest/nmbest: 2/0, attached *via 30.30.30.1, Lo200, [0/0], 02:35:27, |oca
*via 30.30.30.1, Lo200, [0/0], 02:35:27, direct 100.0.0.0/30, ubest/nbest: 1/0, attached *via
100.0.0.2, M an550, [0/0], 05:52:18, direct 100.0.0.2/32, ubest/nmbest: 1/0, attached *via
100.0.0.2, Vlan550, [0/0], 05:52:18, local 200.0.0.1/32, ubest/nbest: 1/0 *via 100.0.0.1,
[20/0], 02:32:36, bgp-65536, external, tag 65535

NSK FZE FLZ2 AAE ALE 5101 A Fool AEE £ U&LICH

N3K
interface | oopback200
vrf nenber BGP_L3out
i p address 30.30.30.1/32

N3K# ping 200.0.0.1 vrf BGP_L3out source 30.30.30.1

PI NG 200.0.0.1 (200.0.0.1): 56 data bytes

64 bytes from 200.0.0.1: icnp_seq=0 ttl =252 tinme=0.94 ns
64 bytes from 200.0.0. icnp_seq=1 ttl=252 tine=0.729
64 bytes from 200.0.0. icnp_seq=2 ttl=252 tine=0.658
64 bytes from 200.0.0. icnp_seq=3 ttl=252 tine=0.706
64 bytes from 200.0.0.1: icnp_seq=4 ttl =252 time=0.655
--- 200.0.0.1 ping statistics ---

5 packets transmtted, 5 packets received, 0.00% packet | oss
round-trip mn/avg/ max = 0.655/0.737/0.94 ns

[ = ==

ns
ns
ns
ns

ACI Leaf 102 B2 E|O|E(L30out0| A Nexus 3KZ @1Z)

Leafl02# show ip route vrf TN _D:VRF_S
I P Route Table for VRF "TN_D: VRF_S"
'*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]" denotes [preference/netric]
"% in via output denotes VRF
10. 100. 0. 0/ 24, ubest/nbest: 1/0
*via 10. 0. 96. 64%verl ay-1, [200/0], 02:56:36, bgp-65535, internal, tag 65535
30. 30. 30. 1/ 32, ubest/nbest: 1/0 <<addr ess



of N3K

*via 100.0.0.2% N _D: VRF_S, [20/0], 02:44:34, bgp-65535, external, tag 65536
100. 0. 0. 0/ 30, ubest/nbest: 1/0, attached, direct

*via 100.0.0.1, vlanl9, [0/0], 05:09:37, direct
100. 0. 0. 1/ 32, ubest/nbest: 1/0, attached

*via 100.0.0.1, vlanl9, [0/0], 05:09:37, local, |ocal
101. 101. 101. 101/ 32, ubest/nbest: 1/0

*via 10.0.96. 64%verlay-1, [1/0], 02:56:36, bgp-65535, internal, tag 65535
102. 102. 102. 102/ 32, ubest/nbest: 2/0, attached, direct

*via 102.102.102.102, |lo5, [0/0], 16:49:13, local, I|ocal

*via 102.102.102.102, lo5, [0/0], 16:49:13, direct
200.0.0.1/32, ubest/nbest: 1/0

*via 10.0.96. 64%verlay-1, [1/0], 02:42:15, bgp-65535, internal, tag 65535

CLIOIA Leaf 101 IP SLA Z4xz|1zf|o|M &Ql

Leafl01l# show ip sla configuration
I P SLAs Infrastructure Engine-I1I1
Entry nunber: 2000
Oaner: owner -i cnp-echo- dne
Tag:
Qperation timeout (mlliseconds): 900
Type of operation to perform icnp-echo
Target address/ Source address: 10.100.0.100/0.0.0.0
Traffic-d ass paraneter: 0x0
Type O Service paraneter: 0x0
Request size (ARR data portion): 28
Verify data: No
Vrf Name: TN_D: VRF_S
Schedul e:
Operation frequency (seconds): 5 (not considered if randomy schedul ed)
Next Scheduled Start Tinme: Start Tine already passed
G oup Schedul ed : FALSE
Random y Schedul ed : FALSE
Life (seconds): Forever
Entry Ageout (seconds): 3600
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 900
Distribution Statistics:
Nurmber of statistic hours kept: 2
Nurmber of statistic distribution buckets kept: 1
Statistic distribution interval (mlliseconds): 20
Hi story Statistics:
Nurmber of history Lives kept: O
Nurmber of history Buckets kept: 15
Hi story Filter Type: None

Leafl101# show track brief

Trackld Type I nst ance Par anmet er State Last Change
4 IP SLA 2000 reachability up 2021-09-16T18: 08: 42. 364+00: 00
3 Li st --- per cent age up 2021-09- 16T18: 08: 42. 365+00: 00

Leafl01# show track
Track 1
Li st Threshol d percent age
Threshol d percentage is up
6 changes, |ast change 2021-09-16T00: 01: 50. 339+00: 00
Threshol d percentage up 1% down 0%
Tracked List Menbers:
oj ect 2 (100) % up
Attached to:



Rout e prefix 200.0.0.1/32
Track 2
I P SLA 2000
reachability is up
6 changes, |ast change 2021-09- 16T00: 01: 50. 338+00: 00
Tracked by:
Track List 1

FO|

L

oo
rok
ik

Moquery(Managed Object Query) B2 A}

apicl# moquery -c fvIPSLAMonitoringPol -f 'fv.IPSLAMonitoringPol.name=="ICMP_Monitor"'
Total bjects shown: 1

# fv. | PSLAMONI t ori ngPol

name : | CvP_Mbni t or

annot ati on :

chil dAction

descr :

dn : uni/tn-TN_D/ i psl aMoni t ori ngPol -1 CMP_Nbni t or
ext MhgdBy :

ht t pMet hod : get

httpUri s

ht t pVer si on : HTTP10

i pv4Tos 0

i pv6TrfC ass 0

| cOmn : local

nodTs : 2021-09-15T21: 18: 48. 195+00: 00
nonPol Dn : uni/tn-conmon/ monepg- def aul t
nameAl i as

owner Key

owner Tag :

reqDat aSi ze : 28

rn : i pslaMonitoringPol -1 CMP_Moni t or
sl aDetectMul tiplier : 3

sl aFr equency 5

sl aPort 0

sl aType cicnp

status :

t hreshol d : 900

ti meout : 900

uid : 15374

userdom corall:

apicl# moquery -c fvTrackMember -f 'fv.TrackMember.name=="Server_Physical IP"'
Total bjects shown: 1

# fv. TrackMenber

name : Server_Physical _I P

annot ati on

chil dAction

descr :

dn : uni/tn-TN_D/ trackmenber - Server _Physical _I P
dst | pAddr : 10.100. 0. 100

ext MhgdBy :

id : 2000

| cOmn : local

nodTs : 2021-09-15T21: 16: 22. 992+00: 00
nonPol Dn : uni/tn-conmon/ monepg- def aul t
nameAl i as

owner Key

owner Tag



rn : tracknenber - Server_Physical _I P

scopeDn > uni/tn-TN_D/ out - L3out _Stati c_server
status :

ui d : 15374

userdom corall:

apicl# moquery -c fvTrackList -f 'fv.TrackList.name=="Tracking Server Physical_ IP"'
Total bjects shown: 1

# fv. TrackLi st

name : Tracki ng_Server _Physical _I P
annot ati on :

chi I dActi on

descr :

dn > uni/tn-TN_D/ tracklist-Tracki ng_Server_Physical _I P
ext vhgdBy :

I cOmn : local

nmodTs : 2021-09- 15T07: 41: 15. 958+00: 00
nmonPol Dn : uni/tn-comon/ nonepg- def aul t
nanmeAl i as

owner Key

owner Tag

percent ageDown : O

per cent ageUp 1

rn : tracklist-Tracking_Server_Physical _IP
status

type . percentage

ui d : 15374

user dom corall:

wei ght Down 0

wei ght Up 1

24| st

24&l o] | goldol AH8E + UE B =X i 27 ei&Lict

23 d40| B7|HL SEIM IP FA0 HAZAE = e B ACIIP SLAE T+ E YAIZIo 22

5t CHAF IPE 'timeout @ 2 E A|gHL|Ct.

Leaf 101
NOK-CO93180YC-FX

15.2{2f)
Eth1/3
L3out Static_server
Encap vlan 507
10.100.0.254/24
RF: TN_D:VRF S

L30ut

Loopback 507: 200.0.0.1/32

L3out QIE{mO|A CI2



Track Member - Server_Physical_IP

Mame: Server_Physical_IP

Dascription

0 &

Dperation Number Dperation Status

ms [2seconds)

= IPSLA 2 L|E 33 &FEf

Leaf 101 CLI &Ql("0OFX|2 2HQd tEk I ="of CHEE AlZt MIEH EA| 71S)

Leafl01l# show ip sla statistics
| PSLAs Latest Operation Statistics
| PSLA operation id: 2000
Latest RTT: NoConnecti on/ Busy/ Ti neout
Latest operation start tinme: 23:54:30 UTC Wed Sep 15 2021
Lat est operation return code: Ti neout
Nunmber of successes: 658
Nunmber of failures: 61
Qperation time to live: forever

Meol Z8E + U2 SEi7F OKZ EAIELICEH

Track Mamber - Server_Physical_IP

Diparasen Numbes Oparasen Status

Lates Dparation Emor Meszage

Latest Operation Eror Massage

]

2137} dh st £ |P SLA 2 LIE] AFEH

Leafl01l# show ip sla statistics
| PSLAs Latest Operation Statistics
| PSLA operation id: 2000
Latest RTT: 1 milliseconds
Latest operation start tinme: 00:03:15 UTC Thu Sep 16 2021
Latest operation return code: OK

Policy

Palic

Stats



Nunber of successes: 18
Nunber of failures: 86
Qperation time to live: forever

o e
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