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Welcome

Thank you for choosing Cisco Wireless Access Point. This setup wizard will help you install your
Access Point.

To setup this access point manually you can cancel this wizard at any time (Mot recommended).

-

Mote: This Setup Wizard provides simplified options to help you quickly get your access point up
and running. If there is any option or capahbility that you do not see while running the setup wizard,
click the learning link provided on many of the setup wizard pages. To set further options as you

require or as seen in the learning link, cancel the setup wizard and go to the web-based
configuration wtility.

Click Next to continue

| Back |I Next l| Cancel
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Configure Device - IP Address
Select either Dynamic or Static IP address for your device.

QD}'namic IP Address (DHCP) (Recommended)
Static IP Address

Static IP Address: 192 .[168 1 1245
Subnet Mask: 255 .|255 .|255 .0
Default Gateway: 192 .|168 1 |1
DMS:

Secondary DNS (optional):

@_Leam more about the different connection fypes

Click Next to continue

Back ” Mext || Cancel I
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Dynamic IP Address (DHCP) (Recommended)
tatic [P Address

Static IP Address: 192 .|168 1 2
Subnet Mask: 255 .|255 .|255 .10
Default Gateway: 192 .|168 o A1
DMS:

Secondary DNS (optional):

Dynamic IP Address (DHCP) (Recommended)
* Static IP Address

Static IP Address: 192 .|168 o 121
Subnet Mask: 255 .|255 .|255 |0
Default Gateway: 192 .|168 ! 1
DMS:

Secondary DNS (optional):

At 1:0| 0|0l M= 255.255.255.00| MEY OtAT R AR EL|CE

67|, Default Gateway ZE0{ WAPS| 7|2 HO|EROIE LT LICIEIRES M IP F
Aduct,
=

Dynamic IP Address (DHCPF) (Recommended)
® Static IP Address

Static IP Address: 192 .|168 1 121
Subnet Mask: 255 .|1255 .|255 -0
Default Gateway: 192 .[168 .1 1
DME:

Secondary DMS (optional):

2t 11:0]| 00l ME 192.168.1.10| 7|2 HO|EQO|E At ElLICE.

7EAL (MEE ALY HIERT 2R oM & 7|8t REE|E|of HAMASHE{H DNS EEo0f 7|2
DNS(Domain Name System) FAE 2 L|CEHISP(RIEY MH|A SZ X7t DNS Mu{ F
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Dynamic IP Address (DHCP) (Recommended)
% Static IP Address

Static IP Address: 192 .|168 o 121
Subnet Mask: 255 .|255 .|255 -0
Default Gateway: 192 .|168 | 1
DMS: 192 .|168 o |2

Secondary DNS (optional):

2t 71:0| 00 M= 192.168.1.20| DNS TAE AL E!LLC}.

8EHA|. (MEH AME) Secondary DNS ZE0f EZX DNS &4
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Dynamic IP Address (DHCP) (Recommended)
®' Static IP Address

Static IP Address: 192 .|168 1 121
Subnet Mask: 255 .|1255 .|255 .10
Default Gateway: 192 .|168 a A1
DMS: 192 .|168 1 .2
Secondary DNS [Dptinnall: 192 .|168 o 13
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Single Point Setup - Set A Cluster

A cluster provides a single point of administration and lets you view, deploy, configure, and secure
the wireless network as a single entity, rather than as a series of separate wireless devices.

Mew Cluster MName
Recommended for a new deployment enviranment.

Mew Cluster Name:
AP Location:

Join an Existing Cluster
Fecommended for adding new wireless access points to the existing deployment enviromment.

Existing Cluster Name:
AP Location:

@Z)n mot Enable Single Point Setup
Fecommended for single device deployments or if you prefer to configure each device

individually.
@ cam more about single point setup

Click Next to continue
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Single Point Setup - Set A Cluster

A cluster provides a single point of administration and lets you view, deploy, configure, and secure
the wireless network as a single entity, rather than as a series of separate wireless devices.

* New Cluster Name
Recommended for a new deploymgant enyironment

Mew Cluster Name: 1=t Point

AP Location: Study Room

Join an Existing Cluster
Recommended for adding new wireless access points to the existing deployment environment.

Existing Cluster Name:
AP Location:

Do not Enable Single Point Setup
Recommended for single device deployments ar if you prefer to configure each device
individually.

@ Learn more about single point setup

Click Next to continue
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Single Point Setup - Set A Cluster
A cluster provides a single point of administration and lets you view, deploy, configure, and secure
the wireless network as a single entity, rather than as a series of separate wireless devices.

'~ Mew Cluster Mame
Recommended for a new deployment environment.

New Cluster Name: | |
AP Location: | |

'® Join an Existing Cluster
Recommended for adding new wi

Existing Cluster Name: Main Point

ent enviranment.

AP Location: Master Bedroom

'~/ Do not Enable Single Point Setup
Recommended for single device deployments ar if you prefer to configure each device
individually.

@ Learn more about single point setup

Click Next to continue
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Summary - Confirm Your Settings
Flease review the following settings and ensure the data is correct.

You are about to join this cluster: Main Point

Click Submit to enable settings on your Cisco Wireless Access Paint

Back Submit Cancel
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Configure Device - Set System Date And Time
Enter the time zone, date and time.

Time Zone: ISA (Pacific) r
USA (Aleutian lzlands) -
LUSA (Ari )
Set System Time: US4 EG;EnturTﬂl
US4 (Eastern)
LISA (Mountain)
MTP Server 1: W_z ekistan
NTP Server 2: [EEE::I”EM
MTP Server 4: [Vi&tﬂam

Wake Islands

Wallis & Futana Islands

@Leam more about tl Western Samoa

Windward Islands

femen

Zaire (Kasai)

Zaire (Kinshasa)

Zambia

Zimbabwe 7

Click Next to continue
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Configure Device - Set System Date And Time
Enter the time zone, date and time.

Time Zone: | USA (Pacific) v

Set System Time: @qnatwnrk Time Protocol (NTP)

Manually
MTP Server 1: 0.ciscosb.pool.ntp.org
MTPF Server 2: 1.ciscosb.pool.ntp.org
MTP Server 3: 2 ciscosb pool.ntp.org
MTP Server 4: 3j.ciscosb.pool.ntp.org

@Leam more about time setiings

Click Next to continue

[ Back ]| Next |[ Cancel
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Configure Device - Set System Date And Time
Enter the time zone, date and time.

Time Zone: USA (Pacific) v
Set System Time: ® Metwork Time Protocol (NTP)
Manually
MTP Server 1: 0.ciscosb.pool.ntp.org
MTP Server 2: 1.ciscosb.pool.ntp.org
MTP Server 3: 2.ciscosb.pool.ntp.org
MTPF Server 4: 3.ciscosb.pool.ntp.org

@_Leam more about time settings

Click Next to continue

Back I Mext I Cancel
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Configure Device - Set System Date And Time
Enter the time zone, date and time.

Time Zone: |USA [Pacific)

Set System Time: () Network Time Protocol (NTP)

* Manually
v|[2017 ¥ ]

System Date: |Januar:,' r || g

(09 v]:[14 ]

@ cam more about time settings

System Time:

Click Next to continue
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Mew Password: | |seseneas

Confirm Password:  f [sessssss

Password Strength Meter: TTT1 Below Minimum

& 11: Password Strength Meter ZE0i= HIYHS E Q=238 | HAE= ME 2CH7F ZAIE

w7k x| A HYEHS SN F AtE 2 SF5HK| &L ch
FEM A HILUHS SHE F AHE0| SF X H[YHHS Z =71 oFgLCt
=M __ x4 HEZHS STHE F AE0| SFEHH|2HSE 257 =&LICH
18EHA|. (A1EH ALE) Enable Password Complexity(HI2EHE S2F4 &4ds}) &olgte MEfst
of HYHS SEHE M5 eLICt ol 2 HIYHS = 8K} 0|4F0lo{of 3tH &~ EAt & CHE
A, 2R EE 752 TARLICHHILHE SRR 7RO BASHE] USLIC
Mew Password:  |sssssses
Confirm Password:  |sssssses
Password Strength Meter: TTT1 Below Minimum

Password Complexity: ®Ena|:|le

@ Leam more about passwords

Click Next to continue

Back I Mext I Cancel
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Configure Radio 1 - Name Your Wireless Network

The name of your wireless network, known as an SSID, identifies your network so that wireless
devices can find it.

Enter a name for your wireless metwork:

Metwork Name (SSID):  [WAP361_L2
For example: MyMNetwork

@ cam more about network names

Click Next to continue

| Back

Mext I| Cancel
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Configure Radio 1 - Secure Your Wireless Network

Select your network security strength.

est Security (WPAZ Personal - AES)
Recommended for new wireless computers and devices that support this option.

Older wireless devices might not suppaort this option.

Better Security (WPAMPAZ Personal - TKIP/AES)
Recommended for older wireless computers and devices that might not support WPAZ.

Mo Security (Mot recommended)
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Configure Radio 1 - Secure Your Wireless Network
Select your network security strength.
* Best Security (WPAZ Personal - AES)
Recommended for new wireless computers and devices that support this option.
Older wireless devices might not suppaort this aption.

Better Security (\WPAMWPAZ Personal - TEIFIAES)
Recommended for older wireless computers and devices that might not support WPAZ.

Mo Security (Mot recommended)

Enter a security key with 8-63 characters.
'"l Session Key Refresh Rate

Show Key as Clear Text

@Leam more about your network security options
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23':F74I(’“‘IEH AtEh) =48 HIYH S & 2 24™ Show Key as Clear Text = €|
NextE EEIoFL||_-_|.

Enter a security key with 8-63 characters.
SecretKey 1 L | Weak

@Shuw Key as Clear Text

@Leam more about your network security options

Click Next to continue
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Configure Radio 1 - Assign The VLAN ID For Your Wireless Network

By default, the VLAN ID assigned to the management interface for your access pointis 1, which is
also the default untagged VLAN ID. Ifthe management VLAN ID is the same as the VLAN D
assigned to your wireless network, then the wireless clients associated with this specific wireless
network can administer this device. If needed, an access control list (ACL) can be created o

disable administration from wireless clients.

Enter a VLAN ID for your wireless network:

VLAN ID:

@ Leam more about vian ids

Click Next to continue

Back Mext | Cancel
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Enable Captive Portal - Create Your Guest Network

Use Captive Portal to set up a guest network, which means that wireless users need to be
authenticated before they can access the Internet. For example, a hotel can create a guest
network to redirect new wireless users to a page for authentication.

Do you want to create your guest network now?

O

Ma, thanks.

@Learn more about captive portal guest netwarks

Click Next to continue
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Radio: @iadin 1 (5 GHz)

Radio 2 (2.4 GHz)

_

Guest Network name:
For example: MyGuestMetwork

#3:0| oM B2 1(5GHZz) 0| MEIE L}

28Tt Guest Network Name(7/AE HE®F O|F) E=o| HAE SSID2| 0| =36t
1 Next(CtZ)E £=[gLC

Enable Captive Portal - Name Your Guest Network

Your guest network needs a new name, known as an SSI0. The name identifies your guest
network so that wireless users can find it.

Enter a name for your guest network:

Radio: ® Radio 1 (5 GHz)
Radio 2 (2.4 GHz)

Guest Metwork name: EEEM‘;GLIEST!

For example: MyGuestMetwaork

@ Leam more about network names

Click Next to continue

| Back | Mext ll Cancel |
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Enable Captive Portal - Secure Your Guest Network

Select your guest network security strength.
Best Security (WPAZ2 Personal - AES)
Fecommended for new wireless computers and devices that support this option.
Older wireless devices might not support this option.

@etter Security (WPAWPAZ Personal - TKIPAES)
Fecommended for older wireless computers and devices that might not support WRAZ.

Mo Security (Mot recommended)

30EHA|. Security Key ZEO| HE
CHe =38t H|ZHs ol SEEE Eo{EL

Enter a security key with 8-63 characters.
I | strong

Show Key as Clear Text

gLearn more about your network security options

Click Next to continue

| Back || Mext || Cancel |
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Enter a security key with 8-63 characters.

GuestPassw0rd 11 | strong

@Shnw Key as Clear Text

@Learn more about your network security options

Click Mext to continue
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Enable Captive Portal - Assign The VLAN ID

We strongly recommend that you assign different VLAN 1D for your guest network than the
management VLAN ID. By doing that, your guest will have no access to your private network.

Enter a VLAM D for your guest metwaork:

VLAN ID:

@Leam more about vian ids

Click Next to continue

| Back Next I Cancel |
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Enable Captive Portal - Enable Redirect URL

[fyou enable a redirect URL, when new wireless users have completed the authentication process,
they can be redirected to an alternate startup page.

®Enab|e Redirect URL

Fedirect URL :

i
m
Ju
o
r

34EHA|. (B4 AtE) Redirect URL ZE0 2|C|2M URLS| URLS 21245t 1 Next
Ct.

Enable Captive Portal - Enable Redirect URL
[fyou enable a redirect URL, when new wireless users have completed the authentication process,
they can be redirected to an alternate startup page.

«| Enable Redirect URL

Redirect URL:  fhitp://newuser com

@Leam more about redirect urls

Click Next to continue

| Back I Mext I Cancel
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http://newuser.com

Summary - Confirm Your Settings

Please review the following settings and ensure the data is correct. "
Radio 1 (2.4 GHz)
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Click Submit to enable settings on your Cisco Wireless Access FPoint

[ Back {_submit J[ cancel |
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MYEIA= X 2 lgfLchotE e #=FLCH

Device Setup Complete

Cungratulaﬁu ns, your access point has been set up successfully. We strongly recommend that
you save these settings by writing them down or by copying and pasting them into a text document.
You will need these settings later when you add other wireless computers or devices to your

Click Finish to close this wizard.
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