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'::ll'_,:,':t' WAP571 Wireless-AC/N Premium Dual R

TN B Geting Siaried

Lize the following links to quickly configure your access

.
]

e Initial Setup

;
:
ﬁ

Run Setup Wizard

*  System Security Configure Radio Settings

*  Client QoS Configure Wireless Metwork Settings
» ACL Configure LAN Settings

* SNMP Configure Single Point Setup

» Captive Portal

» Single Point Setup il Device Status
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https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5229

Welcome
Thank you for choosing Cisco Systems, Inc. This setup wizard will help yvou install your Cisco

Systems, Inc Access Point.
To setup this access point manually yvou can cancel this wizard at any time (Mot recommended)

Mote: This Setup Wizard provides simplified options to help you quickly get your access point
up and running. Ifthere is any option or capability that you do not see while running the setup
wizard, click the learning link provided on many of the setup wizard pages. To set further
options as you require or as seen in the learning link, cancel the setup wizard and go to the

web-based configuration utility.

Click Next to continue
Back || Mext || Cancel
3EtA|. Enable Captive Portal - Create Your Guest Network(Z54 L H 43} - HAE HES
& Z=2|gLCt.

3 AAd) 3t2H0| LIEFLIH Yes(ol) & B3t C}2 Next(CHS) &



Enable Captive Portal - Create Your Guest Network

Use Captive Portal to set up a guest network, which means that wireless users need to be
authenticated hefore they can access the Internet. For example, a hotel can create a guest

network to redirect new wireless users to a page for authentication.

Do you want to create your guest network now?

®)yes
Mo, thanks.

@1 carm more about captive portal guest networks

Click Next to continue

cach
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Enable Captive Portal - Name Your Guest Network

Your guest network needs a new name, known as an S310. The name identifies your guest
network so that wireless users can find it.

Enter a name for your guest netwark:

Radio: % Radio 1 (5 GHz)
Fadio 2 (2.4 GHz)

Guest Metwork name:  §ciscosb-guest
or example. MyGuestNetwor

@ carn more about network names

Click Next to continue

| Back Next
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Enable Captive Portal - Secure Your Guest Network
Select your guest network security strength.

*' Best Security (WPAZ Personal - AES)

FEecommended for new wireless computers and devices that support this option.
Older wireless devices might not support this option.

Better Security (WPAMWPAZ Personal - TEIP/AES)
Fecommended for older wireless computers and devices that might not support WPAZ.

Mo Security (Notrecommended)
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Enable Captive Portal - Secure Your Guest Network
Select your guest network security strength.

'® Best Security (WPA2 Personal - AES)
Fecommended for new wireless computers and devices that support this option.
Dlder wireless devices might not support this option.

" Befter Security (WPAWFAZ Fersonal - TEIF/AES)
Fecommended for older wireless computers and devices that might not support WPAZ.

" Mo Security (Mot recommended)

Enter a security key with 8 - 83 characters.
FEEEEEE R R R R hlllllllll Strﬂng

[ | Show Key as Clear Text

ﬂLearn more about your netwaork security options

Click Next to continue

| Back ||  Next
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Enable Captive Portal - Assign The VLAN ID

We strongly recommend that you assign different VLAM 1D for your guest netwark than the
management VLAN ID. By doing that, your guest will have no access to your private network.

Enter a WVLAN ID for your guest networlk:

VLAN ID: 1 Range: 1-4094)

ﬂLearn maore aboutvian ids

Click Next to continue

| Back | Next
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Enable Captive Portal - Enable Redirect URL
Ifvou enable a redirect UEL, when new wireless users have completed the authentication

process, they can be redirected to an alternate startup page.

[« Enable Redirect URL

Fedirect URL ;

ﬂLearn maore about redirect urls

Click Next to continue
=&
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Summary - Confirm Your Settings

]

Radio 2 (2.4 GHz)

Captive Portal (Guest Netwoark) Summary

Click Submit to enable settings on your Cisco Systems, Inc Access Foint
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Device Setup Complete

Cnngratulatinns. your access point has bheen set up successfully. We strongly recommend
that you save these settings by writing them down or by copying and pasting them into a text
document. You will need these seftings later when you add other wireless computers ar

devices to your netwark.

Cluster Name:
Radio 1 (5 GHz)
Metwork Mame (S3510):

Metworlk Security Type:

Security Key:
Radio 2 (2.4 GHz)
Metwork Mame (S31D):

Metworlk Security Type:
Security Key:

ciscosb-cluster

ciscosh

WFPAZ Personal - AES

Fhdhhkkhkd

ciscosh

WPAZ Personal - AES

EEE R R

Click Finish to close this wizard.
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HAAMcz &4 2 g435

1EHA|. & 7|8t R & 2|E|0| A Captive Portal > Global Configurations A1EH 8 L|C}.

' I [ l [
cisco WAP571

Local Groups/LUsers
Instance Configuration
Instance Association

Web Portal Customization
Authenticated Clients

» Single Point Setup

Global Configuration

Captive Portal Mode: ¥ Enable

Authentication Timeout: 300 Sec (Range: 60 - 600, Default: 300)
Additional HTTP Port: 10 (Range: 1025 - 65535 or 80, 0 = Disable, Default: 0)
Additional HTTPS Port: |0 (Range: 1025 - 653535 or 443, 0 = Disable, Default: 0)
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T2 5t24™ Additional HTTP Port ZE0f F£7}5t24= HTTP & E HS E UBELICHHTTP

U UE QB T2 EZ2 ZES AE50{ CIHIO|ANM §Y Z2EZE ¥ 2 9IXIE &
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Captive Portal Configuration Counters

Instance Count: 0
Group Count: 1
Lser Count; 1]
Save
Instance Count — WAP C|H}O|A0| T+ HE CP QUAEA S| =1L |CF WAPO| Z|CH 274 9]

CPE T8¢ =+ U&LICH

Group Count — WAP C|H}O|A0| £ MHEI CP 218 #=QLICH XL 270 2& 8 A
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Global Configuration

Captive Portal Mode: ¥ Enable

Authentication Timeout: 300 Sec (Range: 60 - 600, Default: 300)
Additional HTTP Port: |0 (Range: 1025 - 65535 or 80, 0 = Dizable, Default: 0)
Additional HTTPS Port: |0 (Range: 1025 - 65535 or 443, 0 = Disable, Default: 0)

Captive Portal Configuration Counters

Instance Count: 1]

Group Count: 1

User Count: ]
CIARA Y
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Getting Started

Run Setup Wizard
» Status and Statistics
*  Administration

B LAN

» Wireless

* Spectrum Analyzer
¥ System Security
*  Client QoS
OACL

* SHMP

Global Configuration
Local Groups

Instance Association
Web Portal Customization
Authenticated Clients

* Single Point Setup

7CHA. Captlve Portal Instances E&LCI2 TS0 A WIZ cp-inst1 QIAEAE &Qlslof & L|C}
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Instance Configuration

Captive Portal Instances: | Create =

Captive Portal Instance Parameters

Instance Mame: Instance| (Range: 1 - 32 Characters)
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Instance Configuration

Captive Portal Instances: | Instance1 =

Captive Portal Instance Parameters

Instance 1D: 1
Protocol: HTTF ~
Werification: Guest r

11Et7A|. Protocol EELIR2 SS0{M QS ZZMHA ASE Z2ESS MHE
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Redirect: Enable

Redirect URL:
Away Timeout: 60
Session Timeout: 0

Maximum Bandwidth Upstream: 0

Maximum Bandwidth Downstream: (0
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User Group Name: Group1 ¥
RADIUS IP Metwork: IPvd ¥
Global RADIUS: +| Enable

IPv4 —RADIUS ZZI0|¢E O] FAE xxX.XXX.XXX.XXX(192.0.2.10) & AI]L|C},

IPv6 —RADIUS ZE2I0|HES| FA =
XXXXXXXKXKXKXXXXXXXXKEXXXKXXXX XXX XXXX:XXxX(2001:DB8::CAD5:7D91) & Al 1L |C}.
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AlZt Z9f: 7124 RADIUSE £ 4318t B 28EHAI2 ZHL{EIL|Ct.
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22CHA|(MEE ALE) WAP HIER{Z oM ZE0|ME Q| AlZH L H|0|H AEEE FX
524 Enable RADIUS Accounting(RADIUS 7|1 & 2| M3} & Qlgte

& 1:21E 740l M Global RADIUS(T % RADIUS) #@IEt0| 248t 29 57} RADIUS M
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23EHA|. Server IP Address-1 ZHE0| 7|2 MHZ AF2E RADIUS MOl IP FAE l=dEfL
CHIP =AE IPv4 E= IPv62| ZF A HAIE 2toF g Lct.

Global RADILS: Enahble
FRADIUS Accounting: + Enable
Senver IP Address-1; 202123123123

Senver IF Address-2:

Senver IF Address-3:

Senver IF Address-4:
24EHA|. (A—I A|.éol-) o]
MeiE g

Address(AH |
MOl IP T4

7R = Mo 2 &3 QIE =|cH 37H2] 8iQd RADIUS
0| gl HMA T} HFELICH Server IP
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Key-1:
Key-2:
Key-3:

Key-d:

Locale Count: 0

Delete Instance:

Save
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29EHA. & 7|8t R = 2|E|ol M Captive Portal(Z% X&) > Instance Association(@/AEA ¢4
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Getting Started

Run Setup Wizard
*  Status and Statistics

*  Administration

» LAM

» Wireless

»  Spectrum Analyzer
*  System Security

* Client QoS5
» ACL

* SHNMP

=lobal Configuration
Local Groups/LUsers
Instance Configuration

Forta stomization
Authenticated Clients
*  Single Point Setup




Instance Association

Radio: = Radio1 (5 GHz)
Radio 2 (2.4 GHz)

Instance Association
Metwork Interface Instance Mame
VAP 0 [cizscosh) Instancel »

31EA. QIABIA O|F EECH2 S50iM QARA FHE MEst0{ X|HE VAP HZEE
LICH

2t 1:0| of|of M 8EFH 0| A M AIEl Instance10| VAP 1(Virtual Access Point 2)01| AF2 ElLIC}H

Instance Association

Metwork Interface Instance Name
VAP 0 (CHICCO) v
VAP 2 (Virtual Access Point 3) ¥
VAP 3 (Virtual Access Foint 4) m
VAP 4 (Virtual Access Point 5) ¥

32EtAH. M&ES =gt

WAP 11 (Virtual Access Point 12) r

VAP 12 (Virtual Access Peint 13) v

WAP 13 (Virtual Access Point 14) r

VAP 14 (Virtual Access Peint 15) r

WAP 15 (\Virtual Access Point 16) r
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33CtAL & 7|8t | El2|E|0i| A Captive Portal(5< X&) > Web Portal Customization(® L&
MR X|H)E MEHFFLICE

Getting Started
Run Setup Wizard
» Status and Statistics

* Administration

» AN
» Wireless

* Spectrum Analyzer
* System Security

* Client QoS
» ACL

* SNMP

=lobal Configuration

Lecal Groups/Users

Instance Configuration

Instance Association

Authenticated Clients
*  Single Point Setup

34+, Captive Portal Web Locale E&CH2 S 50i| A Create(4)E MEUSI0 A EAS
MAAELICH

Web Portal Customization

Captive Portal Web Locale: |Create » |

Captive Portal Web Locale Parameters

35EHAH|. & 272 o/& H=of 27|Y ol E =T LICH

Captive Portal Web Locale Parameters

Web Locale Mame: F':ebpc:-rtal | Range: 1 - 32 Characters)

Captive Portal Instances r
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MEfEHLIColp] 228 B B4 T QARA0| HZE & YaLich 238 22stoi o
B EZ=E HMere = st
Web Portal Customization
Captive Portal Web Lecale: | Create »
Captive Portal Web Locale Parameters
Web Locale Name: webportal {Range: 1 - 32 Characters
Captive Portal Instances | Instancel = |
Save
I7THA. MY & E=Istod M 22 HdELICH
oA == ALS R XY Ho|XK|ofl £t HE I EAIELCH
Web Portal Customization
Captive Portal Web Locale: | webportal »
Captive Portal Web Locale Parameters
Locale ID: 1
Instance Mame: Instance
Background Image Mame: |ciscc:-_t:-kg.jpg r || Upload/Delete Custom Image |
Logo Image Mame: |ci5cc-_|n:-|_:|c-.png r || Upload/Delete Custom Image |
Foreground Coelor: HO00009 (Range: 1 - 32 Characters, Default: #39933599)
Background Color: #BFEFEF (Range: 1 - 32 Characters, Default: #BFBFBF)
Separator: #BFEFEF (Range: 1 - 32 Characters, Default: #BFBFEF)
Locale Label: English (Range: 1 - 32 Characters, Default: English)
Locale: en {(Range: 1 - 32 Characters, Default: en)
27U ID= T EA LS| ID HEE EAISte 7+ 2758 HELCH
CIARIA O|E2 22T IZE 54 EH QIAHA 0|82 EAlSHE 74 E7t58 ZE
iLch.
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39CHA|. Logo Image Name(2 1 O|0|X| O|F) EECHE S0l HO|X| 1% &H ZAZ|of
FEAIE o|0|X|E MEHEFLICE.

4027\, Foreground Color 2=0{ 2Z 9| TZMof CHet 6Xt2] HTML(Hyper Text Transfer
Protocol) ZE& =g L|C}.
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45T+, Account Image(718 O|0O|X|) EECH2
MENEHL|CE.

i1

oM 230l EE 2{of ZA[E o|OlX|E

Account Image: legin_kev.jpg  * || Upload/Delete Custom Image
Account Label: Enter your Username

Lser Label: Lsername:

Password Label: Password:
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Button Label: Connect

S Ul Gothic', arial. zans-serif

Fonts:

Captive Portal

Browser Title:

YWelcome to the Wireless Network

Browser Content:

To start using this service, enter your credentials and click the
connect button.

Content:

Acceptance Use Policy.

Acceptance Use Policy:
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Accept Label:

Mo Accept Text:

Work In Progress Text:

Denied Text:

Welcome Title:

56=H7|. No Accept Tex:

AT AR MRS Aats

i
5t

Check here to indicate that you have read and accepted the
Acceptance Use Policy.

Errer: %ou must acknowledge the Acceptance Use Policy before

connecting!

Connecting, please be patient...

Error: Imvalid Credentials, please try again!

Congratulations!

HAE £ QI8) HEo ASAIVE 2O K ZHE HMEsHX|B
K| o2 B2 MEXH ZEZEE EAlsts HIAEE UHFLICH

57THAH|. Work In Progress Text(& Y &g & E/lAE) E=oi WAPZF XI™E Xt4
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Congratulaticns!

Welcome Title:

ou are now authorized and connected to the network.

Yelcome Content:

Delete Locale:

| Save || Preview... |
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Getting Started
Run Setup Wizard
»  Status and Statistics

*  Administration

» Wireless

» Spectrum Analyzer
» System Security
*  Client QoS

F ACL

» SHMP

P ——
Global Configuration

ycal Groups/sers
Instance Configuration
Instance Association

Web Portal Customization
Authenticated Clients

* 5ingle Point Setup

65 H|. Captive Portal Groups(34 £ &) E&CHR S 504 A Create(M&)E MEAFL
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Local Groups/Users

Local Groups Settings

Captive Portal Groups: | Create =

Group Mame: (Range: 1 - 32 Characters)

Add Group
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Local Groups/Users

Local Groups Settings

Captive Portal Groups: | Create =

Group Mame: |Gru::-up1 Range: 1 - 32 Characters

Add Group
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Local Groups/Users

Local Groups Settings

Captive Portal Groups: | Create -

Create
Group Mame: Default Range: 1 - 32 Characters

Add Group
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Local Users Settings

Captive Portal Users: | Create = |

L=zer Mame; Range: 1 - 32 Characters

Add User
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Local Users Settings

Captive Portal Users: | Create »

L=zer Mame: |Lser]

Add User
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Local Users Settings

Captive Portal Users: |Userl =
Lzer Password:

Show Password as Clear Text

Away Timeout: G0
Default
Group Mame: Groupt

Maximum Bandwidth Upstream: 0

Maximum Bandwidth Downstream: |0

Delete Lser:

Save
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