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Configusiion Wisnis e CHBS350-24FP-4G - swich73d913
Search
Port Settings
» Status and Statistics
» Administration Link Flap Prevention: (+7 Enable
Jumibo Frames: [} Enable
Jumbo frames configuration changes will take effect after saving the configuration and rebooting the switch.
Port Settings Table
Error Recovery Settings h @
Loopback Detection Time Rangs
Settings Link Status Port Dupbex Protection
Entry No. Port  Port Type Operational Status SNMPTraps Name State Speed Mode LAG State
» Link Aggregation 1 GE1 1000M-Copper Down Enabled Unprotected
2 GE2 1000M-Copper Up Enabiled 1000M  Full Unprotected
» UDLD [
3 GE3 1000M-Copper Down Enabled Unprotected
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CH2 22, MAC Address Tables(MAC 24 El|O|&) > Dynamic Addresses(S3 F4)2
O|S35t1 GE2(2RIX| ZE 2)°t HZAE PCo| MAC FAE = QIgfLCt

Getting Sts I
Getting Started e ; W CES350-24FP-4G - swich73d913
cisco

Dashboard
Dynamic Addresses

Configuration Wizards
Search Dynamic Address Table

Status and Statistics
: - i 208

Administration
Filter: VLAN ID aquals 1o

Port Management

MAC Addness equals 1o

Smartport
interface equals to Pont E1 LAG
VLAN Management
VLAN ID MAC Address Interface
Spanning Tree 1 VLAN 1 00ce0:4c01:06:f0  GE24

( VLAN 3c:07:54:75:b2:1d GE2 )

VLAN 1 achd 10445788 GE2M4

Static Addresses

Dynamic Address 2
Settings

3EH

Security HI+ 2 0|&3t0] AQ|X| ZE 2(GE2)E MEstD =3 olo|Z2S S=2|&LICt
Interface Status(QIE{H| O|A 2'EH) 0]l U= Lock(R =) SME &EILICHEE 2
= oA 222 EAIFUCLHAction on Violation($/8H)E Discard(HZ7)2 £
Apply(H&)E E=IgLct

Status and Statistics e CBS350-24FP-4G - switch73d913 Q
Administration
Port Security
Port Management
Smartport Port Security Table
Al Menacerent {Je Edit Port Security Interface Settings x
Spanning Tree Filter:  interface T)
- Interface: ® Pt GE2 v O LAG [y
MAC Address Tables [
Entry No. Interface Status: Lock
_ =———————————"\_ Learning Made: @ Classic Lock |
Multicast 1 GE1 ORI Lock
L Ij\‘ WBITHC
GE2 — L3
O Secure Permanent
IPvd Configuration @ - ~
3 GE3 ) Secure Delete on Reset
IPv6 Configuration 4 GEA o Max No. of Adaresses Asowse: [ Range: 0 - 256, Default: 1
S GES T
General IP Configuration s GES Action on Violation ® Discard
O Forward
1 7 GE7 O Shwdown
6 GES Trap: [ Enable
TACACS+ Client 9 GE9
@ Trap Frequency: 10 sec (Range: 1 - 10X 00, Default: 10
10 GE10
RADIUS Client
1" GEN1

» RADIUS Server 12 GE12 e @ o
13 GE13

Password Strength )
4 GE14 Uniocked  Classic Lock 1 Disabled
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Edit Port Security Interface Settings X

@ Success. To permanently save the canfiguration, go 10 the Fie Operations page or cick the Save icon.

interface: ®rPon GE2 ~ O LAG | )
nterface Status + Lock
Learning Mode (®) Classic Lock

O Limited Dynamic Lock
O Secure Permanent
) Secure Delete on Reset

o Max Mo, of Addresses Alowed: | | Range: 256, Default: 1
Action on Viokation ® Discard
Forward
L2 Shutdown
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Status and Statistics e CBS350-24FP-4G - switch73d913

Administration

Port Security

Port Management

Port Security Table

Smartport

VLAN Management 4

Spanning Tree Filter; inferface Type equalsto  Pon E

MAC Address Tables imerface  Leamning Max No. of Action Trap
Entry No. imterface Status Mode A Aliowed on Trap Frequency (sec)
Multicast 1 GE1 Unlocked Classic Lock Disabled
( ) 2 GE2 Locked Classic Lock 1 Discard Disabled )
» IPv4 Configuration .
i GE3 Uniocked  Classic Lock Disabled
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Administration

Static Addresses
Port Management

Smartport Static Address Table
VLAN Management +=

Spanning Tree 1 VLANID MAC Address Interface  Status

( 1 3c:07:54:75:02.'d  GE2 bmurt')
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2 ' CBS350-24FP-40G - switch73d913
» Status and Statistics e ciSco v = .

» Administration

Port Settings

Link Flap Prevention: (+7 Enable
Jumbo Frames: L} Enable

Jumbo frames configuration changes will take effect after saving the configuration and rebooting the switch.
Error Recovery Settings
Port Settings Table
Loopback Detection
Settiny
— JRr
b Link Aggregation
Time Range
Link Ststus Pont Duplex
» UDLD Entry No. Port  Port Type Operational Status  SNMP Traps Name State Speed Mode
1 GE1 1000M-Copper Down Enabied
2 GE2 1000M-Copper Down Enabled
» Green Ethernet 3 GE3 1000M-Copper Down Enabled
GE4 1000M-Copper Up Enabled 1000M  Full
» Smartport 5 GES  1000M-Copper Down Enabled
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Status and Statistics e CBS350-24FP-4G - switch73d913

Administration

Static Addresses
Port Management

Static Address Tabile
& 1

VLANID  MAC Address Interface  Status

1 3c:07:54:75:02:1d  GE2 Secure
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Status and Statistics 9 CBS350-24FP-4G - switch73d913

Administration
Dynamic Addresses

Port Management

Smartport Dynamic Address Table
VLAN Management
Spanning Tree
Fiter VLAN ID aquals to
MAL Address equals o
eTacE BOUBIS 10 Port AG
VLANID MAC Address Interface
VLAM 1 O0:a0:4c:01:08:0 GE24
VLAN 1 ec:bd: 1445788 GE24

PC(MAC &£ 3¢:07:54:75:b2:1d)= GE2 IE{H0|A0| HAAE ALR0|B DHCP IP FAE
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Edit Port Security Interface Settings X
Interface: (&) Port GE2 v (O LAG

Interface Status: (+ Lock

Learmning Mode: (*) Classic Lock

(O Limited Dynamic Lock
(O Secure Permanent

(O Secure Delete on Reset

# Max No. of Addresses Allowed:

Action on Violation: (e) Discard
(O Forward

(O Shutdown

Trap: (J Enable

# Tran Frannanma:

Apply Close
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Port Security Table

) &
Filter:  Interface Type equalsto @ Port v

Interface  Learning Max No. of
Entry No. Interface  Status Mode Addresses Allowed
O 1 GE1 Unlocked  Classic Lock 1
O 2 GE2 Classic Lock 1
O 3 GE3 Unlocked  Classic Lock 1
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https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2513-configure-snmp-views-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2514-configure-snmp-groups-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2512-configure-password-strength-and-complexity-settings-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2515-configure-tcp-and-udp-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/2525-2543-configure-system-time-settings-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2524-2545-upgrade-firmware-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2797-smartport-best-practices-CBS.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2629-port-security-default-v-3-1.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2634-identify-disable-smartports-CBS.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html

	펌웨어 3.1을 사용하는 CBS 250 및 350 Series 스위치의 포트 보안 동작
	목표
	적용 가능한 디바이스 | 펌웨어 버전
	소개

	포트 보안 기본 동작 데모(펌웨어 버전 3.1)
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계
	10단계(선택 사항)
	11단계(선택 사항)
	12단계
	결론



